Theft of Identity:

Roadkill on the Information Superhighway

High-tech pirates tap computer-
accessed credit information to steal. It's
called application fraud and creditors make
it easy by auchorizing credit withour care-
fully investigating the applicant’s iden-
tity. Thedefrauder liveswelion thevictim’s
credit, destroying the vicrim'scredit record
in the process. When the ereditor reports
unpaid charges, the application fraud vic-
tim is victimized again, this time by col-
lection agencies and duped creditors who
suc to recover their losses. If this happens
to one of your clicnts, you will need ro
know what to do. This article can help.

The Shaw Fiasco
In May 1991, Steven M. Shaw, a

used car salesman in Orlando, Florida,
used his employer’s credit bureau termi-
nal to access the credix reports of Stephen
J. Shaw of Washington, D.C. (and other
Shaws with a first name derivation of
“Steve”) from national consumer report-
ing superbureaus.! Steven M. apparently
obtained the reports and began making
applications for credit with banks, retail-
ers, and credit card companies using iden-
titics of the various victims Shaw. Using

! The standard credit report has four parts:
a. Personal Information: name, address, so-
cial security number, date of birth, all prior
addresses. vour spousc’s identifiers, names
and addresses of your current and past em-
ployers. incomeinformationand other coded
dara;

b. Trade line information: Listing of current
and past accounts, dates each account was
opened, status of cach account, your rating
as provided by cach ereditor, detailed pay
histories, your credit limits, account bal-
ances, account verification dates, terms of
the accounts, types of accounts {Revolving,
Installment, 30/60/90, etc.), account desig-
nations {co-signar, authorized user, primary,
ctc) and other coded dara if 2 late pay.
collection. repossession or legal action is
involved.

¢. Public Record Data: Judgments, tax liens.
bankruptcies, legal actions, repossessions.
collections, consumer credit counseling, etc.
Few courts exist which send dara directy ta
the bureaus by magneric tape.

by David A. Szwak

the same terminal, he re-accessed the re-
ports 10 monitor and expand the fraud.
After Steven M. succeeded in ringing up
more than $100,000 in creditin the name
of Stephen ., a fraud investigator naticed
discrepancies in the reports. An investiga-
tion disclosed the scam.

Imagine receiving a call notifying
you that a client’s credit reports show that
he lives in another state and that he has
thousands of dollars of debt. Yourjobisto
warn other creditors and ger the credit
burcaus 1o delete and suppress the false
data. Lawsuits may be filed against your
clientwhile youare ncgotia(ingwithcrcdi-
tors and credit bureaus. Harassing lerrers,
calls, and visits from collection apents
may follow. Like Stephen J. Shaw, your
client will have become “roadkill on the
information superhighway.”

"T'he number of cases of theft of iden-
ticy 18 growing exponentially.? Victims

like Shaw have begun to fight back by
bringing suits against the defrauders, their
employers, the owners and possessors of
the defective credit burcau terminal sys-
tems, the credit bureaus, collecrors, and
those who authorize credic without ade-

d. Credit Inquiries: At the borrom of every
credit report is a cryptic listing of persons
who have requested your report. Also, “credit
scoring” is done by credit bureaus when a
creditor retrieves your report. Scoring is the
credit burean's numerical assessment of the
consumer as a credit risk based upon stan-
dard factors and application information.
Credi scoring is very complex and beyond
the scope of this article.

One of America's largest retailers maintains
that “[N]ew application fraud conrinues 10
be the fastest growing arca for frand losses.
The number of new application fraud inci-
dents during 1991 was approximarely 34%
above 1990 figures and 20% of all fraud
losses. New application fraud losses average
$1.264 (per fraud account) compared to
$856 for all other rypes of fraud loss. Fraud
josses exceeded over $3.5 million dollars in
1991 (for this retailer alone), This figure
does not take into consideration the expense
associated with the follow up and investiga-
tion. {parenthetical explanations added}.”

N

quartely Investigating theapplication.* The
Fair Credit Reporting Act (FCRA) does
not provide sufficient protection to con-
sumers; the likelihood that Congress will
enact legislation 1o better regulate the
industry appears grim.

Stevenson: v. TRW: Breaking Ground

In early 1989 John Stevenson began
receiving harassing calls from bill collec-
tors regarding accounts opened by a de-

{continued on next page)

3 See, ¢.g., Stephen ). Shaw v. Steven Shaw,
No. 93-874-Civ-Orl-19, (M.D. Fla, 1993);
Edward F. Brock v. Edward Brock, No.
H-93-0317, (5.1, Tex. 1993); Stevenson v.
TR, Inc., 987 F.2d 288 {5th Cir. 1993).
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frauder who used Stevenson's idenuiry,
After obtaining his creditreports from the
various superbureaus, Stevenson discov-
ered 16 fraudulent accounts, He sent dis-
putc leters to TRW. Almost one month
fater, TRW sent verification forms 1o the
disputed account creditors.f

Afier its nitial investigation, TRW
deleted some of the fraudulent accounts,
TRW claimed that creditors “insisted that
the account|s) was [were] Stevenson's.””
A fraud warning statement was finally
added to Stevenson's report in December
1989 that advised inquiring creditors that
Srevenson's “identifiers” had been used
frauduiently ro obrtain credic. In February
1990, TRW completed its reinvestiga-
tion; it concluded that all fraudulent ac-
counts had been deleted. Nonetheless,
false data continued to appear, either be-
cause the data had never been deleted by
TRY or because TRW failed to suppress
new informartion from creditors with the
false information.

Stevensen's problems continued and
he eventually sued TRW. A benchtrialin
a Dallas, Texas, federal court resulred in
an award to Stevenson of actual damages
($30,000), attorneys’ fees ($20,700), and
punitive damages ($100,000). On ap-
peal, the Fifth Circuit affirmed the com-
pensatory awards but reversed the puni-
tive award since, the appellate court con-
cluded, Stevenson had failed to carry his
burden of proving willful misconduct.

TRW was found ro have violated the
 FCRA in several respects. First, TRW
failed to employ “reasonable procc:duz’cs”6
to promptly re—investigate existing, dis-

4 Stevenson v. TRW, supra note 3, at 291.
“Consumer Dispute Verifications” {com-
monly known as “CDVs") are computer-
generated forms sentto the eredicor, by mail,
asking the creditor to “check whether the
information they have about a consumer
matches the information appearing on the
consumer’s TRW credir report.”

I

The standard is an objective one based on
what a reasonable, prudent person would do

"~ aa

under similar circumstances. Cahiin v.
GMAC, 936 F.2d 1151 (11ch Cir. 1991
Thompson v. San Antonio Retail Merchants
Ass'n, 682 F.2d 309, 513 (5th Cir. 1982%
Bryant v. TRW, Inc., 689 F.2d 72 (6th Cir.
198D).

182 16 TBN — Winter 1994

puted dataon Stevenson’s report. impor-
tant and separable is the fact that TRW
failed 1o promptly delete false data and
implement data suppression measures (o
safepuard it from recapiunng false datain
the event that its subscribers failed to clear
their internal records or magneuic tape
data transmissions. The court also found
that TRW failed to post an adequatc
notice on 1ts reports 1o advise Stevenson
that he had @ right to have his corrected
reports sent o inquiring subscribers who
reccived prior reports containing efrors.
Finally, the judge found that TRW li-
beled Stevenson by recklessly publishing
false reports without regard to the rruth or
falsity of their conrents, particularly in
light of Srevenson’s complaints.

The court also found that TRW did
not viplate its duty to usc rcasonable pro-
cedures to assure the maximum possible
accuracy of each new item of data placed
on Stevenson's report. TRW maintaing
regional databanks. Subscribers forward
magnetic tape and other data transmis-
sions that are fed directly into those banks.
The incoming data bears personal identi-
fication coding that is supposed to route
cach item of dara through the matching
algorithm to the proper credit report
TRW organizesthisinformation by name,
address, and Social Security number. Thus,
when the defrauder used the name “john
Scevenson” with the victim’s Social Secu-
rity number, regardliess of the mai] drop
address listed, the resulting account was
atrributed to the victim. TRW s match-
ing algorithm appears to place incoming
data in files that bear any two of the three
key idendifiers. This method of organiz-
ing information can create new files or
place erroncous dara in existing files.

"The Stevenson appeliate court refused
to uphold the district court’s finding that
TRW willfully violated section 1 6811ifa)
of the FCRA. Section 16811i(a) requires
a consumer reporting agency 10 investi-
gate and delete inaccurate or unverifiable
information disputed by a consumer
within a “reasonable time” after receiving
a notice of disputc or error.? TRW argued

7 15 U.5.C. 1681¢{b). Preparation of a credit
reportisacontinuing process andtheagency's
obligation to insure the maximum possible
accuracy of incoming dara arises and begins
with every addition of data. Cf Lowry v.
Credit Bureau, Inc. of Georgia, 444 F.Supp.
541 (D. Ga. 1978).

Stevenson v. TRW, supra note 3, at 292.

that 10 weeks was a reasonable ume to
reinvesizate Stevensan's dispute. Other
authorities have suggested thar 30 days
was enough.” As the Stepenson CouTt Con-
cluded. however, in today’s high-tech
world of electronic transmissions, telefaxes,
and wlephones, 1t should rake no more
than 30 days to conduct the investigation
neeessary 1o investigate a credit disputc,
p:micularly in cases like Stevenson, where
the agencies and their agents (the credi-
tors}, through their own recklessness, al-
Jow the fraud and then leave it fo the
vicrim to correct the mateer.' In fairness,
it should not require a great deal of time
for a credit reporting agency 1o resolve a
credit dispute. Thisis particularly true in
cases of application fraud that are typi-
cally evidenced by obvious signs that the
victim had no association with the dis-
puted account. The decision in Srevenson
should pive fair warning that credit re-
porsting agencies must rake their responsi-
bilities seriously.

Another problem oceurs when the
fraudulent information continues to “re-
appeas” even after the consumer report-
ing agency has supposedly deleted the
information identified as fraudulent. This
anomaly can result from the agency’s fail-
ure to delete the item in the first place or
from internal deficiencies within the
agency's computer hardware or software
that allow the data to be recaptured when
the creditor fails o clear its records. In
Stevenson this situation resulted ina find-
ing that TRW was negligent in allowing
inaccurate, deleted dara o reappear back
on the report.'!

Suill more disturbing is the fact that
consumer reporting agencies rely, almost
exclustvely, on magnctic tape data trans-
missions from their subscribing creditors
to update their files. This laxity has been
adopted in the reportingagency reinvesti-
gation procedures.'” While the agencies

® 74 ar 292 Boothe v. TRW Credit Dara, 768
F.Supp. 434, 438 (S.D.N.Y. 1991)% MIB,
Inc., 101 F.T.C. 415,423 (1983}

e« TRW urged ar trial, however, that whete
fraud has occurred, the consumer must re-
solve the probiem with the creditor.”
Seevenson v. TRW, supra note 3, at 293
Needless to say, the Court was pot im-
pressed.

8 7+ see akso Motris v. Credit Bureau of Cin-
cinnati, Inc., 563 F.Supp. 962, 968 {5.D.
QOhio 1983).

12 Gpp Srevenson v. TRW, supra, at 293.
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are not “strictly liable™ for inaccurare data
in (hcir files, they bear “some responsibil-
ity” to evaluate, assess and investigate the
accuracy of information they obtain from
their subscribers.'” In pcrh’;ps the most
significant part of the Stevenson decision,
the court placed the burden of reinvesti-
gation squarely on the credic reporting
agencies. Thusanagency is charged with
the duty to act in good faith before dis-
seminating information to its subscrib-
ers.'® Agencies that do no more than mimic
their subscribers do so at their own peril.'
Even so, credit reporuing agencies regu-
larly fail to comply with the FCRA man-
dates concerning reinvestigation and
security.

Credit Issuer Obligations

Conccptually, creditisnothing more
than a contract berween the cardholder
and the credit issuer. A “credic card” dem-
onstrates to merchants that the person
who holds the card has a satisfactory credit
rating, If credit is extended, merchants
know that the issuer of the card will ensure
that the merchant receives payment for
the merchandise delivered, and that the
debtor intends to pay the issuer.”” Fur-
ther, the offer of credit may be withdrawn
by the issuer at any time prior to the
acceprance of the offer through the use of
the card by the cardholder.'®

Creditissuers usually rely on applica-
tions to perpetuate their business, And
courts have uniformly held thar credit
issuers must exercise reasonable care in
investigating applications received."”

Y 14 . Hussain v. Casteret Sav. Bank, F.A., 704
E.Supp. 567 (D.N.]. 1989); Swoager v,
Credit Bureau of Greater St. Perersburg,
Fiz., 608 F.Supp. 972,976 (M.D. Fla.1985);
Bryant v. TRW, 689 F.2d 72 (Gth Cis.
1982)%; Thompson v, San Antonio Retail
Merchants Ass'n, supra note G.

M Srevenson v. TRV, supra note 3, a1 293,

¥ Bartels v. Retail Credit Co., 175 N.W.2d
292 (Neb. 1970).

3 IJ-

V1n re Cloud, 107 B.R. 156 (N.D. 1. 1989);
Williams v, U.S., 192 F.Supp. 97 (5.D. Cal.
1961).

B Feder v. Fortunoff, Ine., 494 N.Y.5.2d 42
{N.Y. Super. 2d Depr. 1985).

¥ Beard v. Goodvear Tire & Rubber Co., 587
A.2d 195 (D.C. App. 1991); TransAmerica
Ins. Co. v. Standard Qil Ca., 325 N.W.2d
210 (N.D. 1982); First Nat. Bank v.
Mullarkey, 385N.Y.5.2d 473, 87 Misc.2d 1
(N.Y. Cir. Cr. 1976); Humble Oil & Ref.
Co. v. Warers, 159 So.2d 408 (La. App.
19G3).

While creditissuers are not strictly liable
for approving fraudulent applications,
they must exercise reasonable care to pre-
vent losses. ™ After all, eredit issuers are in
a superior position to prevent and stop
credit fraud. In a sense, the credit 1ssuer
who fails 1o reasonably investigate fraudu-
jent eredit applications acts in complicity
with the defrauder.” And typically the
defrauded cardholder is the last to know,

Courts have ruled that merchans
must inquire about the identity of a pur-
chaser udilizing credit.?* Also, merchants
must examine the charge card and extend
credit only as the card authorizes.® In

¥ TrapsAmerica Ins. Co. v. Standard Oil Co.,
supra note 1%; Beard v. Goodyear Tire &
Rubber Co., supra nore 19.

* American Airlines, Inc. v. Remis Industries,
Inc., 494 F.2d 196, 201 (2d Cir. 1974}
Humble Oil & Ref. Co, v. Waters, 159
So.2d 408 {La. App. 1963).

2 Unijon Qil Co. v. Lull, 34% P.2d 243 (Or.
1960).

3 Gulf Ref. Co. v. Williams Roofing Co., 186
S.N.2d 790 {Ark. 1945}

Humble Oil & Ref’ Co,,* the court found
the credit issuer liable for carclessly send-
ing a credit card through the mail on the
authority of an anonymous telephone
caller. The credir issuer failed to take any
reasonable precautions to verify the iden-
tity of the calier.

Unauthorized use of a credit card is
the use of a credit card by a person who
does not have actual, implied, or apparent
authority for such use and from which the
cardholder receives no benefin.®

A“cardholder” is generally defined as
the person whose identity is listed on the
credic application made to the issuer. The
cardholder is not liable for fraud perpe-

(continued on next page)

24 Id'-

M8 11.8.C. 1643(a)(1); Elder-Beerman v.
Nagucki, 561 N.E.2d 553 {Ohio App. 1988}
Michigan Nat. Bankv. Olsen, 723 P.2d 438
{Wash. App. 1986); Standard Qil Ce. v.
Stecle, 489 N_E.2d 842 {(Chic Mun. 1985);
Harlan v. First Interstate Bank of Urah, 672
D.2d 73 (Utah 1983), cere. denied, 104 5.Cr.
1911,466U.5.937, 80 L.Ed.2d 460 (1983).
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‘trated through the use of his “identificrs,”
that is, information that identifies the
holder.? The cardholder is solely respon-
sible for charges; users and hoiders of
related cards are not hable for charges
made on the account.”” Further, the card-
holder is not liable for fraud commirted
through the unauthorized misuse of his
account number, card, or templare,

While the cardholder is not liable for
unauthorized use, if he allows a third
person to use his account number, card,
ot temptate, regardless of the scope of the
authority, then the cardholder is liable for
all resulting charges made.® Of course,
the consent must be given frecly and with-
out fraud or duress.” If the cardholder
males statements ot conducts himselfina
manner 5o as to condone the third party’s
use of his account number, card, or tem-
plate, then he may be held co have clothed
the third person with “apparent author-
ity,” and he may be liable for all resulting
use of the account.”® it is important to
understand that the cardholder cannot,
afcer the fact, acempt to limit or deny the
authority he voluntarily extended to a
third person.”

The cardholder may not be held lia-
ble for unauthorized use of a credit card
except where the card is an “accepted
creditcard.” If the card is “accepted,” then
liabilicy may not exceed $50. The $50
limit applies when: (1) the issuer provides
the cardholder with adequate notice of
limited liabilicy, (2) the issuer provides
the cardholder with adescription of means
by which the issuer may be notified of the
loss or theft of the activated card, (3) un-

% First Nar. Bank of Commerce v. Ordoyne,
528 5¢.2d 1068 (La. App. 5th Cir. 1988},

w.d., 552 So.2d 179 (La. 1988); Union oil’

" Co.v. Lull, 349 P.2d 243 (Or. 1960).

2 First Nat. Bank of Findlay v. Fulk, 566
N.E.2d 1276 (Ohio App. 1989); State Home
Sav. Card Crr. v. Pinks, 540 N.E.2d 338
{Ohio Mun. 1988}

# Tower World Airways, Inc. v. THH Avia-
tion Systems, Inc., 933 F.2d 174 (2d Cir.
1991); Michigan Nat. Bank v. Olsen, 723
P.2d 438 (Wash. App. 1986); Srandard Qil
Co. v. Steele, 489 N.E.2d 842 (Ohio Mun.
1985).

2 Martin v. American Express, Inc., 361 So.2d
597 (Ala. App. 1978).

¥ Tower World Airways, Inc. v. PHH Avia-
tion Systems, Inc., supra note 28; Vaughnv.
U.S. Nat. Bank of Qrepon, 718 P.2d 769
{Or. App. 1980); Standzrd Oil Co.v. Steele,
supra.

3 Suandard Oil Co. v. Steele, supra note 30:
Selber Bros., Inc. v. Bryant, 406 50.2d 251
{Lz. App. 1981).
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authorized use occurs before the card is-
suer has been notified that the cardholder
no longer possesses the card or template,
and (4) the card issuer provides a method
whereby the user of the card can be iden-
tified as a person authorized to use it.2

Under current law, banks, retailers,
and other entities disseminating informa-
tion based on their own experiences with
consumers arc usually not considered “con-
sumer reporting agencies,” subject to all
the provisions of the FCRA* Such per-
sons or endties are subject to liabiliry
under stare law. For example, a defama-
tion claim may be brought for injuries
resulting from the publication of false
information about an individual's nega-
tive credit history.* If a credit issuer re-
fuses to correct a cardholder’s statement
within a reasonable time after being in-
formed that the cardholder disputes la-
bilicy of the alleped charges, then the
jssuer may be liable for harm to the
cardholder.?® Eurther, the issuer will be
liabie to the cardholder if he fails to notify
all consumer reporung agencies that a
dispute has been lodged, and the issuer
must comply with the federal Fair Credit
Billing Act.

The issuer is also liable when harm
resules from its failure to correcr an admit-
ted error concerning the cardholder’s ac-
count.” Of course, complete accuracy of
the informarion disseminated is a defense
to a defamation action.® A consumer
dispute is properly lodged if it is reason-

3215 U.S.C. 1643(a)(1); Fifth Third Bank/
Visa v. Gilbert, 478 N.E.2d 1324 (Ohio
App. 1984).

3 Lois Digjanni v. Stern’s, 26 F.3d 346, 1994
W.L. 259498 (2d Cir. 1994); Laracuente v.
Laracuente, 599 A.24 968 (N.]. Super. 1991}
Smith v. First Nat. Bank, 837 F.2d 1575
{(11th Cir. 1988); Alvarez Melendez v.
Citibank, 705 F.Supp. 67 (D. Puerto Rico
1988).

34 Alvarez Melendez v. Citibank, supra note
33; Laracuente v, Laracuente, supranote 33

% Young v. Bank of America Nat. Trust &
Savings Assn., 190 Cal. Rptr. 122, 141 CA,
3d 108 {1983),

%FCBA, 15 U.S.C. 1666; Young v. Bank of
America Nat. Trust & Savings Assn., supra.

%7 Sayers v. GMAC, 522 F.Supp. 835 (D). Mo.
1981). The same is true where the consumer
reporting agency admits error and fails to
delete. Grant v. TRW, Inc.. 789 F. Supp.
690 (D. Md. 1992).

3 Grays v. Trans Union Credit Info. Ca., 759
F.Supp. 390 (N.D. Ohio 1990); Moore v.
Credit Info. Corp. of America, 673 F.2d 208
(8ch Cir. 1982).

ably sufficient to put the issuer on notice
of the consumer's name and account num-
ber. A proper dispute includes a statement
as to why the consumer believes an error
has been made.®

One of the most important FCRA
provisions applicable to banlks, rerailers,
credit issuers, insurcts, employers, and
other users of consumer reports is st forth
ar 15U.5.C. section 168 1m. Section 1681 m
requires wrirten notice to the consumer
when a consumer report is used to deny
some form of benefit to a consumer. The
notice must specify the reasons for the
denial and the sources of the adverse in-
formation.*

Who Has Access to Credit Reports?

Currendy, there are no laws restrict-
ing access to credic reporting terminals,
Terminal subscribers simply certify that
they need the terminal and agree to pay a
monthly fee and a reporting fec. Indi-
vidual inquiries are not monitored; there
is no assurance that reports will be re-
trieved for authorized uses. Consumer
reporting agencies currenty supply ter-
minals to almost all subscribers wich an
unlimited search algorithm. in essence,
there are no limits on the subscriber-
inquirer’s access to data. At a minimum,
only a first and last name is needed to
access reports. By leaving search algo-
rithms unrestricted, agencies make it easy
to commit credit fraud. The “consumer
reporting agency” may provide a credit
report to any person if the agency has
“reason t believe” the person has a “le-
gitimate business need” for the reporc.¥!
There are other “permissible purposes”
described in the FCRA# Courts have
consistenty found that impermissible in-
quiries form the basis of civil liability.#

% Gray v. American Express Co., 743 F.2d 10
{D.C. Cir. 1984).

©15 11.5.C. 1681 m{a); Carroll v. Exxon Ca,,
USA, 434 F.Supp. 557 (D. La. 1977); Aus-
tin v. BankAmerica Service Corp., 412
F.Supp. 730 (D. Ga. 1974); Morrissey v.
TRW Credit Data, 434 F.Supp. 1107
(S.D.N.Y. 1971).

415 U.S.C. 1681b(3)(E), 1681e.

15 U.5.C. 1681b.

# See, c.g., Yohay v. Ciry of Alexandria, 827
F.2d 967 {4th Cir. 1987); Heath v. Credir
Bureau of Sheridan, Inc., 618 F.2d 693
(10ch Cir. 1980): Hansen v. Morgan, 582
£.2d1216(9th Cir. 1978);secali 15 U.S.C.A.
1681b (permissible purposes of consumer
reports), 1681n (willful noncompliance -




Credit Report Errors:
More Often Than You Think!

A 1989 study by Consolidated Infor-
mation Services, a user of credit reports,
found an crror ratc of 43 percent in a
random sampic of 1,500 reports reviewed.
Asurvey by Consumers Union found that
48 percent of the credit report sample
contained Inaccurate information.* None-
theless, the industry claims that 99.5 pet-
cent of credit reports are accurate.t® A
fairer assessment of the industry figures
produces an ersor rac of 33 pcrccm.“‘

Courts have found that tortious dam-
age 102 consumer’s credit rating is com-
pensable. As expressed by the New Hamp-
shire Supreme Court in Dumas v. Srate
Farm Mutual Aute. Ins. Co.,V itisa “fal-
lacy that damaged credit and financial
ruin are not injuries.” The eredit industry
frequently suggests that credit reports are
simply used to assess credit worthiness
and that they do not servearolein punish-
ing the consumer. The truth is that the
credir repore is used o pressure the con-
sumer into paying bills, whether or not
the bills were incurred by the consumer
whose credit is at risk.

Handling Errors in Credit Reports

Several types of problems are com-
mon: inquiries made withour the card-
holder's approval; errors in personal in-
formarion listed on the reporg credit or
collection accounts the cardholder did
not create; negative ratings on accounts
that do not belong to the cardholder;
crroneous information in public records.

Not all credit inquiries are Jawful.
And impermissible inquiries can resultin

civil liability), 16810 {negligent noncompli-
ance - civil liability). 1681q {individual ob-
taining consumer Fepont under false pre-
tenses), 1681 (unauthorized disclosures
willfully made by employees of a consumer
reporting agencyl

% What Are They Saying Abour Me? The Resulss
of a Review of 161 Credit Reporss from the
Three Major Credit Bureaws, CONSUMERS
Union (April 29, 1991).

45 Bad Credit, No Reason, U.S. News & WORLD
RerorT 65 (January 27, 1992).

#E_Mierzwinski, “Nightmareon Credit Streer
or How the Credit Bureau Ruined My Life,”
{U.S. Public Interest Research Group.\wash-
ingron, D.C.), June 12, 1990.

7911 N.H. 43, 45 (1971).

civil liability.** In these cases it is impor-
tant to determine how and why the in-
quiry was madc. It is then necessary 10
dispute the inquiry with the agency and
the creditor. Remember that excessive
inquirtes alone can result in the denial of
eredit.

1f there are any errors in the recarded
personal information, the cardholder must
write the agency and demand that it be
corrected, In cach situation discussed, s
important to ask that the agency send 2
corrected copy of the report to recent
inquirers.

When there isan error in the account
information, the first step is to determine
whether the cardholder caused it 1f the
trade line is in the cardholder’s name, the
cardholder has a “billing dispuze.”™ The
creditor and cach agency must be con-
racted.”

The most damaging eriors are often
found in public recards. 1t is widely ac-
knowledged thata bankruptcy,which can
stay on credit reports for 10 vears from
judgment, is the most damaging mark
that can be placed on a credit report.” If
a FCpOTt CONTains Erroncous public records
data, the consumer reporting agency must
be notified.5 After recciving notice of the

15 1.5.C. 1681b, 1681q. See Yohay v. City
of Alexandria, supra; Heath v. Credit Bu-
reau of Sheridan, lnc., supra; Hansen v.
Morgan, supra; Russell v. Shelter Fin. Serv-
ices, 604 F.Supp. 201 (¥%.D. Mo, 1984).

15 U.5.C. 1666(a).(b).

50 Contact each of the three major consumer
reporting agencies:

TRW, Inc.

P.O. Box 2350

Chartsworth, California 91313-2350
(800) 422-4879

{214) 390-3569

fax (214) 390-1680

Equifax / CSC Credit
652 North Belr East
Suire 133

T.0O. Box 674422
Houston, Texas 77267
(713) 878-1900

fax (713) 878-4882

Trans Union Carporation
111 West Jackson, 16th Floor
Chicago, inais GDG04

(800) 241-2858
312-408-1050

15 U.S.C. 168le
5215 U.S.C. 1666{a).

dispute, the creditor must, within 30 days,
send a written acknowledgment that the
item is in dispute® and within 90 daysthe
agency must either make the appropriate
corrections or conduct an investigation
followed by a written explanation o the
cardholder of the reasons why the creditor
believes the present, disputed entry on the
report s correct.® After the cardholder
provides a dispute letter to the creditor,
the creditor “may not directly or indi-
rectly threaten to report adversely on the
obligor’s credit raring because of the ob-
ligor’s failure to pay the [disputed
amount].” If the dispute persists, a civil
action may be required to remove the
error. Consumer reporting agencies must
not only assure that “maximum possible
accuracy” of data, but they must employ
reasonable procedures to promptly inves-
rigate disputes.” Cu rrently, consumer re-
porting agencies cater to their subscribers.
Very rarcly do they delete dispured dara
unless the creditor-subscriber directly or-
ders the deletion, Thisisoneareain which
the industry refuses to comply with the
FCRA. The FCRA provides limited im-
munity to creditor-subscribers for the re-
porting of false data.® Nonetheless, the
reporting or failure to delete false or im-
proper dara previously reported by the
creditor-subscriber forms a basis for a
finding of reckless and willful conduct.

Also, the cardholder should immedi-
ately write the reporring agency 10 sepa-
rately request thata “victim’sstatement”>’
be added to the report. The nextstep isto
confirm that each consumer reporting
agency lists the statement on the report.
Each credit report issued by each con-
SUmer reporting agency will bear the
victitn's statement.

Privacy Rights?

The “right to be let alone” from
intrusion by fellow private citizens is not
expressty stated in our Constirution.”®
Nonertheless, federal acts protect consum-
ers from invasions of privacy by govern-

(continued on next page)

N id.

415 11.5.C. 1666a, You must pay any undis-
puted portion of the bill.

5515 1J.5.C. 1681e, 16810

5615 13.5.C. 1681h(e).

5715 11.5.C. 1681i(b).{c). The “victim's state-
ment” is also referred to as the “statement of
dispure.”

$Warren and Brandeis, The Right 1o Privacy,
4 Hary. L. Rev, 193,
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mental agencies.”™ The Fair Credit Re-
porting Act requires that “consumer rec-
poOrting agencies exercise thelr grave re-
sponsibilities with fairness, impartialicy,
and a respect for the consumer's right to
privacy.”™ The FCRA also compels “con-
sumer reporting agencies {to) adopt rea-
sonable procedures for meeting the needs
of commerce for consumer credit...in a
manner which is fair and equitable to the
consumet, with regard to the confidenti-
ality, accuracy, relevancy, and proper uti-
lization of such information.” In short,
federal law provides the consumer no real
protection. Courts have acknowledged
that the advent of computerized informa-
tion storage and retrieval has increased the
danger of harm to consumers from the
inaceurate and unwarranted disclosure of
personal and credit data.®

The New Hampshire Legislature has
not enacted laws sufficient 1o supplement
the FCRA and provide a real measure of
protection for the creditand privacy rights
of its citizens.® New Hampshire Revised
Starutes Annotated chaprer 359-B consti-
rutes a consumer credit reporting law thar
closely tracks the FCRA and, unfortu-
nately, provides little added relief, Many
other states have implemented better con-
sumer protections thatserve to: {1) reduce
reinvestigation periods,® (2} allow con-
sumners to visually inspect their files,”
(3) provide consumers a cause of action
for privacy invasions,* (4) reduce report-

% See, e.g., 12 U.S.C. 3401, et seq. (Righr to
Financial Privacy).

15 17.5.C. 1681{a){4).

6115 U.S.C. 1681(b}.

& §ate v, Credit Bureau of Nashua, 342 A.2d
640 (N.H. 1975). The court in People v.
Blair, 602 P.2d 738 (Cal. 1979}, in a crimi-
nal setting, found that a credit cardholder
had a reasonable expectation of privacy and
a correlarive right ro privacy in the informa-
tion contained in credit card account and
charge receipt records and that same will be
kept confidential and not disclosed except if
compelied by legal process.

¢ Robert E. Smith, Compilation of State and
Federal Privacy Laws PRIVACY JOURNAL
{1992).

@ priz. REV. STAT. ANN., § 44-1693(AN4)
Conx. GEN. STAT. ANK,, § 36-432(b); LA
Rev. STAT. AnN., title 9, § 3571 1C

& CaL. Civ. CoDe, amicles 1783.1, 1786.

“Me. REV. STAT. ARN, title 30, § 1312
MowT. CoDE ANK,, § 31-3-301, et seq.
N.Y. Gen. Bus. Laws, § 380.
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ing penods from these under 15 U.S.C.
section 1681{c),* (5) prevent accumula-
Gon of certain data by creditors,® (0) pre-
vent Ieparting of criminal arrests unless
conviction results, (6) make banking
records confidensial,”® (7) restrict disclo-
sure of tax record data,” and (8) limir the
price for a credit report charged by the
agency to the consumer.”

Using Credit Reports 1o Investigate?

Increasingly, atrorneys, investigators,
and police are using consumer reporung
agencies 10 investigace adverse claims and
witnesses in the course of litigation. But
the FCRA prohibits unauthorized requests
for credit reports of adverse littgants.™

Many questions have been raised as
to whether the various reports prepared

7 CaL. Civ. Cope.article 1785.13; Mass, GEN.
Laws ANN, ch. 93,§ 51, ex. seq.; N.M. STAT.
ANN., § 56-3-1.

¢ CaL. Crv. Cope, articles 1725, 1747.8; DEL

CoDE ANKN., title 11, 6§ 914-915; FLa. STAT.
ANN., § 832.075: Ga. CODE ANN.,
$10-1-393.3; lowa CODEANN,, §537.8101;
Kan, STAT. ANN., § 50-669; Mass, GER.
Laws ANN., ch. 93, § 104; Minn. STAT.
ANN., §§ 325F.981-982; NEVADA REV. STAT.,
§ 598.088; N.J. STAT. AnN., § 56:11-17;
N.Y. Gen. Bus. Laws, § 520-3; N.D. CenT.
Copt, §51-14.1-03; Oxto Rev. CODE ANN.,
§1349.17; VIRGINIA CopEANN,,§611-33.1,
11-34; WasH. REv. CODEARN., § 62.A-512.

@ Conn. GEN. STAT. ANN., § 54-142z; IND.
CoDEANK., § 35- 4.8; Kv. Rev. STAT. ANNL,
§431.350; RI. GEx. Taws, §12-1-12: 8.C.
CoDE ANN., § 17-4; W.Va, CoDg, § 15-2-
24¢h).

7 p1a. CODE, § 5-5A-43; Peterson v, Idaho
First Narional Bank, 367 P.2d 284 (1daho
1961); ME. REV. STAT. ANN., Tt 9-B,§161;
Mp. Fin. InsT. Cope Ann., § 1-302; OxLA.
STAT. ANN., tit. 6, § 2201-2206.

71 &) aska STAT., §9.25.100; CoLo. REV. STAT.,
§ 39-21-113; ipano CobE, § 63-3077; La.
Rev. STAT. ANN. 47:1508; Me. REv. STAT.
ANN, 36-5340: N.D. Cent. CopE, § 57-38-57;
Onio Rev. Cope Axn., § 5747.18 S.D.
CoDIFED Laws Axx., § 10-43-48; UTan
CobE ANN., § 59-14-72.

121 5 REV.STAT. ANK,, title 2, § 3571.1 (A3
Minx. STAT. ANN., § 13C.01, as amended
by ch. 569, § 5 (1991} N.M. STAT. ANN,,
§ 56-3-1. Note: 15 U.S.C. 1681j, 1681t

73 See 15 U.S.C. 1681n, 1681q; F.T.C. Infor-
mal Staff Opinion Lerter, C. Lee Peeler,
August 27, 1977; FT.C. Informal Staff
Opinion Letter, Kim Garner, June 17, 1985,
Decisions Transfer Binder, 1969-1973,

by insurers constitute “consumet reports”
subject 1o the FCRA* Courts have held
thatinformationand gcncral reports gath-
ered and assembled by insurance compa-
nies are not “consumet reports.””* The
courts appear split on whether an investi-
gative rcport o an insured claimant may
bea “consumer report.” The split seems o
{ocus on two concerns: (1) whethera “con-
sumer reporing agency” prepared the re-
port, and (2) the purpose for which the
dara were assembled.

Police agencies may not obrtain con-
sumer reports on SUSPECts or witnesses 10
the course of a criminal investigation.™
FCRA restrictions apply to all persons,
including police and govcrnmcmal enti-
ties.”? It is impermissible to request of
ACCESS CONSUMET FePOrLs to investigate n-
come or assess collection in domestic pro-

Cons. Credit Guide (CCH) § 99,444 (May
27,1991); Maloney v. Ciry of Chicago, G678
F.Supp. 703 (N.D. 1. 1987); Houghton v.
New Jersey Manufacturers Ins. Co., 795
E.24 1144 (3d Cir. 1986): Southern Mary-
{and Credir Bureau, Inc., 101 E.T.C. 19,23
(1983); Trans Union Credit Information
Co., 102 F.T.C. 1109(1983); Ricev. Mont-
gomery Ward & Ca., Inc., 450 F.Supp. 668
{D.NLC. 1978}

¥ indiana Ins. Co. v. Plummer Power Mower
& Tool Rencal, Inc., 590 N.E.2d 1085 (ind.
App.4 Dist. 1992); Kempw. City of Qrange,
260 Cal.Rper. 131 (Cal. App. 4 Dist. 1989);
Cochran v. Metropolitan Life Ins. Co., infra;
&; Paut Guardian Ins. Co. v. Johnson, 884
E.2d 881 (5¢h Ciir. 1989); Hovaterv. Equifax,
Inc., 823 F.2d 413 (11th Cir. 1987).

75 Beresch v. Retail Credit Co., 358 F.Supp.
260 (D. Cal. 1973) {investipative reportisa
“consumer teport”); Kiblen v. Pickle, 653
P.2d 1338 (Wash. App. 1982) (insurance
claim investigation report is not 2 “con-
sumer repors” unless used rodeny benefies. If
benefits are denied, insurer must comply
with 15 U.S.C. 1681m). Cochran v. Metro-
politan Life Ins. Co., 472 F.Supp. 827
(D. Ga. 1979) (investigarive report on medi-
cal disability claimant is not a “consumer
report”).

7 People v. Warmus, 561 N.Y.S.2d 111 {N.Y.
Co. Cr. 1990); Pecler, F.T.C. Infarmal Staff
Opinion Lester, Feb. 26, 1979 White,
E.T.C. Informal Staff Opinion Letter,
Feb. 18, 1977.

7.8, v. Puntorieri, 379 F.Supp. 332 {D.N.Y.
1974); E.T.C. v. Managers, Rerail Credit
Co., 357 E.Supp. 347 (D.D.C. 1973), rev’d
en other grounds, 515 F.2d 988 (D.C. Cir.
1973).



ceedings.”™ However, 2 creditor may ob-
taina non-applicant spouse’s credit report
in the course of investigating an applica-
tion by the other spouse.”” Courts have
held that drug screening and urinalysis
reports are not consumer repores.”®
Prescreening is a process whereby a
consumer TCPOTTING AZENCY Preparesaspes
cial scarch algorithm for a subscriber who
secks a special, specific class of people in
order 1o direct and pinpoint their market-
ing efiorts. The agency uses the algorithm
16 search its entire database to determine
which consumers meet the special criteria
of the subscriber. At least one court has
held that prescreening reports and rthe
procedures used to assemble the listingare
not an invasion of privacy and do not
violate the provisions of the FCRAM

Statute of Limitations

It is crucial to identfy the correct
limiration period that applics 1o claims
against consumer reporcing agencics. The
FCRA provides a two-ycar period, Gener-
ally, the two years begin to run when a
consumer report is issued to a user by the
agency.™ The “discovery rule” tolls the
start of the limitation period until the
consumer knew or should have known of
the issuance of the report or the injury.”
The “discovery rule” applies only in cascs
of wiltful or intentional violations of the
ECRA. It does not apply to negligence
actions. Some courts have held chat the
“discovery rule” applics only where the

7 Houghton v. New Jerscy Manufacturers Ins.
Co., supra; Chiapetta v. Tellefron, no.
85.C-1673 {N.D. 11l 1983).

7 $mithv. GSH Residential Real Estate Corp.,
935 F.2d 1287 (table}, unpublished opin-
ion, (4th Cir. 1991) Koropoulos v. Credit
Bureau, Inc., 734 F.2d 37 (D.C. Cir. 1984}
15 U.S.C. 1681h(3)(A}.

# Hodge v. Texaco, U.S.A., 764 F.Supp. 424
(W.D. La. 1991} Chube v. Exxon Chem.
Americas, 760 F.Supp. 557 (M.D.La. 1991).

¥ Yonter v. ITT Cons. Fin. Corp., 1992 W.L.
58798 (E.D. La. 1992); Yonterv. Aetna Fin.
Co.. 777 F.Supp. 490 (E.D. La. 1991).

£ Hyde v. Hibernia Nar'l Bank, 861 F.2d 446
(5th Cir. 198R). cers. denied, 491 LS. 910.
105 L.Ed.2d 706, 109 5.Cr. 3199,

8 Hydev. Hibernia Nat'l Bank, supra: Rylewicz
v. Beaton Services, Ltd., 698 F.5upp. 1391
(N.D. 111, 1988), affd. 888 F.2d 1175 (7th
Cir. 1988).

defendant marerially and willfully mis-
TEPIESEnts informarion.™ Nonetheless, cach
Lransmission of the same credit reportis a
separate and distinct tore o which a sepa-
rate statute of limitation applies.®

The uniform rules that apply to the
consumer reporting agencies under the
FCRA do notapply to common law claims
against the agencies, subscribers, or other
third parties.* In federal court these state
Jaw claims would be covered by the Erie”
doctrine.

Causation and Evidentiary Comments

One of the most difficult hurdles for
a consumer is proving causation. To re-
cover greater than neminal compensatory
damages, a credit cardholding plaintfl
must prove, by a preponderance of the
cvidence, thatr damages were incutred.”

# Houghton v. Insurance Crime Prevention
Insticute, 795 F.2d 322 (3 Cir. 1986); Clay
v. Equifax, Inc.. 762 F.2d 952 (1ich Gir.
1985); Lawhaorn v. Trans Union Corp., 515
F.Supp. 19 (E.D. Mo. 1981).

* Hydev. Hibernia National Bankin Jefferson
Parish, supra.

%\Wilson v. Retail Credit Co., 438 E.2d 1043,
1045 {5th Cir. 1971): Emerson v. J.F. Shea
Co., 76 Cal.App.3d 579,143 Cal.Rprr. 170,

¥ Cf Roemer v. Retail Credit Co., 44 Cal.
App. 3d 926,119 Cal. Rptr. 82.

One special type of damage—credit denials
—present a special causation problem.
Plaincff must show that the credit denial
was caused by inaccurate data appearing
in the report issued by the agency. Fur-
ther, plaintff must tie the inaccuracies of
the credit report to the consumer report-
ing agency’s failurcto employ “reasonable
procedures.”™ To simplify the perceived
mysteries of the credit bureaus and ensure
that the double causal link is made, it is
critical to carefully explain to the trier of
fact how the reporting system functionsin
connection with basic computer database
principlcs.“" Courts have held that causa-
tion was proven when plainiff presented
evidence that inaccuracies led an existing
creditor to discontinue s relationship
with the plainaff.” Courts have ruled that
che doctrines of “res ipsa loquitur” and
Jiability “persc” will notsavean otherwise
doomed FCRA action.”

(continned on next page)

%15 U.S.C. 1681e(b); Pendleron v. Trans
Union Systems Corp., 76 F.R.D. 192
{(US.D.C.ED.Pa}s Cahlinv. GMAC, 936
E.2d 1151 {11th Cir. 1991).

# Luster v, Retail Credit Co., 575 F.2d 609
(8¢h Cis. 1978),

% Erdman v. White, 411 N.E.2d 633 {Ind.
App. 1980).

9 Venablev. Equifax Credit Informarion Serv-

ices, 1994 W.L, 268264 (E.D. Fa. 1994).
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THEFT OF IDENTITY
(contir:urdfrom page i8

Expert Lestimony about the interpre-
wation of credit reports 1s admissible and
probably ecessary o assist the trier of fact
in snderstanding coded and cryptic iems
on the report”’ Many of the coded items
form the crux of the detailed account
historics, credit scoring, and ratings- AS
plaindiff must prove the \naccuracies an
causation, EXpert testimony €an be critical.

1n caims of rcputational damage,
consummers are catided to 2 presumption
that theit reputationsarc good at the tume
of the FCRA violation” This presump-
rion makes 1T urnecessary fof the pla'mtiff
to prove his own good pame until at-
cacked by the defense.

Courts have held that inaccuracics"‘
i a consumer Teport can alone be the
basis of proof that 2 consumer reporting

e

81 (Grove V. Dun & Bradstreet, Inc., 438 F.2d
433, 441 (n10) (3d Cir. 19710 Common-
wealth v. Kaufman, 126 A24 758, 761 (Pa.
Super. 1956).

% Rasor v. Retail Credit Co- 554 P.2d 1041
(Wash. 1976).

% Determining accuracy means assessing more
than factual ceuthfulness and requires ana-
Jyzing the repors for its potential tO mislead.
This factor must be weighed against the
availabilicy of mote accurate informatien

and the burdern of preducing cuch informa-
tion. Alexanderv. Moore & Associates, 1nc.,
553 F.Supp. 948 (D. Haw. 1982); Koropoulos
v. The Credit Buread, Inc., 734 £.2d 37
(D.C. Cir. 1984).

oudg,ht not to operate
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Res inter alios acta alzert nocere 107 debet.
A transacuon pberween TWO parties

(o the disadvantage of a third.

agency failed touse reasonable pmccdurcs
1o ensure the maximum possible accuracy
of data it supplicd."" After all, erroncous
reports serve only to injure the subjects ©

the 1eports and deny them the benefis 0

their good names and credit records”

Consumer rcpon'\ngagcncics roust present
information so as t0 paximize accuracy-
They will be held liable for FCRA viola-
Gons resuling in harm from the origina
publicaﬁon and all reasonably foresceable
repubhcations.

Conclusion

The peop\c who make snlawful :xind
reckless use of rechnology are out of con-
rol, lris a danger we all face. The con-
sumer rcportlng industry has long Ooper-
ated behinda veil 055ccrccy.Whilc pmﬁts
have soared, they did so at the expense of
our privacy and seeurnity: We have ad-
vanced to the information age, Y&t our
ourdated laws seem o fit the “horse and
buggy" era, As attorneys: we have an ob-
ligation 10 assist industry while at the
same time improving ouf jaws to protect
the consuming pub\ic. ]

95 Cf. Stewart ¥ The Credit Bureat Inc., 734
F.2d 47,49 (D.C. Cir. 1984).

% Roemer V. Retail Credit Co- 3 Cal.App-3d
368, B3 Cal. Rprr. 540 (1970). fnre Rerail-
crs Comm, Agency> Inc. 174 N.E.2d 376
{Mass. 1961}

97 plexander v. Moore & Associates, Inc. 553
E.Supp. 948 (D. Haw. 1982); Lusterv. Rerail
Credit Co. 575 F.2d 609 (8ch Cit. 1978).
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The dog catcher, @ short-order cook,

the mechanic, the postmistress and a nousewife.

Y ou need visual aids.

e courtroom graphics for

Sherry St.Germaineg, M-
Box B13 Norwich, y ermont 05055 8

PRESIDELSY £900 7 50 1)
(cantinwdﬁom page 154)

Unfortunately, 2 number of the T&
cently clected politicians are not listening
to voters who ar¢ calling for less govern-
ment and more accountability: There-
{ore, we expect 1O facc major “tort reform”
proposals in both the st ang federal
upcoming legislative sessions.

Onthe federal level you will be hear-
ing about the so-calicd “Common Sense
Legal Reform Actof 19957 Although not
completed, some of its provisions include
Joser pay measures: restrictions ON prod-
uets labilicys including abolition of strict
liabilicy for product sellers, abolition of
private right of acuons dyrough ust of
federal prc-cmption Jegislation, and the
climination of joint liability for non-eco”
nomic damages.

On the statc jevel the agenda already
includes loser pay proposals and legisia-
rion to limit the rcsponsibiliry of public
officials to property perform their dutics.
1t is ironic that the same poliricians who
have runona platform of less government
are embarkingona course to legislare away
the rights of individual taxpayers and con-
sumers, Tights that have been developed
oves several hundred yeats.

Qhur association must cake the lcad in
the upcoming Jegislative fights and make
the point that itisin the courts that justice
belongs to people, not polirictans, T ju-
ries, Dot insurance companies, and to
individuals, not povernment.

In the upcoming months many of
you will be hearing from us 25 we seek
your assistance to ensure this MEessage is
brought home t© our elected represen”
rarives.

malpractice ffigation

A.. Medical lHustralor
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President’s Message
by A.G. O'Neil, Jr.

The month of November proved to
be a very eventful and informative period
of my presidency.

November bepan with my being, for-
tunate enoutgh 1o be able 1o participatc in
our second annual Bermuda Fall Semi-
nar. Members of our organization joined
the Massachusetts Academy of Trial At-
torneys as well as trial attorneys from
Rhode lsland and Vermonz at the Elbow
Beach Hotel in Bermuda, There we were
treated to good weather, great food and
well-run CLE programs.

Much of the credit for the suceess of
this event must be given to the Massachu-
sers Academy of Trial Attorneys, espes
cially its Exccutive Director, Barbara
Suliivan, and her staff, Susan Buerkel and
Louise O'Connor. Together they oiga-
nized numerous social events, includinga
golf rournament, tennis tournament and
several evening réceptions. Tam happy to
report the New Hampshire contingent
accounted irself well in these events, in-
cluding Steve Goldman, whose team won
the golftournamcm,and Laurie Kinghorn,
who won the ladies’ tennis tournament,
ourdoing her husband, Ciiff, who man-
aged to place third. Rumor has it that our
organization also posted near 100 percent
arrendance at the evening receptions.

New Hampshire atorneys also fig-
ured prominently in the CLE programs.
David Cole helped organize the Federal
Courst Serninar and then served as a mod-
erator foraseminar featuring David Nixon
and Dort Bigg discussing the handling of
the “Professional Negligence Case.” Ken
Brown also served as a panelist on a pro-
gram focusing on “Significant Current
Issues in Federal Practice.”

On our final eveninga number of cur
members gathered at the Henry the VIII
restaurant for an end-of-vacation dinner.
Thetrewe learned thata certain member of
the defense bar has many hidden ralents
(5ee pbamgrap/:s on page 157 for fursher
details).

Current plans call for us to partici-
pate in this event again next year. Itis an
event you should not miss!

ON THE COVER:
Senate Chamber,

New Hampshire Stare House ~
photo by Bill Finney
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Unfortunately, the relaxed mood cre-
ated by the trip 10 Bermuda was short-
lived. We returned home on the same day
a5 the nationwide clection resules were
being reported. Two days later Tom
Watson, Jennifer Soidati and | were on
our way to New Orleans to participate in
a legislative conference with leaders from
stare Trial Lawyers organizations from
around the country. During the confer-
cncewe learned thatour state has not been
alone in facing significant artacks on the
rights of its citizens 10 hold wrongdoers
accountable and to use the court system Lo
demand positive change. The good news

i
7 '3' [

A.G. “Jerry” O'Neil, Jr. was born on
May 15, 1954. He received his B.A. from
St. Michael’s College in Winooski, Verniont
and bis J.D. from Delaul University in
1979, Heisa member of the Belknap Couniy

is thar when voters have been prcscmed
with 2 chance to vote directly on so-called
“tort reform,” in states such as Arizona
and Michigan, they have soundly rejected

Bar Asseciation, the New Hampshire Bar
Asseciation, and the Asseciation of Trial

Lawyers of America. He is a partner 1o the
Laconia firm of Normandin, Cheney €

it by margins of nearly 2-1. O Neil.
(continted on page 188)
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THEET OF IDENTITY:

Pata Rape

By: David A. Szwak

David A. Szwak is
an atrorney with
Beodenheimer, Jones,
Klotz & Simmons, in
Shreveport,
Louisiana. He is
admitted to practice
in Louisiana, as well
as the federal courts
of the Eastern, Western and M iddle
Districts of Lovisiana. the Lastern
District of Arkansas, the Sourhern and
Northern Districts of Texas and the Fifth
Circuit cenrt of Appeals. He is a mem-
ber of the Harry V. Booth American Inn
of Court, Shreveport Chapter, and s
Editor of “The Bar Review,” Shreveport
Bar Association, He has authored vari-
ous legal articles, but is an acknowl-
edged expert in the field of consumer
credit. He has authored other credit-
related articles. lecrured on the credit

topics and reguelarly lirigates in the con-
sunicr fleld.

omputerized information super-
Chighway pirates are stealing cred-

it reports of unknowing victims
and using the stolen data 1o commit
application fraud. Creditors make it casy,
since they take little care in investigating
applications and often issuc credil 1o the
defrauders in the identity of an unsus-
pecting victim. The defrauder lives in
luxury on the victim’s credit, which is
rapidly being destroyed. When the credi-
tors report unpaid charges in the victim’s
identity to credit burcaus, those victims
are often harassed and sued by the duped
creditors, Victims describe it as “data
rape” and it could happen to you or your
clients. You will need to know what 1o
do if that happens and this article can
help.

LEGAL VIDEO
SERVICES
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Video Depositions
Day In The Life

Settlement Brochures
Accident Animations

VideoGenics
John F (Jack) Fletcher

Professional Videographer

103 S. Court St., #116
Cleveland, MS 38732
(601) 846-0377

The Shaw Fiasco

In May, 1991, Steven M. Shaw, a
used car salesman in Orlando, Florida,
used his employer’s credit burcan lermi-
nal 1o access the credit reports’ of
Stephen J. Shaw, of Washington, D.C,
and other Shaws’ with the name “Steve.”
from national consumer reporting super-
bureaus. He obtained the reports and
began making applications for credit
with banks, retailers and credit card
companies in the identities of the various
victims Shaw. Using the same terminal
he re-accessed the reports 1o monitor and
enlarge the frand.

After ringing up over $100.000 in
credit in Stephen J. Shaw’s identity
atone, a fraud analyst noticed discrepan-
cies in the victim’s report when the
defrauder made application and a report
inquiry was made. Imagine the shock of
learning that your credit reports reficct
that you live in another state, with many
thousands of doilars of debt and counlt-
less credit inquiries due to the volume of
fraudulent appiications. Further, it
becomes your job to get the duped credi-
tors and credit bureaus 1o delete and sup-
press the false data from your reports
and warn future creditors. Lawsuits may
be filed against you by the duped credi-
tors in an attempt to collect from you,
not to mention harassing letters, calls
and visits from duped creditors, collec-
tors and credit burean employees.
Stephen J. Shaw and many other fraud
victims feel they have been raped by the
defrauders, while being pinned down by
the credit industry. The number of cases
of theft of identity is growing exponen-
tially. ? Victims like Shaw have begun to
fight back by bringing suits against the
defravders and the credit industry. * The
Fair Credit Reporting Act [FCRA} has
not provided sufficient protection to con-
sumers and the likelihood that Congress
will pass any law to restrict the industry
appears grim.

Stevenson v. TRW: Breaking Ground

14 / WINTER 1994



In carly 1989, Johin Stevenson hegan
receiving harassing calis from bill cot-
jectors regarding accounts opcned hy i
defrauder in Stevenson's identity. After
receiving his credit reports from the var-
ious superburcans, he discovered about
sixteen (16) fraudulent accounts. Te sent
a dispute lester to TRW. TRW, aimost
onc month later. sent Consumer Dispute
Verifications (CDVs) to the disputed
account creditors. CDV's are computer
generated forms sent 10 the subscriber,
by mail. asking the subscriber 1o “check
whether the information they have about
a consumer matches the information
appearing on the consumer’s TRW cred-
it report.™

After its initial investigation, TRW
removed some of the fravdulent
accounts, TRW claimed that other sub-
scribers “insisted that the accounl(s) was
{were) Stevenson's.”™ A fraud warning
statement was Tinalty added to
Stevenson’s report in December, 1989,
advising future inquiring creditors-sub-
scribers that Stevenson’s identifiers had
been used fraudulently to obtain credit.
In February, 1990, TRW “completed”
its reinvestigation and claimed all fraud-
relaled items were deleted. Nonetheless,
false data continucd to appear and reap-
pear, either because it had never been
deleted by TRW or due to TRW's faii-
ure 1o suppress the item(s) 1n the event
incoming data transmissions from its
subscribers continued 1o maintain the
false, fraud-related information.

Stevenson's problems continued and
he eventually sucd TRW which resulted
in a bench trial in a Dallas, Texas feder-
al court. The Judge awarded Stevenson
actual damages of $30,000, attorneys’
fees of $20,700, and punitive damages
of $100.000. On appeal, the Fifth Circuit
affirmed the compensatory awards but
reversed the punitive award, finding
“willfulness™ had not been proven.

TRW was found 1o have violated the
FCRA in several respects. First, TRW
failed to empioy “reasonabic proce-
dures” 10 promptly reinvestigate exist-
ing, disputed data on Stevensen's report.
Important and scparable is the fact that
TRW failed to promptly delele false data
and use data suppression measures Lo
prevent recapture of false daia should its
subscribers fail to cicar their internal
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records and/or magnetic tape data trans-
missions. The Court also found thal
TRW failed 1o post an adeguate notice
on its reports 10 advise Stevenson that he
had a right 1o have his corrected reports
sent 1o inquiring subscribers who
received prior reports containing crrors,
Finaly, the Judge found that TRW
libeled Sievenson by recklessly publish-
ing false reports without regard 1o the
truth or falsity of their contents, particu-
larly in light of Stevenson’s complaints.
Of interest is the Court’s finding that
TRW did not vielate it's duty to use rea-
sonable procedures to assure the mani-
mum possible accuracy of cach new item
of data placed on Stevenson’s report.’
TRW maintains a databank(s). regionally
subdivided, wherehy its subscribers for-
ward maapnetic tape and other data trans-
tnissions whicl are [ed directly inio the
input device. The incoming data bears
consumer personal identification coding
which is supposed 10 route cach item of
data, through the matching algorithm, to

the proper credit report. The namc,
address and sociat securily number seem
10 be the three (3) key identifiers used in
matching incoming data to files. Thus,
when the defrauder used the name “John
Stevenson,” with plaintif[s social secu-
rity number, regardiess of the mail drop
address Tisted or used, the resulting
fraudulent account data ended up on
Plaintif{"s credis reports, TRW s match-
ing algorithm appears to place incoming
data in files which bear any two of the
three key identifiers discussed above.
This can result in the creation of new
files and/er placement of erroncous date
in other files or multiple, existing files.

The Court refused to uphold the
District Court's finding that TRW will-
fully violated the FRCA. particularly 15
U.S.C. 1681ia). This provision requires
a consumer reporling agency 1o investi-
pate and delete inaccurale or unverifiable
information dispuled by & consumer
within a “reasonable time” from receipt
of a dispute or notice of error." TRW

argued that 1en weeks or seventy (740
days was “reasonable™ 10 reinvestigale
Stevenson's dispute. Other authorities
have suggested that thirty (30) days s
fair and “reasonable™. In the high-tech
world today, including clectronic trans-
missions, telefaxes and iclephoncs, i
seems evident that thirty (30) days is far
mose than fair and “reasonable,” particu-
larly in cases like Sievenson, where the
apencics and their agents, the sub-
seribers, through their own baxity and
recklessness, aliowed the fraud and then
attempted to place the onus on the fraud
victim 1o correct the matter.' Fraud dis-
putcs should not require excessive time
to resolve. Application fraud cascs, as in
Stevenson, generally bear obvious signs
that the victim had no association with
the disputed account. For thal reason
alone the account shouid be deleted from
the victim’s reports.

Another problem occurs where the
consumer reporting agency deletes data
yel thie same ilem continues 10 “reap-
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pear”™. This can be caused by the
ageney’s failure 10 delete the atem in the
first place. by the ageney’s failure 10
engape the data suppression function
when the data is inittably deleted, or by
internal dehciencies within the agency's
computer hardware or software whicl
aliows data recapture when the sub-
scriber fails to clear s records and mag-
netic tapes. The Stevenson Court held
that TRW was merely negligent in
allowing inaccurate, deleted data o be
placed buck on the repon.”

Still more disturbing is the fact that
consumer reporting agencies rely, almost
exclusively, on magnelic tape dala trans-
missions from their subscribers in order
to update their fies. This laxity has been
adopted in their reinvestigation proce-
dures,'” While the agencies are nol
“strictly liable™ for inaccurate data in
their files, they bear Usome responsibili-
ty" in evaluating, assessing and imvesli-
gating the accuracy of information
obtained from their subscribers.” The
Stevenson Court went one step further in
placing the burden of reinvestigation
“squarcly” on the agencies." An apency
must act impartially and in good faith in
carefully evaluating all information and
making a thorough and complete investi-
gation before disseminating information
to ils subscribers.® Thus, agencies may
not simply mimic their subscribers.” The
agencics regularly fail 10 comply with
the FCRA mandates concerning reinves-
tigation and security of data.

Conclusion

Technology is not out of controi but
the people making unlawful and reckless
use of it are and that is the danger we all
face. As atforneys we must be aware of
how our Jaws can be improved to protect
the general public while assisting indus-
try. The consumer reporting industry has
long opcrated behind a veil of secrecy
and, while their profits soared. our priva-
cy and sccurity have undergone a steady
degencration. We are in the information
age vet our outdaied laws {3 the “horse
and buggy™ era.

Endnotes
I. The standard credit report contains
2 vast amount of personzl information,
trade linc {account) information, and
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[heft of Identity

A Credit Nightmare

Years ago, a person’s credit worthiness'
was judged by local neighbors, friends, and
merchants. A person’s reputation in his or
her community was a valued and necessary
asset. The accuracy of the judgment of rep-
ptation depended on how many persons
concurred. As sociely expanded and
became more mobile, local credit bureaus
and larger consumer reporting agcnci352
formed to track information on individual
consumers, The advent of managemest
information systems and computer databas-
es revolutionized the means by which these
entities could enter, delete, store, report,
and search for itéms of information.
Computer database technology provided the
key 1o prevent widespread errors, obsolete
information, and endless duplication of
paper copies. Despite advances in technolo-
gy new and creative problems have arisen
in the credit reporting industry. In this arti-
cle 1 will identify and discuss but a few of
the major problems plaguing the credit
reporting industry.

Personal Privacy’
“And Confidentiality
0f Credit Records

Credit reporting agencies and other cred-
itors control massive amounts of informa-
tion about each consumer.* The data can be
accessed through a computer terminal
linked to any credit bureau.’ Usually. a
credit bureau leases terminals to any person
or entity who expresses 2 “need” and makes
a “promise” nol lo misuse any information
disclosed.®

Consumers do not realize the vast misuse
of personal and credit information occur-
ring each day.’ Such misuse OCCurs in-many
ways.} For example, consider this scenario:’®
A dishonest car salesman, while on the
dealership premises, uses the dealership

credit bureau terminal by turning the com-
" puter device on, entering a *1/800" access
number (usually and foolishly posted on the
face of the monitor or keyboard) and a first
and las: name (propcrly spelied) 1o retrieve
a full credit report of the target of the
_ inguiry.'® Armed with sufficient informa-
tion, the defrauder begins making applica-
tions for credit.!’ Cars, boats, mobiie

9g4 Texas Bar Journal November 1993

homes, YCR's, furniture, and the like are
new luxury items purchased in the identi-
lies of unsuspecting viclims,

Refore discussing the subsequent effects
of such a scheme, 1 want 1o focus on the
initia] problem. First, the car dealership,
like mest businesses, is not adequately
warned of the potential for misuse and the
relative ease of unauthorized inquiries.”
Nonetheless, this should not excuse the
dealership for leaving the device unguard-
ed in the showroom or in an area accessi-
ble to anyone, Also, some discretion and
care should have been used 1o ensure that
only “authorized,”” bonded employees use
the device.

Next, the credit bureau or entity who
leased the computer terminal failed to
incorporate any of the available hardware
or external safeguards' which would atlow
a business {"user”) to prevent access 10 the
device by unauthorized persons.’ Many
people do not realize that a computer
device can be protected by a key and lock
or simijar device, just like a door.
Individual vser identifiers can be issued to
authorized personnel. In the future, finger-
print and eyeball scanners will be used to
identify computer users. Third, the com-
plete database sysiem, the warehouse of
billions of bytes of data, lacked any soft-
ware or other internal safeguards. The
defrauder is able to merely dial a “1/800"
phone number to complete access by
modem linkup. Thereafter, the defrauder is
only required to enter a first and last name,
properly spelled,'® to retrieve 2 ful] credit
report on the party made target of the

" inquiry, hot to mention the credit reports of
others with the same name.'” A credit’

report contains a vast amount of informa-
tion which bears upon the consumer's
credit worthiness, credit standing, credit

_capacity, character, general reputation,.

mode of living, and other personal charac-
teristics.” The sad truth is that the defraud-
er could have entered your or my name and
assumed our identities, thereby destroying
our credit worthiness, reputation, and cred-
it history. It should be noted that defrand-
ers 1end to target the elderty or others who
have perfect credit and pay histories. You
should not expect a defrauder 1o assume a
deadbeat’s identity, as he or she already
has that — nothing ventured, nothing
gained!™

Finally, & couple of related scams
affecuing your privacy are operating. The
Social Security Administration has been
the target of numerous information bro-
kers, like Nationwide Electronic Tracking
(NET) of Tampa, FL, as social security
records contain a large guantity of infor-
mation, including a person’s past carn-
inps, names of employers, family history,
bank account numbers, and the like.
Bribery of social security employees
recently led 1o mass indictments. Thieves
sought such records for sale 10 lawyers,
investigalors, employers, and Insurance
companies. Another scam involves tele-
phonic or personal requests for unneces-
sary information by department SLOTeS,
banks, governmental agencies, and other
private entities and persons. Many times
this is the easiest source of data for the
defrauder.

Your personal and credit information is
being collecied, assembled and sold by
many entities without your knowledge or
consent.” Specialized, “target market
research” lists are compiled for sale to
anyone seeking a common group of per-
sons. For example, you may not want your
name on a list of persons purchasing
pornography based upon your subscription
to Playboy. Of course, the purchases of
persons living at your address or with simi-
lar names may cause your name 1o end up
on unusual mailing lists.

Free-Wheeling Plastic Cards:
Credit issuer’s Duties

While a credit issuer has many duties in
the extension process, 1 intend 1o focus on
the mMOSt generic process. Have you ever
wondered why credit card issuers only
require a “bare-bones” credit application,
prior to issuing a card to you, while 2 bank
or other lending institution hassied you
about every minor detail of your personal
and credit life? I believe the answer lies
in the regulation of the industry® and the
fact that credit card issuers expect a centain
percentage of fraud® thereby building
these losses into their economic “profit”
equation as a cost of doing business.

Some time ago the credit card industry
was virually unreguiated so many credit
issuers decided to markex cards by directly
mailing activated credit devices, on an



unsolicited basts, 10 everyonc. Profits rose
as many cards were received and used by
new customers, A large number of the
cards fell into the hands of defrauders who
inadvertently received the devices. Many
consumers complained™ of credit reporting
errors based on the fraudulent use of the
credit device in their name.

Slowly, but surcly, Congress worked and
enacted 15 U.S.C. 1642 which provides (in
pertinent part): “No credit card® shall be
issued except in response 10 a request ar
application therefor”

Also enacted was 15 1.5.C. 1643
which provides that & cardholder may
only be held “Jiable” for the unauthorized
use of a credit card if “the card issuer has
provided a method whereby the user of
such card can be identified as the person
authorized to use it The provision also
slates that the card holder may be held
liabie for upauthorized charges if the cred-
it card is an “accepted credit card.” This
provision creales 8 question as to whether
or not a credit issuer is holding a person
“iable™ when the issuer reports negatively
on the account 1o consumer reporting
agencies. In the defrauder example [ have
cited, it seems clear that the card is not
“accepted” regardless of whether the
issuer used any means o identify the user
of the device as authorized. While the
statutory law has been drafted and nar-
rowed to favor the credit industry,™ the

"+ jurisprudence has been more even-handed.

el

o

+ Courts have uniformly held that a credit

issuer must perform a “necessary investi-
gation™?’ of the applicant prior to issuing a

- credit card or other credit extension, The

investigation should include, at a mini-
murm, verifying the applicant’s identity (as
matching the application), scrutinizing the
applicant’s credit report, and checking
other references and information provid-
ed. Even if the issuer decides to forego
verification of the applicant’s identity dur-
ing the application process, the issuer
must use some defined “method whereby

" the user of such card can be identified as

PN 'i"‘r'i;r-" s

the person authorized 1o use iL"™ How
many times has a sales clerk asked to see
your picture identification or driver’s
license when using any_of your credit
cards?®

1 venture to guess that it rarely occurs. It

1 is not a burden lo commerce 10 take an

* extra moment to verify a person’s identity
* and, at least, note the identity of the user,

if he or she is not the person named on the
credit card.

Consumers have been afforded some
relief by the Fair Credit Billing A
Credit Transactions Act,” and the Fair
Credit Reporting Act,”? which have defined
areas of coverage and are pari of the broad
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set of federal jaws generally known as the
~Consumer Credit Protection Act of
19687

Credit Report Errors:
What Can | Do?

People rarely check their credit report™
until they need it 1o make a purchase. In
fact, studies show that oniy three to five
percent of all Americans see their credit
reports and, for 30 to 50 pereent of all con-
sumers, errors,” of some kind, appear on
the report.” Some of the errors are harm-
less, but many are negative and cause a
potential creditor to deny credit.y Do you
know what 1o do if you find any errors on
your credit report? The following outline
should assist you.

The first step is to contact each of the
three major consumer reporting agencies:
TRW 1nc.* P.O. Box 2350, Chatsworth,
CA 91313-2350, call 1/800/422-4879;
Equilax/CSC Credit,® 652 North Belt East,
Suite 133, P.O. Box 674422, Houston
77267, call 713/878-1900; Trans Union
Corporation,” 208 South Market Street,
Suite 430, Wichita, KS 67202, call
713/873-5532 (Houston office).

Your letter,*! by certified mail** should
request a copy of your credit report,® fully
jdentify yourself* and enclose a check for
the copy request,”® unjess you were recent-
ly denied credit in which case the inquiry
is free.* Recent legislation by various
states reduced the fees for reports but cred-
it reporting political action committees
{PACS) have vowed to fight any restric-
tions.

Upon receiving each report you must
carefully review all areas of the reports.
Each report should have instructions for
ease of imcrpretalion."’ There are several
errors which are common. The first
involves credit inguiries. You may find that
some party has inquired about your credit
without your approval.®® If you find such
an inquiry listed, contact the consumer
reporting agency and get the full name,
address, and phone number of the inquirer.
Contact the company®® and demand an
explanation of why your report was pulied
by the company. Thereafier you should
dermand removal of any improper inquiry
from your reporL.® One of the factors caus-
ing credit denial is the existence of oo
many credit inquiries on your report with-
in a given period.*' 1t is uniawful and
grounds for a civil action when & person
inquires about your credit for an imper-
missible purpose.”?

The second type of error involves per-
sonal information listed on the report. If
you find any errors in your address,

employment, or other personal informa-
tion, you need to write the consumer
reporting agency and clearly explain their
error(s) and demand correction. In each
situation ask for a copy of the corrected
report.

The final and most prevakent problem is
erroncous credit account™ or public
records information on the credit report.
Such errors may include the listing of
credit accounts you did not create, collec-
tion accounts for which you are not liable,
negative ratings on accounts which do not
belong to you or public records informa-
tion which is erroneous or which should
not be linked to you, When you find an
error in credit account or public record
information® you must first determine
whether the listed account or information
is something which you created or allowed
to be opened in your name, If the account
or entry is a proper listing® but contains
erToneous information, you have a “billing
dispute™® problem. You must write the
consumer reporting agency and the credi-
tor explaining the erroneous information®’
you found and demand removal of the
error.® After receiving your notice of dis-
pute the creditor must, within 30 days,
send you writlen acknowledgment of your
dispute and, not later than 90 days after
receipt of your notice, either make the
appropriate corrections in your report of
send & written explanation to you, after
conducting an investigation of your dis-
pute, sexting forth the reasons why the
creditor believes the present, disputed
entry on your report is correct.” After you
provide a dispute letier® to the creditor, the
creditor “may not directly or indirectly
threaten to report®’ adversely on the oblig-
or's credit rating or credit standing
because of the obligor's failure to pay the
amount [the disputed amount].."** 1If the
dispute persists, a civil action may be
required to remove the error from your
report.®

I you find an account on your report
which you do not recognize and did not
authorize, then you zre faced with either a
problem of your report being “mixed™
with the report of another consumer, usu-
ally & consumer reporting agency €Iror, or
z probable case of application fraud,
whereby someone may have assumed your
personal and credit identity. You must
immediately write the consumer reporting
agency and the creditor{s) whose
account(s) appear on your report. Advise
the creditor(s) that the account erroneocushy
appears on your credit report and demand
its removal. Fully identify yourself so no
question can be raised as to your identity,
as complainant. Also, ask for 2 copy of alt
account information and the credit appli-




cation. 1f more than onc account appears
a5 such, you afc likely facing a gdefrauder
using youwr personal and eredit identity.”’
You musl immediately contact the United
Srates Secret Service. The Secret Service
maintains offices in most major citics.
Explain the situation and provide them
copies of all reporis and other documents.
Remember, the Secret Service €an heip
locate, investigale, and prosecule the
defrauder. Also, immediately write the
reporting agency, in & separate request,
and demand that 2 “yictim’s statement™
pe added to your report stating your beliel
that your pcrsonal and credit jdentity 18
being used without your pt:rmission.‘ﬂ n
the statement, clearly demand that no
credit be extended in your name without
verbal and writien verification from You at
your home of work addresses and your
home or work telephone numbers.™ Be
sure that each consumer 1epOTiing agency
lists the staternent on your feport. Each
credit report jssued by each consumer
reporting agency will bear the victim’s
ctatement.” During the necessary investi-
gation in the credit extension process, the
credit issuer should review the applicant’s
credit report and the credit jssuer must 5e€
the victim’s staternent.”’

The most important thing to do in all
cases is 10 document ¢ach phone call, let-
ter, or othet communication. Keep copies
of all written communications. Make notes
of the contents and participants of all ver-
bal comraunications. When possible, use
certified mail 10 ensure proof of your
efforts 10 communicate. 1t is advantageous
1o enlist an attomey in the early stages SO
that documentation ¢ap be monitored.

Conclusion

1t is always preferable 10 avoid costly lit-
jgation. Howevel if it becomes necessary
in order to clear your good pame’* and pre-
serve your valued property and privacy
rights in credit worthiness then this article
should provide 2 useful course of action.”

Careful documentation and persisience
. should produce favorable results.

e

1: Generally, information which involves a
person's weredit standing. credit capacity,
character, general reputation, personal char-
scteristics, or mode of tiving™ 15 U.Ss.CS.

= § 1681a(d} {1982).

2. Credit bureaus. regardless of locality and

size, arc “eonsumer rcponing agcncies,“ as

defined in 13 Us.Cs. & 1681a(f) (1982)-

Some larger credit bureaus of “superbu-

reaus” are regional or national clearing-

houses for credit data. TRW, Trans Union

“and Equifax/CSC Credit are the three main

“superburcaus" that centralize and service

- (he large network of smaller, local credit
bureaus.

3. 1n 1990, 2 Harris Poll. @ the direction of

LI
f

Equifax Credit Information Gervices. InC.

«found that 79 percent of those surveved
were concerned about threats 10 their per-
sonal privacy. Only 64 percent had
expressed 1he same fear in 3 1978 poll. The
1990 poll also found 1hat close 10 half those
surveved thought that rechnology had gorren
out of control. (emphasis adged). What
Price Privacys Consumer Reporis. May 1991
al 356. Technology 18 not out of contro} but
the peopic making uniawfut and/or improp-
er use of the rechnology afe. and that s the
danger.

4. ‘There is @ growing market for information
about cOnSumers. Not mere mailing 1ist
data bul information 2bout your most inti-
mate Lransaclions. The more 2 business
xnows aboul you the more focused their
marketing effors can be. In People ¥ Blair,
602 P.2d 738 (Cal. 1979}, the court found
that a credit card holder has @ rensonable
expectation of privacy and 2 correlalive
right o privacy in the information con-
tnined in credit card account and charfe
receipt records and that same will be kept
confidential and not disclosed except if
compelied by Jegal Process.

5. Recently, Equifax Credit information
Services, 2 consumer reporting SEENCY: and
Lotus Development, 2 sofiware manufactur-
er, terminated a plan 10 markel 2 database
which would have allowed anyoné with a
compulter o purchase 2 list of names, buy-

~ ing habits, and income jevels of selecied
households.

6. There are 10 tegal restrictions on who may

obtain a credit reporting terminal, The “con-
sumer Teporting agency” may provide &
credit report Lo any person if the agency has
“reason to believe” the person has a “legili-
mate business need” for the report. 13
Us.Cs. 3 1681b(3)(E) (1982), There arc
other “perm'\ssible purposes" described in
the FCRA. 13 U.5.C.5- & 16810 (1982).
Terminal subscribers simply certify that
they need the terminal and agres 10 pay
monthly fee and 2 small fee per report. The
subscriber’s individual inquiries are not
monitored 10 ensure that reports Aré
retrieved for the centified use.

T Computerizcd information storage and
retrieval has increased the danger of harm 10
consumers resulting from inaccurate and
unwarranted disclosures of personal and
credit data, State V- Credii Burealt of
Nashua, 342 A2d 640 (NH. 1975)-

§. More often, altorneys are using consumer
reporting agencics 1© investigate adverse
claims and witnesses in the course of litiga-
tjon., This problem has been referred to as
the “Heeter-Cahoots violation.”

9, See, €.8 Yohay v. City of Alexandria

Employees Credit Union, 827 F2d 967 (4th

Cir. 19871 Heath v. Credit Bureau of

Sheridan, Inc.. 618 F.2d 693 (10th Cir.
1980); Hansen V. Morgan, 532 F.2d 1214
{(9th Cir. 1978); see alse, 15 US.CS. &
1681b (1982) ¢permissible purpo:
sumer reponis), id al § 16810 (willful non-
compliance — civil liability) id. al § 16810
{neghgent noncompliance — civil liability),
id. at § 1681q (ind'widual obtaining con-
sumer report under false prclcnscs), id. at §
1681r (unaulhorized disclosures willfully
made by employees of 2 consumer reporting
agency)-

19, See, €.8- Charles A. Fergusom. er al v
Charles E. Ferguson, et al, suit no. 1-C-92-
2. United Siates District Court, Eastern

13.

14,

15.

16.

17,

18.

District ol ATRAEE .,

Brock, et al v. Edward Brock, €1 al. suil PO.
H-93-0317. United States District Court,
Southern District of Texas (1993).

. “Application fraud” occurs when someone

elye uses your “personal identifiers” 10
apply for credit, Usually, the victim's name,
of somce derivalion, and the victim’s social
gecurity number art used, A post office box
or other mailing address accessible 10 the
defrauder 1§ Yisted on the application. One
of America's largest retailers maintains that
“{Njew applicalion fraud continues 10 be
the fastest growing ared {or fraud losses.
The number of new application fraud inci-
dents during 1991 was approximmcly 34
percent abave 1990 fipures and 20 percent
of all fraud losses. New application fraud
Josses average §1.264 (per fraud account)
compared 10 ¢a356 for all other 1ypes of
{raud loss. Fraud losses exceeded more than
$3.5 mitlion in 1991 (for this retailer alone).
“This figure docs pot take 1no consideration
the expense associated with the foilow up
and investigation. (parcmhciica] explana-
tions added)” See, €.8 S!cpham'c' A
Michael v. TRW Inc., et al. suit ne. 92-
0660-CV-W-3, Unijted Stalcs District Courty
Western District of Missouri (1992) Eric
M. Brown, ¢! al v. aAmerican Express
Company, ¢! al, suil RO. 7.92-CV-0130
(Tex.).

, Consumer reporting agcnciés currently

afford terminals to almost all subscribers

with an untimited search.algorithm. In

essence, the subscribcr—inquirer is not limit-
ed in their ability to retrieve al] data and

need only enter 2 first and last name o

access T€ports. If this sounds incredible

please read Jeffrey Rothfeder, Privacy For

Sale (1992).

Under & subscriber agreement with a con-

sumer reporting agency, the subscriber s 10

identify and designate the users of the ier-

minal.

Even a company policy and enforcement

procedure would be helpful 1© gdeter such

empioyet misuse.

See, .5 Yohay V. City of Alexandria, 827

£.2d 967 (4th Cir. 1987).

This is 8t unrestricted inquiry search algo-

rithm, Tt is commonly provided 10 all sub-

scribers.

A “name only” search is likely to rn up

pumerous persons with the same name.

The standard credit report has four parts:

a. Personal Information: name, address,
social security number, date of birth, alt

. prior addresses, current addresses,
spouse’s name. names and addresses of
current and past employers. income
information, and other data in coded
formy,

b. Trade kine information: A Jisting of cur-
rent and past accounts is shown. Next 10
each account is {he-date-the account was
opened, the status of the account, rating
as provided by the crediror, detailed pay
history, credit limits, account palance,
account verification date, terms of the
account, 1ype of account (revolving,
installment, 30/60/90, eic.), account des-
ignation {co-signor, authorized useh pri-
mary, etc.) and other coded data if a jate
pay. collection, repossession, of legal
action is involved.

¢. Public Record Data: Judgments, 13X
liens, bankrupicies, legal actions. rEposS-
5e$51005, collections, consumet credit
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counseling. etc. Few courts exist which
send the data directly to the bureaus by
magnetic 1ape. Many credit bureaus pay
persons, many of whom are unqualified to
interpret legal documents, 0 scour the
public records to collect any data which
may &xist. You may recall hearing about
the Norwich, VT, 1ax lien fiasco by TRW.

. Credit Inguiries: At the botiom of every
credit report is a eryptic listing of persons,
companies and others who have requested
the report of the individual. inquiries usu-
ally drop from the report after two years
from the date of inguiry, Persons making
inquiries must have 2 “permissible pur-
pose™ for peering into a file.

Also, “credit scoring” is done by
credit bureaus when a creditor retrieves
your credit reporl. Scoring is the credit
bureau's numerical assessment of the con-
sumer as a credit risk based upon standard
factors and application information.

[=8

courts (such as James v, Texas,

YO
n

Shepardize® at warp

Credit scoring is very complex and
beyond the scope of this article.

15, Industry-wide credit fraud equates 1o many
biliions of dollars of losses per year. Guess
who pays for that fraud loss? The "cost of
doing business” in such & lax manner. is
passed on 1o all credit card holders in the
form of higher interest rates.

20, Grocery stores are currently employing
scanner devices which provide detailed lists
of ilems you buy. This helps grocers track
inventory and purchases, Have you seen the
recent Citibank commercials? They are
going to allow you 1o us¢ your Visa at the
grocery stores, Afler each purchase,
Citibank will have a complete list of your
purchases which it, in turn, wil} sell to oth-
ers who provide consumer profiles, buying
habits, and the like, 1t should be obvious that
your curresnt credit account and charge
receipt data is being distributed by crediiors.
You may want to be cautious about where
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. Credit reponts are information files accumu-

yOu use your credit card! In any event, |
think it is fair 1o say that you have a reason-
able expectation thal your grocery of other
credit purchases will not and should not be
distributed to third persons.

There are generally three types of credit
cards: (1) multi-purpose bankcards {e.g..
Mastercard and Visa): (2) gasoline and
retailer cards; and (3) travel and entertain-
ment cards {e.g., American Express Travel
Related Services, Inc.). A study in the 1980s
evidenced that 48 percent of American fami-
ties had credit cards with at least one nation-
al retailer, 42 percent with al least one bank,
37 percent with at Jeast one other retailer, 28
percent with at least one gasoline company,
10 percent with at least one travel and enter-
tainment company, and five percemt have at
least one card of other kinds. Federal
Reserve Bulletin, December 1984, These
percentages have increased since the 1980s.

.1 do not believe the government is capable

of restricting the credit industry by legisla-
tion but 1 do betieve that the industry should
not be immunized from the social controls
of litigation.

Credit card issuers are in a betier position
than consumers Lo prevent and ensure
apainst the risk of credit card fraud and
eredit card theft by mail, particularly appli-
cation fraud, where the card holder never
received the device or never requested the
device. American Airlines, Inc. v. Remis
Industries, Inc., 494 F.2d 196 (2d Cir. 1974),
in fact, in 1991, the Federal Trade
Commission received more than 10,000 con-
sumer complaints concerning credit report
errors and the credit bureaus’ refusals to
delete false data, The number of complaints
have risen at 20 percent a year.

A “credit card” is merely an indication to
selters of commodities that the person who
received the card from the issuer will pay or
ensure that the seller receives payment for
the merchandise delivered. Williams v. 5.,
192 F.Supp. 87 (5.D. Cal. 1961).

See, e.g.. 15 U.S.C.5. § 1642 (1982).

Credit grantors must exetcise reasonable
care and diligence in the investigation of
credit card applications. First Nat, Ciry Bank
v. Mullarkey, 87 Misc.2d 1, 385 N.Y.5.2d
473 (1976); Transamerica Insurance
Company v. Standard Oil Company
(Indiana), 325 N.W.2d 210 (N.D. 1982);
Humble Oil & Refining Company v. Waters,
150 So.2d 408 {La. App. 1963); Beard v.
Goodyear Tire & Rubber Company, 587
A2d 195 (D.C. App. 1991).

15 U.S.C.S. § 1643 (1982).

Coincidentally, there seems to be a miscon-
ception that it is unlawful for a retailer to
ask for identification at the point of sale. It is
not unlawful or unreasonable.

15 U.S.C.5. §§ 1666-1666; (1982 & Supp.).
Id. at § 1631,

Id. at §§ 1681-1681s.

Id. at § 1601 {1982).

lated, stored, and maintained by creditors,
banks, lessors, insurance companies, and the
like. and is shared on a cooperative basis with
the credit bureaus and credit reporiing super-
bureaus. In exchange, creditors may pay a
nominal sum to access credit reports. Most of
the data transfers are completed by computer
terminal and magnetic computer tapes or
disks. Additionally, credit bureaus and other
snoops scour the public records 10 find any
negative information about consumers.



33,

37.

38.

Accuracy of 8 credit repont and the data
contained therein are judged on an objective
basis. Cahlin v GMAC. 936 Fad 1151 (11th

Cir. 1991

A 1989 study by Consolidated information

Services, a user of credit Teports, found an
error ratwe of 43 percent in 8 rapdom sample
of 1.500 reports reviewed, A survey by
Consumers Union found that 48 percent of
the credit report sample contained inaccu”
rate information. Consumers Union, What
Are They Saying About Me? The Results of
a Review af 161 Credit Reports from the
Three Major Credit Bureaus, April 29, 1991.
Nonetheless, the industry claims that 99.5
percent of credit reports are accurale. Bad
Credit, No Reason. U.5. News & World
Report, Jar. 27,1992, al 65, This contlention
by the indusry s bused upon the pumber of
errors investigated in 1988 {three million
complaints) with the numbe? of reports
issued that year {four miltion). This jsnot a
fair analysis. The comparison should be
made against the number of consumers who
actually saw Ltheir reports and complained
{only nine million). The atier comparison
produces &n error rate of 33 percent. E.
Mierzwinskl, “Njghtmare 0% Credit Street o7
How the Credit Burca Ruined My Life)
(u.s. Public 1nterest Research Group,
Washingion. DY, June 12, 1990.

TRW suggests that their weredentials” pro-

gram prevents errors. What consumen. in O

their right mind, wowld pay $39 B year 10
TRW 1o supply TRW with updated data
while TRW profits from the use of their
gata? 1s it really necessary to have your
TRW report accessible 10 you 24 hours 2
day? What if you are not located in a region
where TRW 15 the predominant servicing
agency?

In the late 1980s, TRW acquired Chilton

; Credit Reporiing in 2 hostile takeover The
7. move Was designed to provide national

reporting services from the database in

lrvine, CA. Concurrent!ys CB1/Equifax
- acquircd CSC Credit Services to compete

CE with TRW.
39,

CB1/Eqguifax Credit Information Services,
inc., acquired CSC Credit Services, Inc.
and now operates pationwide. Both entities,

. while maintaining separate HAMES, utilize

40.

41,

the same database in Atlanta, GA-

Trans Union is 2 privately neld corporation
based in Chicago. L.

15 U.5.C.5. § 1681g (1982).

42, Return receipt requested.

43.

45.

A credit report 18 subject 1o changs continy-
ally. Courts have recognized that preparation

of a credit repont should be viewed as 2 con- .

tinuing process and the consumer reporting
agencics’ obligation o ensure the maximum
possible accuracy of the data arises and
begins with every addition of daia. See, &8
Lowry V. Credit Bureak, Inc. of Georgia,
444 ESupp. 541 M.D. Ga. 1978}, see also
15US8LCS. § 1681c() (1982)-

. Be sure to list your full name, any aliases,

current address, addresses for the past five
years, social security pumber, a8, and date
of birth. If othes members of your house-
hold have the same OF similar name, be Sure
1o idemify yourself according!y-

You should call the agency and ask the
price for the report of check local laws con
cerning charges for disclosure. 15 U.S.C5.
§8 1681j. 1 (1982). Several stales enacied
laws to reduce and restrict the credit

. ‘bureau's rate of charges for consumer report

46.
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disclosures.

You must attach a copy of your letier of
denia) of credit.

nNonetheless, there will be wcoded” data
which you may 10! gndersiand. You should
contact the credit bureau and make them
explain it. 1t is their obligation.

That does nol mean that it was an impermis-
sible inguiry "Per e 15 USCS. § 1681b
(1982 & Supp- 1993).

You may want 10 address your ettef 1© the
president, CEQ, or the compliance officer.
This demand ;5 made to the consumers
Feporting agency.

Thus. the mers existence of oo many
inguiries can be just'sﬁcalion for credit
denial.

15 U.S.C.3.
1993).

Also referred 10 a8 wprade line” datd.
Erroneous public record data of public
record data improperly placed or 2 con-
gumer’s repant can be the most damaging
type. 1t is widely acknowledged that a bank-
TupIcy. which can siay on your credit reports
for 10 years {som juggment, is the moSL nCE”
ative mark which can be placed on 2 credit

5§ 1681b, q (1982 & Supp.

may have 2 business relationship with that
entity or the gcneral fact of the reporied item
is true though the specifics of the entry listed
on the report are incorrect.

15 U.8.C.S. 88 1666(a) () (1982 & Supp-
1993). Billing disputes involve erroneous
credit account data. If you have erToneous
public records data oft your feport, you need
to communicate directly with the consumes
Teporting agency. '

You need 10 explain the precise e170? and
why you contend that the entry is incorrect.
Again, fully identify yourself and the disput-
ed item with such detail that no one can sug-
gest that you have been vague ot ambiguous.
15U.5.CS.§ 1666(2) (1982 & Supp. 1993).
Id.

Certainly if the creditor cannot threaten 10
take such action he or she is equally pre-
cluded from doing SO- A more interesting
guestion is whether the creditor must deiete
or cause to be deleted previously rcpnncd
data conceming the disputed amount.
15U.8.CS5. § 1666a (1982 & Supp. 1993).
You must pay any undisputed portion of the
bill.

Consumer reporting apencies Must not only

assure the “maximum possible aceuracy” of

data entered on your report but must employ
reasonable procedures 0 prompﬂy investi-
gale disputed matters. 15 U.5.CS. §§ 1681e,
1 {1982). Reinvestigation of disputed matiers
means that the consumet repornting agency
must do more than mimic the findings of the
creditor. Currently, consumer reporting

Shreveport,

Louis

Simmons. Hee

64.

65.

66.

67.

68.

69,
70.

aptiv s =

rarely deicie disputed data uniens e L0
Lor-subscriber directly orders the deletion.
This is one arca where the industry refuses
1o comply with the ECRA. The FCRA pro-
vides limited immunity to creditors-sub-
scribers for the TepoTling of falsc data. 15
Us.CS. § 1681h(e) (1982). Nonetheless,
the reporting of fajlure 1o cause deietion of
false of iMproper data prcviously reporicd
by the creditor-subscriber can dispense with
immunity and provides & pasis for reckless
and willful conduct. There appears \o be
industry-wide ineriia against correcting
reporting cIroTs.

This is referred 10 88 the “mis-merging” of
files and is very common. in April 1991, 2
Wyoming jury awarded Paul Jacques
$200,000 after he proved TRW's willful vio-
iation of FCRA by failing to emplay proce-
dures 1o prevent mis-merging of credit files.
In essence, Your personal identifiers are
peing used 10 commit npp'iicmion fraud.

15 U.S.C.5. &% 1681i(b). (&) (1982). The
“yictim's statement” is also referred to as
the “statement of dispute.”

You may alse make 3 written explanation of
any other dispuied data on the report which
the apency refuses to delete OF which has
been confirmed by the subscriber or SOurce
of the data.

The verification procedure might slow your
credit exlension process put it should protect

you.

15U.5.C5. § 1681i(c) (1982).

1 recommend 10 all my clients that a siate-
ment be placed OB their report which
demands that a creditor contact them, orahly
and in writing, at their address and/or work,
(0 verify requests for extensions of credit,

prior to any such extension. 1t may slow

71
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down the process stightly but it protects my
clients.

Remember what Shakespeare said: “Who
steals My purse steals trash ... but he that
filches my good name robs me of that which
not eariches nim, and makes me poor.”
Othello, Act 3, s.3, With theft of identity and
application fraud, not t© mention the prob-
lems of the consumer reporting industry, 1
am afraid everyene put the victim is
enriched!

Some clicnts ask «Can 1 make the credit
bureaus remove Mo from their databank?”
The answer i “no” You can avoid being on
their databank only by never being born, OF
by paying cash for everything, never buying
or seliing anything, never applying for a job,
insurance, of any ¥Ype of account, Hving ina
1ent on someone else’s property without wtil-
ities, and never getung injured of receiving
medical treaument. Well ... that sounds rea-
sonable 10 met?! :
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Jones, Kiotz &
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