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. Intelligent Transportation Systems
“Fair Information and Privacy Pnnc1ples

These fair mformatwn and ‘privacy principles were prepared.in recognition of the zmporhmce of protectmg
individual privacy in iniplementing Intelligent Transportation Systems. They. have been adopted by TTS
America in "dmﬁ‘ firal™ form. “The Privacy Task Group of the Legal Issues Committee will preserit these
principles for review.and comment: to organizations and groups interested in privacy and ITS out el of ITS
America duting 1995, They will then be submitted for final adoptwn to the ITS America Kegal I
Committee, Coordzmzimg Council, and Board of Directors.

::The prmczples represent ‘values and are desigrned o be flexible and durable to accommodate . broad scope of
technological, social, and cultural change. ITS America may, however, rieed fo revisit thent penodu:al]y to
assure their applmabﬂzty and eﬁectzveness :

These prznczples are advzsory, miended to educafe and g-uzde é'mnsportahon profésswnals, polzcy miakets, and
the public as they develop fair Uy‘ormatxon and privacy guidelines for specific mtellzgent transportation |
projects. Initiators of ITS projecis are urged to publish the fair znformat;on privacy principlés ‘that- they intend

- to follow. Parties'to ITS projects are urged to include enforczble promszons for safeguarding! pnvacy in their
contracts and agreenwnts ;

1.

: INDIVIDUAL CENTERED I.ntelhgent Transportatxon Systems (ITS) mu.st recogmze and

respect the mdlvxdual‘s xnterests in privacy and mformahon use.

Irs systems crente value for both individizals and sodiety as a whole. Central 6 the I},‘S visioniis :

. the creation 'of I1s: systems that will fulfill our national goals. ‘The primary focus of information

use is to-improve travelers’ safety and security, reduce travel times, enhance md1V1cIuals .ability

to deal with  highway disruptions and improve air guality. Traveler information:is colled:gd
. from many’ sources, some from the infrastructure and some from vehicles, whilé other
information may come from the transactions — like electronic toll collection — that involve

interaction between the infrastructure and vehicle. That information may have value in both ITS

. and non-ITS applications. : The individual's expectation of privacy must be respected Thxs
" requires dlsclOsuIe and the opportunity for individuals to express choice.

VISIBLE. . Intelhgent tmnsportatmn mformatxon systems wﬂl be buﬂt ina marmer VlSlblB to '
mdwxduals E '

. ITS may create data on individuals. Individuals should have a means of dJscovermg h0w t‘ne

4 -

" data flows operate. "Visible” means to disdose to the public the type of data collecbed how 1t
s ¢ollected, Wwhatits uses are, and how it will be distributed. The concept of - wisibili ty[ is one of

'.dmdosure
; COMPLY [ntelhgent Tra.nsportat:on Systems will comply w1th state and federal !aws

central concern. '‘to the pubhc, and consequenﬂy this pnnaple requires ass1gmng r&sponszblllty for

governing privacy and information use.
SECIRE Intelhgent 'I‘ransportatlon Systems will be secure.

s data bases may coritain information on where travelers go, the routes they use, and when' '
they travel, and therefore must be secure; All ITS information’ systems will make use of data
security technology and audit procedtres appropriate to the sensitivity of the mformahon.

(over)
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LAW ENFORCEMENT Intelhgent Transpo:fahon Systems will have an appmprxate role i
enhancmg travelers safety and security! interests, but absent consent, govemment duthonty,; or.
appropriate legal process, information 1dentxfymg individuals will not be dxsoloseq tor Iaw
enfoxcement. : :

' ITS has the potenhal t6 make it possfble for trafﬁc management agencies to lcnow wi‘lere

_ individuals travel, what routes they take, and travel duration. Therefore, ITS can mcx‘*ease the !

efficienty of traffi¢ law enforcement by providing aggregate information- necessary totarget
resources. States may legislate conditions under which ITS information will be made available:

" Absent government authonty, however, ITS systems should not be used-as'a surveﬁlance means

6
' E»relevant for ITS puiposes. . i " ... R IR

for enforcing traffic laws.; Although individuals are concerned about public safety, persons who

- Voluntdrily par'acxpate in ITS programs or purchase ITS products have a reasonable expectatxon

that they wﬂl not be’ ambushed" by xnformahon they are promdmg . .
RELEVANT Intelhgent Transporfahon Systems wﬂl only collect personaI mformatlon that is-

: TTS r&spectful of the mchwdual's mterest in privacy, will only collect mfommaﬁon th%t conm

individual 1dentnﬁers which are needed for the ITS service functions.: Buthermore; I’IS

" information systems! will include protocols that call for the purging of mdrsndual 1demt1ﬁer

e --Other unrelated uses of ITS mformatton with personal 1dent1ﬁers may be.

information that i no. longer needed to meet ITS needs.

SECONDARY USE. Intelhgent Transportahon Systems information coup}ed thh appropnate

mdlvxdual privacy protechon may be used for non-ITS applications.

Amencan consumers want information used to create economic choice and value but also want
their mterest in privacy preserved TTS information is predictive of the types of; goods and

services that interest consumers, for example the right location for stores, hospitals, arid other:
- facilities, _Howeveér, that same information might also be used to d;sadvarﬂage and hann a
~consumer Therefore the following pracuces should be followed. ,

. ITS mfonnahon absent pe:rsonal 1dent1ﬁers may be used for ITS and other pmpoqes

' mdiwduals rece:.ve effectivé chsclosure and have a user friendly means of crptmg 'uf'

E ' Da{a collectors w:l! only provide personal information to private orgamzauons thkt ag;ree to

abide by these pnvacy principles. -

. 'FOIA. Federal and State Freedom of Information Act (FOIA) obligations requu'e dlsclosure of
‘information from gavemment maintained databases. Database ax:rangements should balance .

- the mdxv:dual’s intérest m prxvacy and:the public’s right to know.

In. determuung whether to disclose ITs mformahon, govemmen’s shOuld where posszble,
balancé the individual's right to piivacy against the preservation of the basic purposé of the |
Freedom of Informaticn Laws to open agency action to the light of public scrutiny. IS travelérs
should be presumed to have reasonable; .expectations of privacy for personal identifying i
information. Pursuant to the individual's interest in privacy, the public/ pnvate framieworks of

‘orgaruzatlons collectmg data should be structured to resolve problems of access| creaﬁed 'by FOIA.

For ﬁ«zrtha' mformatwn or to submit comments please contact
.1 . Craig Roberis or Ian Stone >
',H'SAmmca" :
. 400 Virgina Aoenue, SW., Suzte 300
Washington, D.C. 20024-2730
Phone: 202/4844847 ¢ Fax: 202/484-3483
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