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Weary investors awaiting earnii 
NEW YORK - Investors 

vbo fearfully Ixated on inter* 
at rates for oearty a month 
ire hopefully turning their at-
ention to corporate earnings 

quarterly earnings report 
bat start landing kt force this 
seek could contain enough 

COMPLETE MONTHLY STOCK FUND RESULTS, 3-5,9-12 
bruising, 

"This is • super-quarter 
we Ye going to have here," ssys 
Peter Canelo, Investr '-• 
agist at Dean Witter. 

The sharp rise ii 
rates has left the stock market 
in no 

7.12* from 153% Feb. 14. 
But the worst damage to 

sucks has occurred since the 
Federal Reserve boasted short-
term rates March 21 

Since Una, the Dow Jones 

Any negative esrnio 
shocks could easily send slot 
tumbling again. But there 
reason (or optimism if analy 
are correct First-quarter ea 
tags will be up 12% for So 

- Industrial average has lost 379 dart k Poor's 500 compenJ 
pe to withstand more points. Even after Friday's wV according to ratimatrn co 
The yield on 30-year point rise to «526, the Dow is piled by First CalL 
bonds has shot up to S* off in March 11 high. That would compare wtth 
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Few key bits of info open 
Social Security records 

But others 
argue that 
benefits of 
easy access 
outweigh 
privacy fears 

By Simeon L Gertnkel 
Special for USA TODAY 

The Social Security Adminhv 
traoon, trying to speed service 
and cut costs by using the Inter
net. Inadvertently has compro
mised the anancial privacy M 
less of millions of Americans. 

Social Security's month-old on
line service to handy for taxpay
ers looking for instant access to 
their anancial records. But k also 
gives nosy neighbors, ex-spouses, prying rela
tives and just about anyone ehc the ability to 
view those same lies if they have some very ba
sic Information. 

What could they see? How much someone 
earned every year, going back to 1M1. How 
much someone will get in Social Security bene-
its after retirement How much their families 
would get now if they died. 

Nearly 28,000 people requested the free infer 
mation online in March at sap //wwwjsa.gov. 

o get other people's Information, 
axial Security Is going to hsve a 
real problem on in bands." warns 
Evan Hendricks, chairman of the 
VS. Privacy Council, a Washing
ton D.C-based federation of pri
vacy activists. 

As use of the tatemet expands, 
its lure of convenience is break
ing promises of privacy. Aad as 
on-line exchanges become as ac
cepted as taxes or automatic tell
er machines, critics aay, the drive 

to provide new services will continue to outpace 
appropriate restraints. 

In this instance, people familiar with the new 
Social Security system say. there is danger for 
abuse from many directions; s legal adversary, 
an employer seeking to learn about an employ-
eel outside Income, an ex-spouse contemplating 
adjustments in support 

1 like to see this sort of easy access to your 
own personal information,'* Hendricks says, "bat 

Please see COVER STORY next page • 

Netanyahu to push fast-track' peace talks 
Snce work began on March Hon, Israelis are accelerating 

USA TODAY 

I Israeli Prime Minister Ben
jamin Netanyahu Is set to meet 
with President Olnton at the 

1 White House today to promote 

ls.tt e been dairy dash- the work. Six mobile homes 
es between Palestinians and Is- were rolled In Sunday. Since 

The Clinton administration 
has expressed interest In the 
idea In hopes of reviving peace 
talks that threaten to collapse 
over Israel's construction of 
WOO housing units amid Arab 
neighborhoods in Jerusalem. 

raeti troops, as well as suicide 
bomb attacks on Israel 

Netanyahu proposes to 
reach a inal peace agreeraeat 
la • to S months, well before 

Clinton Is expected to press 
Netanyahu to freeie construc-

laader Yasser Arafat to curb 

Far from halting construe-

the project "requires security 
and police and causes tensions, 
Hfs healthier to complete it 
quickly," said Jerusalem May
er Ehud Olmert 

Netanyahu, en route to 
Washington, stopped in Minne
sota to visit Jordan's King Hus
sein, fll. who was In Mayo Clin-
ic recuperating from surgery. 

NASA 
Coluit 
to Ian 

NASA on Sunday ordei 
space shuttle Columbia to 
short a planned 164ay miss 
because of a faulty power g 
eraior. 

thing 

NASA shuttle director 
BoUoway. 

Columbia's 

the equipment failure. The 
tronauts will speed today pa 
ing their bags and stowing f 
for landing NASAJgL. 
' Landing Is set for 2:39 p 
ET Tuesday at Florida's K 
nedy Space Center. Had the 

shuttle could have come ho 
In s matter of hours. 

Shuttle commander Jim I 
sell called the outcome "i 
tainly s disappointment'' 
added it was -the right thi 
under (he circumstances 

A typical tight cosw 
tween 1439 million and I 
million h was only the tt 
time In 83 shuttle lights the 
equipment problem force 
shuttle home early. 

The power generator, ca 
a fuel cell. fc one of fa 
aboard the shuttle. The c 
produce power by combii 

liquid oxygen. 
Only two of the $5 mil 

devices are needed to ope 

malning fuel ceHs were w 
ing One, NASA said. 

The third would be nee 
for 33 experiments In the 
billion European-built Sp 
lab In Columbia's cargo ba, 

The astronauts, whose t 
ston began Friday, were 
grow protein crystals for m 
ca] research and light da 
of Ires to see bow lames 
have in weighntaaima. 

But NASA shut down the 
cell Sunday out of cono 
that the generator might sj 
a Ire or an explosion. 

Sciential aay they hope 
lumbis's experiments coul> 
put aboard another light s 
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'Investigators 
would love this' 

taewoJves." 
Social Security officials don't see a problem. 
"We have confidence that in the huge majority ot ernes, the 

people requesting these things are the right people," sayi John 
Sabo, the Social Security Administration's director of the Elec
tronic Services Staff. 

Last year, the Social Security Administration mailed some 4 
million tnandal reports to taxpayers at a cost of $5.23 each, 
Sabo says. 

Delivering the same report over the Internet costs a fraction 
of a penny. 

'Social Security numbers are •asy* to get 

Bui it's virtually Impossible to know If foe on-line version of 
tbe financial reporls, called PEBES — Personal Earnings and 
Benefit Estimate Statement — is being abused. It's also Just 

about impossible to track 

COVER STORY -ft- , -?. , , . . . i 
PEBES: a Social Security 

number, mother's maiden name and state in which a person 
was bom. 

That Information ta not exactly a state secret 
"Social security numbers are easy" to get, says Beth Ovens, 

manager of the Privacy Rights Clearinghouse in San Diego. 
Information vendors used by banks, credit agencies and pri

vate detectives can deliver a Social Security Number lor a 
small fee. They also frequently are known by co-workers or 
spoused. And driver's license numbers in many states are the 
same as Social Security numbers. 

A mother's maiden name and place of birth can show up In 
court papers, marriage licenses or divorce decrees. 

"Many states have a vital statistics department You could 
get it that way. These documents are public record," she says. 

Mark Welch, an engineer at Netscape Communications in 
California, makers of popular Internet software, says he's dis
turbed to see the information so readily available. 

"1 was just thinking of all the ways that people could misuse 
this Information," Welch says. 

"A potential employer could use this to determine my salary 
history. My co-workers could use this to determine how much I 
was making relative to them. My landlord could use this report 
to decide if I'm making enough money to be able to rent an 
apartment 1 could make a decision on whether or not to sue 
someone baaed on how much money I thought they had. 

"Private investigators would love this kind of Information." 
"It would be a tremendous asset to people who know bow to 

obtala this Information," says Paddy CaJabrese, owner of In-
ter-tel Detective Agency In Seattle. 

"If somebody call* me up and says they want to know some
body's income, I just pop into this thing, I charge them $2,000 
and tt costs me nothing," 

Where are the penalties for snooping? 

There are supposed to be penalties for snooping. 
A warning appears when someone enters (fee PEBES web

site: "I certify that I am asking for information about by my 
own Social Security record. I understand that if I deliberately 
request Information under false pretenses, I may be guilty of a 
federal crime and could be fined and/or imprisoned." 

The warning is nearly identical to banners used on maay 
government agency websites, permitting those entering wrong
ly to be prosecuted under the Computer Security Act 

Prosecutions are exceedingly rare. In part because it is dial 
cuit to trace an on-line user, and there is little deterrent to oat-
weigh great potential Interest Officials asy they have no evi
dence that anyone has wrongly accessed a PEBES lie. 

But they probably wouldn't know. With libraries, schools 
and even coffee shops now giving access to the Internet — as 
well as access available worldwide — It would be practically 
Impossible to track down a person Illegally requesting files. 

Still, not all privacy advocates are disturbed by PEBES. 
Marc Rotenberg, director of the Electronic Privacy Infor

mation Center, says the ability of people to easily obtain the 
mtormation outweighs concerns about the few who abuse M. 

"Promoting first-party access to personal information la •#• 
tea times as important a t . . . restricting access," says Roten-
berg. "By making these systems more transparent the govern
ment gives Individuals greater control over laformatioa that 
has an important impact on retirement planning. 

Td like to see more agencies set up these services, though 
I'd draw a line at tax records and medical Information,'' 

Other organizations that hold sensitive financial information 
on Americans have decided against putting their lies on the 

In Mi 
Two weeks ago resld 

town of Renner, S.D., go 
sandbags and build wal 
waters expected from s| 

By Sunday mom ot A 
had left town, much of: 
derwater, and those whi 
were recovering from 
high winds and blowing 

"Normally when we, 
season it's warm. But we' 
ter clothes and wading i 
said Renner volunteer F 
Christenson, 

Irs the same story acr 
eastern Dakotas and wes 
as a blizzard that mo* 
dumped up to 3 feet of st 
ready braced for hea* 
hooding as snow melted. 

The same system hit V 
urday, leaving travel at a 

Three temporary dil 
hold back the rising Ret 
peton, S.D., collapsed lav 
der a steady downpour, 
Ihes to leave their home 

The river was at a rec 
10 feet over flood stage • 
on Sunday afternoon, as 
meteorologist with the Nt 
Servtee>m Bismarck, N.I 

Flood preparations hay 
there for weeks, but tin 
more severe than norm* 

"It happens every ye 
forecasting floods of race 
Red (River)," Pors said. 

Towns along the river 
ies, as well as hamlets I 
Minnesota, have been I 
ters for the past week, bu 

One of the problems in trying to make PEBES more secure 
is that the current suite of technology and government restric
tions on the use of encryption, or data scrambling, make it dif
ficult to make the Information any tougher tn get at 

"Ideally, we would prefer if we could authenticate people 
through some sort of digital identity," says Bruce Carter, who 
runs the website for the Social Security Administration. "But 
there just isn't the infrastructure available for that yet" 

SSA says complaints are of too tight security 

Here's how a computer user can access PEBES: 
An Internet user goes to the Social Security Administration's 

website, clicks a button labeled "PEBES," wades through two 
pages of warnings and then responds to queries — full name, 
address, phone number, Social Security Number, mother's 
maiden name and state of birth, 

After the information is entered, the user clicks a burton on 
the computers screen and views the taxpayer's entire finan
cial history — how much has been paid Into Social Security, 
bow much Into Medicare, expected benefits, yearly Income. 

The Internet user then can print the Information or request 
that tbe report be sent through the malt 

Carter says that while the Social Security Administration has 
received some complaints about the privacy of the system, 
moat of the complaints received have been that the security it 
too good: roughly 30% of the people who have attempted to 
view their reporls failed because the information they provid
ed did not exactly match the spelling stored in government 
computers. 

After eight tolled attempts to view a report, the system locks 
out the user for 24 bouts. _ _ , . _ — — _ 

Eight attempts hi far too maay, says Heodricto of the Prtw> 
^"1 think that this it really a good ease of three strikeŝ and 
you're out." he says. "When you step back, you see that the 
Social Security Admintereuon has not thought through the pri
vacy and security implications of this." 
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