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More than private concern 
Privacy activists share lessons of 
hot line, empower readers with 
handbook / Simson L Garfinkel 

L 
K'ELY A LOT OF 
Il€WSpapers and mag
.anes have been 
writing about the 
growing threats to 

perEonaI privacy in our increas
ingly computerized world. More 
and more companies offer search 
services that help you track down 
people who don't want to be founc. 
Shops, restaurants, and city 
streets sport more video cameras 
every day. Bll1ks are fingerprint
ing people who want to cash 
che<ks and don't happen to be de
posi:ors. And powerful computers 
are recording more and more de
tails of our dally lives. 

Unfortunately, most of the re
porting on pri,acy stop' there. 
Ourprivaey is seeping away, writ· 
ers say; it's the cost ofli\'ing in 
moffirn society. If you want to 
buy your lunch with a credit card 
or shop by catalog, you'D ha\'e to 
accept systematic intrusions into 
your private life as a consequence 

Thankfully, a growing number 
of privacy activists do not accept 
the ststns quo. These people know 
that infonnati>,n is the most im
portant weapen for consumers in 
their figbt in the corporate war or, 
privacy. 

'The Privacy Rights Hand
book How to Take Control of 
Your Personal Information," by 
Beth Givens and the Privacy 
Rights Clearinghouse, is a guide 
toll'Otectin~ yOur 'Jrivacy in the 

modern world. Unlike the typical 
privacy scare story, this book con
tains page after page of detailed 
information on what you can do to 
maintain your privacy. 

Based in Caifornia, tt.e Priva
cy Rights Clearinghouse was set 
up in 1992 as a kind of penance for 
corporate greeD. "Pacific Bell bad 
been caugbt reG -handed in many 
acts of deceptive and abusive mar
keting," says Givens, PRe's 
project director. "Part of the fine 
went into a trust fund for consum
er groups to re.ch out to the 
community." 

The staff at the clearinghouse, 
located at the University of San 
Diego, produced six privacy 
fact sheets, set up a toll-free 
hot line for questions about 
privacy issues, and opened 
for business. 

"While we thought we 
knew a thing or two about 
privacy, we weren't pre
pared for the flood of 
telephone calls that came 

. into the hot line from all 
over the state,» writes Gi· 
vens in her introduction. 
"Our phones didn't stop 
ringing." 

Based on those phone 
calls, the PRC ieveloped a 
set of 20 pamphlets de-
signed to answer consumer 
questions on everything ! Iii" 
from shutting of the junk- IlIi:1 

mail juggernaut to protecti1g 
yourself if you are being stalked. 

Last year, GITens got t£gether 
with author Dale Fetherlin, and 
produced this unique handbook. 

Privacy means different things 
to different people. Some think 
about the pounds of junk mail 
most Americans receive eaeh 
year, or those annoying telemar
keting calls during dinner. Others 
think privacy has to do with credit 
reports and the numerous errors 
they contain: Two days ago I re
ceived e-mail fron a man whose 
18-year-old son had been denied 
credit because of a bad loaT. from 
1979 - which his son would have 
had to make hefoce he took his 
first steps. Still others think priva
cy is ah,ut wiretapping anc 
eavesdropping, 01 government 
surveillance, or employee monitor
ing. 

WhAt's great about "The Pri-

vacy Rights Handbook" is that it 
covers all those topics and more. 
The book is divideri into six parts: 
dealing "ith invasive eommexe; 
safeguarding personal records; 
pitfalls of telecommunication3; pri
vacy on the job; personal safety; 
and activism. 

It's tt,at last section that c-eally 
breaks new ground. One chapter 
is devoted to respe..-ting others' 
privacy. Givens ruhises bush,esses 
to avoid using Social Security 
numbers for customer or em;lIoy
ee numbers, to be cautious about 
faxing comdential information, 
and to wotch what is left on an
swering machines. The last 
chapter gives advice on becoming 
your ovm privacy rights adv{cate. 

For Givens, one of the most 
troubling trends in privacy rights 
is the large number of comp.nies 
and gove'111l1ent agencies de· 
manding answers to invasive 
questions and refusing serviee 
without hem. She eites cellular 
phone companies, who require a 
customer's Social Security num

her. Indeed, SSN s are in
creasingly being dema,ded 
by other businesses -lrom 
supennarkets to drng
stores. 

The prob.em with the in
creased useofSSNs isthat 
it is aiding identity theft - a 
growing problem in ;meri
car society. What makes 
this type of beft possible is 
that many credit card <om
panies believe that if you 
know somebedy's Social Se
curity number, date of birth, 
and mother's maiden name, 
then you must be that ;>er-

TIlt """" i. oIIided _Iix ,-, 1IIcIudIos ___ ,........ ........ ....., .. 
the iah, and acti¥ism. 

lim. They 1Villlet YOll get a credit 
mrd in that person's name, and 
when you don't pay the bills, the 
cutstanding debt will soil the vie
tim's credit history. 

"The number one topic of con
cern on our hot line for the last 
two years has been identity theft," 
says Givens. Last year, 25 pereent 
d PRC's 9,000 calls were on the 
topic. 

'The Privacy Rifhts Hand· 
book" offers a large 1umber of 
EXalIlples that have been drawn 
lrom the PRC's hot line. 

Some of the information in the 
l'ook can he found on the PRGs 
Web site, .t http://www. 
privacyrights.orgI. l:n1ike the 
l,ook, the t:.ct sheets on the Web 
are in both English .,.d Spanish. 

Another useful Web site in the 
fight for privacy is JunkBusters, 
b which you fill out. consumer 
profile of be kinds of junk mail 
and telemm-keting p,one calls you 
con't wish to receive. It then cre
ates self-addressed letters that 
JOU can PTJlt out and send to mar
keting corrpanies so that you can 
t., taken off their databases. 

You can find this site at 
t.ttp://wwVijunkbusters.coml. 
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