
A guide to pest control Unfortunately, cOde sigirlng 
can't protect you from Greene's 
bug in 'Internet Explorer, or from 
programs like the sexy girls view
er that people wiIIingIy choose to 
run. The good news, thongh, is 
that you can Protect yourself with
out severing your Internet 
connection or devoang yourself to 
the full.tirne pursuit of computer 
securitY. 

Feeling insecure? Here are 
tips to prevent your files from 
infestation / Simson L Garfinkel 
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AUL GREENE'S DIS
covery of a serious flaw 
in Mierosott's I!tternet 

, , Explorer has revived 
debate about security 

on the World Wide Web, or the 
iaek thereof. The issue is serious 
because there are millions of dol
lars and reputations at stake as 
companies begin to condlictmore 
Qusiness on the Internet and try 
to convinee customers that the 
Web is a safe and reliable net- , 
work. 

What's so devastating about 
Greene's discovery is that the bug 
is so simple to use. Last year a 
group of graduate students at 
Ptinceton University's Secure In
ternet Programming group found 
simllar problems in Netscape's 
Navigator prograln - bugs that al
lowed an attacker to build what 
was caDed "hostile Web pages." 
But the Princeton bugs were sub
tle and obscure. To use them, an 
attacker needed intimate under
standing Gf the Java progri.mmmg 
language as well as machine Ian
guagecode. 

Greene's bug, in contrast, can ' 
be demonstrated with. a single line 
of text 'on a Web page. With the 
bug, erasing all of the files in a 
computer's directory is as easY as 
twing"deI·.·." 

Microsoft is taking this disoov-

ery seriously. But mistakes like 
this will continue to happen. What 
wonies me is that as the personal 
computer and the Internet be
collie intertwined with our 
nation's financial system, we are 
going to inc!easingIy see flaws, 
glitches, and bugs resulting in fi
nancial ~ Cor hapless users. 

In January, one of the first in
fonnationwarfare scams was 
uncovered involving a Web site 
called sexyglrls.com, which prom
ised free nude photographs of 
women. There was a catch: In or
der to see the pornography, the 
user first had to download a "spe
cial image viewer" and run it. 

Users who downloaded the 
program 81lOndisoovered lo~ 
tanea charges on their telephone 
bills. That's because the "image 
viewer" bung up the user's mo
dem, disconnecting the user from 
his loeal Internet servlee provider, 
and made a long-dlstance phone 
caD to MGldova, where the user's 
computer was reconnected to the 
Internet. 

The scam worked beeause 
telephGne CQmpanies in foreign 
countries receive a portion of the 
long-dlstance charges as a fee for 
terminating the caD. 

I pay my bills electrunieally 
using Checkfree. It's faster than 
sending checks and cheaper than 

postage. But last month, German's 
ChaoS Computer Club demon
strated a program written in 
VlSnai Basil that could take over a 
copy of Quicken running under 
Windows 96 and, initiate electronic 
funds transfers of its own. Even 
worse, the Chaos Club showed 
how the program could be incor
porated into an ActiveX control 
and downloaded from a Web page, 
again using Internet Explorer. 
Microsoft reacted by Issuing nu
merous press releases explsining 
haw its "code signing"technGlogy 
was supposed to prIlvent things 
like this from happening. 

Here are some simple things 
you can do: 

• Be alert. Just as it's all bill; 
impossible to conimit the perfect 
crime, it's equally bard to orches
trate an undetectable back. If 
somebody or some program is 
messing with your computer, 
there is almost always some sort 
of tell-tale sign. Look fGr things 

.......... ,. 
1£ ..... \ ___ 

.. 

tile III. IItM," .,., ........ 15.11 ... '" , ..... 't.II .... _ .. 11M ....... tile........, 

that are unusnal. 
• Be compulsive about back

ups. The best way to protect your, 
computer is to hack up the infor
mation it contains. For bllckuJlS, I 
recoIillllend getting a high.capac
ity, external tape drive, such as 
the Iomega Ditto EZ 3200 parai- , .' 
lei. Yon want a drive that's high- , 
capacity so you can make and 
keep manybaClrups without wor
rying about running out of diIIks. 
You want the drive to be external 
so you can carry it around from 
computer to computer, and so ,that 
yO]l can keep the driVe (and your 
backup tapes) if YGU sell your CGm
puter to somebody else, 

Iomega's ditto drive costs less >. 
than $300 and stores 3.2 gigabytes 
of information on a $35 cartridge. 

I recommend against using II 
high-capacity external floppy 
drive, such as Iomega's Zip or 
,Jazz. These drives barely store as h' 

much information as a bard drive 
and the media cost 5 to 50 times 
more than magnetic tapes. •• 

• Be attentive to your credit- :: 
card,bank, telephone, cable and 
utility statements. It is verydifli-
cult to steal money from .. ~ 
somebody without leaving a paper 
trail. Part of that trail are the 
statements mailed to you every 
month. You should sean each 
statement and question every 
charge you don'tundersiand Gr , • 
reniember making, And you 
should keep your sl.!ltementa for 
at le8sttwo years, so that if you 
discover a problem, you can deter- . ,. 
mine when it started. 

Simson L. Garfinkel can I!e 
reached at plugged-i:II@:rimwn 
.net. 


