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H a r d P r e s s e d

Tech journalists are more interested in crises ike the Explorer bug ttuui
the fundamental problems beNnd them

Ever wonder how the news really works beNnd the scenes? I got a powerftil
irsthand lesson on 3 March, when <http://www.wpi.edu/>Worcester
PolytechNc student Paid Greene discoveied that "serious laaT in
Microsoft^ Irftemet Explorer. Ihafs wlien I became the unwitting source of
a sound bite that overshadowed the real news.

My f rst Indication that sometNng was up was an email tom Gene Spaflbrd,
who has been my co-author and edttor on three computer-security books. Gene
subscribes to bugtraqQnetspace.org, a "ftill-risclosure" mailing list about
hot computer security holes. Ihe subject Ine was "FYI • browser bug." Ihe
message pointed to Greened <http://www.cybersnot.com/iebug.htmi>Cybeisnot
Webp8«e.

As I read the message, my jaw dropped. "Cool." I thought. "I can run any
program I want on anybody's computer who looks at my Web page with Internet
Explorer." Sort of ike ActiveX without the code«igNng.

Five minutes later, my phone rang. It was Ihomas Reardon. who works at
Microsoft on IE. "I want you to know that this isnl an ActiveX proUem."
w e r e t h e i r s t w o r d s o u t o f h i s n w u th .

I tokf Reardon that I had read the Cybersnot message and dklnt tNnk that
tNs IE problem was any more sigNicant ttian the numerous security
problems that have plagued Netscape^ Java engine. After all. the
<http://^w.cs.princeton.edu/sip>Secure Irftemet ProgramrNng group at
Princeton University had dtecovered a dozen or so ways of making Java
Virtual MacNnes nin arbitrary macNne code. The only dllererKe between
their attacks arxJ this one was that you needed to be fluent in Java
bytecodes. x86 assemNer language, and obscure type systems in order to
exploit the Princeton attacks. For the Greene bug. all you needed to know
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Bu t Rea rdon was won ied . He sa id t ha t h i s co^Morke rs a t M i c roso f t we re
certain that the press was going to bum them aive. And the bug was so
simple - just two lipped bits in lE^ registry entries. Irftemet Explorer
Ins a list Indicating whether fliee are safe or dangerous to open. Reardon
explained to me. URL lies arxl INK iles had been isted as safe. meaNng
It^ OK for IE to open them without irst asking the user'k permission.
They should have been isted as dangerous.

Next, my pager werft off My tiend Beth Weise. cyberspace correspondent for
the Associated Press, vwufted me to call another reporter and ill Nm in. I
tried to stress to the reporter that the real proNem wasnt Internet
Explorer - Ifs the feet that people use the Windows operating system.
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