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pion program that promises
. ts keep electronic mail absolutely pri-
| vate may soon be in for a rude sur-
- prise: opﬁonat eaveséropping by the
‘boss.
V:acrypt, ar Arizona company that

" Privacy, or PGP, last monith an-

l E-mall. Business version of encrypmn o
program will open up | prlvate’ c&mmumcatwns.
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nouneed a new versien tallomd for
business:eg. The new ' pmgram gllows

eompames to *‘decrypt” — and then
information fent to or re- -

read —
ceived by émployees without the em-
ployees’ knawiedge or consent.

The néw version, Vlaerypt PGP/
Business Edition, has infuriated pmra- '
¢y advocates and the’ pmgrams aw-
thor, wﬁn says the pew version vio-
!ates the very Teason he created PGP=_
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. in the first’ place S
“Empleyaes have :mva{:y rlght.s :

even in the on-line- workplace,” said
vacy Information Center in Washing-
ton, D.C.*PGP is zhego!é standard for.
&mﬂ privacy. - .

what the US. government could not

. — build in surveillance capability —
'andhasdanmgedthegoadrepﬂtaaon
~of a preduct that symbclizes the pri-

vacy of personal emnmumcaﬁcms »

The PGP pregram deveioyed iay- _

Philip R memennann in 199i

rights activists in' recent years. The -
- program alows a computer uder to
Marc Retenberg of the Electronic Pri-  -encrypt

: seﬁ:ey(aamtbedeuphemdﬁyanﬁ-.

““Viacrypt hastakea PGP and tiene :
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"hamgmmmmf?_
- 100 percent of the automobile’
industry or the phone.
mdustry or whatever? f S
. DAVEOTTO,

mfyst, &b@t SHC‘R pinnmd L

beeam-e acause celebm atong prxvag:x :

e;ectmnmmadandeﬁaerfﬂesl -

‘one other than the intended recipient.
Using ma%:hemat&cai eq&ations wn‘.i! L

systemmsogoeﬁshateventheﬂ,
government'’s National Security Agent
¢y is heipless when given the task o
decoding information PGP has pro- -
tected. =
But while thats fine for persmai -

. See PRIVACY , Poge 3E
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use, PGP’s strength has been &
problem for business users, saic
Le(mm'd E. Mikus, president of
rom Systems, Inc., Viacrypts
t nt company.

-"i'-iGP uses twe encryption
" “keys”™ to unlock coded informa-
A .“pﬁblic” key is used for

messages
eular user, A “secret” key
used by the recipient t decode
age. The secret key is also
fordigitalslgnatures,ateeh

ity can be proven.
Normally, users keep their se-
keys to themselves but dis-

bute their public keys to others
whom they correspond.

with most of the gorpora-

standard PGP, they either re-
quire that the employee give
them a copy (of the employee’s
secret key), or they generafe the
keys for the employee and give
the employee the personal compo-
-nent. That's not-good: The compa-
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destined for

that allows a person to elec-
cally “sign’ a message sc ity

v "Let me tell you what's hap- -
" said Milus, “When they .

ny can forge the employee’s sig- -
nature that way ... One of the
main motivations for the Busi-

neas Edition is to clean that up.”

Viacrypt's Business Edition
gives each user two secret keys:
one for encryption, a second for

creating electronic signatures.
. ‘The business can keepacopyof
. . the employee's encryption key, so

that any infarmation destined for
or sent out by that employee can
be monitored. Alternatively, the

business can simply create keys
for the user, or even disahble en-

" eryption entirely, mesning the

waorker can use PGP on!y for digi-
tal signatures. -

“In some places, they heve no
need {for such restrictions},” said
Mikus. “In other places, suck as
financial institutions, they don't
use our product unless they are
guaranteed sccess to encrypted
information.”

The new version allows mh
business to set its own encryption
policy, he said..

TheversionofPGPf.hatismil
freely available on the Internet
for non-commercial use does not
have the empioyer ea ing
capability, which ia frequently
called a “back door.”

An employee’s right to privacy
is nebulous af best. The Electron-
fc Communications Privacy Act
of 1988 specifically aliows com-

sgnmmxm-mnm.may,mz,m |

iacrypt opens back door to pnvacy

’ho monitor the electronic.
mail of their gwn employees.
That hes not stopped Zimmer-
mann from complaining loudly

sbout the PGP name heingused in | 1 !
a product that allows someone | |

other than the author or the in-

‘tended recipient access. to infor-
- mation. Viaerypt owns the licens- | -

ing rights to sell the commercial -
versions of PGP :
“PGP does not stand for back
doors,” said Zimmermann. “I
don't ming if they seil & ¥
that has a back door in it, but { §
they shouldn't call it PGP =
Viacrypt’s use of the lefters |

PGP in a program that takes a
- person’s privacy out of his or her

oWR h&n&s could viclate Zimmer-
mann's PGP tmdem’ark :

“One of the things that trade-
mark owners have is not-only the
t but the obligation to police |

uses of the mark,” said Pa-

mele Samuelson, a visiting pro-
fassor at Cornell University Law |

 School ard an expert on [ntellee-

tasal property law. Uses of trade-
marks must be *‘consistent- with
the product and goodwill associ-
ated to that product,” she said. -

“If your employer can read |

-your mail anytime he wants, |

without your permission, that |
goes against the spirit of the PGP
trademark,” saad tlmmemann




