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·iathe 
• &.-mail: Business version of enCryption 
program will open up 'private' crimmunications. 
BY SIllSON L. GARFINKEL 
SperiW til the 1IcrctI". News 

Busiitess users of a popular winput~ 
er encryption program that promises 

, to k~ltelectronic mail absolutely pri­
vate may SOOIl be in for a rude sur­
prise: optional eavesdropping by the 
boss. 

Viacrypt, all Arizona company that 
sells the popular program Pretty Good 
Privacy, or PGP, last month an-

, , 
nolIDCEd ,i new versiOn tailorEd for 
busJnesset;; 11ie new ,pfugram allows 
companieJl to "decryt)t" - and, then 
read -'-- informatiOn sent to or re­
ceived b)j employetl$ 1\tithout the em­
ployees' knowledge oroonsent. 

The new versi6n,Viacrypt PGP! 
Business Editinn, bas infuriated, priva­
cy advoc'ates and' the 'program's au­
thor, wtii> says the new version vi<>­
iates the: very reason he created PGP 

ltil&.I,:='.I&II& 

in the first~, 
"Employees have privacy rights 

even in the _-line worl<place;" said 
Marc Rotenberg of the Electronic Pri­
vacy Information Center in W asmng­
ton, D.C. "PGP is the gold standard for, 
e-mail privacy, 

"VillCrypt bas taken PGP and done 
what the u.s. government could not 
- build in surveillance capability -,. 
and has damaged the good repUtation 
of a product that symbclizes the pri. 
vacy of personaicommunicatioru;." 

The PGP program, developed by 
Philip R. Zimmermann in 1991, bas 

'Who wouldn't love to hove 
1()() percent of the automobile 
industry or the jhOne 
industry or whatever? 

DAVE OTTO, 
analyst, obout SBC. pianmti 

takeover of Pati/k Telesis. 
YJ 

become a cause celebre, among priVl\t:l' 
rights activists in recent years. TI!e­
program allOWS, a, comPOte, r uSer lil', 
encrypt eIecttooi. mail and other tile$ " 
so they cannot be deciphered by an,~ , 
one other than the intended recipient.; 
Using matbem'!l:icalequations with" , 

, very long nuni.lllf1'GP's~ 
system is so gOOd tbateven the U;s: .. 
govermnent's National Security Agert: . 
<y is helpless wh!mgiven the taslc ~r 
decoding information PGP has pro­
tected. ' , 

But while that's r.nefor PI'fSOIIaI 

, SeePRWACY,PC1!JfJ3E 



SanJoseMerruryNews ............ Tuesday,ApriJ2, 1996 San Jose Memry News ........... • Tuesday, ApriJ 2, 1996 

. ..... ... .. 

opens back door to pnvaey ; 

PGP's strength has been II 
lIn:lblem for business users, said 
!-e<~rd E. Mikus, president of 

Systems, Inc., Vl&erypt'. 

ny can forge. the employee's Big- panIes to· monitor th!! !!Iectronie 
nature that way.. . One of the mall of tl1eir . own employees. 
main motivations for the Busi· That has not stopp!!d Zimmel'­
ness Edition is to clean that llP." mann from eomplainilll! loudly 

Vlacrypt's Business· Edition about the PGP name being used In 
gives each user two secret keys: a prodmt that allows· someone 
one for encryption, a second for other than the author or the in­
creating electronic signatures. tellded reclpient access to Infor­

have heart at· The bus1nes8 can keep a copy of .. mation. Vlacrypt Dwns the lieen&' 
have accIdents. Busl· the employee's encryption key, So ing rights to aellthe coml\erclal 
a real need to get aI that any information deatlned for versions of PGP. 

1nf0000000tion," he said. or sent out by that employee can "PGP does not stand for back 
be monitored. Alternatively, the doors," said Zimmerma. nn. "I 

-~;,,~:::. uses two encryption ..... _.___ . pi "-
to unlock coded Informa. uW>U~ can 81m y create .. eys don't mind if they sell a program 

for the user, or even disable en- that has a back door In It, but 
'~~~::.ak~ey ~ i~~ eryption entirely, meaning the they shouldn't call It !'GP." 
iii user. A "secret" key worker can UM! PGP only for dlgi- Viacrypt's use of the letters 

the recipient to decode tal signatures. . "PGP" In a ptogram that takes a 
The secret key is also "In some pIaces, they have no person's prlvaq out of his or her 

£~~.Ji~: ' need {for such restrictions)," said own hands could vloIateZiJnmer. 
Signatures, a teclI. Mikus. "In other places, such as mann's !'GP trademark. 

a person to eIec- flnanclal institutions, they don't 
a message so Its use cur prod\let unless they are "One of the things that. trade-

therttlclty can be proven. guaranteed access to eneryptedmark owners have Is not only tlul 
Normality, users keep their se. Informatlon:~ right but the obligation to police 

themselves but dis-The new version allows each other uses of the mark, " said J>a.. 
public keys to others business to set Its own encryption mela Samuelson,a visiting pro-

whom they correspond. policy, he said. lessor at Cornell University Law 
me tell you what's hap. The veralon of PGP that is still School and an expert on lntelJec.. 

most of the corpora- freely avsllable on the Internet t\lal property laW. Uses of trade-
said Mikus. "When they for non-conunercIal use does not marks mllat be "consistent· with 

standard PGP, they either re- . have the empi9yer eavesdropphig the prOduct and goodwill 8II8OCi-
, qUire that the employee "'ve capability, which Is frequently &ted to that product," she said. 

... called a "back door." . them a copy (of the employee's "If your employer can read 
secret key), or they generate the An employee's right to privacy YDur mail anytime he wanta. 
keys for tlul employee and give is nebulous at beat. The Electron- without your permission, that 
tile employee the personal compo- Ie Communications Privacy Act goes against tlulsplr\t of the PGP 
nent. That's not good: The campa- of 1986 specIfically allows COllI- trademark," said ZImmermann. 

,. 


