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Peeking at Your P.C. 
By Simson L. Garfinkel 

CAMBRIDGE, Mass. 

A
more Americans use elec

tronic mail, buy 
products over the In
ternet and keep their 
mOSt persullal 
records on desktop 

computers, there is increasing de~ 
mand for cryptography software 
that can insure the privul:Y of per~ 
sonat electronic communication. 

This technology already eXists, but 
the Government, through export-eon
(rol regulatluns, cfCct:Lively bars citi~ 
zens from using it. 

The Government classifies en
cryption software as munitions, be
caus~ CUI"t;!igu l:ountries can usc such 
programs to hide their communica
tions during times of war. To prevent 
this, American companies are large
ly prohibited from selling to foreign 
customers any programs that in· 
clude strong coding features. 

Unfortunately, that has stifled the 
domestic market. 

Encryption-software developers 
find it too expensive to create two 
versions of their programs - one 
with strong cryptography for domes
tic use and one with cryptography 
that is weak enough for export. So In 
the United States, developers sell 
only the wp.~kpr c.ryptography soft~ 
ware. 

Last month, a bipartisan group of 
lawmakers introduced "The En
crypted Communications Privacy 
Act of 1996" to combat this problem. 
But while this measure would in
crease the availability of good cryp
tography at home, it would limit our 
freedoms in other ways. 

The act would legalize the export 
of any mass-market software if simi
lar technology is already available 
overseas. This would put an end to 
the futility of forbidding such exports 
at a time when cryptography tech
nology is Increasingly available 
around the glObe - In libraries anti 
on the Jnteruet. Indeed, the Software 
Publishers Association says that the 
main result of the export regulations 
Simply has been tu shift lhe overseas 
marketing of military-grade cryp
tography to foreign companies. 

So although the new bill would still 
pruhlbit American companies from 
exporting innovative programs, it 
would at least allow them to compete 
with foreign companies on an equal 
footing. 

However, the Clinton Administra
tion and others oppose this minor 
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Congress waters 
down a computer 

privacy bill. 

change, because they arc worried 
that criminals and terrorists could 
use the export liberalization to their 
own advantage. 

Because of this OPPOSition, the bill 
throws a bone to the antiprivacy 
forces, 

While lifting export controls, it 
criminallzes some uses of cryplllgJ (t. 

phy for the first time in our nation's 
history. It would be illegal, for in
stance, to use encryption that inter· 
teres with a fcluny illYCstigMioll. Dut 
the language of the bill is so broad 
that these restrictions could apply to 
a reporter's encrypted computer 
tiles. 

The bill also creates legal rules for 
"key holders" - organizations that 
would be given copies of an indiVid
ual's docryption key, or ('od.·hrp}lkpr 
This means that an individual's en
coded messages or documents could 

be decoded, under a court order, 
without hiS or her knowledge. 

Although the use of key holders 
would be voluntary under the bili, 
thut Gould easily change and the 
system could become mandatory. 

There is some hope for avoiding all 
tilis. Senator Conrad Burns, Republi
can of Montana, plan~ to introduce a 
narrower bill that focuses Simply on 
liberalizing exports of encryption 
technology. 

Th!.., "nflw!1rf> industry and civil 
libertarians are already supporting 
thiS approach .- one that is good not 
j uS( for American business but also 
for our right to privacy, 0 
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