Weaving a tangled Net

~ Professor’s work offers wa.rning of how Web can

 Internet Explorer to con-
struct a *mirror Web” -2
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dience how to use featiires
in Netscape Navigator or

twisted reflection of the
Internet’s World Wide
‘Web complete with hidden
tricks and traps where

While t}nswassh aca-

demanstrated how siich
sites pould easily be cre-
ated by people with.
sinister intentions, The
fact thai the workl's Web
browsers are saseeptible
to this sort of attack
should give panse {0 peo-

Internet for eomrereial
transactions, atleastfm‘
now.

Bornin Bastea& and E&Mted
at CalTech, Felten, 34, i a rels-
tive newcomer to the field of
computer security. Last gpring he
and his graduate studenis pub-
lished a series of attacks on the .
Java programming language,

uted by Sun Microsystefrs and
Netscape wasn' as securs A8 was

~ ‘widely believed. But this new at-

tack exploits not a programming

- problem, but a psyehological one.

And while it is possible to make
changes in browsers to minimize
the consequences of the sttack,
neither Netscape nor Mierosoft
has shown any willingness todo

tion from & bank, you type

aﬂmﬂpzsswmd,

_ Unfortunately, Web
browsers don’t give users
“enough information to
make the security-related
- decisions properiy. As a
result, 2 malieious Web
gite can fool users into re-
vealing sensitive -
information or download-
‘ing and running a :

~ malicions program without
their knowledge. Indeed,
there’s really no good way,
with the current genera-

tion of Web browszrs, for

users to really believe any-"

thing they see on the sereen.
Say you are surfing the Web -
mﬁywckckmmss:teﬂntasks
you for your user name and pass-
word. How do you know that the

_ are really going to the computer

that appears to be asking for

them? You don't. Programs em-

‘bedded in Web sites can change -

what your Web browser displays.

- In s talk, Felten showed how to

construet a mirror Web site. This
i a site that appéars to be housed

‘O one comphter, say WWW.
« MICROSOFT.COM, whenin fact

iz is actuslly on another, such as

- WWW.MICROSOFT.COM.

v Canyou tell the difference be-

tween those two sddresses’ The

second has the number zero in-

. stead of the letter “O” following .
the S. ’

Although those are different
for the computter, they can be vi-
sually indistinguishable.

Usirg Neiseape s JavaSeript .
programming language, it's poasi-
ble to reprogram your Web -
browser so you think it's peinting
at www.microsoft.com when it’s
really pointing at www.attacker-

org. JaraScript can change what's

displayed in the Web browser’s

. status and Jocation fields.

» The mirrored pages ¢an be

perfect replieas: You can’t vell the -

difference, but some malicius
Weh site is recording everything
you do and type. Or they can feed
you bogus information and down-

.load programs with viruses to

your hard drive.
Netscape comes with 2 system
called pablic key encryption that's

- supposed to minimize this sort of

attack. When you epen upa con-
nection to 2 so-ealled “secure”
Web server, the hittle yellow key
in the lower left-hand corner of
Netscape Navigator turns blue,
Unfortunately, it turns blue if you
eonneet {0 auy secure Web server.

: Inoz'dermﬁgureotrzthatyw‘ve

connecied to the correet one, you
must use Netacape's “view docu-

ment info” command. Few people

dothat, )
One way to solve this problem
would he to make Netscape al-

1y verified legal name of theWeb
. ‘wﬁtteain.]avaemﬂdéisplsya,

- neeticn has been lost, It conld

"The Java program could even play

* dow” whenever a Java program

‘21st-century con game. Butit's

" they’re willing to take some Josses |

Wmdi‘splayﬂxemwmmcﬂ-

site to which you have connected. _
But even if that one particolar nit .
Isﬁxed,ﬂxerearealotei’oﬁer
ways to fool a user:

For example, 8 small program

Sy

% A

", .
alft Eme

window on your computer ssying
that your computer’s dial-up con-

then invite you to type youruser -
name and password to reconnect.

e

the tones that most people’smo-
dems meke when they are re-
establishing a connection.
Netscapetnestogetamund
this problem by displaying the .
words “wnsigned Java applet win- -

tries to create its own windew.
Unfortunately, there are ways of
getting around this, =

You ean find an amusing col-
lection of other Web tricksand
tangles at the DigiCrime Web-~
site, http/iwww. digierime.com/.
For more information about Fel--
ten’s work, check out Princetons * |
Secure Internet Progrsmmmg "
group’s Web siteat
hitpy/ferww.cs.princeton.eds/sip.  »

Spoofing thevser s akind of

not an mso}uble problem. Unfor- - -
tunately, man;r institutions are
Jumping in to the world of Web -
commerve, with the ides that

in order to build up their market -
share. Let’s hope consamers don’t
get hurt in the process. :
R -
Technology writer Simson. L.
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plugged i@simson.nel.




