
Weaving a tangied'Net 
. Professor's work offers warning of how Web can 
be used to con consumers / 51 .. L Garfillkel 

I=~ . Jersey last week, 

U~S:W~; 
VIll.l'd W. Felten cOllSt.rtret 
a Weh of deceiland in­
tri~ .. 

,. Felten showed the au­
die_ how to \lSe features 
in NetscapeNavigator or 

, Internet Explorer to eoll­
struct a "mirror Web" - ~ 
twisted refleetion of the 
Internet's World Wide 
Web oompletewith hidden 
trieb and traps where 
netIllng is as it seems 

While this was an _­
demit exercise, it 
demonstrated how SIIch 
sites oould easily be ere. 
ated hy people with 
sinister intentiotlll. The 
fact that the world's Web 
bl'OWl!er8 are ~'ble 
to this sort of attack 
shonLl give pause to pe0-
ple thinking ofusing the 
Internet for commercia1 
~ atleastfor 
now. 

Born in Booton and Educated 
at CaITeeh, Felten, 34, ill a re1a­
tive l'lewComer to the field of 
compnter security. Last spring he 
and llis ~ stndent.s pub> 
Iished a series of attacks on the 
Java programming language, 
showing the system beiDg distrib> 

utedbySunMi~and / 
Net.seape wasn't as sscure as was 
widely believed But this new at,. 
tack exploits mt a progrmnroing 
problem, bnt a psychological one. 
And...mIe it is possible to make 
changes in bI'OWl!ers to ~ 
the consequences of the attack, 
neither Netseape norMiaosoft 
baa shown 1liiY Willingnel!l! to do 

'so. 
The problem, explains 

Felten, is that programs 
8IIeb as Navigator uk us­
ers to make a Jot of . 
~-l'elated decisions 
during a t.ypieaIsession on 
the Internet. You type a 
password to log in. You 
might type a dlfferent· 
password to visit the Web 
site at Tlte New York 
Times. If you download 
your credikard infonna­
tion from a bank, Jou type 
a third password. 

Unfortunately, Web 
hrowllers don't give users 
enough information to 
make the ~.re1ated 
decisions properly. As a 
resu1t, a malicious Web 
site can fool users into ~ 
vealing sensitive 
infonnation or dO'll'llioad­
lug and running a 
malicious program without 
their knowledge. Indeed; 
there's really no good way, 
with the entTeIlt genera­
tion of Web browsml, for 
users to really believe any- . 

tiling they see on the screen. 
Say you are surfing the Web 

and you <;lick into a site that 8sks 
yOu for your user name IIlid pasS­

word. How do you know that the 
user name and J:8S8WOrd you ~ 
are really going to the computer 
that appelU'll to be asking for 
them? You don't. Programs em-

bedded in Web sites can change . 
what your Web browser displays. 
In his talk, Felten showed how to 
construet a mlrroi-Web site. This 
is a site that appears to be housed 
on one eom~,aayWWW. 
MICRCSOFT.COM, when in fact 
is is aetually on another, sum as 
WWW.MICRos&FT.COM. 
, Canyon tell the dlfl'erenee he­

tween tkose two sddres8es? Tlte 
second ias the nmnber zero in­
stead of the letter "0" following 
theS. 

Although those ate dlfferent 
for the computer, they can be vi­
sually indistinguishable. 

UsiLg Netaeape's JavaSeript 
programming ~ it'a possi­
ble to reprogram YOill' Web 
browser so yon t!Iink it's pointing 
at www.microsoft.com when it's 
realJy pliuting atwww.attaeker-
. org. J8'lllSeript CIIII change whet's 
displayed in the Web browBel"s 
status and location fields. 

• The mim>red pages Can he 
perfect replicas: Yon can't tell the 
dlfference, bnt soriie malieioos 
Web site is recording everything 
you do and type. Or they can feed 
you bogus infonnation and down· 

. load programs with viruseS to 
YOill' hard drive: 

Netseape comes with a system 
called pilillc key eneryption that's 
supposed to minimize this sort of 
attack. When yoo open up a con· 
nection to a so-called "seeure" 
Web server, the little yellow key 
in the lower left-hand eorner of 
Netseape Navigator turns blue. 
Unfortnnately, it turns blue if you 
connect to a?//fI secure Web server. 
In order to figure out that you've 
connected to the correct one, you 
must use Netseape'. ''viewdoeu· 
ment info" command. Few people . 
do that. 

One way to solvethls problem 
would te to make Netseape al-

ways display the cryptographical­
ly verified 1egal name of the Web 
.site to whlch you have COJIIlEeted. 
But even if that one particular nit . 
is fixed, there,are a lot of other 
ways to fool a user. .) 

For example. 8 small program 
written in Java oould display a i 
window on y<!Ur computsr ssying '.:1 
that your computer's dial-up con- ~ 

i neetion has been. lost. It could /,J 
then invite you to type youruser 
name and password to reconnect. 

, The Java program could even play 
the tones that most people'. m~ 
demB make when they are re­
establishing a connection. 

Netsc8pe tries to get IIl'OII1lQ 
this problem by displaying the 

words 'ilnsigned Java appletwin- • 
, dow" whenever a Java prog:am 

tries to create its own windew . 
Unfortonately, there are ways of 
getting around this. 

You ean find aD amusing eol­
lection of other Web tricks and 
tIIIIgles at the DigiCrime Web 
.site •. http;//www.digicrime.com/. 
For more information aboutFel­
ten's work, cheek out Prineeton's '] 
Secure Internet ProgranUning 'I 
group's Web site at , .; 
bttp;//www.cs.prineeton.edtlsip. ., 

Spoofing tile user is II kind of 
'21st-century con game. Butit's 
not an insoluble problem. Unfor­
tunately, many institutions are 
jumping in to the world of Web . 
conuneree, with the idea that 
they're willing to take some losses 
in order to bulld up their market 
share. Let's>.hOpe ooIlSUl1leI1i! don't 
get hortin the process. 

T~writerSi_L. 
ao:rjinkel can b€ ~ at 
plugged-in@IJ'imMn.net. 


