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BY SIMSON GARFINKEL *

P I a n t 0 Special to the Mercury News

LEVEN years late, the 1984 as envisioned by George Orwell finally may arrive.
— Welfare reform Jegislation moving through Congress could dramatically increase the use of
. m a ke it Social Security numbers by state governments as a way to track people from cradle to grave.
The proposal, which would create or expand a series of national data banks, is designed to
track people who don’t want to be found.
- With support among both Democrats and Republicans, the proposal is striking fear among
e as I er to the guardians of privacy, who believe the legisiation would increase the government's
- surveillance of the American public,
o “What we are facing is the single greatest step toward big brother government since Watergate,” said
t rack dow n Donald L. Haines, a legislative counsel with the American Civil Liberties Union in Washington.
: Nevertheless, the proposal has received relatively little attention because the expanded use of Social
Security numbers is one of the few areas of agreement between the Republican-controlled Congress and

4 d d b t the Clinton administration.
ea ea Welfare reform was one offﬁsident Clinton’s campaign promises, and it also was one of the 10 tenets .

of the Republican Party’s “‘Contract with America.” _

Called the "Personal Responsibility Act,” the U.S. House of Representatives passed its version of the -
d a ds 4 bill March 24. The Senate version, retitled the “Family Self-Sufficiency Act of 1995,” passed a committee
vote June 9. Although the committee, chaired by Sen. Bob Packwood, R-Ore., made substantial changes to
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By Mark ScuwaNHAUSSER  Armed with your identities. The scam is becom-
Mercury News Staff Writer ing so common it costs the

s "J SO["al secur“v numher, credit industry tens of mil-
. prlva cv T IS such a clever crime. an lions of dollars and now war-
There is no breaking and d cr00k can hllack vnur rants its own nicknames:

entering, no mugging, no

: N " . . identity theft or true-name
[ : gun play, no car chase, no flna n(“al |dentltv fraud.

! ' violence. Indeed, the victim The longer the crook runs

) a voca es can be hard-pressed to prove undetected, the harder it is

anything was stolen at all, for victims to clear the record

because the crook rips off what many of us freely and restore their reputation because, critics say,

give away without hesitation: our Secial Security the credit industry is huge, fractured, over-

number. whelmed and, perhaps worst of all, insensitive. In

I’ - With that data and some ingenuity, brazen the meantime, a tarnished credit record can ham-

‘| crooks steal not just money but also financial See FRAUD, Page 4F
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'!ﬁd Hduse bill, the sections deal-

"Mih the expanded use of So-
”& 1-Skeurity numbers remained
- tiiflly intact.

»qu& 'gﬁ\e heart of the legislation is
ire to do something about
*d “deadbeat dads" — and
§,— Who refuse to pay
-or,dered child support pay-
m ‘Both Congress and the
“EI to:‘l’ administration believe
gﬂﬂl \{arge amount of the money
Tgﬁl o the government's Aid to
1es with Dependent Chil-
Pl’ogram could be saved if
sing]e parents obtained
S port orders, and if those
%l'q)e' 'were better enforced.

el aﬂ,gpple normally say that
ofiese~ig a $34 billion gap” be-
tween the $14 biilion that is an-
nually paid in
child support
and the $48 bil-
lion that thecret-
ically could be
collected, says
Jane Checkan of
the Health and
Human Service's
Administration
d‘“’ on Children and
es in Washington. Check-
3 igures are for the year 1993,
the last year available.
IR 9h attempt to close this gap,
i iyéifare reform legislation
d¥4g increased surveillance
aff Aferican citizens. By track-
ing Americans when they change
4odgodr. receive state driver's or
pridfeslgtonal licenses, the legisla-
tbtiwdackers hope to give dead-
‘éax dads nowhere to hide.
29K lagislation also calls for
Téhdatory reporting of Social Se-
curity numbers by people getting
andrmiage licenses or divorced,
garld 14N paternity proceedings.
Ttheése ‘feports are designed to
Myloe it easier for single parents
gocobyain support orders, and to
oalte! it easier for state welfare
Ageneids to figure out the identity
otd speuse when a single parent
agsplies for benefits.
-iTenamillion women are poten-
gl eligible to child support for
sheir %ids,”” Checkan said. But
-y people do not take advan-
tage of their legal rights. “Forty-
two percent do not have an
award in place.”

Legislation would require
directory of new employees

BY SIMSON GARFINKEL
Speciul to the Mereury News
Both the House and the Sen-
ate versions of the welfare re-
form legislation require that
each state establish a directory
of new hires. Employers in
each state would then file a
form for each newly hired em-
ployee that would list the em-
ployee’s name, address, Social
Security number, and the In-
ternal Revenue Service code
number for the employee’'s job.
All new hires would have their
numbers scanned against a na-
tional database of child-sup-
port orders to see if a portion
of the employee’s salary
should be automatically with-
held and sent to the spouse.
California's Employment De-
velopment Department has
been compiling a directory of
new hires since April 1993, but
so far only employers with at
least five workers in a small
number of professions must
comply. Targeted professions
include construction, landscap-
ing, auto dealers and repair
shops, restaurants, hotels,
health services, business ser-
vices and engineering, account-
ing and research services.
Failing to report people
hired or rehired within 30
days could result in a $2560
fine per person per month. The
EDD initially was lenient, but
it has begun to get more strict,
says Bob Spidell, publisher of
Spidell's California Taxletter.
The legislation further re-

quires that all federal and
state agencies engaged in
child-support enforcement
have full access to all state
information systems related to
motor vehicles and law en-
forcement.

The legislation would create
a Federal Case Registry of
Child Support Orders that
would include the name, Social
Security number, date of birth,
case identification numbers,
and other “uniform identifica-
tion numbers” of both parents
for every child-support order
in the nation,

The registry also would in-
clude detailed financial infor-
mation regarding each order,
including the amount of sup-
port payments, the amount
owed and collected, distribu-
tion of collected amounts, and
liens that have been imposed.
The legislation specifically re-
quires that states use ‘‘stan-
dardized data elements’ so
computers in different states
can easily exchange informa-
tion.

Mercury News Stafj’ Writer Mark
Schwanhausser contributed to this
report.
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& ¢, HFulllist of industries that
must report hires to the state.
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THEY’VE GOT
YOUR NUMBER

Legislation currently before the
Senate would mandate the cre-
ation or expansion of three na-
tional databanks. Each databank
would be indexed by Social Se-
curity number. Together, they
would track every American.

W Federal Parent Locator Ser-
vice: Would contain a record of
every driver's license and pro-
fessional license issued in indi-
vidual states.

B Federal Case Registry of Child
Support Orders: Besides track-
ing every child support order
issued by the states, this data-
base also would contain re-
cords of every marriage, every
divorce and every paternity de-
termination case in the United
States.

B State Directory of New Hires:
This federal database would be
updated every time an Ameri-
can started working for a new
employer. It would contain the
employee’s name, addrass, job
description, and the name of
their employer.

of tracking them so that any indi-
vidual’s most recent address and
employer can be easily deter-
mined at any time. The legislation
also would help enforce court-or-
dered parental visitation rights.

Staff members working on both
the House and Senate versions of
the legislation said that lawmak-
ers were aware of the privacy
issues, and had tried to put “pri-
vacy protection” measures into
the legislation without comprom-
ising the central goal of creating a
national location registry.

“We had a long discussion
about (privacy issues) — and the
(lawmakers) were the main peo-
ple doing the talking,” said a
staffer. “There were some mem-
bers who were real sensitive, and
they were absolutely adamant
that (the Social Security number)
could not be required to be on the
license itself.”

Nevertheless, the legislation
does require states to ask drivers
for their Social Security numbers
when they are issued driver’s li-
censes or professional licenses,
and for those numbers to be re-
ported to the central registry.



Woelfare reform pushed

Checkan said that it is estimat-
at as much as 8 percent of

the bYeérnment’s Aid to Families
witlo Dependent Children pay-
mems ¢buld be eliminated if child
support orders were obtained and
enforced. ““That’'s why, in the
qf n_proposal, that child sup-
F& s Juch a major part of wel-

‘Feform,” she said.

rgntly, many government
es maintain databases that
3 exed by Social Security
nuriiDers. Nevertheless, the data-
bases are of limited use for wel-
fare—enforcement. Some of the
databases are restricted by stat-
ute 80 that their information may
not be used for purposes other
than that which they were col-

"::g to unify standards

g are not cross-indexed
MBtabases of current ad-
ress';u.nployment and child sup-
b pkders. Still other databases
aasily be searched against,
ecause the information is not in
. m format. One of the in-
BN tthe legislation, sponsors
ay, ith bring order to this com-
Rutatipfial chaos by mandating
andard data representation and
dexing strategies. Basing the
paks on Social Security
pueS is key to its success, said
T"WHilsh, chief of California’s
hild Support Management Bu-
eau, part of the Department of
3l Bervices.
BTl you, the Social Security
mb probably the most im-
ortant-piece of data that there is
\ tnymg to locate parents that
~ .‘" find in order to establish
whport orders, or in cases
hqne we have already estab-
shed an order, to get payment
t¥ose orders,” he said.

A natlonal database also could
peasier to track down the
Wént of dads who live out-
g state, said Walsh. Al-
:iuch a database currently

ats. the proposed legislation
mveatly expand its reach,
y Srealing a virtual dragnet that
buld ¥idét be escaped.

rtarians worry

ysaid his department is in
i creation and expansion
e dtional databanks, be-
huse they “allow us to have ac-
Hé;l- ore and better data in
Elocate parents who owe

child support.”

Nevertheless, a growing num-
ber of civil libertarians are ques-
tioning the creation of large-scale
national databanks, and the ex-
panded use of Social Security
numbers, for tracking down dead-
beat dads.

“It's a databank that could be
used to allow people to track peo-
ple down for purposes having
nothing to do with (child sup-
port),” said Haines of the ACLU.

Haines is especially worried
that the system could be used to
find victims of domestic violence
who are attempting to hide from
their assailants.

“An unfortunate truth is that
in our justice system today, for
many victims of domestic vio-
lence, their only hope for relief is
to escape into some level of ano-
nymity,” he said. “Protective or-
ders don't work or aren’t en-
forced.”

Although the legislation would
prohibit the unauthorized use of
the system, Hames charactenzed
such use as "inevitable.” As an
example, he noted how some abu-
sive men find runaway spouses
using surreptitious means, such
as privileged data reserved for
law enforcement.

Potential for fraud

Other privacy advocates are
concerned that the databanks
could be used as the basis for
financial fraud.

*] think that there is a real
danger using (information) pro-
vided for one purpose for ancther
purpose,” said Claudia Terraza,
an attorney with the Privacy
Rights Clearinghouse at the Uni-
versity of San Diego. "1 see a real
problem with people getting ac-
cess to your Social Security num-
ber and from there, being able to
find out your credit report, or for
finding out other information
that they could use for fraudu-
lent purposes.”

Privacy advocates are most up-
set about the expansion of the
Federal Parent Locator Service.
As written, the legislation would
create a national database of vir-
tually all U.S. citizens — parents
or not — with the stated purpose

“What all of that means is that
we will have a de facto national
ID system in this country, which
is going to be this database, and
with a de facto national ID card,
which will be your Social Securi-
ty card/driver’s license, all with-
out a debate on whether or not
Americans deserve to be subject-
ed to a Soviet- or Nazi-style na-
tional ID system,” Haines said.

This is not the first time that
the federal government has pro-
posed creating a national data-
bank. A proposal in the late
1960s called for the creation of a
national data center that would
“pull together the scattered sta-
tistics in government files on citi-
zens and to provide instant, total
recall of significant education,
health, citizenship, employment
records and in some cases person-
al habits of individuals,” reported
an article in the Feb. 25, 1968
issue of The New York Times.

Fears of survelllance

At the time, the proposal was
opposed by privacy advocates
like Columbia University Profes-
sor Alan F. Westin and Universi-
ty of Michigan Law School Pro-
fessor Arthur R. Miller. Informa-
tion centers “‘may become the
heart of the surveillance system
that will turn society into a trans-
parent world in which our home,
our finances, our associates, our
mental and physical conditions
are bared to the most casual ob-
server,” Miller told the Times.

The national data center was
never built, and today the contro-
versy has been largely forgotten.
Nevertheless, says Marc Roten-
berg, director of the Electronic
Privacy Information Center, one
of the important issues raised at
the time was the danger of en-
trusting a single federal agency
with so many different files,

“These proposals invariably
reach further than originally in-
tended,” said Rotenberg. “If the
Social Security number is used to-
day to catch welfare cheats, it
can be used tomorrow to identify
political dissidents.

“It is of course ironic that such
a proposal would go through the
Congress at the very satme time
that the Republican majority is
urging greater relaxation of gov-
ernment regulation.”




