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Breach spurs concern for
commerce on Internet

BY SIMSON L. GARFINKEL
Spucial w the Murrury Nuws

The built-in security features
that are one of the major attrac-
tions of Netscape Communica-
tions Inc.'s World Wide Web
“browser” software aren’t nearly
48 SeCuUre as peo-
ple might be-
lieve, a French
researcher has
proven —- a chill-
ing thought for
companies aim-

; ing to do busi-
ness in cyberspace.

Using a networked collection of
120 computers, induding two su-
percomputers, Damien Doligez, of
the French National Institute for
Research in Computer Science
and Contral in Le Chesnay,
France, was able to read a sup-
posedly secure [nternet message
that had been sent using Nets-
capes popular Navigator pro-
gram.

The vast majority of Internet
sessions that use Netscape's soft-
ware are not encrypted; indeed,
the whole point of networks like
the World Wide Web is to allow
for the free exchange of informa-
tion.

But a key marketing point for
Soe NETSCAPE, Back Page



Netscape security breach blamed
on U.S. encryption export rules
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Netscape has been that in ’;fédl
tion, its software will also allow
for secure communications, the
sort that will be needed before
the Internet — with its reputa-
tion for eavesdropping and hack-
ing — becomes routinely used for
banking or commerce. Financial
transactions on the Internet

would involve sending highly

confidential information, such as
credit card and bank account
numbers, over regular telephone
lines.

It is that sort of potential of the
Web — a portion of the Internet
network of networks that lets
computer users with browser
software skip between storehous-
eg of text, photos, audio files and
even video — that last week
fueled the wildly successful ini-
tial public offering of stock by
the Mountain View company. It
has yet to turn a profit but con-
trols more than 70 percent of the
market for Web browsers.

It's doubtful that a hacker
would be able to easily repeat the
work of the French researcher,
since it requires either a great
deal of time or an enormous col-
lection of computers. Still, the
mere chance that a message can
be cracked may be enough to
keep some people or corporations
from doing sensitive business on
the Internet,

The problem that Doligez un-
earthed, though, is not with any
bug or shortcoming in Netscape's
software. Instead, experts say the
situation is a predictable conse-
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cials that more effective crym:';: ;
raphy would give shelter to ter-,
rorists and other miscreants over-

“We have said for a long time:
that given the right amount of
computer power, that a 40-bit_
key encrypted message could be
decrypted,” said Mike Homer,.
Netscape's vice president of mar-
keting, ‘

The technique for reading am:
encrypted message used by Doli-
gez is known as the “brute force”
method, because computers are
programmed to try every concelv-
able variation on a key.

In the past, Homer said, Nets-
cape has sald that an attacker
would need *“64 MIPS-years” to
crack a message on its 40-bit key,"
roughly the equivalent of a top-’
of-the-line personal computer
running non-stop for six months.
The approach that Doligez took:
— of getting many different com-
puters collaborating over a net--
work — is one that computer sci-
entists have ‘used more often in
recent years on problems that re-
quire a huge number of basically”
repetitive computer operations.

U.S. computer firms have long:
argued that the 40-bit restriction .
is meaningless, since many of the !
same encryption programs that
can’t be officially exported can be-
‘easily obtained over the Internet 4=
itself. "

In addition, critics of the law
say it leads to untenable situa-:
tions, like the one Netscape finds '
tself in. :

When the 40-bit limit was put
in place, "'we warned then that
(40 bits) was too weak," said Jim

'

quence of U.S. export laws, which Bidzos, president of RSA Data Se- -
in effect prohibit U.S. firms from curity, the Redwood City compa-
exporting encryption software Ny thatinvented the software ap-
that is too powerful. proach used l?y Netscape and
U.S. computer companies con- Many others. “They were sup- '
sider that restriction a major dis- Posed to review it every yeaivarid
advantage as they try to operate #llow it to be strengthened.” But
in global markets, since it forces N0 such reviéw process has taken
them to sell one version of some place. 2
programs in this country and a Homer sald that a future ver-
weaker one overseas. sion of the Navjgator will contain -
In his wark, Doligez used the special provisions for encrypting
international version of Naviga- financial information, such as
tor, which has a numerical “key" credit card numbers, with a 66-
— roughly analogous to the com- bit key. He %aid the companr;
bination to a lock — that is 41)&‘ hopes that the new program wilt
bits long. Security experts say “be exportable, since Netscape
that a key at least 128 bits long is maintaina the 56-bit portion of it.

necessary for truly secure com- is too spécialized for general

munications; the longer the key, cryptography.

the more time it will take a com-

puter to crack it. The domestic

version of Navigator has a 128- IF YOU’RE INTERESTED

bit key.

The 40-bit restriction dates
from 1992, and was put in place
out of a fear by Washington offi-

/

For a full report on the breaking of
Netscape's encryption on the World
Wide Web, point your browser to
hittp://pauitiac.inria. fr-doligez .




