The Road
Watches
You

By Simson Garfinkel

CAMBRIDGE, MasSS.
ighway  authorities
throughout the coun-
try are building fu-

turistic "smart-
road" systems de-
signed to unclog

traffic and Improve driver safety.
But these smart roads could lead to
an Orwellian surveillance state if we
aren't careful.

Ore smart-road system is aready
In operation on New York's Tappan
Zee Bridge. Cdled E-ZPass, the
sysdem dlows drivers to drive
through the toll plaza without rolling
doan their windows. Instead, a com-
puter reads an electronic tag mounted
Ingde the car's windshidd and auto-
matically deducts the tall from a spe-
cia pre-established account.

In Florida, the Orlando-Orange
County Expressway Authority has a

stem called E-Pass, which also lets

rivers pay tolls electronically. Here,

' E-Pass relies on a radio transponder

mourted under the front bumper. A

similar system is planned for the San
Francisco Bay area.

These automatic toll collection sys-
tems are just the beginning of a na-
tionwide plan cdled Intelligent Trans-
Smson Garfinkel, who writes about
technology and privacy issues, is au-
thor of "PGP: Pretty Good Privacy."

time, date and location that each toll
was é:é)llected. O}[.T.S_A America P?as
adopted a set priv. principles
saying that states shouldn't take ad-
vantage of this data, yet the organiza-
tion's statement specifically envisions
that "states may legidate conditions
under which ITS. Information will be
made available."
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portation Systems. Rather than have
each city adopt Its own tag or tran-
sponder, the Department of Transpor-
tation and I.T.S. America, a Washing-
ton-based organization that promotes
the system, are scramblingto create a
single national standard.

As envisioned, smart roads could
reduce highway congestion by alert-
ing drivers to accidents; acomputer
display on the dashboard could sug-
gest alternative routes. With its
planned two-way communication be-
tween the car and the intelligent
road, the system could even dimi-
nate the search for a place to park.
Instead, your car's computer could
automatically find the nearest park-
ir;? lot with an opening and electroni-
caly reserve you a place.

But thereis adark sdeto thisplan,

Phil Agre, who teaches communica-
tion a the University of Cdifornia,
San Diego, and closely follows privacy
issues, warnsthat there might be oth-
er unintended consequences of smart-
road systems. Auto insurance compa-
nies aready offer discounts to drivers
who don't live in areas of high auto
thefts or accidents; in the future, says
Mr. Agre, they might offer discounts
to drivers who can prove that th?/
haven't driven over to "the wrong sde
of the tracks."

This data could aso be sold illegal-
ly by insiders. Information about a

erson's movements might be a key
act in forcing an out-of-court settle-
ment in a divorce or worker's com-
pensation case. Private investigators
would have a big incentive to bribe
low-paid clerical workers for aphoto-
copy of somebody's toll-crossing bill.

‘Smart' highway
systems may
know too much.

a privacy problem that its boosters
are trying to pave over. It offers un-
precedented opportunities to monitor
the movements of drivers. It would
create a bank of persona information
that the Government and private in-
dustry might have difficulty resisting.

Consider Florida's E-Pass system.
Each month, every E-Pass subscriber
gets a detailed statement listing the

There is an dternative to this
system. Instead of transmitting an
account number, aradio would trans-
mit "digital cash" using asmart card
Inside the car similar to the telephone
cards used in many European coun-
tries. But judging by plans under way
so far, state agencies and the Govern-
ment haven't shown much interest in
makirg)? privacy a prioriéy in the de-
dgn of tomorrow's intelligent high-
ways. Americans have dways loved
the freedom that their cars give them.
Could that too become a thing of the
past?



