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The Manchurian 
Printer 
What if they gave a war ... and it 
was fought by modem? 

By Simso" L. Garfi"kel 
The Boston Sunday Globe 

Early last month, Hewlett Packard 
announced a recall of 10,000 HP 

OfficeJet printer fax copiers. The printer's 
power supplies may have a manufacturing 
defect that could pose an electrical shock 
hazard. HP says that it discovered the prob­
lem during routine testing. HP was lucky. 
Printers can he very dangerous devices. A 
typical laser printer. for example, l:all draw 
hundreds of watts of power, generate internal 
temperatures high enough to burn a wayward 
human hand, and, under the right circum­
stances, even start a fire, 

Most manufacturers, of course, try to 
design their printers to minimize such risks. 
Increasiflgly, however, there is a chance that 
companies might intentionally deSign life­
threatening tlaws into their products so that 
the flaws can be exploited later. The!'>c fatal 
flaws might be intentiunally built into equip· 
ment manufactured over~eas, as a kind of 
"im,unmce policy" in the event of a war 
between that country and the United States, 
The flaws might form the basis for a new 
kind of corpurate warfare, Or they might he 
hidden by disgruntled emplnyees contem­
plating extonion or revenge. 

Indeed, U.S. military planners are increas­
ingly worried about this sort of pos~ibility, 
which they plal:c under the heading 
"Information Warfare." ~evcrthclcss, 
although the threat of infonnation warfare is 
very real. an even bigger danger is Lhat the 
Defense Department will use this threat to 
per!'>uade the new Congress to repeal the 
Computer Security Art of 1987. This would 
effectively allow the National Security 
Agency to declare martial law in cyberspace 
and could send the dvilian computer indus­
try inlo a tailspin. 

To undersl<md what the military is afraid 
of, imagine what one might call the 
"Manchurian Printer" - a low-cost, high­
quality laser printer, manufactured overseus, 
with a built~in. secret self-destruct sf',quence. 
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In The Manchurian Candidate, Angela LansbJry uses her son, Laurence, as the secret tool of a for­
eign power. Tomorrow's equi\lalent weapons may be high tech ratner than huma:']. 

For ycars these printers could lie dDrmant. 
But send them a spet.ial I.:oded mes,;age -
perhaps a lung sequence of words that would 
never nonnully be printed together - and 
the printer would lock its motors, averhent, 
and burst into flames. Such an atta(;k might 
be the first salvo in all out-and-out war 
between tilt: United States and the country's 
manufacturer. Alternatively, an enemy com­
pany might simply use printer:-. to start selec­
tive fires, damage economic competitors, 
take out key personnel, and cume mischief. 

The technology behind the "Manchurian 
Printer" isn't science fictIon. Last October. 
Adobe System ... aCCidentally shipped a 'lime 
homh" in its Photo"ho{l 3.0 version lor the 

Macintosh. A time hmnh is a little piece of 
code huricd inside a computer program that 
make:-; the software stop running after a par­
ticular date. Adohe put two time bomh ... into 
its Plw/Osflf){J 3JJ program while the applica­
tion was llnder development. The purpo~e 
hehind the lime bomb:-. wa:-; to force anybod)' 
who got an udvance, pre-release copy of the 
program tD upgrade to the tinal . ..,hipping ver­
sion. But when it came time to ship the tinal 
version, Adobe's engineer .. made a mistake: 
They took nut only one of the bombs. 

An engineer at Adobe learned about the 
problem ~oon after the product was shipped, 
,md the company quickly i~sued a recall and 
a pres~ release. Adore culled the time bomb 
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U "security code time constraint" and said 
thut "although this is an inconvenience to 
user,'" the security constmint neither damages 
Iht.! pwgram or hunJ drive, nor does it destroy 
any files:' 

It only takes a tOllch of creativity and a bit 

of paranoia to think up some truly maliciou,<, 
variants on this theme. Imagine that a COm­

puny wants to make a hit with it..; new word 
processor: Instead of scllillg the program, the 
company gives away free evaluation copies 
th'li are good for one month. Whllt's 
unknown to the users of this program is that 
while they <lfe typing in their leuers. the pro­
gram is simultaneou,<,ly sJliffing out and 
booby-trapping every copy of Micro.H~/1 
Word and ~\i(lrdrC1fect that it tinds on your 

system. At the end of the month, al[ your 
word procct.t.{)f:' stop wDrking. In,,teud of let­
ling you t!uit your memt)S, they print out ran­
som notes. 

Any dt:vice that is equippt:d with a micro­
processor cun hc cquipped with such a booby 
trap, Radios, cellular telephones, and COln­

putt.!rs thai 'He connected to networks are 
particularly vulnerable, since an attacker can 
send them ll1t:'s~,lges without the knowledge 
or consent of their owners. Some hooby tmps 
aren't even intentional. What makes them 
pilrlicu[;.lfly insidiDus is that it is almo-a 
impossible tll IODk at a device and figure out 
if one is present or not. And there IS no prac­
tkal way to test for them, either. Even if you 
could rry a million combinations a second, it 
would take lIlore lhan 200 years to find a 
sequence that was just eight characlers lmlg. 

Inform'ltion warfare i'm't limited only to 
things thaI break or go boom. The Defense 
Deparrmel1l is also worried about security 
holes that allow attackers to break into com­
mercial l'1l[[[pUlerS sitting on the Internet or 
rake lwer the telephone ~ystem. 

''This nation i'i under 'JW' attack today by 
a spectrum of adversariet. ranging from the 
teen-age hacker to sophisticated, wide-rang­
ing illc~al entrie'i into telecolnlnunicmions 
networks and computer systems," says a 
report of the Defense Science Board Summer 
Study Task Fnrce on Information 
Architecture for the Battlefield. issued last 
October by the Secretary of Defenlie. 

"Information Warfare could pervade 
throughout the spectrum of umllicl lu creale 
unpreadentcd effects. l;urther, with the 

dependence of modern commerce. and the 
military on compLiter-comrolled telecommu­
nic~llion networks, dam hases, enabling sofl-

ware and computer"" the C.S. must protect 
these a.~.~els relating to thei, vulnerabilities," 
the report warns. 

Infonnution wUlt'ure changes the rules of 
fighting, the report suyt.. A single soldier can 
wreak havoc nn an enemy by reprogram­
ming the opposing side \; r.:omputers. Modern 
networks can spread computer viruses faster 
than missiles carrying biological warfare 
agents - and conceivably do more damage. 
Wur...,l or all, the tools of the information 
wanior are readily availabl~ 10 civilians, ter-
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rorists. and unifonned soldiers alike, and we 
are all potential targeL.>;. 

~ot surprisingly. the unclassified version 
of the Pentagon's relXllt barely mentiuns the 
offensive possihilitie.1i of information warfare 

capabilities that the Pentagon currently 
has under development. Nevertheless, these 
capabiljtie~ are alluded to in several of the 
diagrams, which show a keen interest by the 
military In OOTW - Operations Other 
Than War. 

"They have things like infonnation influ-

SMART BOMBS (OF A SORT) 

• Even though ifs illegal, a lot of people like to 't!y out" sofl.wilillb\;~:~' 
copy of a friend's before they plunk down their own hUndreds of d~C9mJllUllr 
companies say this is a form of software piracy: Many who try never ~\.l4Qrll.~' 
$2 billion in software is pirated annually, accordin. g to the. BUst, ........ ,·.S ... $i .• ·.'.~ ........ fl.w. /a .•.•. re .. · ... i 
Alliance, One way that companies such as Microsoft and Lotus COUkil'11!l),~tS'j)y: 
booby-trapping their software. Sure, customers wouldn't like it if that~.~.of 
Microsoft Word suddenly decided to erase every letter or memo •. \\'I'i~in 
the past month. but what legal recourse would they have? . ". 

• Is your cellular phone~.Il~?Thet1· . 
your phone is qroadcastinsY!l!ll' ~o~.itiQn 
every time it sends out its ~I'h.ar} 
beat.' Some lawenforcement. '.1::.: ...... ' .... J.e ... ~.,.I! .• ~ ....•. '.' have equipment IIIat lets \!lei!\. . . .1/1.01\ 
any cellular telephone they.~~~ (~!t!i'lII'i! 
technol~ was used recentlY .. tae~n.itllt 
mouscomputer criminal K'WI!'MliiIl¢~I;:.· 
Perhaps thafs the reasOl1 the lJtl\eli~ . 
men! recently ordered its ~_1II!l 
border to stop using IheirgellllllliteJe: 
phones to order late-niglll Pi?~~~ '(he. tekf. 
phone's radio signal could b~9Illfj a .hoIJ't< . 
ing beacon for terrorist mis$jfl!s,... . 

• Beware of discs bearing gifts. In 1989, nearly 7,000 SUbOCribers.,t!t\ll_ 
magazine PC Business World and 3,500 people from the World HealthOr.~$·. 
database received a disc in the mail labeled AIDS Information Introc/licl!lrY~ 
Version 2.0, People who inserted the discs into their computers anll fMthe .pro,. 
grams soon found out otherwise. The discs actually contained a socaIIlicI "trojan 
Horse" that disabled the victims' computers and demanded a ransom. . 

• Several years ago, users of Prodigy were shocked to find that cqpi$$ qf 
documents on their computers had been copied into special 'buffelS'vse4~v 
Prodigy'S DOS software. Prodigy insisted that the copied data were .ther~$q~ of 
a software bug and it wasn't spying on its customers. But if you USe a mlX!l\mt9 
access America Online, Prodigy, or CompuServe; there is fundamelllllQynpWilY 
to be sure that your computer isn't spying on you while you surf tne i!\f9fmatl611 
highway.U 

Reprinted with permission. 
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T he tools of the of the information warrior are already available to civilians, 
terrorists and uniformed soldiers alike, and we are all potential targets. 

enl:C, perL'Cplion man"lgement :tnd PSYOPS 
- psychollJgical uperations," "<IYS \\'ayl1[" 
\1adsen, a "clentist at the Computer Sciences 
Corp. in northern Virginia. WhD has studied 
the repntt. "Basically, Ithillk [hut what they 
~lrC talking.. ,(bOLIt i.., having the Glpahility ttl 

n'llsor and put out prop']gallda on the net­
works. That indudes gioh'll news networks 
like CNN and BBe, your illrorllmtiu(} sel­
vict's. like CompuServe and Prodigy,"' and 
cnmmunicatinJls satellite nel\",'orks. "When 
they talk ,lruLiI 'technology blockade: they 
want In be able to block data going into or 
Ollt of '-I cerluin region or the world thai they 
may he att<lcking." 

The rI::pmt ahn hint" at thL' po""ibi[ity of 
lethal informution warfare - llleuning. 
Malhell .... <.Iys, "~crewing up navigation ~Y:-;_ 
(ems so airpblne" crash anu ships runs 
aground. Pn:tty d,mgcrous stull We colild 
have u lot of Iranian AirbuM.'s crushing if 
they :-;tarl screwing that up," he Si.lyS. Indeed, 
accllrding to Madsen, the Army\' "ignal wur­
fare center in Warrenton. Virginia hw. ,dready 
invited companies to develop computer 
viruse.~ I'or bilttleficlJ (lperatiu[]s. 

Our he ... t defense again .. t infonnulillfl war­
fare i.~ designing computers and cnnHnuniul­
tions sysll'''L~ lhut are fundumernully more 
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secure. Curn.'uliy. the feder;d org;U1ilation 
wilh the nmst experience in the tield or Cll11l­
puter secllrity b the NLllionLil Security 
Agency. the worlJ's fon.'llIlJ~1 spy OIganiza­
lion. But right now, NSA. 's adion~ arc 
n:slricred by the I lJX7 COllllw/er SCC/trlt\ 11.e/. 
which forbids the agL'Ilcy rrom playing 11 !Uk 
in rh~ design of civi[i<lll l:OlllpUlcr ~yslell1s. A~ 
a re~lIlt, 011(: of the imp[i.:il condllsion.~ of the 

Pentagon" report IS til repeal the I YXJ law 
and ~o unlie the NSA's hands. Indeed, the 
Pentagoll is !lOW emharking on a high-[evel 
L:'lmpaign to L'Onvim:c l .. lwlllaker .... that such a 
repeal would he in Ihe niltinn'~ h.'.~t jlltCI~st,. 

This argument confuses ~l'l'urity ,\-ith secre­
cy. It also ignores the reLlSllllS the Computer 
.\('C/wi~r Act wa.\ passed in the fir'l place. 

In the years hefore I LJX7, the \l'SA was un 
a campaign to expullJ ib rower throug.hout 
~ncicty hy u.\ill~ it-.; expertise in the field of 
cmnputcr security a, a level'. The NSA tried 
to creal>! a new category of rc~tricted h~chni­
cal information t'Lllled "national ~ccurity 
related infmmalion." They asked MeLld Data 
Corp. and othl~r li\t'rature-.~L'mch systellls for 
lists of their llsers with ft)reign-sounding 
names. i\nd. ~ays David Bani..,ur, u policy 
,\ 11<11 y.\1 with the Wa"hingl<ll1-bascu 
Elcdronic Priv,lcy Infmlnation Center, "they 

l 

ill\'l~'itigilted the computer., that were used for 
the tallying of the 19K4 presidential ekl:tion. 
JlI~r the fact that the military is JU(Jking in on 
how :\11 e1eclion i~ heing done i~ i.1 very chill­
ing thought. Aner a[I, th,lt is the hallmark or 
a banana republic." 

Tht: C/llurnl/n SeC/oiry Au wa." dc."igneJ 
to I1lp this III the hlld. It s,lId that standards 
for compu1el' system,; should be set in the 

open by the Nalionallnqiture 01 Standard~ 
<ll1d TechnLJll)gy. 

UnrOl1unately. tht' Clinton administratiun 
has found II way to gel around the law. It 
placed an '·NSA liai.~(l11 nffker" fOllr doors 
down from the NIST dircl:!Ol"s oflke. The 
two mmt important L'ivilian computer !o;lan­
dards to be designed in recent years - the 
llatiun\; Ilew Escrowed Encryption Standard 
(the "Clipper" l:hip~ <tIILl the Digitul 
Signature Standard - holh were designed in 
~end hy the l\SA. ThL' NSA also has been 
an un ... een hum! behind the elTort!-- on the part 
l)t the CIIlltllll ;]dmini~lration tn 1l1ake the 
nuti(lIl' s telephl\llc ~ystcm "'Wiretap friend[y." 

Many computer seil'ntists have .. aid 
thc NSA i~ de,;igning weak standard" 
th<.ll il can CirCLIIll\ienL. so Ihat the 
nation's inrormatlOJI wartilre defenses do 
not get in the way of the ,lgency's offen­
sive capahi[ity. lJllrorLLlnntely. there'" 110 
way to tell for sLire. That's the real prob­
lem wilh designing sccurity .. tandarJ~ in 
sel:ret. There is simply no puhlic 
ilCL'ountabi lity. 

In this <Igc of exploding fa . .,er prilliers, 
computer viruses. and inl~lfIll:llion w,lrt~1re, 

WI.: wil[ increasingly rely on ~lmng computer 
~eclJrity to protect ollr way of life. Just us 
important. the~l~ ~talld"lrJ.~ IllLlH be aCCUllfll­
ul1[e to the puhlic. Wc simply cmt't take oLir 
digilal locks and key, from a Pentagon 
agency that \. s:I'yinp "rruq me." BUI the 
higge,l danger of all woulJ he for Congres .... 
10 :-;illlply tnlst the administrLltion\ infolllUl­
liun warriors and grant their wishes without 
any pllhlil' dehatt'. 0 

Sim.\'oll L. Cm/illkf-! i.I' (/ c(llltrihiltilJU 
II'ntcrfor \Vired lII/1g(/,~iIlC. 

Nl'primed nif/i {,el'mis.l·ioll hy Simon L. 
(;"m,1illkel. 


