
Safeguarding your electronic 'John Doe' -', 

snlSO\ (,AHFI\KEL 

E
arlier Ulis year. a slispiciUU8 program turned up on 
bulletin hoard <ystffilS around the country. The 
program was called PKZ300B.EXE, and it pur
ported to he latest and greatest version of PKZIP, 
a IXlPular shareware program fOT compressing and 

archiving files. 
!lut people who downloaded and ran PKZ300B.EXE got 

a nasty surprise: Instead of compressing their N€'.8, the 
program erased their hard disks. PKZ300Il.EXE was a ma
licious fraud. 

Electronic mad is onc of the most popular u.ses of the 
Internct. But e-mad has an Achilles' heel: It'. all too easy to 
forge electronic messages. When 1 send an e-mail message 
to a friend, I usually sign it --Simson. - But anybody el3e 
could send a message and sign it exactly the same "'ay. 
Indeed, with a little technical sophistication, it is possible 00 
ereate a fake message tltat cannot be distinguished from an 
authentic one. 

Computers have even created problems for printed doc
uments. With a scanner, a laser printer and a program such 
88 Adobe Photoshop, it's a simple matter to scan some-
bodys signature from une legal document and paste it onto 

. the botfum of another. Some of my friends at M1T used thiB 
technique in the early 19808 to create fake lD I'<U"ds so that 
they cou1d go out drinking. They scanned in a Pennsylvania 
driver's license (which at the time was nothing more than a 
photograph in a fancy plastic holder), changed the date 
from 196.J to 1!!ti2. then printed the new ticense onto a piece 
of glossy photographiC poper. Instead of deskWp publishing. 
this was deskWp forgery. 

Thankfully, today there is a powerful way to stamp out 
digital forgeries. Called "digital signatures," the technique 
gives governments, organizations and even individuals a 
simple way to create fraud-proof digital documents. 

Digital signatures are based on something called public 
key cryptography. To use this kind of crypoography, ytlu 
first need to create two "keys": a public key. which you c:m 
give to your friends and publish on the Inwrnet, and a se
cret key, which you rlnn~ share with anybudy. To sign your 
digital signature, you need a special program. That. progrdlll 

IDgb technology has replaeed Ibe tools of the trade of 
yesteryear's desktop forgers. 

reads in the document, seals the message with your secreL 
key, a special set of eledronic instructions, and attaches a 
code to the bottom of document. To verify yonr signature, 
somebody needs a copy of the signatnn> program ""d yoor 
public key. 

One popu1ar program for signing digital signatures is 
called Pretty Good Privaey. Fur several yearn PGP has 
been at the center of a stann of controversy - nut because 
of its digital signatures, but because of ili; ability to encrypt, 
or scramble, mes.o;ages. That's because the ~ncryption sys
tem that PGP uses, an algoriUun called RSA, e,m be used 
for either flU'l"""'. 

Crypoogr-aphy has long IJeen • SOll! spot for the federal 
government.. The govenunenL wants AJlIeril~d!lS to use cryp
tography t.hat.'s strong enough so that our messages won't 
be intercepted by criminals and rOr"Cign businesses, but 
WP.aK enough so that sUl:h org'dllizations tt.S the FBI will still 
he ahle to intercept and decode messages by drug dealers 
and terrori.'ils. 

No such controversy exists in the work! of digital signa.~ 
lur~s. and many governmental agencies are implementing 
plans fur Llsing such signatures for a variety of purposes. 

The General Services Administration is looking to use 
digital signatures for signing electronic purchase orders. 

The Federal Aviation Administration is considering theri..t' 
for signing electronic pilot credentials. The Social Security' 
Administration might use it for benefits. 

To use these sysWms, you'll have to get ytlur pubtic key 
registered with the govcrnment, so tltat the agencies wi!! 
know ytlu are really you. Sensing an opportunity 00 mew • . 
inoo the 21st century, the US Postal Se,,';ec is gearing up to • 
be the country's registrar. Current plans are to offer fuui . 
categories of certification, the lowest being a "smart eard,"·~·· 
which you can purchase in a vending maehine, the highest . 
being a "biometric certificate," which you need to verifY' 
with a fingerprint or retina print every time you use it. 

To avoid getting bogged down on the question of cryp
oogr"phy, the govermnent has developed a competing digi
tal signature system called DSS, for Digital Signature Stan
dard. Unlike RSA, DSS can't be used for encryption. 

DS~ hasn't caught 011 outside the goyernmenl Instead, 
a growing number or companies are putting RSA signatures 
into commereiaJ. products. A new company, VeriSign Inc., 
based in Redwood City, Calif., is providing certifiCliYOn ""'
vices; You can find more inlonnation on Vp.riSign'g WWW 
page, http://www.veri>;ign.coml. 

Oigital signatures can 51amp out fraudulent roftware 
distributed on the Internet; rogoe software wouldn't be 
properly signed, and people would know not 00 trust it 
They can nl."" put an end to faked e-mail. Already, RSA 
signatures are built inoo Apple Computer's PowetraIk e
mail system, and they are expected in an upcoming version 
of Microsoft Mail. 

Digital signatures could even stamp out fake IDs. E.,.ti
er this year, Pitney Bowes Inc. announced a system for 
putting digit.! signaturee on driver's lieenses and other pa
per documenli;. Cailed Veritas, the system puts on the ti· 
cell",,'s back a two-dimensional bar code that contains 3 

copy of all the infunnation that's on the front, as well as a 
digital copy of the person's face. A small reader scans the 
bar code, verifies the digital signature and then displays the 
information: your photograph, name and age. 

My friends at MIT would have had a hard time getting 
around thal 
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