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By Simson Garfinkel 
SPECIAL TO THE GLOBE 

On-line services throughout the United States 
have been storing child pornography on their 
computers and making the files available to cus­
tomers as the result of an uncontrolled and large­
ly unpoliced Internet service called "Usenet." 

As recently as last week, graphic depictions of 
children under the age of 16 and engaged in a 
variety of sexual acts, were available through 
Usenet over America Online, Netcom. Online 
Communications Services Inc., as well as through 
local Internet providers including, TerraNet, 
Software Tool and Die, and The Internet Access 
Company. 

When brought to their attention, some of the 
companies, including America Online, said they 
would remove the illegal child pornography. Oth­
ers contend it is impossible to check every entry 
posted to the thousands of bulletin boards on the 
Internet and suggested customers themselves 
might have to act as gatekeepers to restrict illegal 
material. 

Despite the fact that the mes 
are widely available, posting, 
dowolo8dlng and possessing 

the materlalls a crime 
punlsbable by between five 

and 15 years in prison. 

However, companies might become more dili­
gent about policing their services following a rul­
ing last week by a state judge in New York that 
said Prodigy Services Inc. was responsible for the 
content published on its on-line service and could 
be sued for libel for material posted by one of its 
customers. 

At any rate, the child pornography issue 
strikes at the heart of a dilemma faced by com­
mercial on-line services that see a competitive ad­
vantage in providing low-cost, unrestricted gate-
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FIles purporting to contain pbotos of teenagers engaged in Sex. were 
available over America Online last week. The company now says the 
material is no longer accessible. 
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Pornography dilemma for on-line selViOOJ i. PORNOGRAPHY that was present on systems operat-
,Continued from Page 18 ed by TerraNet, Software Tool and 
ways to the Internet, the vast world- Die, and The Internet Access Com­
wide computer network. At the same pany. The group is also available on 
time, though, the companies are be- national on-line systems, including 
coming vulnerable to lawsuits and America Online and Netcom On­
even criminal charges for the con- Line Communication Services Inc. 
tent suddenly available through The Unsent group was also pre-
their systems. sent on computers at the Massachu-

In the last· few years all the ma- setts Institute of Technology. In one 
jor commercial on-line services _ case, a computer at MIT further had 
Compuserve, America Online, Prodi- subgroups called "teen.male" and 
gy, Delphi, E-World and others, "teen.female," and contained titles 
have been rushing to provide cus- with graphic descriptions of the pic­
tomers with total access to the Inter- tures and photos available. Some of 

the messages are posted anony-
net'Usenet is a global electronic bul- mously, while others appear to be 
letin board system available with an posted from accounts on America 
Internet connection that links tens of Online, Netcom, and even Boston 
thousands of computers and millions University. 
of people. The system is divided into Title 18 of US Law, says it is a 
more than 10,000 special interest felonr, to distribute c~ild p.ornogra-

'"groups." Each group has its own phy by any. ~eans, mcludIng com­
alf..descriptive nas.ne • .For. edblple,~, putel'S or ,mail, says.Lan~eRose, ~n: 
Usenet has a group devoted to pea- attorney m Montclair" N.£, wbQ"JI.:, 
pIe who own Saturn automobiles the ~u~or ~f the book NetLaw and 
called ''rec.autos.makers.saturn,'' or s~alizes m computer law. Rose 
the Republican National Party at saId .that al~ough US law does ~ot 
"alt. litics.usa.republican." req~ sel'Vlce ope;'"8tors to police 
po., . thell' systems for child pornography, 

Usenet 18 also the sow:c~ of so,me it certainly does require them to re­
?f the most sexu.ally expliCIt stones, move the child pornography from 
unages and mOVIes on the Internet. their systems when it is discovered. 
It has more th~ 3~ groups devoted The people posting the messages 
to sex and ero~c~, IncludIng grou~s "may be doing themselves a disserv­
for the tranSmISSIOn of pornographIc ice," said Rose. "At any time, the 
imag,es. Justice Department may be gather-

Unlike other Internet services, in ing information about these people." 
which the data is only transferred Despite the fact that the files are 
when a subscriber makes a request, widely available, posting, download­
the Usenet carries hundreds of mil- ing and possessing the material is a 
lions of bytes between subscribing crime punishable by between five 
computers, whether the information and 15 years in prison. 
is requested or not. A spot check of Most on-line services don't rigor­
on-line services in the Boston area ously monitor the content of Usenet 
found a group called "alt.binaries.er- database that is on their own com­
otica.teen," which implied that it was puters. Few even monitor the names 
a repository for child pornography, of the groups that they carry. And 

Trouble brewing on the dock 
'.OOOR words in my mouth." 
Continued from Page 18 Bavaro said the material being 
the Boston Harbor Hotel is located, dug from under the channel will be 
"has become the most photographed barged to Spectacle Island. Two 
location in the city. This would turn groups of up to six barges each will 
the area into another Port Elizabeth, be used, floated in and out at low 
N.J. It's not the kind of thing we are tide so they will fit under bridges. 
trying to promote." While one set is in the channel, the 

Boston Harbor Hotel managing other will be tied up at Fan Pier un­
director Francois Nivaud, who has til needed. Fan Pier was chosen, she 
been asked to host a meeting of said, becasue it is close to the work 
abutters with Arteryll'unnel officials 'area. 
this week, said that while he wants ' But, she said, the abutters' wor­
answers, he is not worried, yet. "We ries ~ady have sent state High-

nearly all organizations that carry him by Sprint Link, SprintCo~ 
the Usenet have installed software ications' Internet service. .. 
that automatically subscribes ~ new,. ,Barry Shein, presiden~ 4 

groups when they are created else- SoftwareTooI & Die, which o~ 
where on the network. the on-line service known is'~ 

"Basically, we allow the news World said his service routr'l&: 
group messages that come in from checks for obscene material. 
Usenet administrators to be ac- "We have removed child ocItl, 
tioned," or create the new group, the past - the things that Wtfib 
says JR Oldroyd, president of Ter- lieved were just fundamentalfli 
ranet Inc., an Internet provider legal when they were brought ft 
based in Boston. Oldroyd said that , attention - and we Will conttn~ j 
his Usenet service was supplied to comply with the law." :,~ 
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FORECLOSURE PENDING?? 
Tumed down for real estate 
mortgage? We mey be able 
to helD. Bankruptcy & Poor 
credit OK 

Mlanhattan Financial 

25 G~~~r.'vl)~'fihem 
617-~~~~f~~C::'l;'~978 
Mortgage Broker MBOO72 

CREDIT REPORTS 
• Tenant Screening 
• Emp.loyment Screening 
• Business Reports 
Toll free 1-800-601-«1040 

Refinance Your Home 
: 'r~~:~Wo~o. payment 

: ~~m:a~~~~ t~u~.Ji.nes 
East-West Mortgage 

617-596-3000 
800-470-3703 MA Uc 0172 

WE BUY MORTGAGES 
If yqu sold property a(1d 

prOVIded owner financIng 

~~=r(~~)D~~. 
Free report reveals how 

anyone with over 

$1.2M of networth 
~~~f~~~lr 
JUMBO LOANS 

Without jumbo rates 

W:Ii gl'f.92S~1 
CASH NOW FOR BUSINESS 

~~~~~' :'~~~o~~:!:~~e: 
617-740-8887 

CASH AVAILABLE 
All ... ,...... I .. ·UIII"UII t?l;.W' min 
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SELF EMPLOYED 
AflO~a~'r~~~of~age 
Employed. (508) 526-7858 

Ill''"'''' LSS SI 1\\ III S 

DON'T WASTE $1000's 
ON THE WRONG PC 

Our '1.1 day $40 Seminar Goes 

"Inside lIIe Box; Things to 
Know Before Buyina a PC" 
June 8 - Mancll8Sl'er. NH 
June 15 - Worcester. ~A 

June 22 - Nashua. ",H 
June 29 - Salem NH 

Call 1-509-437.(14()() Ii Info 
Put Your Business on the 

INTERNET/WEB 
Its true. You~ce on the 

~~db:~~ e~4~.?ri!"i 
~~8s1;~ o¥.°t~ur,,~r~~ 
tion Hlgtiway. 

Internet Village Marketing 
(617) 393-4900 

ivm@village.com 

WANTED: GOLF NUTS 
L~Pu't':"~Y~r'~~g~r~~~rs 
WINNER at your next event 

w/CUSTOM LOGO Golf 
Bails & Access. Best Prices, 
Low tt!~~~~~~liv., 

508-984-7211 Acushnet MA 

BUSINESS PRESENTAmNS 
Slide Imaging-Color Over· 
heads From Macintosh & PC 
Files - Ruah ServIce. We Do 
Custom Presentations & Cor­
porate Videos too. 

Commonwealth Creative 
1-800-851-7556 

DIGITAL COLOR 
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PC DIRECTIONS 
StraifIQlc buaI_~ Ing. Ute QC!mDlMra 

ur email bUill.-. ~Ie retell. (817) 1 

RECESSION PROOF 
Your busl_ aocI aroIIt 
from the recoverY'- Free ,.. 
port. 1-800-300-2.75. 

CUSTOM SHIRTS 
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