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'Making an Arrest in Cyberspace 
8, Simlion L Garfinkel 

ON Jan. 23, 1996, New York TImes reporter 
John Markoff published a front-page story 
describing an electronic attack over the 

lntcrnet. In lICope, it was the electronic equivalent 
of the bombing of the World Trade Center. 

The book Is filled with extraneollll details, such as 
what people arc wearing. An extended biography 
of Shlmomura Isn't very Interesting or particu­
larly well-written. 

"'nIkedown's" Interest llea In the high-tech 
tracking and trapping of Kevin Mitnick. But that 
story doesn't even bcgln until a hundred pages 
Into the bOllk. The first hundred pages are Met! 
with so much background It's easy to get lost. No­
tably missing Is Il(.'tion. Shimomura and Markoff 
never pass up the opportunity to tell the reader 
something, InHtead of taking the lime to show iL 

What made this Incidcnt newsworthy was the 
technique, whlch had never been attempted be­
fore, and the apparent target: Tsutomu Shima­
mura, one of the leading computer security PI'IIC­
titionel'll In the United States. But the real story 
unfolded In the ronowing weeks, as Shimomura 
identified, and tra,*cd Kcv\n Mitnick, the appar­
ent attacker, and led a team of FBI agents to his 
den. Thc fonowIng day, In court, Mitnick faced 
Shimomura and said, "Tsutomu, I respect your 
sldlls. • 

The capture of Mitnick was Just the beginning. 

"'nIkedown" does a stunningly Inaccurate job 
of reportlng the rnsJor controversies a1lOul tile In­
ternet toda¥- Richard Stallman's fight against prD­
prictary tioCLware, the role of copyright law In tiU­
rung free speech, and the force of sortware 
patents In consolidating the computer industry 
are mlscharacteri:ced and dismissed as the bellef 

By the middle of March, 
Markoff'lI agent had IIOld the 
story of Mitnick's pUl'lluit and ar­
rest to Hyperion; rights for the 
movie were sold to Miranuut 
FiIrnII. Markoff and Shimomura 
then retreated to a cabin near 
Lake Tahoe, where the two 
worked fervently to create "Take­
down", a fascinating behlnd-the­
acene.s account oC two hackel'll 
battI1ng it out In cyhe.tSpace. 

The break-In occurred on 
Christmas Day, 1994, while Shi­
momura and Julia Menapace, a 
former programmer at Apple 
Computer, were hot-tubbing in a 
friend's luxurioWl, bIgIl.tech San 
Francisco apartrnenL Unknown 
to Shlrnomura and Menapace, 
while they discussed plans for. a 
sid vacation, a computer hacker 
on the other side of the country 
had broken Into the apartment's 
central computer and UIIed It to 
launch an attack against the com­
puters at Shimomura's home and 
omce, 500 mllcs IIOUth, In San 
Diego. 

in the weeks that followed, 
Shlmomura discovered that the 
attack against him was part of a 
pattern of attacks against a num­
ber oC top-ranked computer pro­
Cessionals, and perhaps more 
than a dozen on-Une services. 

Shlmomura learned that the at­
tacker was reading the electronic 
mail of his sid buddy. John 
Markoff. And he learned rU"Sthand 
how W-equlpped the Fedel'lli Bu­
reau of Investigation Is to handle 
high-tech computer crimes. 

With "Takedown·, the authors 
are trying to fonow In the tracks 
of ClIIf Stoll's 1989 best-seller, 
"The Cuckoo's Egg." The parallels 
are certainly present: the first­
hand account of CalIfornia's com­
puter counter-cuJture; a blossom-
Ing romance hlndered by 
clrcumstances but f\nalIy 
strengthened by the capture of 
the thief; even the same Uterary 
agent, John Brockman. 

But "'nIkedown· seems forced, 
a pale Imitation of Stoll's book 
with a fundarnentany less inter­
esting vWaln. The narrative's 
technical descriptions are confWi­
ing at times, and absent at others. 
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NEW METHODS 
OF DETECTION 

... 1 quickly beaxn. 
bored with academic and 
theol"8lical discussions of 
computer security, but 
... in th. woke 01 the 
break·in, ... th.re was a 
chonce 10 talk about 
something thai WOI mar. 
int.r.sting .... 10 use aUl" 
data to describe axoctly 
whot hod transpired. 
One of the oraal of com­
putei' crime detection thclt 
is still in a relativ.1y prim­
itive state il methodology. 
.For hundreds of ~ar1 
people hove been investi­
gllting physi~ crimes, 
and while soma of foren­
sics is nil II blade 1I1f, 
there are well·established 
methods for investigating 
crime ICOnes and finding 
..,idence. In th, digital 
world, however, ther. is 
still very liHIe in the woy 
of formal detection 
methodology. -...... ~' 

that "there should be no such 
thing as softwsre InteUectuai 
property rights." The authurs re­
port that the Digital Telephony 
Act, which President Clinton 
signed Into law In October 1994, 
"had given online service and In­
ternet providers the abUlty to 
monitor the keystrokCli of people 
communicating over their ByII­
tell\ll. It was anathema to priVl\(.'Y 
rights groups, but an Impllrtant 
tool that was absolutely vital for 
tracking Intruders." 

In fll(.'t, the main purpose of 
the Dlgltal Telephony Act, as Its 
name lmpnes, was to expand the 
FBI's ability to wiretap tele­
phones, not computers. The book 
never mentions the much publi-
cized controversy over the Clin­
ton adminlstratlon's "cOpper 
chip,· an anti-encryption code to 
be required In all computer chips. 

Markoff's writing, especially 
the sections In which he speaks to 
the Jmaglned peOIOna of Kevin 
Mitnick, Is a pleasure to read: 
"Mitnick and Jsz I the initials of an 
WI yet stW at large accomplice) 
were systemaUcaJly trawling the 
Internet, and it appeared they 
were IIPeclftcaJly targeting the 
computers oC security experts to 
rifle through their mail. With the 
techniques they had pUfered, they 
subsequently attaCked the com­
puteCII of corporations like Apple, 
Motorola, Old, and Quslcomm." 

Perhaps the most revealing 
parts or "Takedown" are the ac­
tual transcripts between Mitnick 
and his more able and apparently 
silll-unknown conspirator. The 
jokes about homosexuals and 
girls, Interwoven with their com­
ments on computer security, un­
dercut Mitnick's supposed repu­
tation. Instead of appearing as a 
technical master or cyber vi1Ia1n, 
Mitnick comes across as the dupe 
of jsz, the real cyber villain. 

Wke Mitnick himself, "'nIke­
down" tries to do too much and 
ultimately falls. Devoted Markoff 
fans wW ellioy the chase, but the 
catch Is lacking. 

IlSimson L. Gar.finkel, is a.free­
lance writer who specialize!! in 
science and lechnology. 
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