SCIENCE AND TECHNOLOGY

The Manchurian
Printer

What if they gave a war ... and it
was fought by modem?

By Simson L. Garfinkel
The Boston Sunday Globe

arly last month, Hewlett Packard
E announced & recall of 10,000 HP
Officelet printer fax copiers. The printer's
power supplies may have a manufacturing
defect that could pose an electrical shock
hazard. HP says that it discovered the prob-
lem during routine testing. HP was lucky.
Printers can be very dangerous devices. A
typical laser printer. for example, can draw
hundreds aof walts of power, generate intemal
temperamnes high enough to bum a wayward
human hand, and, under the right circum-
stances, cven start a fire.

Most manufacturers, of course, iry to
design their printers ta minimize such risks,
Increasingly, however, there is a chance that
companies might intentionally design life-
threatening flaws into their products so that
the flaws can be exploited 1ater. These fatal
flaws might be intentionally built iato equip-
ment manufactured overseas, as a kind of
“insurance policy” in the cvent of 2 war
between that country and the United States.
The flaws might ferm the basis for a new
kind of corporate warfare. Or they might be
hidden by disgruntied employees contem-
plating extortion or revenge.

Indeed, U.S. military planners ar¢ increas-
ingly worried about this sort of possibility,
which they place under the heading
“Information Warfare.” Nevertheless,
although the threat of information warfare is
very real, an even bigger danger is that the
Defense Department will use this threat 10
persuade the new Congress to repeal the
Compuiter Security Act of 1987. This would
effectively allow the National Security
Agency to declare martial law in cyberspace
and could send the civilian compuicr indus-
try Into a tailspin.

To undenstand what the military is afraid
of, imagine what onc might call the
“Manchurian Printer” — a low-cosl, high-
quality laser printer, manufactured overseas,
with a built-in, secret self-destruct sequence.
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In The Manchurian Candidate, Angela Lanshury uses her son, Laurence, as the secret tool of a for-

eign power. Tomorrow's equivalent weapons may be high tech rather than human.

For yeams these printers could lie dormant.
But send them a special coded message —
perhaps a long sequence of words that would
never normally be printed together — and
the printer would lock its motors, averheat,
and burst into flames. Such an aitack might
be the firsr salvo in an out-and-out war
between the United States and the country's
manufacturer. Alternatively, an encmy com-
pany might simply use primers to stari selec-
tive fires, damage economic competitors,
take ot key personnel, and cause mischief,
The technology behind the “Manchurian
Printer” isn'1 science fiction. Last October,
Adobe Systems accidendally shipped a “time
bomb™ in its Photoshop 3.0 version for the

Macintosh. A time bomb is a littlc piece of
code buried inside a compuier program that
makes the software stop running afier a par-
ticular date. Adohe put two time bombs into
ils Photoshop 3.0 program while the applica-
tion was under development. The purpose
behind the time bombs was 1o force anybody
who gol an advance, pre-release copy of the
program Lo upgrade to the final shipping ver-
sion. But when it came time to ship the final
version, Adobe’s engineers made a mistake:
They took out only one of the bombs.

An engineer al Adobe learned about the
problem soon afier the peoduct wis shipped,
and the company quickly issued a recalt and
o press release. Adobe calied the time bomb

The Nationel Tiows

Phota dett: Springer,/Bettrann Fim Archive; Rgit: Reulers/ Bettmann



SCIENCE AND TECHNOLOGY

a “security code time constraint™ und said
that “although this is an inconvenience 10
users, the scourity constraint neither damages
the program or hand drive, nor does il destroy
any files,”

It only takes 4 touch of creativity and a bit
of paranciz to think up some trly malicious
varfants on this theme. lmagine that a com-
panty wants {0 make a hit with its new word
processor: Instead of sefling the program, the
company gives away free evaluation copies
that are good for one month. What's
unknown to the users of this program is that
while they are (yping in their lejters, the pro-
gram is simolaneously sniffing out and
booby-irupping every copy of Microsoft
Word und WordPerfect that it finds on your
system. At the end of the month, all your
word processors stop working. [nstead of let-
ting you cdit your memos, they print out ran-
SOm notes,

Any device thal is eguipped with a micro-
processor can be eyuipped with such a booby
trap. Rudios, cellular telephones, and com-
putirs that are connecled to networks are
particularly vulnerable, since an atlucker can
send them messages without lhe knowledge
or consent of their owners. Some booby traps
aren’t even intentional. What makes them
particolarly insidious is that it is almost
impaossible 1o Jook at a device and figure out
if one is present of not. Ard there is no prac-
ticul wuy to test for them, either. Even il you
could ry a million combinutions a second, it
would take more than 200 years to find a
sesquence thal was just eight characters ong.

Information warfare isn’t limited only 10
things that break or go boom. The Defense
Department is also worried about security
holes that allow attackers to break into com-
mergial computers siting on the Interned or
tike over the telephone system.

“This nation is under *IW" attock today by
g spectrum of adversarics ranging from the
ieen-age hncker to sophisticated, wide-rang-
ing illegal entries into lelecommunications
networks and computer systems,” says g
report of the Defense Science Board Summer
Study Task Force on Information
Architecture for the Battlefiekd, issued last
Ociober by the Secretary of Defense,

“Information Warfare could pervade
throughow the spectrum of contlict to create
unprecedented elffects. Further, with the
dependence of modern commerce and the
mitiury on computer-controlled telecommu-
nicafion nelworks, duta bases, enabling soft-
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ware and computers, the U.S. must protect
these assels relating to their vulnerabilities,”
the report warns,

Information warfare changes the rules of
fighting, the report says. A single soldier can
wreak havoc on an enemy by reprogram-
ming the opposing side’s computars. Modem
nefworks can spread computer viruses faster
than missiles carrying biological warfare
agents — and conceivably do more damage.
Werst of all, the tools of the information
warrior are readily available to civilians, ter-

SMART BOMBS (OF A SORT)

@ Even though i's ilegal, alotofpaupb%to"ﬁyom’, IWarE:
copy of a friend's before they piunk down thelr own hundreds of
companias say this is a form of software piracy; Many-who try never
$2 billion in software Is pirated annually, according 1o the Bus
Alfiance. One way that companies such as Microsoft and Lotus

Microsoft Word suddenly decided to erase every letler of memo_
the past month, Mbﬂuthaalmmsewolﬂdﬁ:eyhm? '

rorists, and uniformed soldiers alike, and we
are all potential targets.

Not surprisingly, the unclassified version
of the Pentagon’s report barely mentions the
offensive possibilities of information warfare
— capabilities that the Pentagon currently
has under development. Nevertheless, these
capabilities are alluded to in several of the
diagrams, which show a keen interest by the
military in OOTW — Operations Other
Than War.

“They have things Like information influ-

mious computer cnrnlnal
Perhaps that’s the reason
ment recenty-ordered ity
border 10 stap

® Beware of discs bearing gifs. lnlgﬂg near{*ﬂﬂﬂﬁwbsc
mgmm%&:m%mdawmﬁomhm
datahaserecewedadscn&nmaﬂiabeiedwswafmbmhkm
Version 2.0. People who inserted the discs into thelr computers a
grams soon found out otherwise. The discs actually contained a $&
Horse" that disabled the victims' camﬂersmdemandadarwlsam

@ Several years ago, users of Prodigy were shpcked to find |
documents on their computers had bean copied into special "butfer
Prodigy’s DOS software, Prodigy insisted that the copied data werp thi
a software bug and it wasn't spying on its customers, But if you use 4.
access America Online, Prodigy, or CompuServe; there is fundamentall
}1? ?:Vsure that your computer isn't spying on you while you suf ther

ghway.Q
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The tools of the of the information warrior are already avaitable to civilians,
terrorists and uniformed soldiers alike, and we are all potential targets.

ence, pereeption management a! PSYOPS
— psychological operations,” suys Wayne
Madsen., 1 scientist at the Computer Sciences
Corp. in northern Virginia, who has studied
the report. “Basically, [ think that what. they
are talking about is having the capubility to
censor and pil oul propaganda on the net-
works. That includes global news networks
like CNN and BBC, your infornuation ser-
vices, like CompuServe and Prodigy,” and
communications satellite networks. “When
they talk ubow ‘technology blockude,” they
want to be uble o block daa poing into or
out of a certain region of the world that they
nuy be attacking.”

The report also hints at the possibility of
lethal information warlare — meaniog,
Madsen says, “screwing up navigution sys-
tems so airplunes crash and ships runs
aground. Prety dangerous stull, We could
have « lal of [ranian Airbuses crashing if
they start screwing that up,” he says. [ndeed,
according to Madsen, the Army’s signal war-
fare center in Warnenson, Virginia has aiready
invited companies to develop computer
viruses For battleficld operations,

Qur best defense against information war-
Fure is dexigning compurers and cotmmmica-
livns sysiems that are fundamemtally more

secure. Curremily. the Tederal organization
with the mast experience in the fiekd of com-
puter security is the National Security
Agency, the world's {oremost spy oFganizit-
lion. But right now, NSA's actions are
restricted by the 1987 Computer Secnrity Acl,
which torbids the agency roim phiying 4 role
in the design of civilian computer xystems, As
a tesult, one of the implivit conclusions of the

Pentagon’s report is 10 repeal the 987 law
und so untic the NSA's hands. Indeed, the
Pentagon is now emharking on a high-level
cumpaign 1 convinee lawmakers tat such a
repeal would be in the nation”s hest interests.

This argument confuses seeurity with secre-
ey, It also jgnores the easons the Compiter
Securire Act was pusscd in the first place,

In the years betore 987, the NSA was on
A canpaign to expand its power throughout
soviety by using ils expertise in the field of
computar secwrity as i lever, The NSA iricd
tor ereate o new catepory of restricted techni-
cul information called “national security
related information.” They asked Mead Duata
Coxpr. andd wther literatuse-search syslems kv
lists of their users with foreign-sounding
names. And, suys David Buanisar, a policy
anulyst with the Washinglon-based
Electronic Privacy Information Cepter, “ihey
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invostigated the computers that were used for
the tallying of the 1984 presidential election.
Just the fact that the military is Jooking in on
how an election is being done is a very chill-
ing thought. After all, that is the hatlmark of
a banuma republic.”

The Computter Security Act was designed
10 nip this in the bud, It said that wandards
for compuer systcms should be set in the

open by the National fnstinute of Standarde

und Technology.

Unfortunatety, the Clinlon udministration
has tound » way 1o get around the law. It
pluced an "NSA liaison officer™ four doors
down fren the NIST directors office. The
two most inportaal civilisn compuler stin-
dards to be designed in recent years — the
nation's new Bserowed Enrcryplion Stundiied
{the “Clipper” c¢hip} und the Digital
Signature Standard -— both were designed in
secrel by the NSA. The NSA also has been
an unseen hand behind the elforts on the par
of 1he Clinton administration Lo make the
nution's telephone system “wirctap triendly.”

Muny computer scientists have said
the NSA is designing weask standurds
that it can circumvent, so Lhat the
nution's information warfare defenses do
not get in Lthe way of the ngency's offen-
sive cupability. Untorfunaiely, there's na
way 1o tell for sure, Thut'x the real prob-
iem with designing security standardy in
secrel, There is simply no public
aceountability.

In this age of exploding luser printers,
compuler viruses, wd inlormation warfare,
we will increasinghy rely o strong compiter
security {o protect our way of life, Jusi as
important, these standards must be account-
uble o the public. We simply can’t take our
digital locks and keys from a Pentagan
ugency thut's saying “irust me.” But the
biggest danger of all would be for Congress
tu simply trust the administration’s informa-
tion wamiors and grant theic wishes without
any public debhate, a

Simyon L. Garfinkel iv a contribating
writer for Wired smagazine.

Reprinted with permission by Simon L.
Garfinkel.
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