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Roger Schlafly, Pro Se
PO Box 1680

Sogquel, CA 95073
telephone: (408) 476-3550

-In the United States District Court
for the Northern District of California
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COMPLAINT

civil Action File No.
Assigned to Judge

AntitrusC

ROGER SCHLAFLY,

Category 410,

an individual, Plaintiff

V. éﬁmpkﬂé

PUBLIC KEY PARTNERS,

DU

and

Defendants.

e e g ey gt ot et

RSA DATA SECURITY INC.,

Complaint Against Unfair Business Practices

Plaintiff makes complaint against defendants for unfair
business practices, including libel, interference with
contractual relationships, patent misuse, fraud,
monopolization, and racketeeting, and demands remedies
évailable under federal law, including jury trial,
declaratory judgment, monetary damages, and injunctive relief.
Jurisdiction. The Federal Court has jurisdiction because it
is based on Federal law, including antitrust and patent law.
Venue is proper because defendants and plaintiff reside in

this Judicial District.
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For its complaint against defendants, plaintiff alleges as
follows:

1. This is an action for unfair business practices, libel,-
fraud, monopolization, and racketeering by Public Key
Partners ("PKP"), which is managed by Mr. Robert Fougner,
Director of Licensing, 310 North Mary Avenue, Sunnyvale, CA
94086 and by RSA Data Security Inc. ("RSADSI"), which does
business at 100 Marine Parkway, Redwood City, CA 94065.

2. Plaintiff Roger Schlafly is a resident of the County of
Santa Cruz, State of California.

3. Plaintiff is in the cryptography business, and develops
computer software for customers. He is also a member of the

IEEE P1363 working group, a committee charged with adopting

"a public key standard.

4. Defendant PKP is a partnership between Defendant RSA and
Caro-Kann Corp. of Sunnyvale. Their partnership agreement
is attached as Exhibit A. Mr. Jim Bidzos is the president
of both RSADSI and PKP. éylink Corp. of Sunnyvale was also
a partner in the formation of PKP.

5. Federal jurisdiction is based on antitrust law (title
15), patent law (title 35), and racketeering law (18 USC
1341, 1951, 1961-1965). Request for relief is also based on
28 USC 1331, 1337(a), 1338(a), 1338(b), 2201, and 2202.

6. Defendant RSADSI is the dominant U;S. vendor of
cryptography software, and has monopoly power in that .
market. It is engaged in a significant amount of interstate
commerce, totalling at least $5 million per year.

7. Defendants have engaged in tortious interference with
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business relationships between plaintiff and plaintiff’s

clients, including Information Security Corp. ("ISC") and
AT&T.

8. Defendants claim to control certain patents related to
public key cryptography. These are the following U.S.

patents and their foreign equivalents.

Diffie-Hellman 4,200,770
Hellman-Merkle 4,218,582
RSA 4,405,829
Hellman-Pohlig 4,424,414
Schnorr 4,995,082

These PKP patents, as issued in the U.S., are attached as
Exhibit B. (There may also be foreign patents for Hellman-
Merkle and Schnorr.)

9. There is a substantial and continuing justiciable

controversy between plaintiff and defendant PKP as to PKP'’s

. right to threaten or maintain suit for infringement of the

PKP patents, and as to the validity,!scope, and enforce-
ability thereof, and as to whether any of plaintiff’s work
infringes any valid claim thereof.

10. Plaintiff has not infringed these patents.

11. Plaintiff has signed a consent agreement with defendant
RSADSI, attached as Exhibit C. He agreed not to sell a

product infringing the RSA patent, except under license

from RSADSI or the U.S. Government. (The U.S. Government

funded the RSA invention, and retains certain rights.) The
agreement also allows plaintiff to design and manufacture
products using the RSA patent.

12. Defendant PKP sent a letter dated Jan. 12, 1994 to
plaintiff’s client, AT&T, alleging that Digital Signature,
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of which plaintiff is a partner, has breached the above
consent agreement. The letter is attached as Exhibit D.
In fact, no such breach has taken place. This letter was
written without any notification to plaintiff or Digital
Signature.
13. Defendant PKP'’s letter to AT&T stated:
... to the extent any of AT&T’s products are tainted by
ISC’s violation of this injunction, we hereby demand that
AT&T cease their further distribution and sale.
The alleged violation is based on ISC’s use of Digital
Signature software. This is a tort for PKP to send such a
letter, as no violation has taken place. PKP knew that
there was no violation because AT&T has the appropriate
patent licenses. Evidence that AT&T already had a license
is in Exhibit E, a letter from Jim Bidzos to the editor of
Scientific American.
14. Defendants’ allegations have damaged plaintiff’s
reputation, hindered his ability to sell his services, and
interfered with his business relationships.
15. Defendant PKP has mailed a letter dated April 4, 1994
to ISC referring to the "apparent breach of the November 15,
1988, Consent Judgement [sic]". The letter is attached as
Exhibit F. Plaintiff denies any such breach.
16. Plaintff sent a letter to PKP protesting its libelous
actions and demanding a retraction. The letter was sent on
April 4, 1994 and attached as Exhibif G. |
17. In a letter from PKP dated April 18, 1994 and attached

as Exhibit H, PKP refused to retract its earlier libel. The
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letter also states that

The practice of the DSA is described in the Hellman-
Diffie, Hellman-Merkle and Schnorr patents ...

This statement is obviously false, since the DSA patent
application was filed after all of those other patents
issued. Plaintiff’s response is attached as Exhibit I.

18. Defendants have negotiated in bad faith, claiming to
offer licenses but giving the run-around on terms and
details. Plaintiff relied on defendants’ promises that
patent licenses would be available, and then lost business
when PKP reneged on those promises. Copies of some
correspondence with PKP on licensing is attached as Exhibit
J. Plaintiff has never able to determine even what the PKP
licensing policy is. |
19. Defendants have fraudulently induced standards-making
bodies, including American National Standards Institute
("ANSI") and Institute of Electrical and Electronics

Engineers ("IEEE"), to draft standards based on the RSA and

- Diffie-Hellman patents by promising a reasonable and

nondiscriminatory licensing policy, when in fact no such
policy exists. ANSI and IEEE require such a policy, and
would not have drafted RSA standards if PKP had not
misrepresented its intentions.

20. Defendant PKP sent a letter dated March 15, 1991 to the

American Bankers Association (in affiliation with ANSI)

stating that "PKP has not denied a license to any party." A

copy is attached as Exhibit K. Plaintiff was denied a

license in 1990.
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21. Plaintiff is informed and believes and on that basis
alleges that ISC and other parties were also denied PKP
licenses. Numerous users of Pretty Good Privacy ("PGP"), a
widely used cryptography program, have complained about
being denied PKP licenses.

22. A letter ffom PKP to ISC denying it an RSA license is
attached as Exhibit F.

23. Plaintiff is informed and believes and on that basis
alleges that defendant RSADSI attempted to rescind licenses
granted for use of RSAREF, one of its products, even though
the license agreement clearly states that the license is
perpetual.

24. By getting their technology to be declared a draft
standard, RSADSI has unfairly monopolized the cryptography
market. Plaintiff has been damaged beéause competing
technologies are regarded as nonstandard by the public.

25. Defendants’ patent threats and ffaudulent pgomises have
prevented ANSI and IEEE from adopting public key standards,
to the detriment of all others in the industry, including‘
plaintiff.

26. Plaintiff and others on standards committees have
invested valuable time and effort to develop a public key
standard, but have been thwarted by defendant PKP’s patent
threats and fraudulent promises.

27. Plaintiff is informed and believes and on that basis
alleges that defeﬁdants have made hostile and unwarranted
threats against potential customers and clients of plaintiff,
inciuding representatives of the U.S. Army. These threats
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have included false assertions that ISC software is illegal
because of patent problems. (Even if the defendants’ patent
claims were valid, the U.S. Army has a license to use the
patents anyway.)

28. Plaintiff is informed and believes and on that basis
alleges that defendants have vindictively harassed
competitors, including trying to promote a federal criminal
investigation of the author of PGP.

29. The U.S. Dept. of Commerce has made a determination that
practice of the Digital Signature Algorithm ("DSA") does not
infringe PKP patents. Public notice to that effect has
appeared in Federal Register vol. 56, no. 169, August 30,
1991, pp. 42980-42982, and Federal Register vol. 59, no. 96,
May 19, 1994, pp. 26208-26211. Copies are attached as |
Eihibits L and M. A copy of the DSA patent is attached as
Exhibit N.

30. Defendant PKP wrote a letter to the National Institute
of Standards of Technology ("NIST") claiming that the DSA
infringes PKP patents. The letter was dated Nov. 20, 1991
and attached as Exhibit 0. No PKP argument regarding the
nature of the infringement was ever made public. U.S.
patent 5,231,668 was issued and assigned to the United States
on July 27, 1993.

31. When the DSA was adopted by NIST as the federal Digital
Signature Standard, defendants publicly threatened to sue
anyone who uses it. These threats wereAconveyed to the news
media for the purpose of intimidating competitors, and the
threats were widely disseminated. A copy of a typical story
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in the trade press is attached as Exhibit P.

32. Defendants have attempted to intimidate ANSI and IEEE
not to adopt a DSA standard, based on patent claims they -
know to be invalid. A copy of a PKP letter is attached as
Exhibit Q. They hoped to kill a DSA standard in order to
monopolize the market with an RSA standard.

33. Defendant PKP has pooled patents in an attempt to
monopolize public key technologies. The Hellman patents
were originally issued to Stanford University and
exclusively licensed to Cylink. Cylink apparently controls
Caro-Kann Corp., a partner in defendant PKP. The RSA
patent was originally issued to Massachusetts Institute of

Technology and exclusively licensed to RSADSI. The Schnorr

‘patent was issued to Klaus Schnorr, a German citizen who

had no connection with PKP. The patents are not blocking.
All are now under the exclusive licensing control of PKP.
34, Defendants have exaggerated the scope of their patents.
In a publicly distributed letter dated April 20, 1990, PKP
claimed:
These patents cover all known methods of practicing the
art of Public Key, including the variations collectively
known as El Gamal [sic].
The letter is attached as Exhibit R. PKP knows that this
claim is false, but makes it anyway to intimidate
competitors. .
35. Defendant PKP sent a threatening letter, attached as
Exhibit S, to ISC claiming that any use of public key
technology must necessarily infringe PKP patents.

36. The idea of public key cryptography and digital
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signatures is disclosed in a paper titled "Multiuser
cryptographic techniques" by Whitfield Diffie and Martin E
Hellman, National Computer Conference, vol. 45, 1976. The
paper was presented at a public conference in mid-June 1976,
and published as part of the conference proceedings shortly
thereafter. This was more than one year before ény patents
were filed, and therefore in the public domain according to
35 USC 102(b). A copy of the paper is attached as Exhibit T.
37. Another paper by Diffie and Hellman, "New Directions in
Cryptography", IEEE Transactions on Information Theofy, vol.
IT-22, no. 6, Nov. 1976, was submitted on June 3, 1976. It
discloses the public key distribution system of tﬁe Diffie-
Hellman patent. A copy of the paper is attached as Exhibit U.

38. A survey paper, "The First Ten Years of Public-Key

. Cryptography", was published by Diffie in Proceedings of the

IEEE, vol. 76, no. 5, May 1988. A copy of the paper is
attached as Exhibit V. It states on p. 563 that Exhibit U
was publicly distributed in June 1976 and publicly disclosed
at the National Computer Conference, also in June 1976. The
Diffie-Hellman patent was filed on Sept. 6, 1977. This waé
more than one year later, and hence the patent is invalid
and unenforceable according to 35 USC 102 (b).

39. The Hellman-Merkle patent is invalid and unenforceable
because it is inoperative as disclosed. Claims 1-6 and 14-
17 require a guantity computationally infeasible to generate
from a public key. Claims 1-3 and 6-17 require secure
communication over an insecure channel. There are no other
claims. While the inventors probably believed that their
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-invention met these requirements at the time they filed

their patent application, it was later pfoved that the
invention does not meet the requirements. According to
Exhibit V pp. 565-566, it turned out to be feasible to
compute the secret key from the'public key. It follows that
the claimed computational infeasibility is not achieved, and
the communication is not secure. In fact, according to
Exhibit VvV, the inventor had to pay a $100 bet when the
invention was proved to be useless.

40. RSADSI has known the Hellman-Merkle invention to be
worthless since at least 1985, and have not used it in its
commercial products for that reason.

41. The Hellman-Merkle invention is not useful because of
the flaws cited in Exhibit V, and therefore fails to satisfy
the 35 USC 101 requirements for patent protection.

42. The Hellman-Pohlig patent is not even a public key
patent. PKP deceptively cites it to bolster their claim to
own all public key technology.

43. Defendants have claimed that ElGamal encryption, as
described in T. ElGamal, A Public Key Cryptosystem and a
Signature Scheme Based on Discrete Logarithm, IEEE
Transactions on Information Theory, IT-31 (no. 4, July 1985)
pp. 469-472, or as implemented in SecretAgent (a product of
ISC which uses software licensed from plaintiff), or as
currently being considered by the IEEE P1363 committee,
infringes PKP patents. Plaintiff asserts that there is no
infringement, even if the PKP patents are valid.

44. ISC had kept SecretAgent out of the commercial (non-
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government) market for a couple of years because of PKP
patent claims on ElGamal encryption.

45. Plaintiff has suffered lost royalties as a result of
defendants claiming that SecretAgent infringes PKP patents.
46. The RSA patent claims preempt a mathematical formula,
and hence fail to pass the Freeman-Walter-Abele two-step
test for statutory subject matter under 35 USC 101. While
such a rejection had been made by the examiner, it was
traversed with the disingenuous argument that the apparent’
formula is not a mathematical formula because it useé an
equivalence relation. The argument from the RSA patent file
wrapper is attached as Exhibit W. Plaintiff alleges that
this argument is mathematically incorrect.

47. Defendants have demanded licenses for use of the "RSA
algorithm"” even though such a demand is prohibited by the
doctrine of file wrapper estoppel. Exhibit W emphatically
says,

However, there are no mathematical algorithms in the
applicants’ claims.

An example of a statement that the RSA algorithm is patented
can be found in Bidzos’s letter of Sept. 16, 1986, included
in Exhibit J.

48. Cylink has filed court papers, attached as Exhibit X,
stating that it believes the RSA patent to be invalid. If
so, PKP has knowingly extracted license fees and sued
competitors based on an invalid patent.

49. According to item 13 of Exhibit X, it appears that

RSADSI has denied an RSA license to Cylink.
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50. Plaintiff will seek leave of court to amend this
complaint to assert such additional grounds for invalidity
as may be ascertained and shall give notice prior‘to trial
as may be required by 35 USC 282 of the matters specified
herein.
51. Defendant fKP acquired the Schnorr patent in a willful
attempt to maintain its monopoly over public key technology.
When use of the DSA appeared to be a non-infringing use of
public key, RSADSI publicly attacked DSA technology as
inferior, showed little interest in marketing DSA products,
but acquired the Schnorr patent anyway in a predatory
attempt to deter others from using the DSA. An example of
Bidzos’s public disparagement of the DSA (where it is
referred to as the DSS) is attached as Exhibit Y.
52. Plaintiff is informed and believeé and on that basis
alleges that PKP ties licensing of its patents to the
purchase of software and services frdm RSADST, in an attempt
to broaden the scope of its patents and monopolize the
market for certain related software and services.
53. Defendants have organized an illegal secondary boycott
of .competitors. RSADSI has publicly distributed a "Sink
Clipper" poster which urges people to boycott companies
selling products based on a cryptographic technology other
than that sold by RSADSI. It says:

What you can do ... Boycott Clipper devices and the

companies which make them exclusively: Don’t buy anything

with a Clipper chip in it.
A copy of the text on the poster is attached as Exhibit Z.
54.-Plaintiff has been developing software for the Tessera
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card, a device with Clipper chip technology. Plaintiff
stands to suffer injury from RSADSI’s secondary boycott if
it kills the market for Tessera cards. |

55. Defendants’ conduct and tactics with regard to the PKP
patents constitute patent misuse.

56. Plaintiff is informed and believes and on that basis
alleges that defendants charge different royalties to
different licensees, and use price discrimination to bolster
their monopoly.

57. Defendants are in violation of antitrust laws with their
monopolization tactics.

58. Defendants have defamed plaintiff by making allegations
of patent infringement to third parties, in violation of
libel laws and laws against unfair business practices.

55. Defendants concocted a joint scheme to fraudulently
exaggerate the scope of their patents and deceive standards-
making bodies into drafting an RSA standard on or about
April 6, 1990, the day the PKP partnership agreement in
Exhibit A was consummated. Defendants formed an association
-in-fact that constituted an "enterprise" within the meaning
of 18 USC 1961 (4).

60. Defendants intended to use the exaggerated patents and
phony license promises to monopolize the public key
cryptography market, with full knowledge of the ANSI and
IEEE patent policies and of the invalidity of the Hellman-
Merkle patent.

61. Several of defendants’ threats and fraudulent patent
claims and threats were transmitted through the U.S. Mail,
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thus constituting mail fraud in violation of 18 USC 1341.
One such letter, Exhibit R, was sent by registered mail on
or about April 20, 1990.

62. PKP also sent Exhibits K and Q through the U.S. mail
system.

63. Defendants have interfered with commerce, in violation
of 18 USC 1951, with their predatory tactics, unwarranted
threats, and other unfair business practices.

64. Plaintiff is informed and believes and on that basis
alleges that defendants have engaged in extortion by using
the threat of lawsuit to extract patent licensing fees, when
in fact they knew the patent to be invalid. |

65. Plaintiff has been damaged, as have others, by

"defendants’ fraud, extortion, and interference with

commerce.

66. Defendant PKP has conspired with defendant RSADSI to
engage in a pattern of racketeering, in violation of the
Racketeer Influenced and Corrupt Organizations (RICO) Act.
67. Plaintiff damages, in lost sales, contracts, and
royalties, are estimated at $2 million. Much of this would
have been interstate commerce, including royalties from ISC

in Illinois.
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WHEREFORE, plaintiff prays for judgment as follows:

1. That defendants, defendants’ agents, partners, servants,
employees, and all others acting in concert or pafticipating
with them, be enjoined during the pendency of this action
and permanently from further interference with plaintiff’s
business.

2. That defendants pay plaintiff $2 million in real and
punitive damages, and that damages be trebled according to
antitrust and RICO laws.

3. That defendants be required to comply with the ANSI and
IEEE patent policies.

4. That defendants’ patent claim on all public kej
technology be declared invalid.

5. That practice of ElGamal encryption does not infringe.any

- PKP patents, whether those patents are valid or not.

6. That practice of the DSA does not infringe any PKP
patents, whether those patents are valid or not.

7. That the Diffie-Hellman patent be declared invalid and
unenforceable.

8. That the Hellman-Merkle patent be declared invalid and
unenforceable.

9. That defendants be estopped from enforcing the RSA
patent.

10. That defendants be enjoined from further libeling
plaintiff.

11. That defendants supply a complete list of persons and
businesses that they have given false or libelpus
information, and that they send written retractions to each
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party.

12. That defendant partnership PKP be dissolved, and its
patent pool be divided and returned to each patenﬁ's
rightful owner.

13. That plaintiff be compensatéd for court costs and legal
fees.

14. That plaintiff have such other and further relief as is

just and proper.

Dated: S_J\Y ?/G) 1949 L/

o e AL

Plaintiff, Roger Schlafly, Pro Se

Roger Schlafly

PO Box 1680

Soquel, CA 95073
telephone: (408) 476-3550
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ENT OF T

This Agreement of Intent is entered into as of this 6th
day of April, 1990, by and among Caro-Kann Corporation, a
California Corporaticn having its principal place of business at
130B Kifer Court, Sunnyvale, California, 94086 ("CKC"), Cylink
Corporation, a California corporation having its principal place
of business at 110 S. Wolfe Road, Sunnyvale, California, 94086
(hereinafter referred to as "Cylink"), RSA, a Delaware corporation
having its principal place of business at 10 Twin Dolphin Drive,
Redwood City, Ca., 94065 (hereinafter referred to as "RSA") .

RECITALS

WHEREAS, Cylink and RSA each hold rights to certain
patents in the field of  encryption and decoding of
telecommunications transmissions.

WHEREAS, CKC and RSA wish to form a partnership to
jointly license these patents to third parties.

NOW, THEREFORE, in consideration of the mutual promises
and covenants contained herein, the parties to this Agreement Of
Intent agree as follows:

AGREEMENT

ARTICLE 1

DEFINITIONS

For the purpose of this Agreement Of Intent, the
following definitions shall apply:

1.1 "Affiliate® shall mean a person that directly, or
indirectly through one or more intermediaries, controls, or is
controlled by, or is in common control with, the person specified.

1.2 "Ancillary Agreements® shall mean the RSA License
Agreement, the Cylink License Agreement and the Partnership

Agreenent.,

. 1.3 "Closing"” shall mean the consummation of the various
transactions contemplated by Article 4 hereof which shall occur at
the date, place and time agreed by the Parties in accordance wit
Section 4.4 hereof. :

Final/April 6, 1990 1




1.4 "Ccylink License Agreement" shall mean that certain
License Agreement in the form attached hereto as Exhibit A, which
agreement shall be entered into among the Partnership, CKC and
Cylink as of the Closing in accordance with Section 2.2 below.

1.5 "Licensed Rights" shall mean those patent and other
industrial property rights which are to be 1licensed to the

Partnership by RSA and Cylink pursuant to the RSA License Agreement
and Cylink License Agreement, respectively.

1.6 "MIT Agreement" shall mean that certain License
Agreement, dated September 29, 1983, and all amendments thereto,
between RSA and the Massachusetts Institute of Technology.

1.7 "Partner" shall mean RSA or Cylink, as applicable.
"Partners" shall mean RSA and Cylink.

1.8 "Partnership Agreement" shall mean that certain
Partnership Agreement in the form attached hereto as Exhibit B to
be entered into between RSA and CKC as of the Closing in accordance
with Section 2.1 below.

1.9 "Partnership" shall mean the partnership formed
pursuant to the partnership Agreement.
1.10 "RSA License Adreement" shall mean that certain

License Agreement in the form attached hereto as Exhibit C, which
agreement shall be entered into between the Partnership and RSA as
of the Closing in accordance with Section 2.2 below.

1.11 "Stanford Agreement" shall mean that certain License
Agreement, dated as of August 25, 1989 between Stanford University
and Cylink.

ARTICLE 2

FORMATION AND ORGANIZATION OF
THE PARTNERSHIP: EXECUTION OF ANCILLARY AGREEMENTS

2.1 Formation of the Partnership. On or before the
Closing and subject to the terms and conditions herein contained,
RSA and CKC shall execute and deliver the Partnership Agreement
and cause the Partnership to be formed in accordance with the terms
of said Partnership Agreement. Without 1limitation of the
foregoing, RSA and CKC shall each, as of the Closing, make those
capital contributions to the Partnership required by Article 3,
Paragraph 1 of the Partnership Agreement.

2.2 ecuti (o) n eem . On or before the
Closing and subject to the terms and conditions herein contained,
Cylink shall execute and deliver the Cylink License Agreement to
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the Partnership, and RSA shall execute and deliver the RSA License
Agreement to the Partnership.

L}

ARTICLE 3

2} S_AN NS

3.1 W ies o©o . RSA hereby represents and
warrants to CKC and Cylink that, at and as of the date of this
Agreement and at and as of the date of the Closing, the following
statements are and shall be true and correct in all material
respects: '

(a) Organization and Good Standing of RSA. RSA is
a corporation duly organized, validly existing and in good standing
under the laws of the State of Delaware and has the corporate power
and authority to engage in the business RSA is presently engaged
in and to enter into this Agreement and to perform its obligations
hereunder.

(b) Authorizatjon. All corporate action on the part
of RSA and RSA's officers and directors necessary for the
authorization, execution and delivery of this Agreement and for the
performance of all of RSA's obligations hereunder has been taken
and this Agreement and the Ancillary Agreements (to the extent RSA
is a party thereto), when executed and delivered, shall each
constitute a valid, legally binding and enforceable obligation of
RSA.

(c) Government and Other Consents. No consent,
authorization, license, permit, registration or approval of, or

exemption or other action by, any governmental or public body or
authority is required in connection with RSA's execution and
delivery of this Agreement or with the performance by RSA of its
obligations hereunder.

(d) Effect of Agreement. RSA's execution and
delivery of this Agreement, performance of RSA's obligations

hereunder and RSA's consummation of the transactions contemplated
hereby will not, (i) to the best of RSA's knowledge, violate any
provision of any law, statute, rule or regulation to which RSA is
subject; (ii) vioclate any judyment, order, writ, injunction or
decree of any court applicable to RSA; (iii) to the best of RSA's
knowledge, have any effect on the compliance of RSA with any laws,
statutes, rules, regulations, orders, decrees, licenses, permits
or authorizations which would materizlly and adversely affect RSA;
(iv) result in the breach of, or be in conflict with, any term,
covenant, condition or provision of, or affect the wvalidity,
enforceability and subsistence of any agreement, lease or other
commitment to which RSA is a party and which would materially and
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adversely affect RSA; or (v) to the best of RSA's knowledge, result
in the creation or imposition of any lien, pledge, mortgage, claim
charge, or encumbrance upon any assets of 'RSA.

(e) MIT Agreement. True and complete copies of the
MIT Agreement have been delivered to Cylink, and there are no

amendments, modifications, commitments or other understandings,
written or oral, between RSA and the Massachusetts Institute of
Technology pertalnlng to the subject matter of the MIT Agreement
other than as set forth in those documents so delivered to Cylink.
The MIT Agreement is valid and enforceable in accordance with its
terms, and RSA is not in default in the performance of any of its
obligations thereunder, and, to the best of RSA's knowledge, the
Massachusetts Institute of Technology is not in default thereunder.
Subject to the obtaining the consent of the Massachusetts Institute
of Technology to an exclusive grant of all license rights under the
MIT Agreement, including all sublicensing rights, ¢to the
Partnership, such license will not result in any breach or default
by RSA of the obligations thereunder.

(f) Brokers, Finders. RSA has not retained any
person to act on RSA's behalf, nor has any person contended that
such person was so retained, to assist RSA as RSA's broker, finder
or agent in connection wlth this Agreement.

(g) Disclosure. No representation or warranty by
RSA contained in this Agreement and no writing, certificate,

exhibit, list or other instrument required to be furnished pursuant
hereto contains or will contain any untrue statement of a material
fact or omits or will omit any material fact necessary in order to
make the statements and information contained therein not
misleading.

3.2 Warranties of CKC and Cvlink. CKC and Cylink hereby
represent and warrant to RSA that, at and as of the date of this

Agreement and at and as of the date of the Closing, the following
statements are and shall be true and correct in all material
respects:

(a) niza and Good_ _S
cylink. CKC and Cylink are corporations duly organized, validly
existing and in good standing under the laws of the State of
California and have the corporate power and authority to engage in
this Agreement and to perform its obligations hereunder.

(b) Authorjzation. All corporate action on the part
of CKC, Cylink, their officers and directors necessary for the
authorization, execution and delivery of this Agreement and for
the performance of all of its obligations hereunder has been taken
and this Agreement and the Ancillary Agreements (to the extent
either CKC or Cylink are parties thereto), when fully executed and
delivered, shall each constitute a valid, legally blnding and

Final/April 6, 1990 4




-

enforceable obligation of CKC and/or Cylink, as the case may be.

(c) vernment a Othe sents. No .consent,
authorization, license, permit, registration or approval of, or
exemption or other action by, and governmental or public body or
authority is required in connection with execution and delivery of
this Agreement by CKC and Cylink or with the performance by any of
their respective obligations hereunder. .

(d) Effect of Agreement. CKC's and Cylink's
execution and delivery of this Agreement, performance of their
obligations hereunder and their consummation of the transactions
contemplated hereby will not, (i) to the best of their knowledge,
violate any provision of any law, statute, rule or regulation to
which they are subject; (ii) violate any judgment, order, writ,
injunction or decree of any court applicable to CKC or Cylink;
(iii) to the best of their knowledge, have any effect on the
compliance of CKC or Cylink with any laws, statutes, rules,
regulations, orders, decrees, licenses, permits or authorizations
which would materially and adversely affect CKC or Cylink; (iv) to
the best of their knowledge, result in the breach of, or be in
conflict with, any term, covenant, condition or provision of, or
affect the wvalidity, enforceability and subsistence of any
agreement, lease or other commitment to which CKC or Cylink is a
party and which would materially and adversely affect CKC or
Cylink; or (v) to the best of their knowledge, result in the
creation or imposition of any 1lien, pledge, mortgage, claim,
charge, or encumbrance upon any assets of CKC or Cylink.

, (e) Stanford Adgreement. True and complete copies
of the Stanford Agreement have been delivered to RSA, and there are
no amendments, modifications, commitments or other understandings,
written or oral, between Cylink and Stanford University pertaining
to the subject matter of the License Agreement other than as set
forth in those documents so delivered to RSA. The Stanford
Agreement is valid and enforceable in accordance with its terms,
and Cylink is not in default in the performance of any of its
obligations thereunder, and, to the best of Cylink's knowledge,
Stanford University is not in default thereunder. Subject to the
obtaining of the consent Stanford University to an exclusive grant
of all license rights under the Stanford Agreement, including all
sublicensing rights, to the Partnership, such assignment will not
result in any breach or default by Cylink of the obligations
thereunder.

(£) Brokers, Finders. Neither CKC cr Cylink has
retained any person tc act on its behalf, nor has aay person
contended that such person was so retained, to assist as its
broker, finder or agent in connection with this Agreement.

(g) Disclosure. No representation'or wvarranty by
CKC or Cylink contained in this Agreement and no writing,
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certificate, exhibit, 1list or other instrument required to be
furnished pursuant hereto contains or will contain any untrue

‘statement of a material fact or omits or'will omit any material

fact necessary in order to make the statements and information
contained therein not misleading.

(h) CKC. CKC is a wholly owned subsidiary of

Cylink.
ARTICLE 4
S C G
4.1 Conditjons Precedent to the Obligations of CKC and

Cylink. All of the obligations of CKC and Cylink hereunder are
subject to satisfaction of each of the following conditions, any
or all of which may be waived, in whole or in part, by CKC and
Cylink prior to or at the Closing:

(a) Representations and Warranties. The

representations and warranties of RSA contained in Section 3.1
shall be true and correct at and as of the Closing, and RSA shall
have delivered to CKC and Cylink a certificate of RSA, dated as of
the Closing Date, to the foregoing effect duly executed by a duly
authorized officer of RSA.

(b) gCovenants. RSA shall have observed and
performed all covenants to be observed and performed by RSA
pursuant to this Agreement as of the Closing and RSA shall have
delivered to CKC and Cylink a certificate of RSA, dated as of the
Closing Date, to the foregoing effect duly executed by a duly
authorized officer of RSA. '

(c) Ancillary Agreements. The Partnership, CKC,
Cylink and The Board of Trustees of the Leland Stanford University
shall have executed and delivered to the Partners the Cylink
License Agreement and shall have fully performed any of their
obligations thereunder required to be performed by them prior to
the Closing Date. The Partnership, RSA and the Massachusetts
Institute of Technology shall have executed and delivered to the
Partners the RSA License Agreement.

(d) Third-Party Consents. The third-party consents
required to be obtained prior to the Closing, if any, shall have
been so made or obtained prior to Closing, and all required waiting
periods shall have expired, to the reasonable satisfaction of CXC
and Cylink.

(e) o S s eed s. No suit, action,
investigation, inquiry or proceeding by any person or by any
governmental body, or other legal or administrative proceeding
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shall have been instituted or threatened which questions the
validity or legality of the transactions contemplated hereby.

4.2 conditions Precedent to the Obligations of RSA. All
of the obligations of RSA hereunder are subject to satisfaction of
each of the following conditions, any or all of which may be
waived, in whole or in part, by RSA prior to or at the Closing:

(a) Representatjons and Warranties. The
representation and warranties of CKC and Cylink contained in
Section 3.2 of this Agreement shall have been true and correct when
made and shall be true and correct at and as of the Closing, and
both CKC and Cylink shall have delivered to RSA certificates, dated
as of the Closing Date, to the foregoing effect executed by duly
authorized officers of CKC and Cylink.

(b) Covepnants. CKC and Cylink shall have observed
and performed all covenants to be observed and performed by them
pursuant to this Agreement as of the Closing and both CKC and
Cylink shall have delivered to RSA certificates, dated as of the
Closing Date, to the foregoing effect executed by duly authorized
officers of CKC and Cylink.

(c) Ancillary Aqreements. The Partnership, RSA and
the Massachusetts Institute of Technology shall have executed and
delivered to the Partners the RSA License Agreement and shall have
fully performed any of its obligations thereunder required to be
performed by it prior to the Closing Date. The Partnership, CKC,
Cylink and the Board of Trustees for the Leland Stanford University
shall have executed and delivered to the Partners the Cylink
License Agreement.

(d) Third-Party Consents. The third-party consents
required to be obtained prior to the Closing, if any, shall have
been so made or obtained prior to Closing, and all required waiting
periods shall have expired, to the reasonable satisfaction of RSA.

(e) ujits [e) i . No suit, action,
investigation, inquiry or proceeding by any person or by any
governmental body, or other legal or administrative proceeding
shall have been instituted or threatened which questions the
validity or legality of the transactions contemplated hereby.

4.3 Deljveries to Be Made at the Closing. At the

Closing,

(a) Dpelijveries to Be Made by RSA. RSA shall
deliver to the Partnership, CKC and/or Cylink, as the case may be,

the following instruments in form and substance reasonably
satisfactory to the Partnership, CKC, Cylink and Cylink's counsel:
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(1) To the Partnership, the capital

contribution of $10,000 required to be made by

Article 3, Paragraph 1 of the Partnership Agreement;

' (i) To CKC and Cylink, the officer's
certificates as required by Subsections 4.1(a) and

(b);

(1ii) To the Partnership, any third-party
consents required by Subsection 4.1(¢);

(iv) To Cylink, an option to sublicense
the right to make, use and sell products which would
otherwise infringe on the Licensed Rights presently
licensed to RSA under the MIT Agreement on terms
acceptable to Cylink, which acceptance can not be
unreasonably withheld.

(b) Deliverjes to Be Made by CKC and cylipk.
CKC and/or Cylink shall deliver to the Partnership and/or RSa,
as the case may be, the following instruments in form and
substance reasonably satisfactory to the Partnership, RSA and
RSA's counsel:

(1) To the Partnership, CKC shall deliver
the capital contribution of $10,000 required to be made by
Article 3, Paragraph 1 of the Partnership Agreement;

(1i) To RSA, CKC and Cylink shall deliver
the officer's certificates required by Subsections 4.2(a) and
(b); and

(iii) To RSA, CKC and Cylink shall deliver
the third-party consents required by Subsection 4.2(e).

(c) Joint Deliveries. The parties and the

Partnership shall execute and cause to be executed, or
mutually confirm delivery of original executed copies of, the
following agreements:

(1) The RSA License Agreement; and
(ii) The Cylink License Agreement.

4.4 e and e of ¢losing. Consummation of the
transaction contemplated by this Agreement and the related
transfers shall occur at such time and place as Cylink and RSA
shall mutually agree. The Partners agree that the Closing
shall be scheduled to occur on April 6, 1990, or as soon
thereafter as they may agree, but not later than April 13,
1990.
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4.5 Consummatjon of Closing. All acts, deliveries

and confirmation comprising the Closing regardless of
chronological sequence shall be deemed to occur
contemporaneously and simultaneously upon the occurrence of
the last act, delivery or confirmations and shall not be
effective unless and until the 1last of same shall have
occurred.

ARTICLE 5

E oV

5.1 Arbitration. All disputes, controversies or
differences arising out of or in relation to or in connection
with this Agreement, which cannot be settled by discussion and
mutual accord, shall be finally settled by arbitration. Each
party shall be entitled to appoint one arbitrator, who shall
not be an Affiliate, officer, director, employee, agent,
vendor or contractor of that party. The appointed arbitrators
shall then appoint a neutral arbitrator who shall serve as
Chairman, and the arbitration shall be conducted by the
arbitrators so chosen. All arbitrators so appointed shall be
experienced in the business of licensing intellectual property
rights, and the Chairman shall be a practicing attorney in
said field. The arbitration shall be conducted in the County
of Santa Clara, California. Demand for arbitration shall be
made in writing and shall be served upon the party or parties
to whom the demand is addressed. If the party receiving the
demand for arbitration does not appoint its arbitrator within
30 days after receiving such notice, the arbitrator(s)
appointed by the party or parties shall be further empowered
to serve on behalf of the non-responding party. The
arbitrators are authorized to award any remedy, legal or
equitable, as well as any interim relief as they deenm
appropriate in their discretion. Application may be made to
any court having jurisdiction over the proceedings to assist
the arbitrators in performing their arbitral duties, to
confirm their award and to enforce any such award as a
judgement of said court.

5.2 Counterparts. This Agreement may be executed
in any number of counterparts, and each counterpart shall
constitute an original instrument, but all such separate
counterparts shall constitute only one and the same
instrument.

5.3 Law_to Govern. The validity, construction and
enforceability of this Agreement shall be governed in all
respects by the law of California applicable to agreements
negotiated, executed and performed in California between
California corporations, whether one or more of the parties
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shall be or hereafter become a resident of another state or
country.

5.4 Severability. If any provision in this
Agreement shall be found or be held to be invalid or

unenforceable then the meaning of said provision shall be
construed, to the extent feasible, so as to render the
provision enforceable, and if no feasible interpretation would
save such provision, it shall be severed from the remainder
of this Agreement which shall remain in full force and effect
unless the severed provision is essential and material to the
rights or benefits received by any party. In such event, the
party shall use best efforts to negotiate, in good faith, a
substitute, valid and enforceable provision or agreement which
most nearly effects the parties' intent in entering into this
Agreement.

5.5 Subject Headjings. The subject headings of the
Articles and Sections of this Agreement are included for the
purpose of convenience of reference only, and shall not affect
the construction or interpretation of any of its provisions.

5.6 Further Assurances. The parties shall each

perform such acts, execute and deliver such instruments and
documents, and do all such other things as may be reasonably
necessary to accomplish the transactions contemplated in this
Agreement.

5.7 EXpenses. Except as otherwise agreed, each
party shall bear its own costs and expenses (including
attorneys' fees) incurred in connection with the negotiation
and preparation of this Agreement and consummation of the
transactions contemplated hereby.

5.8 No Wajver. No waiver of any term or condition
of this Agreement shall be valid or binding on a party unless
the same shall have been mutually assented to in writing by
both parties. The failure of a party to enforce at any time
any of the provisions of this Agreement, or the failure to
require at any time performance by one or both of the other
parties of any of the provisions of this Agreement, shall in
no way be construed to be a present or future waiver of such
provisions, nor in any way affect the ability of a party to
enforce each and every such provision thereafter.

5.9 Assignment. This Agreement shall inure to the
tenefit of, arnd shall be kinding upon, the parties and their
respective successors and assigns. Nc party may assign or
delegate this Agreement or any of its rights or duties under
this Agreement without the prior written consent of the other
party except as expressly set forth herein.
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5.10 No Agency. Nothing contained herein or done in
pursuance of this Agreement shall constitute any party the

agent of the other party for any purposeée or in any sense
whatsoever. ]

IN WITNESS WHEREOF, the parties have caused this
instrument to be executed by their duly authorized and
empowered officers and representatives as of the day and year _
first above written.

CARO- CORP TION
By .
Title

CYLINK CORPORATION
BYL_Q;M 2 /WAM

Title: c\ ésd

RSA DATA SECURITY, INCORPORATED

By: -

Title: Pf‘e.!l.ﬂl fn+

Final/April 6, 1990 11



GENERAL PARTNERSHIP AGREEMENT

for

PUBLIC KEY PARTNERS,
a California General Partnership

THIS GENERAL PARTNERSHIP AGREEMENT ("Agreement") is
entered into as of this 6th day of April, 1990 by and between CARO-
KANN CORPORATION, a California corporation having its principal
place of business at 130B Kifer Court, Sunnyvale, California 94086
("CKC"), and RSA Data Security Inc., a Delaware corporation having
its principal place of business at 10 Twin Dolphin Drive, Redwood
City, California, 94065 ("RSA").

NOW, THEREFORE, the parties hereto agree as follows:

ARTICLE 1 - FORMATION
1. Uniform Partnership Act: The Agreement of Intent.

The parties hereby form a general partnership pursuant to the
provisions of the Uniform Partnership Act as enacted in the State
of California and pursuant to that certain Agreement of Intent,
dated as of April 6, 1990 (the "Agreement of Intent") between RSA,
Cylink Corporation ("Cylink") and CKC. :

2. Name. The name of the partnership is “PUBLIC KEY
PARTNERS," a California general partnership (the "Partnership").

3. Place of Business. The principal place of business
for the Partnership shall be located at 130B Kifer Court,
Sunnyvale, California, 94086, with a mailing address of P.O. Box
, Palo Alto, California, until changed by designation
of the Management Committee.

4. Agent for Service of Process. The initial agent for
service of process for the Partnership will be Robert B. Fougner,
a resident of San Mateo County, California. The agent for service
of process may be changed at any time during the term of the
pPartnership by the President. The President shall file the
Statement by Unincorporated Association of Address of Principal
Office and Designation of Agent for Service of Process required by
california Corporations Code Section 24003.

5. Fictitious Business Name Statement. The President
shall, on the Partnership's behalf, sign and cause to be filed and
published an appropriate fictiticus kusiness name statement under
Scction 17910 of the California Business and Professions Code
within forty (40) days after the Partnership begins doing business,
within forty (40) days after any subsequent change in its
membership, and before the expiration of any previously filed
statement.
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6. Purpose. The business and purpose of the
Partnership shall be to engage in the licensing to third parties
of the Licensed Rights, and such other means of generating revenue
for the Partners as they may elect to pursue upon Unanimous Vote
of the Partners and to do all things incidental to or in
furtherance of these enumerated purposes.

L 7. Compliance with Aareement of Intent. The Partners
acknowledge and agree that the Partnership and the Partners, in
their capacity as Partners of the Partnership, shall take all
actions reasonably required to comply with the terms, conditions
and covenants of the Agreement of Intent.

=D ONS

1. The Agreement of Intent. Except as provided in
Article 2, Paragraph 2 below, or as otherwise provided herein, the
definitions set forth in the Agreement of Intent shall apply for
the purposes of this Agreement.

2. Other Definitions. For the purposes of this
Agreement, the following definitions shall apply:

(a) "affiliate" shall mean any entity that is
directly or indirectly controlled by, controls or under common
control with a party hereto through the ownership of more than
fifty percent (50%) of the outstanding stock thereof

(b) "Ancillary Agreements" shall mean the Agreement
of Intent, the RSA License Agreement and the Cylink License
Agreement.

- (e) "Capital Account" shall mean an account
maintained on the Partnership's books for each Partner strictly in
accordance with the rules set forth in Treasury
Requlations Section 1.704-1(b)(2)(iv). Subject to the
preceding sentence, each Partner's Capital Account shall be
increased by:

(1) the amount of money contributed by
that Partner to the Partnership,

(2) the fair market value of any
property contributed by that Partner to the Partnership (net
of any liabilities secured by such contributed property that
the Partnership is considered to assume or take subject to
under Code Section 752), and

(3) allocations to that Partner of
Profit and other items of book income and gain, including
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income and gain exempt from tax and income and gain
described in paragraph (b)(2)(iv)(g) of Treasury Regulations
Section 1.704-1, but excluding income and gain described in
paragraph(b) (4) (1) of Treasury Regulations Section 1.704-1;

and shall be decreased by:

(4) the amount of money distributed to
that Partner by the Partnership,

(5) the fair market value of property
distributed to that Partner by the Partnership (net of
liabilities secured by such distributed property that such
Partner is considered to assume or take subject to under
Code Section 752),

(6) allocations to that Partner of
expenditures of the Partnership of the type described in
Code Section 705(a) (2)(B), and

(7) allocations of Loss and other items
of book loss, including items of loss and deduction
described in Treasury Regulations Section 1.704-
1(b)(2) (iv) (g), but excluding items described in (6) above
and paragraphs(b) (4) (i) or (b)(4)(iii) of Treasury
Regulations Section 1.704-1,

and shall otherwise be adjusted in accordance with the
additional rules set forth in Treasury Regulations Section
1.704-1(b) (2) (iv).

(a) "Capital Contribution" shall mean the money
contributed by the Partners to the Partnership in exchange for
their interests in the Partnership in accordance with Article 3,
Paragraph 1 below. :

(e) "Code" shall mean the Internal Revenue Code of
1986, as amended from time to time.

(f) "Cylink License Agreement" shall mean that
certain License Agreement entered into among the Partnership, CKC,
Cylink Corporation and The Board Of Trustees of the Leland Stanford
University.

(9) "Licensed Rights" shall mean those patent and
other industrial property rights which are 1licensed to the
Partnership under the Cylink License Agreement and the RSA License
Agreement.

(h) "Licensing Committee" shall consist of those
persons appointed by the Partners pursuant to Article 6,
Paragraph 4 hereof and, subject to said Article 6, Paragraph 4,
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spall be responsible for approval of the terms upon which the
Licensed Rights are licensed by the Partnership to third parties.

. (1) "Management Committee" shall mean that
committee appointed by the Partners pursuant to Article s,
Paragraph 2 hereof.

. (3) "Material Breach" shall have the meaning set
forth in Article 9, Subparagraph 3(g) hereof.

(k) "MIT Agreement" shall mean the license
agreement dated September 23, 1983, between the Massachusetts
Institute of Technology and RSA, and the letter amendments thereto
dated May 20, 1986 and January 29, 1988.

(1) "Profit" and "Loss" shall mean, for each
taxable year, the Partnership's net taxable income or net
taxable loss for such taxable year, as determined under
Section 703 (a) of the Code with the following adjustments:

(1) Any tax-exempt income, as described
in Section 705(a) (1) (B) of the Code, shall be taken into
account in computing such taxable income or taxable loss as
if it were taxable income.

(2) Any expenditures of the Partnership
described (or treated as described) in Section 705(a) (2) (B)
of the Code for such taxable year, shall be taken into
account in computing such taxable income or taxable loss as
if they were deductible items.

, (3) Any items allocated under Article 4,
Paragraph 2 shall not be taken into account in computing
such taxable income or taxable loss.

(4) In lieu of any depreciation,
amortization and other cost recovery deductions taken into
account in computing such taxable income or loss, the
Partnership shall compute such deductions based on the book
value in accordance with Treasury Regulations Section 1.704-

1(b) (2) (iv) (g9) (3).

(5) Gain or loss resulting from any
disposition of Partnership property with respect to which
gain or loss is recognized for federal income tax purposes
shall be computed by reference to the book value of the
property disposed of, notwithstanding that the adjusted tax
basis of such property may differ from its book value.

(6) "Book value" as used herein heans,
as of any particular date, the value at which any asset of
the Partnership is properly reflected on the books of the
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Partnership as of such date in accordance with the Treasury
Regulations Section 1.704-1(b). The book value of all
Partnership assets may, if the Partners agree, be adjusted
to equal their respective gross fair market values, as :
determined by independent appraisal, at the times specified
in such Treasury Regulations.

. (m) "Partner(s)" shall mean RSA and CKC in their
capacities as general partners of the Partnership. )

(n) "President" shall mean Mr. D. James Bidzos, or
such other individual as may be hereafter designated by the
Management Committee pursuant to Article 6, Paragraph 1 below, to
be responsible for the day-to-day operations of the Partnership and
for the various actions specifically required herein to be
performed by the President.

(o) "RSA License Agreement" shall mean that certain
license agreement entered into among the Partnership, RSA and the
Massachusetts Institute of Technology.

(p) "Stanford Agreement" shall mean that certain
license agreement dated August 25, 1989 between Cylink Corporation
and the Board of Trustees of the Leland Stanford University.

- (q) "Terminating Event"” shall have the meaning set
forth in Article 9, Paragraph 3 hereof. :

(r) "Termination by Dissolution" and "Termination
by Purchase" shall each have the meaning set forth in Article 9,
Paragraph 1 hereof.

(8) "Unanimous Vote of the Partners" shall mean an
affirmative, unanimous written vote by the Partners.

ABII£EIL}_:_BABIEEE§BlE.lEIEBEﬁI_AHD_QAEIIAL
1. Capital contributions of CKC and RSA. CKC and RSA

each shall be obligated, severally and not jointly, to contribute
the sum of ten thousand dollars ($10,000) to the Partnership for
an aggregate Capital Contribution by them of twenty thousand
dollars ($20,000) to the Partnership. The Capital Contributions
by CKC and RSA shall be made to the Partnership on or before the
Closing.

2. Excess Partnership Debts. Upon iiquidation of the

Partnership each of the Partners shall make additional capital
contributions in an aggregate amount equal to that required to pay
any debts and obligations of the Partnership to the extent that
application of Partnership assets in accordance with Article 5,
Subparagraph 2(a) hereof is insufficient to satisfy all such
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Partnership debts and obligations. Such payments by the Partners
shall be equal to the negative balance of their respective Capital
Accounts, after valuing all of the Partnership assets and
calculating any additional Profits or Losses, until each Capital
Account is restored to zero and thereafter in equal amounts until
all such debts and obligations are paid.

3. interest on_and Return of Capital Contributions.
No interest shall be paid on any Capital Contribution to the
Partnership. Except as otherwise specifically provided in this
Agreement, no Partner shall be entitled to a return of any portion
of that Partner's Capital Contribution at any time during the term
of the Partnership or until the dissolution and liquidation of the
Partnership has been completed.

4. Property of the Partnership. All property
originally paid, contributed, or transferred to the Partnership as
Capital Contributions of the Partners or subsequently acquired by
the Partnership by purchase or otherwise, shall be the sole
property of the Partnership.

ARTICLE 4 - ALLOCATIONS OF PROFITS AND LOSSES

1. General Allocation. The Profits and Losses of the
Partnership shall be allocated amongst the Partners as follows:

. (a) Loss Allocation. Losses of the Partnership shall
be allocated 50% to CKC and 50% to RSA.

(b) Profits Allocation. Profits of the Partnership
shall be allocated amongst the Partners in accordance with the

following priorities:

(1) Profits shall first be allocated amongst the
Partners in proportion to the deficits in their Capital Accounts
until such time as the balance of both Partner's accounts are
restored to zero;

(1i) Profits shall then be allocated 50% to CKC
and 50% to RSA until such time as the aggregate Profits allocated
to the Partners pursuant to this subparagraph (b)(ii) and
subparagraph (b) (i) above egual the aggregate losses allocated to
the Partners pursuant to subparagraph (a), above.

(1ii) Thereafter, Profite shall be allocated 65% to
KSA and 35% to CKC.

(c) Profits and Losses of the Partnership shall be
determined at least quarterly and at such periodic intervals as
the Management Committee shall deem appropriate and upon the
Partnership's liquidation. Such determination of Partnership
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Profits and Losses shall be made in the same manner as for federal
income tax reporting purposes by the independent certified vU.s.
public accountant then retained by the Partnership, whose
determination shall be conclusive on both Partners.

2. c o tai . In
accordance with Treasury Regulations section 1.704-
1(b) (4) (1), if any property of the Partnership is reflected
in the Capital Accounts of the Partners and on the books of
the Partnership at a book value that differs from the
adjusted tax basis of such property, then allocations of
items of income, gain, loss and deduction with respect to
such property shall, strictly for federal income tax
purposes, be shared among the Partners in a manner that
takes account of such differences in the same manner as
variations between the adjusted tax basis and fair market
value of property contributed to the Partnership are taken
into account in determining the Partners' share of tax items
under Code Section 704(c).

3. ocation Between Assignor and signee. The
proportion of the income, gain, loss, deductions and credits
of the Partnership for any fiscal year of the Partnership
during which an interest is assigned by a Partner that ‘is _
allocable in respect of such interest shall be apportioned
between the assignor and the assignee of the interest on the
basis of the number of days during such fiscal Year that
each is the owner thereof, without regard to (a)the results
of Partnership operations before or after the effective date
of the assignments, or (b)any distributions made to the
Partners before or after the date of the assignment.

4. ndedu ortize
Expenditures. Partnership expenditures which must be capitalized
or which are not deductible shall be allocated amongst the Partners
for accounting purposes in the same fashion as all othér expenses
of the Partnership would be allocated for the accounting period in
which the expenditure was paid.

5. Allocation QOf Deferred Taxable Income. Allocation
of any deferred taxable income shall be based on the year in which
it arose. :

TIC - IB 9)

1. General Distrjbutions. During the term of the

Partnership, the Partnership shall make such distributions as shall
be approved quarterly by the Management Committee in accordance
with Article 6, Paragraph 2 hereof. Any such distribution during
the term of the Partnership shall be made 65% to RSA and 35% to
CKC.
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2. Distributions on Ligquidation. Upon conclusion of the
partnership term and the dissolution of the Partnership, the
President shall cause the Partnership to distribute all of the
Partnership's assets, properties, proceeds, profits and income in
accordance with the following priorities:

(a) Payment shall first be made to satisfy all debts
and obligations of the Partnership to creditors other than
Partners;

(b) Payment shall then be made to satisfy all debts
and obligations of the Partnership owing to Partners for other than
capital and profits; and

(c) Distributions shall then be made to the Partners
in an amount egqual to the positive balances of their Capital
Accounts (after taking into account any adjustments for the
Partnership taxable year during which such liquidation
occurs and after adjusting to reflect allocations that would
be made if there were a taxable disposition of the
Partnership's property for its fair market value). The
timing and method of the distribution provided for by this
Paragraph 2 shall comply with Treasury Regulations
section 1.704-1(b) or any similar regulations promulgated in
the future, or if no such regulations apply, as soon as
possible.

In addition, upon the liquidation of any Partner's
interest in the Partnership, such Partner shall be
distributed an amount equal to its positive Capital Account
balance at such time (after taking into account the
adjustments referred to in the previous paragraph) in
accordance with Treasury Regulations Section 1.704-1(b).

(d) In the event any sublicensees of the Partnership
continue to owe royalties following dissolution and liquidation,
they shall be collected by an agent appointed by the Partnership
for this purpose, allocated and then distributed in accordance with
Articles 4 and 5. CKC and RSA shall each use their best efforts
to collect any royalty, sublicense payment and other fees that are
owed to the Partnership.

6~ AG

1. Authority of President. Subject to Paragraphs 2, 6,
8§, 2 and 10 of this Article 6, the President shall have the

authority and duty to manage ail day-to-day business operations of
the Partnership and the Partnership's ordinary business affairs,
to assign duties and to otherwise take such action as the President
deems prudent in the administration of the Partnership's affairs.
The President shall prepare an annual budget for the Partnership
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for each fiscal year for the term of the Partnership, which budget
must be subject each year to approval by the Management Committee.
The President shall be selected by the Management Committee, which
shall establish the authority and responsibilities of the President
and compensation to be paid to the President by the Partnership.
The President may use such other titles in transacting business
with third parties as the Partnership, acting through the
Management Committee, and the President shall agree. The President
shall be Mr. James Bidzos .until such time as he resigns, fails to
comply with the terms of his employment agreement or the Management
Committee appoints a replacement.

2. Management Commjittee. The Management Committee shall
meet at least quarterly and initially shall consist of four (4)
members or such other even number of members as approved by a
Unanimous Vote of the Partners. RSA and CKC shall each be entitled
to appoint one-half of the members of the Management Committee.
The Management Committee shall manage and have ultimate direction
over the business and affairs of the Partnership and over the
authority and responsibilities of the President. The Management
Committee may act through duly noticed meetings or by its unanimous
written consent. For the purpose of holding a meeting, written
notice shall be given to all members not less than four (4) nor
more than sixty (60) days in advance, specifying the date, time and
subject matter of the meeting. Meetings of the Management
Committee may be called by the President or any Partner. The
Management Committee shall be authorized to act at a meeting only
if a quorum is present (personally or by way of telephonic device),
and a quorum shall be deemed present if members representing more
than 50% of the then authorized positions on the Management
Committee are present. Any action taken by the Management
Committee shall require the vote by members representing more than
50% of the then authorized positions on the Management Committee.
In the event any member of the Management Committee is absent from
a meeting, the members of the Management Committee who are present
and who were appointed by the same Partner that appointed the
absent member will automatically have the right to vote on behalf
of the absent member. The Management Committee shall have a
Chairman duly elected by the members of the Management Committee.
Notwithstanding the foregoing, the Management Committee shall not
have the authority to:

(a) Do any of the acts for which a Unanimous Vote of
the Partners is required pursuant to Article 6, Paragraph 6 hereof
without previously obtaining such vote;

(b) Borrow any funds from or authorize any loans by
the Partnership;

(¢) Do or authorize any act in contravention of this
Agreement; or
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(d) Do any other act which would make it impossible
to carry on the ordinary business of the Partnership.

3. Expansion Of The Management Commjttee. The Partners
may hereafter unanimously agree to expand the Management Committee
to five (5) members for the purpose of appointing a neutral
individual unaffiliated with either Partner to serve as President
and Chairman of the Management Committee. After the appointment
of such individual, a quorum shall consist of at least four (4) of
the then authorized positions on the Management Committee. This
provision is not intended as a restriction on the Management
Committee's power to appoint a new President under Paragraph 1,
herein, without expanding the number of seats on the Management
Committee.

4. Licensing Committee. The Licensing Committee shall
consist of two members, with one each appointed by RSA and by CKC.

The initial appointees of RSA and CKC shall be D. James Bidzos and
Robert B. Fougner, respectively. The Licensing Committee shall
act by unanimous consent by both members. Except as provided
below, the Partnership shall not license any third party with
respect to the Licensed Rights without prior approval by the
Licensing Committee as to the terms and conditions of such
licensing to that 1licensee. Nor shall any officer of the
Partnership or either Partner deny a license to any third party
without the approval of the Licensing Committee. In the event that
the two members of the Licensing Committee cannot agree as to
whether the Licensed Rights should be licensed by the Partnership
to a particular licensee or the material terms of such license, the
Management Committee shall then have authority to approve or
disapprove such proposed licensing relationship and the terms
thereof.

5. oObligation of Partners to Provide Skill and Time to
e ip. Each Partner shall be obligated to apply itself

diligently and to utilize its utmost skill for the business of the
Partnership and shall devote as much time as is reasonably
necessary for the busineses of the Partnership; provided, however,
that no Partner, its officers, directors or employees shall be
bound to devote all of their respective business time to the
affairs of the Partnership, it being understood that each Partner
is and will continue to be primarily engaged in other activities
and in other businesses.

6. Partner Voting Rights. The Partners shall have the

power to vote upon the following Partnership matters affecting,
among other things, the basic structure of the Partnership, each
of which shall require a Unanimous Vote of the Partners:

(a) Amendment of the Partnership Agreement;

(b) Any dissolution and winding up of the Partnership
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other than pursuant to Article 9, Paragraphs 4, 5 and 6 hereof;

(c) Amendment of the RSA License Agreement or the
Cylink License Agreement; .

(a) any change in the nature of the business
conducted by the Partnership including, without limitation, the
Partnership engaging in any business activity other than a
sublicensing of the Licensed Rights; :

(e) Admission of a new Partner;

(f) Any agreement or contract between the Partnership
and a Partner or its Affiliates or the compromise and settlement
of any dispute between the Partnership and a Partner or its
Affiliates;

(9) Subject to Paragraph 7 below, the obtaining of
capital by the Partnership in excess of those Capital Contributions
of the Partners which are made pursuant to Article 3, Paragraph 1
hereof.

(1) Expansion of the Management Committee in
accordance with Paragraph 3, herein.

(3) Granting sublicensing rights to any licensee, as
authorized under the Cylink License and the RSA License.

2. Determinations Regarding Additjopnal cCapital. In the
event that the Management Committee shall determine that the
Partnership 1is to raise capital in excess of the amounts
contributed by the Partners pursuant to Article 3, Paragraph 1
hereof, the President shall notify each of the Partners in writing
of such determination. In the event the Partners elect to make any
additional capital contributions, 50% of the additional capital
contribution will be made by RSA and 50% of the additional capital
contribution will be made by CKC, or in such other proportions as
the Partners shall agree.

8. Partnership Reserve.

(a) Without limitation on Article 6, Paragraph 2
hereof, the Management Committee shall have exclusive authority to
determine the amount of any cash reserves to be retained by the
Partnership. The Management Committee shall cause the Partnership
to retain such cash reserves as are reasonably adequate, in
combination with anticipated Partnership revenue, to meet existing
and contingent obligations of the Partnership.

(b) Without limitation on the Management Committee's
authority to set reserves, as stated in- Subparagraph 8(a), above,
the partnership shall set aside a minimum of 108 of all net
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Partnership profits as a reserve for anticipated operating
expenses. In addition, a further reserve of 10% of all net
Partnership profits shall be set aside for potential legal expenses
until such reserve accumulates a total of $500,000. All interest
earned by said reserves shall be considered Partnership income.

9. Authority of Partners to Bind P .
Notwithstanding California Corporations Code Section 15009(1), no
Partner, who is not expressly authorized to do s0 by the Management
Committee or the Licensing Committee, as the case may be, shall be
authorized or empowered to bind the Partnership with respect to any
licensing or transfer of the Licensed Rights to any person or with
respect to any other contractual agreement, undertaking or
obligation not in the ordinary course of the Partnership's
business.

10. Foreign Entities. The Partnership may establish such
foreign entities and in such locations as it deems prudent to

collect revenues from foreign licenses and maximize profits;
although no such entities will be established without the prior
written agreement of both Partners.

11. compliance With Licenses. The Partners each agree not
to cause the Partnership, either directly or indirectly through the
Partnership, to breach or default with respect to any of its
obligations pursuant to the RSA License Agreement and/or the Cylink
License Agreement.

12. Exclusive Licensing Authority. During the term of the
Partnership, the Partners will refrain from licensing their
respective Licensed Rights to third parties, other than to their
Affiliates, to the extent such rights have been conveyed to the
Partnership under either the Cylink License or the RSA License,
and provided such inaction will not breach any of the agreements
specified on Attachment "B" of the RSA License or Attachment "A"
of the Cylink License. 1In any instance when a Partner is required
to enter into agreements with third parties concerning the
licensing of its respective Licensed Rights to avoid breaching any
pre-existing license agreements, such Partner will promptly advise
the other Partner and provide sufficient information to demonstrate
that it is not in breach of this Paragraph.

13. Dealings with Sublicensees. During the term of the

Partnership, the Partners each agree that any contracts, product
sales, business dealings or other financial relationships between
either Partner and any sublicensee of the Partnership (or Affiliate
of such sublicensee) shall be fully and promptly disclosed by such
Fartner to the other Partner. Furthermore, the Partners agree that
all contacts, discussions and negotiations between PKP and any
third party shall be promptly disclosed to both Partners.
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14. Performance Of Licensing Obligations. CKC shall be
responsible for guaranteeing performance of any and all of Cylink
Corporation's obligations under the Stanford Agreement and keeping
said agreement in full force and effect in accordance with its
terms during the term of the Partnership and any sublicenses by the
Partnership of the Licensed Rights. RSA shall be responsible for
continuing to perform any and all of its obligations under the MIT
License Agreement and keeping said agreement in full force and
effect in accordance with its terms during the term of the
Partnership and any sublicenses by the Partnership of the Licensed
Rights. Without limitation on the foregoing, RSA and CKC each
agree to do the following during the term of the Partnership and
any sublicenses by the Partnership of the Licensed Rights:

(a) CKC will pay all amounts due Stanford under the
Cylink License Agreement from the distributions received by CKC
from the Partnership. RSA will pay all amounts due MIT under the
RSA License Agreement from the distributions received by RSA from
the partnership.

(b) CKC will immediately notify the Partnership and
RSA in the event of breach of the Stanford Agreement or, upon CKC's
receipt of notice of breach by Cylink Corporation, CKC will
promptly take all action reasonably required to cure any such
breach. RSA will immediately notify the Partnership and CKC in
the event of breach of the MIT Agreement or, upon RSA's receipt of
notice of breach by RSA, promptly take all action reasonably
required to cure any such breach.

15. Enforcement of the Licensed Rights. In the event that

the Management Committee representatives of CKC and RSA cannot
agree as to whether the Partnership shall take legal action
concerning infringement of the Licensed Rights by any third party,
the Partner whose representatives favored such action may, at its
election, take legal action independently of the Partnership at
such Partner's sole expense, provided the basis for any such action
concerns infringement of the Licensed Rights granted by that
Partner to PKP. Furthermore, CKC and its Affiliates cannot take
any action which alleges infringement of the Licensed Rights
granted under the Cylink License based solely on practice of the
Licensed Rights granted under the RSA License. Any damage awards
or other payments obtained from such legal action shall be the sole
property of the Partner that prosecuted the legal action.

IC 7 = OUN

1. Inspection of Partnership Records. The Partnership
shall keep adequate books and records at its place of business
setting forth a true and accurate account of all business
transactions arising out of or connected with the conduct of the
Partnership business. The Partners shall have the right at all
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times to have access to and to inspect and copy the Partnership
books.

2. Periodic Report. Within ninety (90) days after the
close of each fiscal year, the President shall cause to be prepared

a financial report and shall, within said ninety (90) day period,
cause a copy of the financial report to be furnished to each
Partner. The copies furnished to the Partners shall include a
balance sheet, income statement and cash flow statement for the
Partnership as of the last day of the accounting period. The
statement of income or profit and loss shall disclose the amount
of any changes in income or loss and shall show in particular the
amounts of depreciation, depletion, amortization, interest and
extraordinary income or charges whether or not included in
operating income. Within ninety (90) days following the close of
the Partnership's fiscal year, the President shall further cause
the Partnership's certified public accountant to compile and
prepare such information as is necessary for each Partner to file
its annual income tax returns and shall, during said ninety (90)
day period, cause such information to be forwarded to the Partners.

3. Bank Account. The Partnership funds shall be
deposited in the name of the Partnership in one or more banks to
be designated by the Partners and shall be withdrawn on the
signature of an authorized agent of one or more of the Partners,
as the Partners shall jointly agree.

4. Fiscal Year. The fiscal year of the Partnership shall
end on December 31 of each calendar year.

: 5. Method of Accounting. The Partnership shall use the
accrual method of accounting for maintaining its financial books
and records.

6. Tax Matters Partner. CKC shall be the partner
responsible, at the Partnership's risk and expense, for
administration of the Partnership's tax matters and accounting.
All non-ministerial acts, elections and decisions by CKC on the
Partnership's behalf, as well as all other non-ministerial tax and
accounting decisions of the Partnership, shall be subject to the
approval of both Partners.

8 - AS I
1. Voluntary Transfer of Interest. In the event a

Partner wishes to sell its Partnership Interest, the selling
Partner shall give written notice to the other Partner, which
notice shall accompany specific evidence of the name and address
of the proposed transferee, the consideration or purchase price to
be paid for its Partnership Interest and all other material terms
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of the proposed transfer. Subject to Article 8, Paragraph 2 below,
the selling Partner shall not be permitted to sell, transfer or
assign its Partnership Interest unless both: (i) the other Partner
has given written approval to such sale, transfer or assignment,
which approval may be given or withheld in the absolute discretion
of such other Partner; and (ii) the selling Partner shall have
fully complied with its obligations as to the first refusal rights
of the other Partner as set forth in this Article 8, Paragraph 1.
Provided the other Partner gives written approval of the sale, as
required by (i), above, such other Partner shall then have an
option for thirty (30) days following receipt of the selling
Partner's notice to purchase all (but only all) of the offered
Partnership Interest of the selling Partner at the price and on the
terms stated in the notice. 1If the selling Partner's interest is
not purchased by the other Partner and in the event that the other
Partner gives its written approval to such transfer, the selling
Partner may thereafter sell or transfer its Partnership Interest
to the person identified in the notice at not less than the price
and on the same terms stated in such notice, provided that the
transferee agrees in writing prior to such transfer to become bound
by all terms of this Partnership Agreement. Following such sale,
the transferee shall become a substituted Partner of the
Partnership. If the selling Partner is unable to sell the offered
interest to the person identified in the selling Partner's original
notice at the same price and on the terms as offered to the
remaining Partner, the selling Partner shall, before any attempt
to sell at a lower price or on more favorable terms, give the
remaining Partner a new notice of election to sell in accordance
with the requirements stated above and the procedure for purchase
and sale shall again be followed. Following the purchase of the
Partnership Interest of the selling Partner by the other Partner
pursuant to this Article 8, Paragraph 1, the Partnership shall be
terminated by way of a Termination by Purchase pursuant to
Article 9, Paragraph 7 hereof.

2. Transfers to Affiliates. Each of the Partners shall
have the right to transfer all or any portion of its interest in
the Partnership to one or more of its Affiliates provided that:
(i) such Affiliate agrees in writing, as a condition precedent to
such transfer, to be bound by this Agreement; and (ii) following
such transfer, such Affiliate and the transferor Partner shall be
treated as one Partner for purposes of this Agreement hereof and
shall not be permitted to vote, act or transfer their Partnership
interests independently of each other for any purpose.

AKTICLE 9 - TERM AND TERMINATION

1. Term. The Partnership shall commence as of the date
of this Agreement, and shall continue until expiration of the last
patent, whether in the United States or elsewhere, included in the
Licensed Rights, unless sooner terminated and dissolved upon the
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earlier of:

(a) The date upon which the Partnership interest of
one Partner is purchased by the other partner pursuant to
Article 8, paragraph 1 hereof or this Article 9 (*Termination by
purchase") :

(b) The date upon which the Partnership is dissolved
and ligquidated pursuant to Article 9, Paragraph 6 hereof or upon
a Unanimous Vvote of the partners pursuant to Article 6,
Subparagraph 6(b) hereof;

(c) The date on which the Partnership is dissolved
py operation of law; provided, however, if all Partners agree prior
to such event that immediately thereafter they shall reconstitute
and continue the partnership as before, then the event giving rise
to a termination by operation of jaw shall not be deemed a
Terminating Event and the partnership shall thereafter continue.

aAny termination of the Partnership pursuant to
subparagraphs (b) and (c) above, or upon natural expiration of its
term, shall be referred to as a nTermination by Dissolution" for
the purposes of this Partnership Agreenment.

2. withdrawal: Removal. prior to dissolution of the
partnership, no pPartner shall have the right or ability to withdraw
from the Partnership. ANy removal of a Partner or involuntary sale
of the partnership Interest shall be permitted only upon those
terms set forth in this Article 9.

3. mg;gingging_xxgngg. RSA and CKC agree that each of
the events set forth below shall, upon the election of the
partner(s) that is entitled to give notice with respect to such
event pursuant to Article 9, paragraph 4 below, be treated as 2a
Terminating Event for the purposes of this Article 9:

(a) The appointment of a trustee, receiver or other
custodian for all or substantially all of the property of the other
partner or for any ljesser portion of such property if the result
paterially and adversely affects the ability of such other Partner
to fulfill its affirmative or negative obligations hereunder;

(p) The filing of a petition for liquidation (and
not for reorganization) in bankruptcy by the other Partner on its
own behalf or the filing of any such petition against such Partner
if the proceeding ie not disrissed or withdrawn within sixty (60}
days thereafter; ‘

(c) An assignment Dby the other Partner of a
substantial portion of jts assets for the penefit of its creditors;

(d) The dissolution or liquidation of the other
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Partner other than in consequence of a merger, amalgamation or
other corporate reorganization to which it is a party;

(e) In the event a controlling interest in, or
substantially all of the assets of, either Partner (or an Affiliate
of such Partner that controls such Partner) is purchased or
otherwise acquired by a third party.

(£) The occurrence of any of the events described
in Subparagraph (a) through (d) above as to the Partnership itself;

(g) The commission of a Material Breach by a
Partner.

If a Partner should suffer any event described in
Subparagraphs (a) through (e), or (g) above, that Partner shall
immediately advise the other Partner and the Partnership of the
occurrence of such event.

For the purpose of this Agreement, the commission of any
of the following acts by a Partner which is not cured within ninety
(90) days following notice thereof to the breaching Partner by the
other Partner or the Partnership shall constitute a Material
Breach:

As to CKC, the failure by CKC to do any of the
following:

(1) Timely pay all of its Capital Contributions
to the Partnership in accordance with Article 3, Paragraph 1
hereof;

(2) Fully comply with its obligations contained
in Article 3, Paragraph 2, Article 6, Paragraphs 11, 12 and 14 or
Article 8, Paragraph 1, hereof; or ’

(3) Fully insure compliance by Cylink
Corporation of its obligations of exclusivity contained in Article
3 of the Cylink License Agreement.

As to RSA, the failure by RSA (or its
Affiliates, as applicable) to do any of the following:

(1) Timely pay all of its Capital Contributions
to the Partnership in accordance with Article 3, Paragraph 1
hereof;

(2) Fully comply with its obligations contained

in Article 3, Paragraph 2, Article 6, Paragraphs 11, 12 and 14, or
Article 8, Paragraph 1, hereof; and :
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(3) Fully comply with its obligations of
exclusivity under Article 2 of the RSA License Agreement.

The foregoing shall not be deemed to 1limit the ability of the
partnership or any Partner to seek such legal and equitable
remedies as the Partnership or any such Partner shall be entitled
to seek on the basis of a Material Breach by a Partner or the
preach or failure of a Partner to perform any other duty or
obligation not set forth above which is otherwise contained in this
Partnership Agreement or the Ancillary Agreenments.

4. Notice of Termination: Right to Terminate. The
Partners agree that they shall each have the option, upon written
notice to the Partnership and the other Partner, to declare the
various events described in Article 9, Subparagraphs 3(a) through
(g) above a Terminating Event and to terminate the Partnership upon
the occurrence of such event as follows: :

(a) As to those Terminating Events described in
Article 9, Subparagraph 3(a) through (4) which pertain to the
bankruptcy, or other financial problems of a Partner, the other
partner, which is not subject to such bankruptcy, or other
proceedings, shall have the right to terminate;

(b) As to the Terminating Event described in Article
9, Subparagraph 3(e) involving the acquisition of a controlling
interest or purchase of a substantial portion of either Partner's
assets, the Partner whose interests or assets have not been
acquired shall have the right to terminate.

(c) As to the Terminating Event described in
Article 9, Subparagraph 3(f) which pertains to the dissolution,
liquidation, bankruptcy, or other financial problems of the
Partnership, each Partner shall have the right to terminate;

(d) As to the Terminating Event described in
Article 9, Subparagraph 3(g) involving a Material Breach, the non-
breaching Partner shall have the right to terminate.

Following the giving of said notice by a Partner, the
Partners agree that the Partnership may be terminated by either a
Termination by Purchase in accordance with Article 9, Paragraph 5
pelow or a Termination by Dissolution pursuant to Article 9,
Paragraph 6 below.

5. Termination by Purchase. Upon the occurrence of a
Terminating Event (other than as describad in Subparagraph (b)
below), RSA and CKC agree that they shall have the following rights
and obligations with respect to their respective Partnership
Interests:
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(a) As to any Terminating Event described in
Article 9, Subparagraph 3(a) through (d) hereof, the Partner which
is not subject to the bankruptcy, or other proceedings described
in said Article 9, Subparagraph 3(a) through (d), shall have the
option to purchase the Partnership Interest of the bankrupt Partner
upon the terms set forth in Subparagraph (e) below for an amount
equal to the fair market value of such Interest, as determined in
accordance with Subparagraph (f) below.

(b) As to any Terminating Event described in
Article 9, Subparagraph 3(f), the Partnership Interests of the
Partners shall not be purchased by either Partner, but rather each
such Partner shall be entitled to receive such distributions, if
any, from the Partnership with respect to that Partner's
Partnership Interest as is distributable pursuant to Article 5,
Paragraph 2 hereof or otherwise in accordance with the terms of
such dissolution, liquidation, bankruptcy, or other proceeding.

(c) As to any Terminating Event described in
Article 9, Subparagraph 3(e) hereof, the Partner whose interest or
assets have not been purchased may, at its option, terminate the
Partnership in accordance with Article 5, Paragraph 2, and Article
9, Paragraph 6, herein.

(d) As to any Terminating Event described in
Article 9, Paragraph 3(g), the Partner which has not committed the
Material Breach, shall have the option to purchase the Partnership
Interest of the Partner which has committed the Material Breach for
a total amount equal to the fair market value of such Partnership
Interest, as determined in accordance with Subparagraph (f) below;
provided, however, that the breaching Partner shall only be
entitled to receive for its the Partnership Interest the difference
between such fair market value purchase price and the amount of
damages sustained by the Partnership and the non-breaching Partner
as a result of such Material Breach as determined in accordance
with this Subparagraph (d). In such event and in the absence of
an agreement resolving such issues between the Partners, the amount
of damages payable by the breaching Partner to the person to whom
they shall be owing shall be determined through the arbitration
procedure described in Article 12, Paragraph 1 hereof. Any payment
to the breaching Partner with respect to its Partnership Interest
shall be deferred until such arbitration is completed and any
determination or Jjudgment based on such arbitration has been
approved in writing by all Partners or otherwise reduced to a final
judgment by a court of competent jurisdiction, after appeals, if
any. The amount of such damages shall be withheld by a damaged
Partner as an off-set against the purchace price or paid by a
purchasing Partner to a damaged Partner or the Partnership, as
appropriate, and the breaching Partner shall receive the net
payment, as reduced by such off-sets and payments to others, in
full satisfaction of its Partnership Interest.
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(e) Any rights of RSA or CKC pursuant to this
Paragraph 5 to purchase the Partnership Interest of the other
Partner shall be exercised, if at all, within thirty (30) days
following the giving of the original notice pursuant to Article 9,
Paragraph 4 above. The purchase price for a Partner's Partnership
Interest shall be paid, subject to Subparagraphs (d) and (f)
hereof, by a cash payment within ninety (90) days following
expiration of the said thirty (30) day period.

(f) For the purpose of this Paragraph 5, the fair
market value of a Partner's Partnership Interest shall be
determined by arm's-length agreement between the selling Partner
and the purchasing Partner. If no such agreement can be reached,
the fair market value of such Interest shall be determined on the
basis of the appraisal procedure as provided in this
Subparagraph (f). The selling Partner and purchasing Partner shall
each appoint an appraiser, and the two appraisers appointed shall
in turn appoint a third appraiser. Each such appraiser shall be
independent of and not an Affiliate of any of the Partners and
shall be gqualified to appraise the fair market value of the selling
Partner's Partnership Interest. Any such appraisal shall be based
on the value of the business of the Partnership as an ongoing,
operational business entity, provided that the value of such
interest shall be reduced by the present value of all estimated
payments that the purchasing partner becomes obligated to pay,
following the purchase, on behalf of the selling Partner pursuant
to Subparagraph (h) below. The three appraisers shall each
promptly render a good faith appraisal of the fair market value of
the selling Partner's Partnership Interest. The median of the
three appraisals shall be deemed to be the fair market value of
such Partnership Interest. Any time periods set forth in this
Paragraph 5 shall be suspended during this appraisal procedure,
which shall be completed not later than sixty (60) days following
expiration of the thirty (30) day period described in
Subparagraph (e) above. Any such determination of fair market
value pursuant to this Subparagraph (f) shall be conclusive and
binding on both Partners.

(g) During any period in which a Partner has the
right to purchase or is purchasing the Partnership Interest of the
other Partner pursuant to this Paragraph 5, RSA and CKC shall use
their best and reasonable efforts to maintain and preserve the
busiriess of the Partnership pending the consummation of such
purchase.

(h) As a condition to the purchase of a selling
Partner's interest pursuant to this Paragraph 5, the purchasing
Partner shall assume in writing the continuing obligations of the
selling Partner pursuant to the Cylink License Agreement or the
RSA License Agreement, as the case may be, to make royalty, license
and other payments that are payable with respect to the Licensed
Rights on the basis of distributions by the Partnership.
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6. ssolution and i ip. In
the event the Partners do not resolve their respective rights and
obligations following the occurrence of a Terminating Event through
a purchase and sale of the Partnership Interests pursuant to
Paragraph 5 herein, at the option of the Partner having the right
to terminate under Article 9, Paragraph 4, herein, the Partnership
shall be terminated by way of a Termination by Dissolution, and RSA
and Cylink shall promptly dissolve the Partnership in accordance
with Article 5, Paragraph 2 hereof.

7. Effect of Termination by Purchase. Upon the purchase
of one Partner's Partnership Interest pursuant to Article 9,
Paragraph 5 or Article 8, Paragraph 1 above and in the event that
only one Partner remains following such purchase, the Partnership
shall be deemed terminated by way of a Termination by Purchase, and
the one remaining Partner shall succeed to all of the properties,
assets and liabilities of the Partnership, including without
limitations, all rights to the Partnership's name and business
operations and all rights and obligations of the Partnership
pursuant to the RSA License Agreement and the Cylink License
Agreement. Following such purchase, the remaining Partner shall
indemnify, defend and hold the other Partner harmless with respect
to any liabilities, debts and obligations of the Partnership,
whether existing at the date of purchase or incurred after such
date, except any such liability, debt, or obligation created as a
result of the breach by the other Partner of this Agreement, the
Joint Venture Agreement or any of the other Ancillary Agreements.

8. Distribution Of Licensed Rights. In the event of
Termination By Dissolution pursuant to Article 6, Paragraph 6(b),
or pursuant to Paragraph 6, herein, the Licensed Rights shall be
distributed to the Partners as provided in the Cylink License
Agreement and the RSA License Agreement. In addition, in the event
of Termination By Dissolution under said Paragraphs, RSA will
continue to receive 20% of all royalties received by CKC, its
Affiliates or assignees from any sublicenses covered by the
Stanford Agreement entered into after the effective date of
dissolution shall be paid to RSA.

ARTICLE 10 - SIGNATURES
Except as ray otherwise be agreed in writing between the
Partners, any agreement, instrument, bill of sale or other document
shall be executed on behalf of the Partnership by such persons as

are designated by the Management Committee, and no other signature
shall be permitted or required to bind the Partnership.
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c - C

1. Each Partner acknowledges and agrees that
certain information it receives from one or both of the other
parties constitutes the confidential and proprietary trade secrets
of the disclosing Partner, and that the receiving Partner's
protection thereof is essential to this Agreement and a condition
of the receiving Partner's use and possession thereof. Each
Partner shall retain in strict confidence any and all such
confidential information marked by the disclosing Partner as
confidential (collectively "Confidential Information") and use such
Confidential Information only as expressly authorized herein. A
Partner will under no circumstances distribute or in any way
disseminate Confidential Information to third parties without the
prior written permission of the disclosing Partner.

2. Notwithstanding the above, the receiving Partner
shall have no liability to the disclosing Partner with regard to
any information which:

(a) was generally known and available in the
public domain at the time it was disclosed or becomes generally
known and available in the public domain through no fault of the
receiving Partner;

A (b) was known to the receiving Partner at the
time of disclosure as shown by the files of the receiving Partner
in existence at the time of disclosure;

(c) is disclosed with the prior written
approval of the disclosing Partner;

(4) was independently developed by the
receiving Partner without any use of Confidential Information, and
by employees or other agents of the receiving Partner who have not
been exposed to such Confidential Information;

(e) becomes known to the receiving Partner from
a source other than the disclosing Partner without breach of this
Agreement by the receiving Partner and otherwise not in violation
of the disclosing Partner's rights; or

(f) is disclosed pursuant to the order or
requirement of a —court, administrative agency, or other
governmental body; provided, that the receiving Partner shall
provide prompt, advance notice thereof to enable the discleosing
Partner to seek a protective order or otherwise prevent such
disclosure.

(3) Each Partner will enter into a confidentiality
agreement with each employee who 1is given access to the
Confidential Information of the other Partner which incorporates
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the protections and restrictions substantially as set forth herein.

(4) Each Partner agrees to notify the other Partner
in the event of any breach of its security under conditions in
which it would appear that Confidential Information was prejudiced
or exposed to loss. Each Partner shall, upon request of the
disclosing Partner, take all other reasonable steps necessary to
recover any compromised Confidential Information disclosed to or
placed in its possession by virtue of this Agreement. The cost of
taking such steps shall be borne solely by the receiving Partner.

(5) Each Partner acknowledges that any breach of any
of its obligations under this Article 11 is likely to cause or
threaten irreparable harm to the other Parties, and, accordingly,
each Partner agrees that in such event the disclosing Partner shall
be entitled to equitable relief to protect its interests, including
but not limited to preliminary and permanent injunctive relief, as
well as money damages.

ARTICLE 12 - MISCELLANEOUS

1. Arbitration. - All disputes, controversies or
differences arising out of or in relation to or in connection with
this Agreement, which cannot be settled by discussion and nutual
accord, shall be finally settled by arbitration. Each Partner
shall be entitled to appoint one arbitrator, who shall not be an
Affiliate, officer, director, employee, agent, vendor or contractor
of that Partner. The two appointed arbitrators shall then appoint
a third arbitrator, and the arbitration shall be conducted by the
three arbitrators so chosen. All arbitrators so appointed shall
be experienced in the business of licensing intellectual property
rights, and the third arbitrator shall be a practicing attorney in
said field. The arbitration shall be conducted in Santa Clara
County, California. Demand for arbitration shall be made in
writing and shall be served upon the Partner to whom the demand is
addressed in the manner provided for the tender of notices in
Article 12, Paragraph 2 hereof. If the Partner receiving the
demand for arbitration does not appoint its arbitrator within 30
days after receiving such notice, the arbitrator appointed by the
partner demanding arbitration shall be further empowered to serve
as the sole arbitrator with all of the rights, duties and powers
granted hereunder without the necessity of a three person panel.
The arbitrators are authorized to award any remedy, legal or
equitable, as well as any interim relief as they deem appropriate
in their discretion. Application may be made to any court having
jurisdicticn over the proeceedings to assist the arbitrators in
performing their arbitral duties, to confirm their award and to
enforce any such award as a judgement of said court.
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2. Notices and Other Communications. Every notice or
other communications required or contemplated by this Agreement by
either Partner shall be delivered in writing either by (i) personal
delivery, or (ii) postage prepaid return receipt requested
certified mail addressed to the Partner for whom intended at the
address for such Partner specified above, or at such other address
as the intended recipient previously shall have designated by
written notice to the other Partner. Notice by certified mail
shall be effective on the date it is officially recorded as
delivered to the intended recipient by return receipt or
equivalent, and in the absence of such record of delivery, the
effective date shall be presumed to have been the fifth (5th)
business day after it was deposited in the mail. All notices and
other communication required or contemplated by this Agreement
delivered in person shall be deemed to have been delivered to and
received by the addressee and shall be effective on the date of
personal delivery. Notice not given in writing shall be effective .
only if acknowledged in writing by a duly authorized representative
of the Partner to whom it was given.

3. counterparts. This Agreement may be executed in -any
number of counterparts, and each counterpart shall constitute an
original instrument, but all such separate counterparts shall
constitute only one and the same instrument.

4. Law_ to Govern. This wvalidity, construction and
enforceability of this Agreement shall be governed in all respects
by the law of California applicable to agreements negotiated,
executed and performed in California between California
corporations, whether one or more of the parties shall now be or
hereafter become a resident of another state or country.

5. No Waiver of Rights. All waivers hereunder must be
made in writing, and failure at any time to require the other
Partner's performance of any obligation under this Agreement shall
not affect the right subsequently to require performance of that
obligation. Any waiver of any breach of any provision of this
Agreement shall not be construed as a waiver of any continuing or
succeeding breach of such provision or a waiver or modification of
the provision.

6. Attorneys' Fees. If either Partner hereto fails to
perform any of its obligations under this Agreement, or if a
dispute arises concerning the meaning or interpretation of any
provision of this Agreement, the defaulting Partner or the Partner
not prevailing in such dispute, as the case may be, shall pay any
ard all costs and expenses incurred by the other Partner in
resolving such dispute or in enforcing or establishing its rights
hereunder, whether by arbitration, litigation, negotiation by the
parties or otherwise, including, without limitation, court costs,
arbitration costs and actual attorneys' fees. In the event suit
or arbitration is brought to enforce or interpret any part of this
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Agreement, the prevailing Partner shall be the Partner which is
entitled to recover its costs, whether or mnot the proceeding
reaches a final judgment.

7. severability. whenever possible, each provision of
_ this Agreement shall be interpreted in such manner as to be
effective and valid under applicable law, but if any provision of
this Agreement should be prohibited or invalid under applicable
jaw, such provision shall be ineffective to the extent of such
prohibition or invalidity without jnvalidating the remainder of
such provision or the remaining provisions of this Agreement.

8. Subject Headinas. The subject headings of the
Articles and Sections of this Agreement are included for the
purpose of convenience of reference only, and shall not affect the

construction oOr interpretation of any of its provisions.

9. Further Assurances. The parties hereto shall each
perform such acts, execute and deliver such instruments and
documents, and do all such other things as may be reasonably
necessary to accomplish the transactions contemplated in this
Agreement.

10. Expenses. Except as otherwise agreed, the parties
hereto shall each bear their own costs and expenses (including
attorneys' fees) incurred in connection with the negotiation and
preparation of this Agreement and consummation of the transactions
contemplated hereby.

11. Qmig;ign;_g;_nglgxg. No omission or delay on the part
of any Partner hereto in requiring a due and punctual fulfillment
by any other partner hereto of the obligations of such other
partner hereunder shall be deemed to constitute a waiver by the
omitting or delaying partner of any of its rights to require such
due and punctual fulfillment of any other obligations hereunder,
whether similar or otherwise, or a waiver of any remedy it might
have.

12. Entire Aareement; Amendments. The terms and
conditions contained in this Agreement and in the various other
agreements contemplated herein constitute the entire agreenent
between the parties hereto and supersede all previous
communications, either oral or written, between the parties hereto
with respect to the subject matter hereof, and no agreement oOr
understanding varying or extending the same shall be binding upon
any Partner hereto unless in writing signed by & duly authorized
officer or representative thereof in which this Agreement is
expressly referred to.

13. si e nd Succession. This Agreement shall inure
to the benefit of and be binding upon the parties hereto and their
respective successors and assigns. Except as provided in Article

Final/April 6, 1990 - 25




8, Paragraph 2, this Agreement shall not be assignable by any
Partner except with the written consent of both of the other
parties. In the event of any such assignment the transferor or
assignor shall remain obligated to perform its own obligations and
in addition shall be jointly and severally liable for the proper
performance of the obligations of the transferee or assignee
pursuant to this Agreement.

14. Adiustment of Basijs. The Partnership shall, if either

Partner so requests, elect pursuant to U.S. Internal Revenue Code
Section 754, to adjust the basis of Partnership property under the
circumstances and in the manner provided in U.S. Internal Revenue
Code Sections 754 and 743. The Partners shall, in the event of
such an election, take all necessary steps to effect the election.

15. Exculpation. Except in case of gross negligence or
willful misconduct, the doing of any act or failure to do any act

by either Partner, the effect of which may cause or result in loss
or damage to the Partnership, if done pursuant to advice of legal
counsel employed by the Partnership, or if done in good faith to
promote the best interests of the Partnership, shall not subject
such Partner to any liability to the other Partners or the
Partnership.

16. emni ation.

(a) General. The Partnership, its receiver or its
trustee, shall indemnify and defend each Partner, their employees,
agents, Affiliates, officers, directors, and assigns, against and
hold them harmless from any and all losses, costs, damages,
liabilities, claims and expenses arising out of the business of the
Partnership (including, but not limited to, attorneys' fees and
court costs, which shall be paid by the Partnership as incurred),
which may be made or imposed upon such persons by reason of any
(1) act performed for or on behalf of the Partnership or in
furtherance of the Partnership business, (2) inaction on the part
of such persons, or (3) liabilities arising under federal and state
securities laws; so long as said conduct shall not constitute gross
negligence or willful misconduct.

(b) ers ssets s ed. All
judgments against the Partnership and the Partners or their
employees, agents, Affiliates, officers, directors and assigns
wherein the Partners or such other persons or entities are entitled
to indemnification, must first be satisfied from Partnership assets
before the Partners or such other perscns or entities are
responsible for these oktligations.
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IN WITNESS WHEREOF, each Partner hereto has executed this
Agreement on the date set forth opposite the name of each.

"CKC"

”" RSA "

~7

Final/April 6, 1990

CARO-KANN CORPORATION

Title

RSA DATA SECURITY, INCORPORATED

By
Title

Pfa S ‘Jm-f-
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IN~THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

RSA DATA SECURITY, INC., and
MASSACHUSETTS INSTITUTE OF
TECHNOLOGY,

civil Action No.
87 C 9172

Plaintiffs,

Judge Ilana D. Rovner
DIGITAL SIGNATURE, ROGER

SCHLAFLY and MICHAEL

MARKOWITZ,

Defendants.

)
)

)

)

)

)

v. )
)

)

)

)

)

)

CONSENT JUDGMENT

The parties hereto, by their respective attorneys,
having appeared pefore the Court and consenting to the entry

of this decree;

IT IS HEREBY ORDERED, ADJUDGED AND DECREED:

parties and Jurisdiction

1. Plaintiff RSA DATA SECURITY, INC. ("RSA
pData") is a Delaware corporatién having its principal place
of business in the County of San Mateo, state of California.

2. Plaintiff MASSACHUSETTS INSTITUTE OF TECHNOL-
oGY ("MIT") is a Massachusetts corporation having its
principal place of business in Cambridge, Massachusetts.

3. pDefendant DIGITAL SIGNATURE ("Digital") is a
partnership having its principal place .of business and
residing in the Northern District of Illinois.

4. Defendant MICHAEL MARKOWITZ ("Markowitz") is

an individual and a general partner of defendant Digital.



5. pDefendant ROGER SCHLAFLY ("Schlafly") is an

individual and a general partner of defendant Digital.
'6. The parties RSA Data and MIT are referred to

herein as the wplaintiffs."

7. The defendants Digital, Markowitz and
Schlafly are referred to herein, individually and collec-
tively, as the "pefendants."

8. This Court has jurisdiction over the parties
hereto and the subject matter of this action. Venue is

properly placed in the district and division of this Court.

Background

9. U.s. pPatent No. 4,405,829  ("the 1829
pa£ent"), entitled CRYPTOGRAPHIC COMMUNICATIONS SYSTEM AND
METHOD, issued on September 20, 1983. Plaintiff MIT is the
assignee of éll right, title and interest in the patent'with
the exception of a nonexclusive license held by the United
States.

10. Plaintiff MIT granted to Plaintiff RSA Data
an exclusive license under the patent, together with the
right to sue infringers thereof on or about-September 29,
1983. RSA Data has mérketed, sold and licensed and contin-
ues to market, sell and license a cryptographic communica-
tions system and method that embodies the invention claimed
in the ‘829 patent under the name "RSA Public Key
Cryptosystem."

11. Defendants, from about December, 1983 to

about July, 1987, sold a computer program systen entitled
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wCRYPT MASTER." More than one version of CRYPT MASTER was
developed and marketed Dby pefendants. Further, several
copies of CRYPT MASTER were given away by Defendants.

12. The CRY?T MASTER program, in all of its
versions, was designed to encrypt data files stored on
either floppy ©OTr hard disks. CRYPT MASTER, in all 1its
versions, was an implementation of the RSA public key
cryptosystem and the NBS Data Encryptron standard ("DES").

13. pefendants represent to this Court and to
plaintiffs that approximately 100 copies of CRYPT MASTER
were sold or given away by Defendants. Defendants further
represent that the total dollar amount of the CRYPT MASTER
sales by Defendants was about $20,000. pefendants represent
that several of the purchasers of a CRYPT MASTERiprogram
incorporated the progranm in products eventually sold to the
government. pefendants further represent that no sales or
transfer of CRYPT MASTER in any of jts versions has occurred
since July, 1987. Plaintiffs shall be permitted to make
application to this Court for additional relief if any of
pefendants’ representations made herein are false. Damages
for any additional past sales shall be at the royalty rate
of 10%.

14. In its marketing of CRYPT MASTER, defendants
have referred to the "RSA public key cryptosysten'" as being
implemented or used in CRYPT MASTER. Tpis referred to the
patented RSA Public Key Cryptosystem exclusively licensed to

RSA Data.
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15. on or about April 3, 1984, Defendant schlafly
received a letter from the President of Plaintiff RSA Data
providing notice of the existence of the /829 patent.

16. Plaintiffs contend that pefendants’ making,
using and selling the CRYPTlMASTER program infringes the
rg29 patent. Defendants do not admit that making, using and
selling the CRYPT MASTER program infringes the ’'829 patent.

17. pDefendants do not admit the validity of the

rg29 patent.

Relief Granted

i8. pefendants are hereby enjoined from making,
using and selling any products using or implementing the
public key cryptosystem described and claimed in U.S. Patent .
No. 4,405,829 and from otherwise infringing, inducing
infringement or contri.buting to the infringement of U.S.
patent No. 4,405,829 except under prior written approval of
RSA Data or under license from RSA Data or under license of
the United States Government.

19. pDefendants are hereby enjoined from making,
using ot selling the pefendants’ CRYPT MASTER program in any
of its versions, including CRYPT MASTER/8, CRYPT MASTER/16
and CRYPT MASTER/24, _for the life of U.S. Patent No.
4,405,829 except under prior ﬁritten approval from RSA Data
or under license from RSA Data or under license of the
United States Government. Notwithstanding the other provi-

sions of paragraphs 18 and 19, Defendants shall be permitted



to manufacture and design products in accordance with the
license of the United States Government.

20. Defendants are hereby enjoined from advertls-
ing or commercially using the designation "RSA" in connec-
tion with any cryptosystenm, encryption or decryption system
or algorithm. The Defendants may state, in connection with
each transaction or sale under the United States
Government’s license to U.S. Patent No. 4,405,829 that its
CRYPT MASTER program Or equivﬁlent program employs the
cryptosystem or algorithm described and claimed in U.S.
Patent No. 4,405,829 invented by.Messrs. Rivest, Shamir and
Adleman.

21. Defendants shall make no sale, delivery or
transfer of any product that uses or implements the public
key cryptosystem described and claimed in U.S. Patent No.
4,405,829 or infringes, induces infringement of or contrib-
utes to the infringement of U.S. Patent No. 4,405,829,
including Defendants’ CRYPT MASTER program, to the United
States Government oOr .other U.S. Government authorized
recipient without Defendants first receiving a written
request ("Written Request") from the United States
Government that it is exercising its rights under its
license to U.S. Patent No. 4,405,829, and in such event
Defendants shall maintain jnformation ("Information") for
each such sale, transfer or delivery, including a copy of
the Government’s Written Request, the date of the Request
and the product(s) or item(s) sold, transferred or delivered

and the hame and address of the receiving entity. The
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Information shall be made available for quarterly inspection
by an independent auditor that RSA Data may designate
("Designee”) on pehalf of RSA Data. RSA Data “initially
designates the firm of Laventhol & Horwath to make inspec-
tion of the Information. Defendants shall also provide to
RSA’s Designee quarterly, beginning on January 1, 1989, a
written statement setting forth the number of products sold,
transferred and delivered under the Government’s license
during the applicable time period and if no products have
been sold, transferred or delivered, the written statement
shall so state. Every sale, delivery or transfer by any of
pefendants of any product under the United States
Government’s license to U.S. Patent No. 4,405,829 shall be
accompanied by a written notice, displayed prominently on
the product, that "the making, using and selling of this
product is limited, in accordance with the U.S. Government’s
1icénse to U.S. Patent No. 4,405,829 and any use, sale, or
reproduction by persons not specifically licensed is prohib-
ited." The "Information" reviewed by the Independent
Auditor shall be kept confidential and shall be used only to
determine compliance of and for enforcement of this Decree
and shall not be disclosed to RSA Data or MIT. In the event
that the auditor concludes in its view that there has been
noncompliance by Defendants, then the nInformation" relating
to.such noncompliance may be disclosed to RSA Data and MIT
or its representatives.

22. Defendants agree to and shall pay to Plain-

tiffs promptly upon entry of this Decree by the Court the



amount of one-thousand, eight hundred dollars ($1,800.00) in
settlement of any claims concerning use of U.S. Patent
No. 4,405,829 prior to the date of this Decree.
| 23. This Court makes no finding as to validity or

invalidity of the ‘829 patent. ‘

24. The Complaint, and all Counterclaims of the
parties are hereby dismissed with prejudice.

25, Each party shall pay its own respective
attorney’s fees and costs. |

26. This Court shall retain jurisdiction of this
cause to enforce the terms of this Decree, upon application

of any party hereto.
ENTERED AS OF NOVEMBER \S, 1988.

D Gt

lana D. Rovhér
United Stateas District
Court Judge

APPROVED AS TO FORM
AND FOR ENTRY

2

One IBM Pla:za
Chicago, Illinois 60611
Attorney for Plaintiffs

Jamgs T. Williams

NE » WILLIAMS, ANDERSON
& OLSON

77 West Washington Street

Chicago, Illinois 60602

Attorney for Defendants
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© ' ~<+= AT&T [P 4w goo

PusLic Key PARTNERS

January 12, 1994

e
AT&T Federal Systems Advanced Technologies
Guilford Center, Room 3D24
I85 & Mt, Hope Church Road
P.O0. Box 25000
Greensboro, North Carolina 27420

Attention: Chief Financial Officer

Ra: Egggn;_Li;gngg_Agzggment Dated Julvy 1. 1992

Dear sirs:

and software modulesg licensed by AT&T from Information Security
Corporation of Deerfield, New Jersey ("ISC"). we hereby protest
such actions by AT&T and 1sc based on the following:

Exeach Of the consent Jydqement

ISC is the Successor in interest to a partnership known
as Digital Signature. we enclose a copy of the Consent Judgment
dated November 15, 1988, in which ISC's principals were

-+. enjoined fron making, using and selling
any products using or implementing the public
key Cryptosystem described and claimed in
U.S. Patent No. 4,405,829 and from otherwise
infringing, inducing infringement or
contributing to the infringement of U.s.
Patent No. 4,405,829 except under prior .
written approval of RSA Data or under license
from RSA Data ve e

We also enclose a Copy of ISC's letter dated September
14, 1993, to the undersigned in response to our inquiries
concerning ISC's adherence to the terms of thig injunction. vyou
will note their advice that 1sc -... has not sold any RSA
Programs in the commercial sector" and that it "...has suspended
commercial sales ..." of DSA progranms.

Please advise when Isc entered into its agreement with

AT&T and whether ISC informed AT&T of this injunct;on. In any.
event, to the extent any of AT&T's products are tainted by Isc's
violation of this injunction, we hereby demand that AT&T cease

their further distribution and sale.

310 NORTH MARY AVENUE « SUNNYVALE, CA 94088 + 408/735-5893 o Fax 408/735-6642



..... - ’ +~< AT&T IP LaW Qoo

AT&T Federal Systems Advanced Technologies
Chief Financial officer

Patent License Agreement Dated July 1, 1992
January 12, 1994

ce o at

We note from the enclosed announcements AT&T's interest
'in practicing the Digital signature Algorithm ("DSA%"). While
AT&T's existing license does not authorize this practice,
PKP hereby offers to modify AT&T's license to include the
practice of the DSA in accordance with PKP's pending cross

license with the Federal Government as described in the Federal:
Register notice dated June 8, 1953. While PKP is naturally
disappointed that AT&T failed to raise this issue with PKP in a
more orderly way, PKP would be pleased to negotiate an equitable
adjustment of the existing license to incorporate this additional

technology. .

In view of the seriousness of this matter, we lock
forward to hearing from you at your earliest convenience.

Very truly yours,

Robe B. Fougner, Esq.
Director of Licensing

RBF/sg
cc. ax: - - .
Gregory C. Ranieri, Senior Attorney

Mr. D. James Bidzos
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LETTERS TO THE EDITORS

Psychics and Weapons

In "Bang! You're Alive” [“Science and
the Citizen,” SCIENTIFIC AMERICAN,
April], on research into nonlethal weap-
onry, writer John Horgan addressed
my interest in the paranormal. ] am a
member of the Society for Sdentfic Ex-
ploration and do endorse the rigorous
scientific study of various anomalous
phenomena. My personal and profes-
sional interests in such topics have in-
cluded involvement in studies by the
National Research Council and other
governmental scientific bodies.

Those interests, however, have noth-
ing to do with my development of non-
lethal technologies and concepts. They
do not in any way constitute part of my
work at Los Alamos National Laborato-
1y. Belief systems, whether religious,
political or otherwise, should not be re-
ported in articles on scientific topics.
Similarly, they have no bearing on the
validity of nonlethal weapons. The ur-
gent need to provide new options to
military and law enforcement agencies
should be self-evident.

Your article has done a disservice to
our nation. Innuendo and obfuscation
don't belong in science.

JOHN B. ALEXANDER
Los Alamos National Laboratory
Los Alamos, N.M.

Horgan replies:

The government pays Alexander 10
oversee a multimillion-dollar research
program. His “interest” in alien abduc-
tions and paranormal phenomena,
about which most scientists are deeply
skeptical, raises gquestions about his
judgment and is therefore a legitimate
part of the story.

Privileged Communications

In “Wire Pirates” [SCIENTIFIC AMERI-
CAN, March], Paul Wallich writes: “With-
in the U.S,, patent rights to public-key
encryption are jealously guarded by
RSA Data Security.... Although soft-
ware employing public-key algorithms
has been widely published, most peo-
ple outside the government cannot use
it without risking an infringement suit.”

This is wrong and is a myth perpetu-
ated by those who don't bother to check
their facts. RSA Data Security provides

10  SCIENTIFIC AMERICAN July 1994

necessary patent licenses for public-
key technology at reasonable rates and
actively promotes the widespread use
of public-key technology. Licensees in-
clude IBM, AT&T, Motorola, Microsoft
and other companies, large and small.
Moreover, the technology is available
royalty free for noncommerdal and ed-
ucational use. More than three million
installed software packages utilize RSA;
it is far and away the most widely used
public-key cryptographic technique.

Thus, although RSA is patented, it is
generally an easy matter to obtain a
relevant patent license. Only those who
are ignorant of the patent or disregard
it run any actual risk.

JmM BmzOS
President

. RSA Data Security, Inc.

Redwood City, Calif.

Wallich replies:

As Bidzos knows, the widely pub-
lished public-key software to which that
passage refers is PGP, a free program
available worldwide to tens of millions
of computer users. PGP makes unli-
censed use of algorithms for which RSA
holds U.S. patents. (Viacrypt, a small
company that had previously purchased
a general license from RSA, distributes
a commercial version of PGP.) Although
RSA makes some of its software avail-
able royalty free for noncommercial
use within the U.S., until recently the
company blocked efforts to incorpo-
rate that software into the free version
of PGP. On May 9 the Massachusetts In-
stitute of Technology announced a U.S.-
only, noncommercial version of PGP
that uses RSA-licensed software.

Congress and Altruism

In the middle of Natalie S. Glance
and Bernardo A. Huberman's “The Dy-
namics of Social Dilemmas” [ SCIENTIF-
IC AMERICAN, March], I started thinking
about term limits and the effect they
would have on parliamentary compro-
mise. If “cooperation is most likely in
small groups with lengthy interactions,”
then term limits on Congress and other
legislatures would make our already
fractious politics even more vitriolic.

DAvVID OLSON
Princeton, N.J.

I believe the authors' conclusions are
seriously flawed, in part because they
do not fully take into account the ef-
fects of irrational behavior and altru-
ism. Many human decisions are based
not on perceived good to the individual
but on perceived good to others, even
at the expense of the individual dedi-
sion maker. Most religions actively es-

_pouse such behavior, and most individ-

uals incorporate some degree of altru-
ism into their decisions.

Failure to incorporate irrationality,
altruism and other relevant cultural bi-
ases into these sorts of computer mod-
els of human behavior renders those
models grossly inaccurate and highly

misleading.

STEPHEN C. FOX
New York City

Glance and Huberman reply:

When altruism is pervasive, coopera-
tion is easily achieved. When irrational-
ity reigns, anything can happen. But our
results will still hold when the influence
of altruism is not dominant in a social
group. The need all over the world to
enforce taxation is an example of how
dilemmas persist in all countries.

Altruism and piety confer benefits on
individuals that are not quantifiable and
perhaps not even acknowledged at a
conscious level but are benefits none-
theless. Religious beliefs allow a person
to have an infinite horizon for future
interactions, because he or she expects
benefits to continue eternally. Within
this framework, a religious individual
is behaving rationally.

Letters selected for publication may
be edited for length and clarity. Unso-
licited manuscripts and correspondence
will not be returned or acknowledged
unless accompanied by a stamped, self-
addressed envelope.

ERRATUM

The special issue of Scientific Ameri-
can entitied Ancient Cities, published in
April, misstated the chronology of the
pre-Columbian city of Teothuacan, in
what is now Mexico. The ity was founded
in the first century B.C. and declined to
insignificance after A.D. 750, centuries
before the period of Aztec dominance in
the 14th through 16th centuries A.D.
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PusLic KEY PARTNERS

April 4, 1994

David DeVita, Esq.

c/o

Information Security Corporation
1141 lake Cook Road, Suite D
Deerfield, IL 60015

Re: Public Key License

Dear David:
I refer to your letters dated February 10 and March 18.

Unfortunately, the renewed vacillation by the
Government has postponed resoclution of licensing for DSS and the
other PKP patents. 1In this regard, I enclose a copy of my letter
dated March 28, 1994, to the ANSI and IEEE Committees.

As for Information Security, the matter is further
complicated by ISC’s recent relationship with AT&T, as discussed
in the enclosed copy of my letter dated January 12, 1994 to AT&T.
In view of this apparent breach of the November 15, 1988, Consent
Judgement, I am not in a position at present to discuss licensin
of RSA for IscC. '

RBF/sg
cc. Mr. D. James Bidzos

310 NORTH MARY AVENUE + .SUNNYVALE, CA 94086 - 40B/735-5893 - Fax 408/735-6642
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Mr. Robert Fougner
Director of Licensing
Public Key Partners
310 North Mary Avenue
Sunnyvale, CA 94086

April. 4, 1994

Dear Mr. Fougner,

I have heard that you have been telling people that I have breached a

consent judgment or that I have infringed patents. This is a serious
matter.

In order to protect my rights, reputation, and business relationships,
I demand that you immediately:

(1) Acknowledge this letter, and confirm or deny the allegation.

' (2) Cease and desist any such actions.

(3) Provide me with a complete list of persons and businesses that you
have contacted, and copies of letters that you have sent regarding me.

(4) Send written retractions to each party, with copies going to me.

Sincerely,

Roger Schlafly
Digital Signature
PO Box 1680
Soguel, CA 95073
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April 18, 1994

Pustic KEY PARTNERS

.

Mr. Roger Schlafly T
Digital Signature

PO Box 1680

Soquel, Ca. 95073

Re: Public Key Patents

Dear Mr. Schlafly:
I acknowledge receipt of your letter of April 4.

The Massachusetts Institute of Technology and the Board
of Trustees of the Leland Stanford Junior University have granted
Public Key Partners ("PKP") exclusive sublicensing rights to the
following patents registered in the United States, and all of
their corresponding foreign patents:

Cryptographic Apparatus and Method
("Hellman-Diffie")..veveureenreneneeenne... NO. 4,200,770

Public Key Cryptographic Apparatus
and Method ("Hellman-Merkle")............. No. 4,218,582

Cryptographic Communications System and
Method ("RSA") ..‘..‘....l'.......‘-....‘. No. 4,405’829

Exponential Cryptographic Apparatus '
and Method ("Hellman-Pohlig")............. NoO. 4,424,414

_ In addition, PKP has received by assignment all rights
to the following invention:

Method For Identifying Subscribers

And For Generating And Verifying

Electronic Signatures In A Data

Exchange System ("Schnorr") ............... NoO. 4,995,082

In the action filed in the United States District Court
for the Northern District of California (CV-93-20450) captioned
Roger Schlafly vs. National Institute Of Standards And Technology
you admitted marketing a commercial application of DSA
technology. The practice of the DSA is described in the Hellman-
Diffie, Hellman-Merkle and Schnorr patents, and your use of the
DSA for commercial application constitutes an unlicensed use of
said patents.

Unfortunately, your letter is defectively vague, in
that you merely state you "have heard" that PKP has made some
general allegations to unspecified people. Before I can respond,
please advise the following: ‘

310 NORTH MARY AVENUE e« SUNNYVALE, CA 94086 ¢ 408/735-5893 e Fax 408/735-6642



Mr. Roger Schlafly

Digital Signature

Re: Public Key Patents R
April 18, 1994 )

(1) to whom were these statements allegedly made?
(ii) which patents are you referring to?

(iii) when and how were these statements allegedly
made?

(iv) who, in turn, made these allegations about our
conduct? :

In any event, based on your own admission, it appears
you have infringed on numerous patents. As for the existence of
a consent judgement, I refer to the Consent Judgement entered on
November 18, 1988 in the United States District Court in the
action RSA Data Security Inc, and the Massachusetts Institute of
Technology vs. Digita) Signature, Roger Schlafly and Michael
Markowjtgz (Civ. No. 87 C. 9172). 1In order to determine whether
you are in breach of this Consent Judgement, please advise:

(1) what is the nature of your prior and existing
business relationship, if any, with Information
Security Corporation?

(ii) what is the nature of your current use of the
technology described in the RSA patent?

I look forward to your response.

Truly yours,

RBF/sg
cc. Mr. D. James Bidzos
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Mr. Robert Fougner
Director of Licensing
Public Key Partners
310 North Mary Avenue
sunnyvale, CA 94086

April 21, 1994
Dear Mr. Fougner,

T received your letter of April 18, 1994. Neither your name nor
signature was on it, put I assume that it was written by you. It did
not address the demands in my April 4 letter.

My letter was not ngefectively vague". To be precise, I object to you
telling ANYONE that I infringed ANY patents at ANY time. Any such

statement by you is a tort. How I might learn of such statements is
irrelevant.

Your assertion that the practice of the DSA is described in your
patents is nonsense. The DSA was devised subsequent to those patents.
If your intent was to say that practice of the DSA infringes those
patents, I am not aware of any legal argument as why that would be the
case. If you wish to make such-an argument, please explain which
claims are infringed by the DSA, and how each element of those claims
corresponds to an element of the DSA.

For the record, I have not admitted to infringing any patents. The
precise nature of my pusiness relationships is not your concern. Any
use that I might be making of RSA technology complies with applicable
laws, and that is all you need to know.

I repeat my demand that you comply with my April 4 letter.

Sincerely,

Roger Schlafly
PO Box 1680
Soquel, CA 95073
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Mr. Robert Fougner
Director of Licensing
Public Key Partners
310 North Mary Avenue
Ssunnyvale, CA 94088

Feb. 6, 1994
Dear Mr. Fougner,

I have recently been informed that PKP has agreed to abide by ANSI's
patent policy, in connection with certain standards which are in
progress. Under this policy, PKP must make patent licenses "“available
to applicants under reasonable terms and conditions that are
demonstrably free of any unfair discrimination”.

I am interested in obtaining a license to the Stanford and MIT patents
that you control.

I would greatly appreciate it if you would send me a copy of your
licensing policy. I would like to know exactly the terms under which
such a license would be available to me.

If I don't hear from you in two weeks, then I will assume that no such
policy exists.

Sincerely,

Roger Schlafly
PO Box 1680
Soquel, CA 95073



pn——
gt

Mr. Robert Fougner
Director of Licensing
Public Key Partners
310 North Mary Avenue
sunnyvale, CA 94086

April 11, 1994

Dear Mr. Fougner,

I received your letter of April 4, 1994, but it did not address my
request. When I talked to you in 1990, you told me that you did not
have a standard patent licensing policy, but that each agreement is

negotiated on a case-by-case basis. I was hoping that maybe you had
adopted a policy since then.

Yes, I am on the IEEE P1363 committee. If you tell me your licensing
policy, I can report that information to the committee.

Sincerely,

Roger Schlafly
PO Box 1680
Soquel, CA 95073



PKP {

April 4, 1994

_PusLIC KEY PARTNERS

Mr. Roger Schlafly
Soquel Numerics

PO Box 1680
Soquel, Ca. 95073

Re: Public Key License

Dear Mr. Schlafly:

Thank you for your letter of February 6. I regret
being unable to reply earlier due to the press of travel
commitments and other business.

I enclose for your ease of reference a copy of my
letter to you dated September 24, 1990, concerning PKP’s
licensing policy. I also enclose a copy of my recent letter
dated March 28, 1994, to the ANSI and IEEE standards committees.
I believe you are a member of the IEEE committee.

Very truly yours,

RBF/sg
enc.
cc. Mr. D. James Bidzos

310 NORTH MARY AVENUE SUNNYVALE, CA 94086 - 408/735-5893 o Fax 408/735-6642
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PuBLIC KEY PARTNERS
September 24, 1990
‘Mr. Roger Schlafly -
Soquel Numerics
PO Box 1680
Soquel, Ca. 95073

Re: Public Key License

Dear Mr. Schlafly:

Thank you for your letters of September 11 and 21. Our
standard license terms include a $25,000 signing fee and a
minimum annual royalty payment of $10,000 per year. If you are
still interested in obtaining a license please give me a call to
schedule a meeting. ’

Sincerely,

Robert B. Fougner
Director of Licensing

130 B KIFERCOURT o ~SUNNYVALE, CAS4086 408/735-6779 o FAX408/720-8294



Mr Robert Fougner
Director of Licensing
Public Key Partners
310 North Mary Avenue
Sunnyvale, CA 94086

May 26, 1994

Dear Mr Fougner,

I have not received answers to my letters of April 11 and 21.

I am on the IEEE P1363 committee, as you know, and we are considering
technologies which might be free of patent claims. 1In particular, we

are looking at ElGamal and elliptic curve public key encryption.

I am told that you control these patents:

Diffie-Hellman 4,200,770
Hellman-Merkle 4,218,582
RSA : , 4,405,829
Hellman-Pohlig 4,424,414
Schnorr 4,995,082

I have an analysis which asserts that the ElGamal and elliptic curve
public key encryption methods do not infringe any of these patents. Are
you disputing this? If so, please explain which claims of which
patents are infringed. Also is the infringement literal, and how do
the elements of the claim(s) correspond to those encryption methods?

I hope you are aware that making invalid patent claims in order to
monopolize a market may violate antitrust laws, and that Federal
Ccircuit court rulings have limited the scope of patent claims.

I am sure that you have considered these questions, so I'11l expect a
prompt answer. If I don't hear from you in two weeks, I will conclude
that there is no infringement, and I will inform others that these
technologies are in the public domain as far as PKP is concerned.

Sincerely,

Roger Schlafly
PO Box 1680
Soquel, CA 95073



PUBLIC KEY PARTNESS

August 25, 1992

Bv Fax: 708=405-0506

David DeVita, Esq.

c/o

Information Security Corpcration
1141 lake Cook Road, Suite D
Deerfield, IL 600153

Re: Public Key License

Dear David:

I yrefer to your letter of August 12 which I have
circulated among ny principals for a response to your inguiry
concerning RSA.

Irn order to expedite FKF'’s response please confirm as
soor. as possikle by return fax that, to date, ISC has nct sold
any puklic key prcducts (including DSA) to non-government

parties.
Thank you fcr your early reply.
Sincerely, .
4
/%"/
Bﬁg/Fougner
RBF/8Q

S U0 ) B W ?/@,/ -
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PuslUC KEY PARTNER!
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November 7, 1991

Mr. Thomas J. Venn, President
Information Security Corporation
320 North Michigan Ave., Suite 2100
Chicago, ILL 60601

Re: Public Key

Dear Mr. Venn:

I refer to your letters of March 18, April 15 and
July 7.

The use of El Gamal is covered by the Hellman-Merkel
patent.

Our standard license fee is $25,000 plus a minimum
annual royalty of $10,000. A copy of the royalty schedule is
enclosed. Please let me know whether you are interested in
receiving our license agreement.

I look forward to hearing from you.

Very truly yours

enc.

130 BKIFERCOURT o SUNNYVALE, CA 94086 e 408/735-6779 o FAx 408/720-8294



RSA DaTta SecuriTy, INC.

TELEPHONE _ DIGITAL SIGNATURES FOR DATA ASSURANCE
- 15 5958762 10 TWIN DOLPHIN DRIVE
Repwoob City, CaLirorNia 940635

June 3, 1986

Mr. Roger Schlafiy, Partner
Digital Signature

5453 S. Woodlawn Avenue
Chicago, IL 60615

Dear Mr. Schlafly:

Enclosed is a copy of our current pzatent license agreement for
your review. As you are aware, we are obligated to MIT to license all
users of the RSL Public Key Cryptosystem. I'm certain that you would
agree that it is in everyone's best interests to obtain a 1license to
use and sell any patented technology.

We understand that it is possible that revenues obtained from the
sale of RSA based products may not financizlly justify the purchase of
a license, Fecognizing this, we are willing to negotiate payment
terms that would allcw both of us to accorodzte our needs. '

It is important for both of us to iritiate the necessary steps to
address anZ resolve this issue. If you do not feel that there is
sufficient value ir RSA technology anc do not market or plan to
discontinue marketing such products, please make us aware of the
situation.

I feel tha:t a prudent next step woulc be a written response to us
indicating your plans regarding RSA basec¢ products, anc¢ how we could
begin discussing mutually agreeable licensing terms.

I look forward tc hearing from you.

Sincerely,

Jir. Bidzos
Vice President

cc: Ralph Bennett
Prof. Ron Fivest



RSA DAta SeEcurity, INcC.

TE.EPHONE DIGITAL S4GNATURES FOR DATA ASSURANCE
K,
415 5858782 12 TWIN DOLPHIN DRIVE
Repwoop City, CaLiFORNIA 94065

September 16, 1986

Mr. Roger Schlafly, Partner
LCigital Signature

£453 S. Woodlawn

Chicago, IL 60615

Lear Mr, Schlafly:

We are in receipt of your letter of September 33, 1986. I
will address all of your questions regarding a patent license for
use of the RSA algorithm,.

The "field of use" cefines the application of the RSA
ezlgorithm to your particulzar product. It is determirned for each
individual licensee. vrical examples are "encryption key
ranagement and distribution for digital link encryptors" or
"message authentication/zuthor identification for electronic
files". The $25,000 lice:se fee is for the license itself; new
rroducts with their respective field of use and royeity rates may
te added without taking -ancther license.

Regarding the MIT agreement with RSA: plezse rcite that we
represent in our agreement that we are fully ecpowered to enter
into such agreement bv MIT. You should contact Mr. Jzke Mzaslow,
£sq., at MIT to satisfy ycurself or this issue or If there are
further questions. He car te reachec at (617)253- 6c°£

You note that references have bteen made to "RSE:Z modules™ as
well as "Techniczl informztion" and "Know=-How". Theses references
~ere to software products and/cr design consulting sesrvices theat

=zy be purchased from RS:Z Datz Security, Inc., We curselves are

iicensed to make, use &znd sell products - utlllz-“g the RS2
elgorithm. The purchase c¢f such precducts or services is optional
end available to anyone. Such issues have no relsction to your
zcquiring & patent license to make, use or sell prcducts using
the RSA algorithm,

We do not feel the term "digital signature" by itself can be
trademarked. Since you state you were advised by your legal
counsel on this, I suggest you have them contact Mr. Hodges, our
counsel, at (415)494-7622, who advises us in this rcztter. This
is, nonetheless, a separate issue from the patent license.

I believe this letter addresses all of your concerns and
guestions, I iook forwarc to your prompt reply as to the next
step in your acquiring & license from us.

Sincerely, -

N
Jim Bidzos

Vice President
cc: David P. Hodges, Esq.
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‘ PUBLIC KEY PART?
March 15, 1991 e
Me. Cindy Puller, Secretariat
American Bankers' Association MAR 21 199!
1120 Connecticut Ave. N.W.
Washington D.C. 20036 ABA STANDARDS DEFT

Re: F 3 Servige

Dear Ms. Fuller:

I refer to Rev. Greenlee's lettar of February 20, 1991,
concerning the terms and availability of licenses to practice
public key, specifically ahy art covered by the Hellman or RSA

patents.

. DRF hee pruviously announted its policy concerning the
availability ef licenses on a non-discriminatory basis to all /
parties. 8ince its inception, PKP has not denied a license to .

any party.

In order to greserve the element of equal treatment,
PRP offercs a ctandard license for the manufacture, sale and use
of products on university liecensing terms, similar to those
offered»by both Stanford Univereity and MIT. The licenge costs
$25,000 waith an annual minimum royalty of $10,000 for all four
patents. The annual minimum can be adjusted depending on the

specific patents licensed.

_ Royalties are calculated on a sliding scale in
accor@ance with the sale price of the end products. A copy of

this schedule is enclosed.

This scale was created to meet the concerns of vendors

that a flat percentage rate, regardless of end product price,
aiscriminated against the higher value systems. In other words,
the declining scale of royalties corresponds t¢ the dininishing
comparative value of the patented technology to the overall

product value.

I would point eut that the royalty rates, at 1%t or
less, are very modest when ecompared with typical patent licenses

whicth range from 33~5%.
Thank you for your interest in PKP licenses,

§in ly .
Yer . B ggﬂn
Director of/ Licensing

130 B KIFERCOURT o BUNNYVALE, CAS40B6 o 408/735-6779 »  FaAX40D8/720-8294



Exhibit O



rnrF | ~A LMD Kay) e

( (" Pusuc KEY PARTNERS

November 20, 1991

a e T
National Institute of Standards and Technology
Computer Sciences Laboratory
Technology Building, Room B-154
Gaithersburg, MD 20899 .

Attention: Director
Re: ose S D

Dear Sirs:

We represent the patent holders of the following Public
Key patents issued in the United States, and all of their

corresponding foreign patents:

Cryptographic Apparatus and Method
("Diffie-Hellman")I.l..‘.l...."..l........ No. 4'200,770

Public Key Cryptographic Apparatus
and Method ("Hellman-Merkle")......se...... NO. 4,218,582

Cryptographic Communications System and
Method ("RSA") ® 5 0 & & 6 0 00 08 s 00O P OO PG s 0 0 No. 4’405,829

Exponential Cryptographic Apparatus
and Method ("Hellman-Pohlig")..eveeeeseeses NO. 4,424,414

These patents represent the collective work product of
the undisputed inventors of Public Key and are the dominant patents
covering all known methods of practicing this art, including the
variations collectively known as El Gamal on which the proposed DSS

is derived. ’

We have previously gone on record as offering to license
these patents for use in digital signatures under reasonable terms
and conditions on a non-discriminatory basis (See Our letter of
April 20, 1990 to Dr. Dennis K. Branstad of NIST). As evidence of
this policy, the majority of U.S. computer manufacturers and
software vendors has already 1licensed either the patents or
technology created by the patents’ licensees (See Letter of D.
James Bidzos, President of RSA Data Security Inc., dated September

20, 1991).

By making this offer we invited NIST to engage in
straightforward commercial discussions of the patent issues. NIST
responded by ignoring our invitation and continues to sidestep the
issue. In his statement to the Subcommittee on Technology and
Competitiveness on June 27, 1991, Deputy Director Krammer
announced, without the benefit of any prior discussion with the

130 BKIFERCOURT o SUNNYVALE, CA 94086 e 408/735-6779 e FAx408/720-8294
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National Institute of Standards and Technology
Computer Sciences Laboratory
FIPS Proposed DSS
November 20, 1991

dominant patent holders, that NIST intended to make its El Gamal
DSS " ... available world-wide on a royalty free basis ....". Yet
the very existence of the inventors’ patents clearly contradicts
NIST’s ability to offer anyone a '"royalty free" license to DSS.
(See Our letter of August 1, 1991, to NIST). Such bald statements
reflect either NIST’s incomprehension of the patent issues, or a
deliberate effort to undermine the inventors’ rights.

In his reply to our concerns, counsel for NIST contends
that the inventors’ patents "...do not apply to DSS" (See Letter of
John H. Raubitschek, Esq. dated August 16, 1991). We flatly
disagree. (See Letter of Dr. David H. Newman, Esg. dated November
19, 1991, enclosed). Moreover, NIST itself acknowledges that
nImplementation of ... this standard may be covered by U.S. and

foreign patents.(emphasis added)." (See NIST’s Proposed DSS
"Patents"). Recognizing the existence of patent issues, the

visibility of these patents, and their widespread acceptance, why
has NIST chosen such a confrontational path?

Consider the consequences. NIST is charged with
responsibility for paving the way to industry’s rapid adoption of
standards to enhance its security. Instead, NIST’s reticence to
acknowledge the patent holders’ rights is misleading at best, and
most certainly an invitation to litigate. What, then, will be
industry’s enthusiasm for this long overdue standard? In this
light, how can NIST fairly state that it has properly fulfilled its

mandate?

There are those that theorize NIST’s actions betray their
principals’ reluctance to see any Public Key standards come to
fruition. NIST's seemingly belligerent attitude toward Public
Key’s inventors and patent holders only adds credence to such

theories.

Very %truly yourg,

452

obert’/B. JFougner
Director of Licensing

RBF/pe
enc.
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By Sam Masup
OCK Stalt

Federal agencies are more likely
than any other sector of the econ-
om) to usc the TCP/IP protocol,
independent rescarchers reporied
this month.

For both LANs and interdcpart

More 80 than their private-sector counterparts, federal agen-
08 DIan 10 SLCK with thoir exisbing PC and Unix operaling sys-
tems as they buid enterprise srchuteciures.

Study confirms fed preference
for TCP/IP, not mandatory OSI

g Ty T

mental backbones, the govern-
ment is Jess likely 10 use Open Sys-
tems Intercogpection protocols
even though OS! is mandatory for
federal agencies, according to the
new study by Business Research
Group.

*The study confirms what bas

see TCPAP Page 73

FTS 2000 pioneer Mike Corrigan
catches buy-out fever, leaves GSA

1 Susas M. MENKE AND
Tint MINARAN
HON Salf

=2 Michae! L. Corngan. onc of the
<€ vngnal feaders of the FTS 20
o= team. plans 10 take an carly-out
L ofier and keae Bis post as sennw
I telccommunications afficial in the
< Lieneral Services Administration’s
- IRAL Service by wear's end.

C

“} haven't made up my mind
where 1'mi going next,” Corngan
1old GCN. “hut sumewhere in telc-
com. I'm young enough and have
enough energy to do same things
you can’t necessarily do in pavrn-
ment.”

Curnygan. a vasect government
emplovee wheo went o GSA from
the Defense Department, was on

see BUY-OUTS Page 74

SOND ¢

SEC

VA hit for not meeting milestones

Despite modernization, processing slows from 181 days to 21 5

By James M. SMiTi
GCN Staf!

The multimillion-dollar Veterans
Benefits Adminisiration systems
modernization effort is again the
focus of intense congressional and
oversight review.

According 10 General Services
Administration officials, VBA has
not kept its promiscs 1o speed up
processing of vetcrans benefits
claims and, in fact, processing now
1akes longer than in the past.

The ems have touched off a
high-level review of the Velerans
Affairs Depariment’s delegation of
procurement suthonty for the VBA
project. in o May 24 memo, Joc

Thompeon, commassioner of GSA's
IRM Service, asked Mark Catlat,
asustant secretary of VA for finance
and IRM, to rexpond to GSA's con-
cerns.

Sources said GSA has asked for
VBA rccords, reviews and persoa-
nel information

In a welephone interview, Catlett
achnowledped that “we are a hutle
behind” on mecting milestoncs
VBA had agreed to achicve. Last
year, in response 10 concerns that
ug spending on new sysiems might
not improve the agency's perfor-
mance. VA officals agreed to hink
further spending to performance
measurements.

He suid VA officials would meet

NIST approves DSS despite
threat of a patent lawsuit

By VANESSA JO GRIMM
GON Staff

The Commerce Department has
tsken it biggest tisk yet with the
Digital Signature Standard, approv.
ing it as a Federal information Pro-
cessing Standard in the facc of
threats of a patent lawsuit.

DSS becomes mandatory Dec. }
for agencics using digital signature
applications. The new standard.
FIPS186. can be uscd royalty-free
by anyonc, National Institute of
Standards and Technology spokes-
woman Annc Ennght Shepherd
said.

Free use of the standard is the
issuc in a continuing batic between
NIST. on the onc side. and Public

Key Purtners of Sunnyvale, Calif..
and RSA Data Security Inc. of Red-
wooan_!y.Cahf..onlheolhcr.PK!’
and RSA imist that the algorithm
NIST uses in DSS infringes on their
public-key encryption patents.
Scientisty a1 NIST and the
Nationa! Sccurity Agency designed
DSS a a means of verifying the
senders and comtents of electronic
messapes. The NIST Computer
Security Laboratory built the stan-
dard around the public-key-based
Digital Signature Algorithm (DSA).
Last summet, NIST and PKP had
agreed that government agencies
would use DSS free but private-sec-
tor uscrs would have to pay the
company a royalty fee {GCN. June
see STANDARD Page 73

By CYNTIHA MORGAN
GCN Staft

ATLANTA—The rumors of pen
computing's death may have been
greatly exaggerated. Or maybe
not.

~Pretty much cveryone who
will be using it alrcady uses i

Is the pen dead? Once-hot pen
computing needs a Killer app

Steven Andier, mobile business
stratcgics marketing director for
AST Rescarch Inc., said at Spring
Comdes last week.

AST. which acquired pen
leader Grid Systems Corp. last
year, discontinued all but the
smaliest of the GridPad pen syst-

seo PEN Page 72

soon with GSA representatines {0
explain the delays. “We're feehing
good about our claims prowveng a
this point.” Catlett said.

VBA has spent $42 mithon on
new hardware and software under a

see VBA Page 73

Informix takes
leap into data
warehousing

By SEAN GALLAGHER
GCN Staft

SAN FRANCISCO~Iinformix
Sofiware Inc broke into the rarched
domain of high-end data watchous-
ing st last week’s DB/Eapo 94
here. .

Steven Sommet., informiy vice ’
president of markeung. detailed the
datn  warchouwsing  plans  for
Informix-Online Dynamic Server
jointly with Jim Ashbrook. prosis
dent of Privm Solutions Inc.. 3 Sun-

set WAREHOUSE Page 72

INSIDE

S.W. Hall Jr. describes
the quakity drive at Energy

GCN Snapshot
Page 16

Tips on selecling
a 32-bit operating system

Buyers Guide
Page 61

Our reviewer faies
4 Windows comm packages

Product Reviews
Page 33
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PKP

(,, ( PusLIC KEY PARTNERS

March 28, 1994

Ms. Cindy Fuller, Secretariat
American Bankers’ Association
1120 Connecticut Ave. N.W.
washington D.C. 20036

pr. Burt Kaliski, Chairman
The IEEE Computer Society
100 Marine Parkway
Redwood City, CA 94056

Re: X9 Committee On Finaﬁcial Services
P1363 RSA/Diffie-Hellman Working Group

Dear Ms. Fuller and Dr. Kaliski:

I refer to both the IEEE’s and the ABA’s letters of
March 9 and March 18, respectively, which request clarification
of Public Key Partners’ licensing policies.

In its settlement proposal published in the June 8,
1993, Federal Register, NIST sought to regulate PKP’s patent
licensing policies concerning the Digital Signature Algorithm for
practicing the Digital Signature Standard. Despite PKP’s
assurances attached to NIST'’s proposal, and additional
concessions made by PKP during the ensuing negotiations, the
Government withdrew its settlement proposal on February 4, 1994.
It is our understanding that the Government now prefers an
arrangement with PKP in which the DSA can be practiced on a
royalty free basis, both for Government and private use,
worldwide. However, as of this date, an agreement with the
Government has not yet been achieved.

In light of these changing circumstances, and the
uncertainty of the outcome, it would be inappropriate at this
time to renew any previous assurances concerning PKP’sc licensing
policies for DSS. Dependent as they are on a final agreement, if
any, with the Government, re-formulation of PKP’s commercial
licensing policies must be left temporarily in abeyance.

In the meantime, the Government continues to abide by
its understanding with PKP to defer promulgation of the Federal
DSS until the matter is resolved. Similarly, and in keeping with
both ANSI’s and IEEE’s patent policies, we must ask that

_promulgation of any commercial standards concerning the practice
of the DSS be postponed until PKP can harmonize its licensing
policies with the Government’s latest position. Failing such
postponenent, continuation of standards efforts respecting the
DSS at this time will conflict with both organizations express
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Ms. Cindy Fuller, Secretariat
¥9 Committee On Financial Services
American Bankers’ Association

pr. Burt Kaliéki, Chairman
The IEEE Computer Society
March 28, 1994

'policies respecting the availability and uniformity of the
requisite patent licenses.

We would be pleased to speak with your committees

concerning this matter and, in the meantime, would
appreciate confirmation of your concurrence with this request.

Sincerely,

>ert B. Fougner
Director of Licensing

RBF/s8g
cc. Mr. D. James Bidzos
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PusLIC KEY PARTNERS

April 20, 1990

Registered Mail

National Institute of Standards
225 Technology
Gaithersburg, Maryland 20879

Attention: Dr. Dennis K. Branstad

Re: Public Key Standards and Licenses

Dear Sirs:

The Massachusetts Institute of Technology and the Board
of Trustees of the Leland Stanford Junior University have
recently granted Public Key Partners exclusive sublicensing
rights to the following patents registered in the United States,
and all of their corresponding foreign patents:

Cryptographic Apparatus and Method
("Diffie-Hellman™) c..eeeooeeceocees ce+e.... No. 4,200,770

Public Key Cryptographic Apparatus :
and Method ("Hellman-Merkle").....vees.... NO. 4,218,582

Cryptographic Communications System and
Method ("RSA") ® & @ o & v 0 & ...".‘.'.....,'.’. No. 4!405,829

Exponential Cryptographic Apparatus
and Method ("Hellman-Pohlig")...e.eseesss.. NO. 4,424,414

These patents éover all known methods of practicing the
art of Public Key, including the variations collectively known as
El Gamal.

Due to the broad acceptance of RSA digital signatures
throughout the international community, Public Key Partners
strongly endorses its incorporation in a digital signature
standard. We assure the interested parties listed below that
Public Key Partners will comply with all of the policies of ANSI
and the IEEE concerning the availability of licenses to practice
this art. Specifically, in support of any RSA signature standard
which may be adopted, Public Key Partners hereby gives its
assurance that licenses to practice RSA signatures will be
available under reasonable terms and conditions on a non-
discriminatory basis.

We take this opportunity to thank all of those

concerned for their collective efforts in making this technology
readily available for commercial implementation.
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National Institute of Standards
Attention: Dr. Dennis K. Branstad
April 20, 1990

Very truly yours,
Public Key Partners

o Ut —

rt B. F u
Dlrector of Llcen51ng

RBF\alr

cc:

Dr. John W. Lyons, Director NIST

Mr. Raymond G.Kammer, Deputy Director NIST

Mr. James Burrows, Director of the National Computer Systems

Laboratory, NIST

Ms. Lynn McNulty, Associate Director NIST

Mr. Miles Smid, NIST

The Honorable Robert Mosbacher, Secretary of Commerce

The Honorable Nicholas F. Brady, Secretary of the Treasury

Mr. Marty Ferris, Department of the Treasury

Mr. James H. Miller, Director, Office Automation Suppert and
Technology, Office of the Secretary of Defense

William Rockwell, Esg., General Counsel, ANSI

Mr. Jean Paul Emard, Secretriat X3

Ms. Cindy Fuller, Secretariat X9

Mr. Robert Kaminski, Chairman, X9

Mr. Joel Bloom, Chairman, X9A3

Mr. Richard Yen, Chairman, X9E9

Secretariat: ASC X12, Data Interchange Standards Association

Mr. Glenn R. J. Mules, Co-Chairman, X12F/TG¢4

Dr. Horton L. Sorkin, Co-Chairman, X12F/TG4

Ms. Helen Wood, President, IEEE

Mr. Robert Pritchard, IEEE Standards Office

Ms. Lisa D. Granoien, Assistant Director for Standards, IEEE
Computer Soc1ety

Mr. Stan Ames, Chairman of the Standards Committee, IEEE Security
and Privacy Technical Committee,

Dr. Jon Graff, Chairman,Committee for Standards of Public Key
Algorzthms, Chairman

Mr. Jim Randall, Co-Chairman, 802.10 (SILS) Working Group

Mr. Russell Housley, Co-Chairman 802.10 (SILS) Working Group

Dr. Harold Podell, House Science Committee

Mr. Tim Bolin, Chalrman, 0SI Implementors Workshop

Mr. Jim Galvin, Chairman, OSI Implementors Workshop Security SIG

Mr. Paul Lambert, Chairman, O0SI Implementors Workshop Key
Management SIG
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PKP

U . l PuBUC KEY PARTNERS

T March 13, 1991

By Fax: 312-368-0326

Information Security Corporation
320 North Michigan Ave., Suite 2100
Chicago, ILL 60601

Attention: Mr. Thomas J. Venn, President

Re: Public Key

Dear Sirs:

We have noted with interest your statements concerning
your product Crypt Master and in particular your use of Public
Key technology.

The Massachusetts Institute of Technology and the Board
of Trustees of the Leland Stanford Junior University have
recently granted Public Key Partners ("PKP") exclusive
sublicensing rights to the following patents registered in the
United States, and all of their corresponding foreign patents:

Cryptographic Apparatus and Method "
("Hellman-Diffie").u.vieeeeeneeeeneeneneess NO. 4,200,770

Public Key Cryptographic Apparatus
and Method ("Hellman-Merkle")............. No. 4,218,582

Cryptographic Communications System and
- Method ("RSA") t.iiviieieireeseeneonnennaness NO. 4,405,829

Exponential Cryptographic Apparatus
and Method ("Hellman-Pohlig")............: NO. 4,424,414

These patents cover all known methods of practicing the
art of Public Key, including the implementation known as El
Gamal.

According to our records, Information Security does not
have a license to practice Public Key technology. Please contact
the undersigned as soon as conveniently possible to discuss the
availability of a license to manufacture and sell your Public Key
product. We look forward to your early reply.

Very truly X¥aurs/

Director of Licensing
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Multiuser cryptographic techniques’

by WHITFIELD DIFFIE and MARTIN E. HELLMAN

Stanford University
Stanford, California

ABSTRACT

This paper deals with new problems which arise in
the application of cryptography to computer commu-
nication systems with large numbers of users. Fore-
most among these is the key distribution problem. We
suggest two techniques for dealing with this problem.
The first employs current technology and requires sub-
version of several separate key distribution nodes to
compromise the system’s security. Its disadvantage is
a high overhead for single message connections. The
second technique is still in the conceptual phase, but
promises to eliminate completely the need for a secure
key distribution channel, by making the sender’s key-
ing information public. It is also -shown how such a
public key cryptosystem would allow the development
of an authentication system which generates an un-
forgeable, message dependent digital signature.

INTRODUCTION

In a computer network with a large number of users,
cryptography is often essential for protecting stored
or transmitted data. While this application closely
resembles the age old use of cryptography to protect
military and diplomatic communications, there are
several important differences which require new pro-
tocols and new types of cryptosystems. This paper
addresses the multiuser aspect of computer networks
and presents ways to preserve privacy of communica-
tion despite the large number of user connections which
are possible.

In a system with n users there are n*-n pairs who
may wish to hold private conversations. The straight-
forward way to achieve this is to give each pair of users
8 key in common which they share with no one else.
Each user will then have n-1 keys, one for communi-
cating with each other user. Unfortunately, the cost of
distributing these keys is prohibitive. A new user must
send keys to all other users. Unfortunately, the net-
work cannot be used for this purpose, and an external

* This wcrk was supported by the National Science Founda-
tion under NSF Grant ENG 10173.

secure channel is required. This procedure is compar-
able to requiring each new telephone subscriber to send
a registered letter to everyone else in the phonebook.
Military communications suffer less from this prob-
lem for several reasons. Among these are the limita-
tions imposed by the chain of command and the fact
that stations change allegiance infrequently. In a
computer network designed for business communica-
tion, on the other hand, users will regard each other
as friends on one matter and as opponents on another.
Firms A and B may cooperate on one venture in com-
petition with C, while simultaneously, A and C com-
pete with B on a different endeavor. A must therefore

" use different keys for communicating with B and C.

199

One approach to this problem is to assume that the
users trust the network. Each user remembers only
one kev which is used to communicate with a local
node. From there the message is relaved from node to
node, each of which decrypts it, then reencrypts it in
a different key for the next leg of its journey. This
process is known as link encryption.' When the mes-
sage reaches the network node closest to its destina-
tion, it is sent on to the addressee encrypted in a key
shared only by the addressee and that node.

Although this technique requires each user to re-
member only one key, it has the disadvantage that a
message is compromised if any one of the nodes in its
path is subverted. In this paper we examine two other
ways of allowing secure communication between any
pair of users without assuming the integrity of all
nodes in the network and without requiring the users
to distribute or store large numbers of keys.

The first technigue requires no new technology, but
imposes a complex initial connection protocol. This
is the subject of the second section of this paper. We
call the second technique public key cryptography,
since most of the secrecy traditionally required for the
keys has been removed. This is discussed in section
three and represents a radical departure from past
cryptographic practices. While it requires further
work before it becomes implementable its simplicity
of operation makes il axtremely attractive, If a suc-
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cessful implementation can be developed it should find
wide use in both military and civilian applications.

The fourth section shows how public key cryptog-
raphy can be used to provide a time and message de-
pendent digital signature which cannot be forged even
when past signatures have been seen. This is an ex-
ample of the general problem of authentication dis-
cussed in greater detail in Reference 2, which provides
a more general perspective in which public key eryptog-
raphy can be viewed.

A PROTFCTIVE PROTOCOL

As indicated earlier, a message protected by link
encryption will be compromised if any node in the path
it follows from the sender to the receiver is subverted.
In this section we describe a protocol which guarantees
to protect the message unless a large number of nodes
are compromised. While many variations are possible,
the basic technique is as follows.

A small number m of the network’s nodes will func-
tion as ‘“key distribution nodes.” Each user has m
keys, one for communicating with each of these m
nodes. These keys vary from user to user, so while
each user must remember only m keys, each of the
key distribution nodes remembers n, one for each user
of the net, When users A and B wish to establish a
secure connection they contact the m key distribution
nodes and receive one randomly chosen key from
each, These keys are sent in encrypted form using
the keys which the users share with the respective
nodes. Upon receiving these keys, the conversants
each compute the exclusive or of the m keys received
to obtain a single key which is then used to secure a
private conversation. None of the nodes involved can
violate this privacy individually. Only if all m nodes
are compromised will the security of this connection
fail.

It might be objected that any key distribution node
acting alone can prevent all communication by mis-
chievously sending out different keys to each of the
parties, thus bringing network operations to a halt. The
users, however, can easily protect themselves against
this threat. If communication using the composite key
fails, its use as a key is abandoned, and the components
are exchanged one by one, in clear, for comparison.
If any key fails to agree, the node which issued it is
blacklisted, Finally, on conclusion of this process, the
users repeat the request for keys to the nodes which
passed the previous test.

Alternatively, the component keys can be compared
by the use of one way functions*** without ever being
transmitted in clear. Loosely speaking, a function f
is called a one-way function if it is easy to compute
in the forward direction, but given any output, it is
computationally infeasible to find an input which pro-
duces it. In referring to a task as computationally in-
feasible, we have in mind that it cannot be done in

fewer than a finite but astronomical number of opera-
tions, say 21100, For practical purposes, this is equiva-
lent to being incomputable, As shown in Reference 2,
a one way function can easily be obtained from s se-
cure cryptosystem.

If communication fails using the composite key, the
users send the images of the individual keys under a
public one-way function. If the image received does
not agree with that computed by applying f to the key,
the node which issued it is guilty of compromise.
Since the valid keys have not been publicly revealed
in this process, there is no need to request new ones
from the uncompromised nodes. Instead the invalid
ones are.omitted and the remainder xored.

To sum up, this technique requires each user to
remember m keys and each key distribution node to
remember n keys. Unless all m key distribution nodes
are subverted, any two users can establish a private
link through use of a set-up protocol usually requiring
2m exchanges (more are required if a key distribution
node has been subverted). The next section describes
a concept which eliminates much of this overhead and
does not require the user to trust any node. This new
concept, if successfully implemented, will make the
technique described above obsolete.

PUBLIC KEY CRYPTOGRAPHY

In this section we propose that it is possible to elimi-
nate most of the secrecy surrounding the key used in
a communication, and yet to preserve the secrecy of
the communication. This is accomplished by giving
each user a pair of keys E and D. E is an enciphering
key and is public information. D is the corresponding
deciphering key, and while this must be kept secret,
it need never be communicated, eliminating the need
for a secure key distribution channel, Although D is
determined by E, it is infeasible to compute D from E.

For reasons of security, generation of this E-D
pair is best done at the user’s terminal which is as-
sumed to have some computational power. The user
then keeps the deciphering key D secret but makes
the enciphering key E public by placing it in a central
file along with his name and address. Anyone can
then encrypt a message and send it to the user, but
only the intended receiver can decipher it. Public key
cryptosystems can therefore be regarded as multiple
access ciphers.

By regularly checking the file of enciphering keys
the user can guard against any attempt to alter it
surreptitiously. Any such mischief is reported and
settled by other authentication means, such as personal
appearance.

The crucial feature of a public key system is that it
is relatively easy to generate an E-D pair, preferably
automatically through a publicly available transforma-
tion from a random bit string to E-D, and yet it is
computationally infeasible to compute D from E.
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At present we have neither a proof that public key
systems exist, nor a demonstration system. We hope
to have & demonstration E-D pair in the near future,
and expect that if the demonstration pair successfully
resists attack then we will be able to design an algo-
rithm for automatically generating E-D pairs of a
similar kind. In the meantime, the following reasoning
is given to help dispel any doubts the reader may have.

A suggestive example is to let the crvptogram, rep-
resented as a binary n-vector ¢ equal E m; where m is
the message also represented as a binary n-vector, and
E is an arbitrary n-by-n invertible matrix. Letting
D=E?-1 we have m=D ¢. Thus both enciphering and
deciphering are easily accomplished with about n12
operations. Calculation of D from E, however, involves
a matrix inversion which is a harder problem. And it
is at least conceptually simpler to obtain an arbitrary
pair of inverse matrices than it is to invert a given
matrix, Start with the identity matrix I and do ele-
mentary row and column operations to obtain an arbi-
trary invertible matrix E. Then starting with I do
the inverses of these same elementary operations in
reverse order, to obtain D=E{-1. The sequence of
elementary operations could easily be generated from
a random bit string.

Unfortunately, matrix inversion takes only about
n13 operations even without knowledge of the sequence
of elementary operations. The ratio of *crvptanalytic”
time (i.e., computing D from E) to enciphering or
deciphering time is thus at most n. To obtain ratios
of 1076 or greater would thus require enormous block
sizes. Also, it does not appear that knowledge of the
elementary operations used to obtain E from I greatly
reduces the time for computing D. And, since there
i8 no round-off error in binary arithmetic numerical
stability is of no consequence in the matrix inversion.
In spite of its lack of practical utility, this matrix
oriented example is still useful for clarifying the re-
lationships necessary in a public key system,

A more practical direction uses the observation that
we are really seeking a pair of easily computed inverse
algorithms E and D, but that D must be hard to infer
from E. This is not as impossible as it may sound.
Anyone who has tried to determine what operation is
accomplished by someone else’s machine language pro-
gram knows that E itself (i.e.,, what E does) can be
hard to infer from E (i.e.,, a listing of E). If the
program were to be made purposefully confusing
through addition of unneeded variables, statements and
outputs, then determining an inverse algorithm could
be made very difficult indeed. Of course, E must be
complicated enough to prevent its identification from
input-output pairs.

Another idea appears more promising. Suppose we
start with a schematic of a 100 bit input, 100 bit out-
put circuit which merely is a set of 100 wires imple-
menting the identity mapping. Select 4 points in the
circuit at random, break these wires, and insert AND,

OR and NOT gates which implement a randomly
chosen 4 bit to 4 bit invertible mapping (a 4 bit 8 box
in Feistel’'s notation).* Then repeat this insertion
operation approximately 100 times to obtain an en-
ciphering circuit E. Knowing the sequence of opera-
tions which led to the final E circuit allows one to
easily design an inverse circuit D. If however the
gates are now randomly moved around on the sche-
matic of E to hide their associations into S boxes, an.
opponent would have great difficulty in reconstructing
the simple description of E in terms of S boxes, and
therefore would have great difficulty in constructing
a simple version of D, His task could be further com-
plicated by using reduction techniques (e.g. Carnaugh
maps) or expansion techniques (e.g. ~(AB)=~A or
~B, or expressing a logical variable in terms of pre-
vious variables), and by adding additional, unneeded
S boxes and outputs.

For ease of exposition, we have described the imple-
mentation of a specific key in hardware. In practice,
a special purpose simulator is obviously of most in-
terest. The hardware description is also valuable in
exemplifying a generally useful idea. To build a good
public key cryptosystem one needs easily inverted ele-
mentary building blocks and a general framework
for describing the concatenation of these elementary
blocks. Here the elementary building blocks are S
boxes and the general framework is the schematic
diagram. The general framework must also hide the
sequence of elementary building blocks so that no one
other than the designer can easily implement the
sequence of inverse elementary operations, Examina-
tion will show that the matrix example had a similar
structure, except there the general class of transforma-
tions obtainable was too small.

While the above arguments only-provide plausibility
as opposed to proof, we hope they will stimulate addi-
tional work on this promising area of research.

PUBLIC KEY AUTHENTICATION

The purpose of a cryptographic system is to prevent
the unauthorized extraction of information from a
public (i.e., insecure) channel. The dual problem of
authentication is to prevent unauthorized injection of
messages into a public channel.

In conventional paper oriented business transac-
tions, signatures provide a generally accepted level of
authentication, As electronic communication replaces
mail service the need for s digital signature will be
strongly felt.

Various types of authentication are now possible,*
but the development of public key eryptosystems would
allow an entirely new dimension.

Currently, most message authentication consists of
appending an authenticator pattern, known only to the
transmitter and intended receiver, to each message
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and encrypting the combination. This protects against
an eavesdropper being able to forge new, properly au-
thenticated messages unless he has also stolen the key
being used, There is no protection against such an
eavesdropping thief or against the threat of dispute.
That is, the transmitter may transmit a properly au-
thenticated message, later deny this action, and falsely
blame the receiver for taking unauthorized action. Or,
conversely, the receiver may take unauthorized action,
forge a message to jtself and then falsely blame the
transmitter for these actions. For example, a dis-
honest stockbroker may try to cover up unauthorized
buying and selling for personal gain by forging or-
ders from clients. Or a client may disclaim an order,
actually authorized by him, but which is later seen to
cause a loss, We will introduce concepts which would
allow the receiver to easily verify the authenticity of
a message, but which prevent him from generating
apparently authenticated messages, thereby protect-
ing against both the threat of eavesdropping thieves
and the threat of dispute. Noté that these techniques
thus provide stronger protection than signatures,
voiceprints, ete. which can be forged once seen and
are not message dependent,.

To obtain an unforgeable digital signature from a
public key cryptosystem, the protocol would be as fol-
lows: Assume user A wishes to send a message M to
user B. The transformed message C=EbDa(M) is
sent, where Eb represents the transformation effected
by use of B’s public enciphering key and Da represents
the transformation effected by use of A’s secret de-
ciphering key. Upon receipt of C, user B operates first
with his secret operation Db and then with the public
operation Ea thereby obtaining EaDb (C) =EaDbEbDa
(M)=M. No one else can extract M because of the
need to know Db, By saving the intermediate result
Db(C)=Da(M) user B (and only user B) can prove
that he received the specific message M from user A.
There must be some structure to the message (e.g., it
could include a date and time field) to prevent injec-
tion of random bit patterns for C, with the hope that
the resultant decoded “message”, EaDb(C), might
cause random mischief such as deletion of files,

Note that since there is no need for a secure channel
for distribution of authentication information, we have
a public key authentication system. This system pro-
tects against, “eavesdropping thieves” and against a
dispute as to whether or not an action taken by the
receiver was authorized by the transmitter., Similarly,
a public key ecryptosystem can be used to protect

against the other type of dispute in which the trans-
mitter A claims to have issued an order which was
not carried out by the receiver B. The transmitter re-
quests that the receiver B send EaDb (M ) as a receipt
for the message M, By operating on this receipt with
his secret operation Da, the transmitter obtains Db
(M), which could only have been generated by the
receiver B, Only user A ecan generate this receipt
since it requires knowledge of Da. )

While the above discussion centered on message
authentication it also applies to user authentication.
The implicit message becomes “I am user X and the
time is T.” Inclusion of the time field prevents an
eavesdropper from using old authentication signals to
pose as someone else. For reasons noted in Reference
2, such a system deserves to be called a one-way IFF
system.

We thus see that public key cryptosystems developed
for ensuring the privacy of communications, could
also be used to ensure their authenticity. They could
therefore be used to fill the need for a digital equivalent
of a signature. This need is currently a major barrier
to the use of electronic mail for business communica-
tions, and provides additional motivation for study of
public key cryptosystems.
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Abstract—Two kinds of contemporary developments in cryp-
tography are examined. Widening applications of teleprocessing
have given rise to a need for new types of cryptographic systems,
which minimize the need for secure key distribution channels and
supply the equivalent of a written signature. This paper suggests
ways to solve these currently open problems. It also discusses how
the theories of communication and computation are beginning to
provide the tools to solve cryptographic problems of long stand-
ing.

I. INTRODUCTION

E STAND TODAY on the brink of a revolution in
cryptography. The development of cheap digital
hardware has freed it from the design limitations of me-
chanical computing and brought the cost of high grade

. cryptographic Hevices down to where they can be used in

such commercial applications as remote cash dispensers
and computer terminals. In turn, such applications create
a need for new types of cryptographic systems which
minimize the necessity of secure key distribution channels
and supply the equivalent of a written signature. At the

- same time, theoretical developments in information theory

and computer science show promise of providing provably
secure cryptosystems, changing this ancient art into a
science. .

The development of computer controlled communica-
tion networks promises effortless and inexpensive contact
between people or computers on opposite sides of the
world, replacing most mail and many excursions with

. telecommunications. For many applications these contacts

must be made secure against both eavesdropping.and the
injection of illegitimate messages. At present, however, the
solution of security problems lags well behind other areas
of communications technology. Contemporary cryp-
tography is unable to meet the requirements, in that its use
‘'would impose such severe inconveniences on the system
‘users, a8 to eliminate many of the benefits of teleprocess-
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The best known cryptographic problem is that of pri-
vacy: preventing the unauthorized extraction of informa-
tion from communications over an insecure channel. In
order to use cryptography to insure privacy, however, it is
currently necessary for the communicating parties to share
a key which is known to no one else. This is done by send-
ing the key in advance over some secure channel such as
private courier or registered mail. A private conversation
between two people with no prior acquaintance is a com-
mon occurrence in business, however, and it is unrealistic
to expect initial business contacts to be postponed long
enough for keys to be transmitted by some physical means.
The cost and delay imposed by this key distribution
problem is a major barrier to the transfer of business
communications to large teleprocessing networks.

Section III proposes two approaches to transmitting
keying information over public (i.e., insecure) channels
without compromising the security of the system. In a
public key cryptosystem enciphering and deciphering are
governed by distinct keys, E and D, such that computing
D from E is computationally infeasible (e.g., requiring
101% instructions). The enciphering key E can thus be
publicly disclosed without compromising the deciphering
key D. Each user of the network can, therefore, place his
enciphering key in a public directory. This enables any user
of the system to send a message to any other user enci-
phered in such a way that only the intended receiver is able
to decipher it. As such, a public key cryptosystem is a
multiple access cipher. A private conversation can there-
fore be held between any two individuals regardless of
whether they have ever communicated before. Each one
sends messages to the other enciphered in the receiver’s
public enciphering key and deciphers the messages he re-
ceives using his own secret deciphering key.

We propose some techniques for developing public key
cryptosystems, but the problem is still largely open.

Public key distribution systems offer a different ap-
proach to eliminating the need for a secure key distribution
channel. In such a system, two users who wish to exchange
a key communicate-back and forth until they arrive at 2

key in common. A third party eavesdropping on this ex-
change must find it computationally infeasible to compute
the key from the information overheard. A possible solu-
tion to the public key distribution problem is given in

Section I11, and Merkle [1] has a partial solution of a dif-

ferent form. '
A second problem, amenable to cryptographic solution
which stands in the way of replacing contemporary busl-
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pess communications by teleprocessing systems is au-
;hentication. In current business, the validity of contracts
is guaranteed by signatures. A signed contract serves as
legal evidence of an agreement which the holder can
present in court if necessary. The use of signatures, how-
ever, requires the transmission and storage of written
contracts. In order to have a purely digital replacement for
this paper instrument, each user must be able to produce
a message whose authenticity can be checked by anyone,
but which could not have been produced by anyone else,
even the recipient. Since only one person can originate
messages but many people can receive messages, this can
be viewed as a broadcast cipher. Current electronic au-
thentication techniques cannot meet this need.

Section IV discusses the problem of providing a true,
digital, message dependent signature. For reasons brought
out there, we refer to this as the one-way authentication
problem. Some partial solutions are given, and it is shown
how any public key cryptosystem can be transformed into
aone-way authentication system.

Section V will consider the interrelation of various
cryptographic problems and introduce the even more
difficult problem of trap doors.

At the same time that communications and computation
have given rise to new cryptographic problems, their off-
spring, information theory, and the theory of computation
have begun to supply tools for the solution of important
problems in classical cryptography.

The search for unbreakable codes is one of the oldest
themes of cryptographic research, but until this century
all proposed systems have ultimately been broken. In the
nineteen twenties, however, the “one time pad” was in-
vented, and shown to be unbreakable {2, pp. 398-400]. The
theoretical basis underlying this and related systems was
put on a firm foundation a quarter century later by infor-
mation theory [3]. One time pads require extremely long
keys and are therefore prohibitively expensive in most
applications.

In contrast, the security of most cryptographic systems
resides in the computational difficulty to the cryptanalyst
of discovering the plaintext without knowledge of the key.
This problem falls within the domains of computational
complexity and analysis of algorithms, two recent disci-
plines which study the difficulty of solving computational
problems. Using the results of these theories, it may be
possible to extend proofs of security to more useful classes
of systems in the foreseeable future. Section VI explores
this possibility.

Before proceeding to newer developments, we introduce
terminology and define threat environments in the next
section.

II. CONVENTIONAL CRYPTOGRAPHY

Cryptography is the study of “‘mathematical™ systems
for solving two kinds of security problems: privacy and
authentication. A privacy system prevents the extraction
of information by unauthorized parties from messages
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Fig. 1. Flow of information in conventional cryptographic system. -

transmitted over a public channel, thus assuring the sender
of a message that it is being read only by the intended re-
cipient. An authentication system prevents the unauthor-

.ized injection of messages into a public channel, assuring

the receiver of a message of the legitimacy of its sender.

A channel is considered public if its security is inade-
quate for the needs of its users. A channel such as a tele-
phone line may therefore be considered private by some
users and public by others. Any channel may be threatened
with eavesdropping or injection or both, depending on its
use. In telephone communication, the threat of injection
is paramount, since the called party cannot determine
which phone is calling. Eavesdropping, which requires the
use of a wiretap, is technically more difficult and legally
hazardous. In radio, by comparison, the situation is re-
versed. Eavesdropping is passive and involves no legal
hazard, while injection exposes the illegitimate transmitter
to discovery and prosecution.

Having divided our problems into those of privacy and
authentication we will sometimes further subdivide au-
thentication into message authentication, which is the
problem defined above, and user authentigation, in which
the only task of the system is to verify that an individual
is who he claims to be. For example, the identity of an in-
dividual who presents a credit card must be verified, but

there is no message which he wishes to transmit. In spite

of this apparent absence of a message in user authentica-
tion, the two problems are largely equivalent. In user au-
thentication, there is an implicit message “I AM USER X,”
while message authentication is just verification of the
identity of the party sending the message. Differences in
the threat environments and other aspects of these two
subproblems, however, sometimes make it convenient to
distinguish between them.

Fig. 1 illustrates the flow of information in a conven-

. tional cryptographic system used for privacy of commu-

nications. There are three parties: a transmitter, a receiver,
and an eavesdropper. The transmitter generates a plain-
text or unenciphered message P to be communicated over
an insecure channel to the legitimate receiver. In order to
prevent the eavesdropper from learning P, the transmitter
operates on P with an invertible transformation Sk to
produce the ciphertext or cryptogram C = Sk (P). The key
K is transmitted only to the legitimate receiver via a secure
channel, indicated by a shielded path in Fig. 1. Since the
legitimate receiver knows K, he can decipher C by oper-
ating with Sk~ to obtain Sk ~1(C) = Sk~ Sk (P)) = P,

the original plaintext message. The secure channel cannot -
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be used to transmit P itself for reasons of capacity or delay.
For example, the secure channel might be a weekly courier
and the insecure channel a telephone line.

A cryptographic system is a single parameter family
{Sk |k k) of invertible transformations

Sg:{P} — {C} (1)

from a space {P} of plaintext messages to a space {C} of ci-
phertext messages. The parameter K is called the key and
is selected from a finite set {K] called the keyspace. If the
message spaces {P} and {C} are equal, we will denote them
both by {M}. When discussing individual cryptographic
transformations Sk, we will sometimes omit mention of
the system and merely refer to the transformation K.

The goal in designing the cryptosystem {Sk| is to make
the enciphering and deciphering operations inexpensive,
but to ensure that any successful cryptanalytic operation
is too complex to be economical. There are two approaches
to this problem. A system which is secure due to the com-
putational cost of cryptanalysis, but which would succumb
to an attack with unlimited computation, is called com-
putationally secure; while a system which can resist any
cryptanalytic attack, no matter how much computation
is allowed, is icalled unconditionally secure. Uncondi-
tionally secure systems are discussed in {3] and [4] and
. belong to that;portion of information theory, called the
Shamon theory, which is concerned with optimal perfor-
mance obtainable with unlimited computation.

Unconditional security results from the existence of
multiple meaningful solutions to a cryptogram. For ex-
ample, the simple substitution cryptogram XMD resulting
from English text can represent the plaintext messages:
now, and, the, etc. A computationally secure cryptogram,
in contrast, contains sufficient information to uniquely
determine the plaintext and the key. Its security resides
solely in the cost of computing them.

The only unconditionally secure system in common use
is the one time pad, in which the plaintext is combined
with a randomly chosen key of the same length. While such
a system is provably secure, the large amount of key re-

_quired makes it impractical for most applications. Except
as otherwise noted, this paper deals with computationally
secure systems since these are more generally applicable.
When we talk about the need to develop provably secure
cryptosystems we exclude those, such as the one time pad,
which are unwieldly to use. Rather, we have in mind sys-
tems using .only:a few: hundred bits of key and imple-
mentable in either a small amount of digital hardware or
a few hundred lines of software.

We will call a task computationally infeasible if its cost
as measured by either the amount of memory used or the
runtime is finite but impossibly large.

Much as error correcting codes are divided into convo-
lutional and block codes, cryptographic systems can be
..divided into two broad classes: stream ciphers and block

,ﬂ _ciphers. Stream ciphers process the plaintext in small
_chunks (bits or characters), usually producing a pseudo-
mdom sequence of bits which is added modulo 2 to the
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bits of the plaintext. Block ciphers act in a purely comb.
natorial fashion on large blocks of text, in such a way that
a small change in the input block produces a major change
in the resulting output. This paper deals primarily with
block ciphers, because this error propagation property is
valuable in many authentication applications.

In an authentication system, cryptography is used to
guarantee the authenticity of the message to the receiver.
Not only must a meddler be prevented from injecting to-
tally new, authentic looking messages into a channel, hut
he must be prevented from creating apparently authentic
messages by combining, or merely repeating, old messages
which he has copied in the past. A cryptographic system
intended to guarantee privacy will not, in general, prevent
this latter form of mischief.

To guarantee the authenticity of a message, information

is added which is a function not only of the message and'

a secret key, but of the date and time as well; for example,
by attaching the date and time to each message and en-
crypting the entire sequence. This assures that only
someone who possesses the key can generate a message
which, when decrypted, will contain the proper date and
time. Care must be taken, however, to use a system in
which small changes in the ciphertext result in large
changes in the deciphered plaintext. This intentional error
propagation ensures that if the deliberate injection of noise
on the channel changes a message such as “erase file 7" into
a different message such as “erase file 8,” it will also cor-
rupt the authentication information. The message will
then be rejected as inauthentic.

The first step in assessing the adequacy of cryptographic
systems is to classify the threats to which they are to be
subjected. The following threats may occur to crypto-
graphic systems employed for either privacy or authenti-
cation.

A ciphertext only attack is a cryptanalytic attack in
which the cryptanalyst possesses only ciphertext.

A known plaintext attack is a cryptanalytic attack in
which the cryptanalyst possesses a substantial quantity
of corresponding plaintext and ciphertext.

A chosen plaintext attack is a cryptanalytic attack in
which the cryptanalyst can submit an unlimited number
of plaintext messages of his own choosing and examine the
resulting cryptograms.

In all cases it is assumed that the opponent knows the
general system {Sk} in use since this information can be
obtained by studying a cryptographic device. While many
users of cryptography attempt to keep their equipment
secret, many commercial applications require not only that
the general system be public but that it be standard.

A ciphertext only attack occurs frequently in practice.
The cryptanalyst uses only knowledge of the statistical
properties of the language in use (e.g., in English, the letter
e occurs 13 percent of the time) and knowledge of certain
“probable” words (e.g., a letter probably begins “Dear
Sir:”). It is the weakest threat to which a system can be
subjected, and any system which succumbs to it is con-
sidered to:ally insecure.
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A system which is secure against a known plaintext at-
tack frees its users from the need to keep their past mes-
sages secret, or to paraphrase them prior to declassifica-
tion. This is an unreasonable burden to place on the sys-
tem’s users, particularly in commercial situations where
product announcements or press releases may be sent in
encrypted form for later public disclosure. Similar situa-
tions in diplomatic correspondence have led to the cracking
of many supposedly secure systems. While a known
plaintext attack is not always possible, its occurrence is
frequent enough that a system which cannot resist it is not
considered secure,

A chosen plaintext attack is difficult to achieve in
practice, but can be approximated. For example, submit-
ting a proposal to a competitor may result in his enci-
phering it for transmission to his headquarters. A cipher
which is secure against a chosen plaintext attack thus frees
its users from concern over whether their opponents can
plant messages in their system.

For the purpose of certifying systems as secure, it is
appropriate to consider the more formidable cryptanalytic
threats as these not only give more realistic models of the
working environment of a cryptographic system, but make
the assessment of the system’s strength easier. Many sys-
tems which are difficult to analyze using a ciphertext only
attack can be ruled out immediately under known plain-
text or chosen plaintext attacks.

As is clear from these definitions, cryptanalysis is a
system identification problem. The known plaintext and
chosen plaintext attacks correspond to passive and active
system identification problems, respectively. Unlike many
subjects in which system identification is considered, such
as automatic fault diagnosis, the goal in cryptography is
to build systems which are difficult, rather than easy, to
identify.

The chosen plaintext attack is often called an IFF at-
tack, terminology which descends from its origin in the
development of cryptographic “identification friend or
foe” systems after World War II. An IFF system enables
military radars to distinguish between friendly and enemy
planes automatically. The radar sends a time-varying
challenge to the airplane which receives the challenge,
encrypts it under the appropriate key,and sends it back to
the radar. By comparing this response with a correctly
encrypted version of the challenge, the radar can recognize
a friendly aircraft. While the aircraft are over enemy ter-
ritory, enemy cryptanalysts can send challenges and ex-
amine the encrypted responses in: an attempt to determine
the authentication key in use, thus mounting a chosen
plaintext attack on the system. In practice. this threat is
countered by restricting the form of the challenges, which
need not be unpredictable, but only nonrepeating.

There are other threats to authentication systems which
cannot be treated by conventional cryptography, and
which require recourse to the new ideas and techniques
introduced in this paper. The threat of compromise of the
receiver’s authentication data is motivated by the situa-
tion in multivser networks where the receiver is often the
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system itself. The receiver’s password tables and other

authentication data are then more vilnerable to theft than

those of the transmitter (an individual user). As shown
later, some techmques\for protecting against this threat -

also protect against the threat of dispute. That is, a mes- -

sage may be sent but later repudiated by either the
transmitter or the receiver. Or, it may be alleged by either

party that a message was sent when in fact none was. Un- .

forgeable digital signatures and receipts are needed. For
example, a dishonest stockbroker might try to cover up
unauthorized buying and selling for personal gain by
forging orders from clients, or a client might disclaim an
order actually authorized by him but which he later sees
will cause a loss. We will introduce concepts which allow
the receiver to verify the authenticity of a message, but
prevent him from generating apparently authentic mes-
sages, thereby protecting against both the threat of com-
promise of the receiver’s authentication data and the
threat of dispute.

III. PuBLic KEY CRYPTOGRAPHY

As shown in Fig. 1, cryptography has been a derivative
security measure. Once a secure channel exists along which
keys can be transmitted, the security can be extended to
other channels of higher bandwidth or smaller delay by
encrypting the messages sent on them. The effect has been
to limit the use of cryptography to communications among
people who have made prior preparation for cryptographic
security.

In order to develop large, secure, telecommunications
systems, this must be changed. A large number of users n
results in an even larger number, (n2 — n)/g potential pairs
who may wish to communicate privately from all others.
It is unrealistic to assume either that a pair of users with
no prior acquaintance will be able to wait for a key to be
sent by some secure physical means, or that keys for all (n2
— n)/2 pairs can be arranged in advance. In another paper

[5], the authors have considered a conservative approach
requiring no new development in cryptography itself, but
this involves diminished security, inconvenience, and re-
striction of the network to a starlike configuration with
respect to initial connection protocol.

We propose that it is possible to develop systems of the
type shown in Fig. 2, in which two parties communicating
solely over a public channel and using only publicly known
techniques can create a secure connection. We examine two
approaches to this problem, called public key cryptosys-
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tems and public key distribution systems, respectively.
The first are more powerful, lending themselves to the
solution of the authentication problems treated in the next
section, while the second are much closer to realization.

A public key cryptosystem is a pair of families
{Exlk e ) and {Dklk c iy of algorithms representing
invertible transformations,

Ex:{M} — M} (2)
Dg:\M} — M} (3)

on a finite message space {M}, such that

1) for every K € {K}, Ex is the inverse of D,

2) for every K € {K}and M € {M}, the algorithms Ex
and Dy are easy to compute,

3) for almost every K € {K}, each easily computed al-
gorithm equivalent to Dy is computationally in-
feasible to derive from Eg,

4) for every K € {K], it is feasible to compute inverse
pairs Ex and Dk from K.

- Because of the third property, a user’s enciphering key
Ex can be made public without compromising the security
of his secret deciphering key Dg. The cryptographic sys-

_ tem is thereforg split into two parts, a fam ily of enciphering
- “transformations and a family of deciphering transforma-

tions in such a way that, given a member of one family, it

is infeasible to find the corresponding member of the

-other.
The fourth property guarantees that there is a feasible

way of computing corresponding pairs of inverse trans-
formations when no constraint is placed on what either the
enciphering or deciphering transformation is to be. In
_practice, the cryptoequipment must contain a true random
number generator (e.g., a noisy diode) for generating K,
together with an algorithm for generating the Ex — Dg
pair from its outputs.

Given a system of this kind, the problem of key distri-
bution is vastly simplified. Each user generates a pair of
inverse transformations, E and D, at his terminal. The
deciphering transformation D must be kept secret, but
need never be communicated on any channel. The enci-
phering key E can be made public by placing it in a public
directory along with the user’s name and address. Anyone
can then encrypt messages and send them to the user, but
no one else can decipher messages intended for him. Public

* key cryptosystems can thus be regarded as multiple access

ciphers.

It is crucial that the public file of enciphering keys be
protected from unauthorized modification. This task is
made easier by the public nature of the file. Read protec-
tion is unnecessary and, since the file is modified infre-
quently, elaborate write protection mechanisms can be
economically employed.

A Buggestive, although unfortunately useless, example
of a public key cryptosystem is to encipher the plaintext,

“  represented as a binary n-vector m, by mu'tiplying it by
.~ "aninvertible binary n X n matrix E. The cryptogram thus
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equals Em. Letting I) = E~! we have m = [Je. Thus, both
enciphering and deciphering require about n? operations.
Calculation of D from E, however, involves a matrix in-
version which is a harder problem. And it is at least con-
ceptually simpler to obtain an arbitrary pair of inverse
matrices than it is to invert a given matrix. Start with the_
identity matrix I and do elementary row and columnn op-
erations to obtain an arbitrary invertible matrix E. Then
starting with I do the inverses of these same elementary
operations in reverse order to obtain I = E~1. The se-
quence of elementary operations could Lé easily deter-
mined from a random bit string.

Unfortunately, matrix inversion takes only about n?
operations. The ratio of “cryptanalytic™ time (i.e., com-
puting D from E) to enciphering or deciphering time is
thus at most n, and enormous block sizes would be re-
quired to obtain ratios of 109 or greater. Also. it does not
appear that knowledge of the elementary operations used
to obtain E from ] greatly reduces the time for computing
D). And, since there is no round-off error in binary arith-
metic. numerical stability is unimportant in the matrix
inversion. In spite of its lack of practical-utility, this matrix
example is still useful for clarifying the relationships
necessary in a public key cryptosystem.

A more practical approach to finding a pair of easily
computed inverse algorithms E and D; such that 1) is hard
to infer from E, makes use of the difficulty of analyzing
programs in low level languages. Anyone who has tried to
determine what operation is accomplished by someone
else’s machine language program knows that E itself (i.e.,
what E does) can be hard to infer from an algorithm for E.
If the program were to be made purposefully confusing
through addition of unneeded variables and statements,
then determining an inverse algorithm could be made very
difficult. Of course, £ must be complicated enough to
prevent its identification from input-output pairs.

Essentially what is required is a one-way compiler: one
which takes an easily understood program written in a high
level language and translates it into an incomprehensible
program in some machine language. The compiler is one-
way because it must be feasible to do the compilation, but
infeasible to reverse the process. Since efficiency in size of
program and run time are not crucial in this application,
such compilers may be possible if the structure of the
machine language can be optimized to assist in the con-
fusion.

Merkle [1] has independently studied the problem of
distributing keys over an insecure channel. His approach
is different from that of the public key cryptosystems
suggested above, and will be termed a public key distri-
bution system. The goal is for two users, A and B, to se-
curely exchange a key over an insecure channel. This key
is then used by both users in a normal cryptosystem for
both enciphering and deciphering. Merkle has a solution
whose cryptanalytic cost grows as n? where n is the cost to
the legitimate use~s. Unfortunately the cost to the legiti-
irate users of the system is as much "1 transmission tirne

s in computation, because Merkle’s nrotocol requires
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Jotential keys t be transmitted before one key can be
decided on. Merkle notes that this high transmission
overhexd prevents the system from being very useful in
practice. If a one megabit limit is placed on the setup
protocol’s overhead, his technique can achieve cost ratios
»f approximately 10 000 to 1, which are too small for most
applications. If inexpensive, high bandwidth data links
become available, ratios of a million to one or greater could
be achieved and the system would be of substantial prac-
tical value.

We now suggest a new public key distribution system
which has several advantages. First, it requires only one
“key” to be exchanged. Second, the cryptanalytic effort
appears to grow exponentially in the effort of the legitimate
users. And, third, its use can be tied to a public file of user
information which serves to authenticate user A to user B
and vice versa. By making the public file essentially a read
only memory, one personal appearance allows a user to
authenticate his identity many times to many users.
Merkle’s technique requires A and B to verify each other’s
identities through other means.

The new technique makes use of the apparent difficulty
of computing logarithms over a finite field GF(q) with a

prime nuinber g of elements. Let
forl £ X <g¢g-1, 4)

where « is a fixed primitive element of GF(¢), then X is
referred to as the logarithm of Y to the base «, mod g:

Y= a* mody,

forT<Y<gqg-1. (5)

Caleulation of Y from X is easy, taking at most 2 X logs ¢
multiplications |6, pp. 398-422|. For example, for X =
18,

X =log, Y mod g,

=t = (((aeD2)2)2 X ol

(6)

Coinputing X from Y, on the other hand can be much more
difficult and, for certain carefully chosen values of g, re-
quires on the order of ¢!'? operations, using the best known
algorithm [7, pp. 9, 575-576], |8].

The security of our technique depends crucially on the
difficulty of computing logarithms mod ¢, and if an algo-
rithm whose complexity grew as log.q were to be found, our
system would be broken. While the simplicity of the
problem statement might allow such simple algorithms,
it might instead allow a proof of the problem’s difficulty.
For now we assume that the best known algorithm for
computing logs mod g is in fact close to optimal and hence
that ¢'/? is a good measure of the problem’s complexity,
for a properly chosen .

Each user generates an independent random number
X, chosen unitformly trom the set of integers {1,2, -« - ,q —
1. Each keeps X; secret, but places

Y, = X mod g (1)
in a public file with his name and address. When users ¢
and j wish to communicate privately, they use

K’A' =

oM Nomod ¢ (8)

-
as their key. User ; obtains Kij
public file and letting

by ubtaining Y; from the -+

@)

(1)

Ki;j=Y;Ximod q 9)
= (@)X mod g a0
= aXiXi= o XiX; mod qg.
User j obtains K; in the similar fashion
Kij=Y;Ximodgq. .(12)

Another user must compute K;; from Y; and Y;, for ex-
ample, by computing ’

K;j= YUY} mod q. (13)

We thus see that if logs mod g are easily computed the
system can be broken. While we do not currently have a
proof of the converse (i.e., that the system is secure if logs
mod g are difficult to compute), neither do we see any way
to compute K;; from Y; and Y; without first obtaining ei-
ther X; or X;.

If g is a prime slightly less than 2%, then all quantities
are representable as b bit numbers. Exponentiation then
takes at most 2b multiplications mod g, while by hypoth-
esis taking logs requires ¢!/2 = 252 operations. The
cryptanalytic effort therefore grows exponentially relative
to legitimate efforts. If b = 200, then at most 400 multi-
plications are required to compute Y; from X;, or K;; from
Y; and X}, yet taking logs mod ¢ requires 219 or approxi-
mately 1030 operations. '

IV. ONE-WAY AUTHENTICATION

The problem of authentication is perhaps an even more
serious barrier to the universal adoption ofitelecommun-
ications for business transactions than the problem of key
distribution. Authentication is at the heart of any system
involving contracts and billing. Without it, business cannot
function. Current electronic authentication systems cannot
meet the need for a purely digital, unforgeable, message
dependent signature. They provide protection against
third party forgeries, but do not protect against disputes
between transmitter and receiver.

In order to develop a system capable of replacing the
current written contract with some purely electronic form
of communication, we must discover a digital phenomenon
with the sanie properties as a written signature. It must be
easy for anyone to recognize the signature as authentic, but
impossible for anyone other than the legitimate signer to
produce it. We will call any such technique one-way au-
thentication. Since any digital signal can be copied pre-
cisely, a true digital signature must be recognizable without
being known.

Consider the “login” problem in a multiuser computer
system. When setting up his account, the user chooses a
password which is entered into the system’s password di-
rectory. Each time he logs in, the user is again asked to
provide his password. By keeping this password secret
from all other users, forged logins are prevented. This,
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* however, makes it vital to preserve the security of the

password directory since the information it contains would

: allow perfect impersonation of any user. The problem is

further compounded if system operators have legitimate

- reasons for accessing the directory. Allowing such legiti-

mate accesses, but preventing all others, is next to im—
possible.
This leads to the apparently impossible requirement for

~ anew login procedure capable of judging the authenticity
. of passwords without actually knowing them. While ap-
. pearing to be a logical impossibility, this proposal is easily

satisfied. When the user first enters his password PW, the
computer automatically and transparently computes a
function f(PW) and stores this, not PW, in the password.
directory. At each successive login, the computer calculates
f(X), where X is the proffered password, and compares

; f(X) with the stored value f(PW). If and only if they are

oo 3 P8 e

equal, the user is accepted as being authentic. Since the
function f must be calculated once per login, its compu-
tation time must be small. A million instructions {costing
approximately $0.10 at bicentennial prices) seems to be
areasonable limit on this computation. If we could ensure,
however, that calculation of f~! required 10%° or more in-
structions, someone who had subverted the system to ob-
tain the password!directory could not in practice obtain
PW from f(PW), and could thus not perform an unau-
thorized login. Note that f{PW) is not accepted as a pass-
word by the login program since it will automatically
compute f(f(PW)) which will not match the entry f(PW)
in the password directory.

We assume that the function f is public information, so
that it is not ignorance of f which makes calculation of f~!
difficult. Such functions are called one-way functions and
were first employed for use in login procedures by R. M.
Needham [9, p. 91]. They are also discussed in two recent
papers [10], [11] which suggest interesting approaches to
the design of one-way functions.

More precisely, a function f is a one-way function if, for
any argument x in the domain of f, it is easy to compute the
corresponding value f(x), yet, for almost all y in the range
of f, it is computationally infeasible to solve the equation
y = f(z) for any suitable argument x.

-1t is important to note that we are defining a function
which is not invertible from a computational point of view,
but whose noninvertibility is entirely different from that
normally encountered in mathematics. A function f is
normally called “noninvertible” when the inverse of a point
y is not unique, (i.e., there exist distinct points x; and x
such that f(x,) = y = f(x2)). We emphasize that this is not
the sort of inversion difficulty that is required. Rather, it

. must be overwhelmingly difficult, given a value y and

knowledge of f, to calculate any x whatsoever with the
property that f(x) = y. Indeed, if f isnoninvertible in the
usual sense, it may make the task of finding an inverse
image easier. In the extreme, if f(x) = y, for all x in the

_domain, then the range of f is lyo}, and we can take any x
a8 f~U(yo). Itis therefore necessary that f not be too de-

+ -generate. A small degree of degeneracy is tolerable and, as
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discussed later, is probably present in the most promising
class of one-way functions.

Polynomials offer an elementary example of one-way
functions. It is much harder to find a root x¢ of the poly-
nomial equation p(x) = y than it is to evaluate the poly-
nomial p(x) at x = x,. Purdy {11] has suggested the use of
sparse polynomials of very high degree over finite fields,
which appear to have very high ratios of solution to eval-
uation time. The theoretical basis for one-way functions
is discussed at greater length in Section VI. And, as shown
in Section V, one-way functions are easy to devise in
practice.

The one-way function login protocol solves only some
of the problems arising in a multiuser system. It protects
against compromise of the system’s authentication data
when it is not in use, but still requires the user to send the
true password to the system. Protection against eaves-
dropping must be provided by additional encryption, and
protection against the threat of dispute is absent alto-
gether.

A public key cryptosystem can be used to produce a true
one-way authentication system as follows. If user A wishes
to send a message M to user B, he “deciphers” it in his
secret deciphering key and sends D4 (M). When user B
receives it, he can read it, and be assured of its authenticity
by “enciphering” it with user A’s public enciphering key
E 4. B also saves D4 (M) as proof that the message came
from A. Anyone can check this claim by operating on
D 4 (M) with the publicly known operation E 4 to recover
M. Since only A could have generated a message with this
property, the solution to the one-way authentication
problem would follow immediately from the development
of public key cryptosystems.

One-way message authentication has a partial solution
suggested to the authors by Leslie Lamport of Massa-
chusetts Computer Associates. This technique employs a
one-way function f mapping k-dimensional binary space
into itself for k on the order of 100. If the transmitter
wishes to send an N bit message he generates 2N, ran-
domly chosen, k-dimensional binary vectors
x1,X1,X2,X o, « ++ ,xn,Xn which he keeps secret. The re-
ceiver is given the corresponding images under f, namely
¥1,Y1,¥2, Yo, -+, ¥n,Yn. Later, when the message m =
(my,mo, - - - ,mp) is to be sent, the transmitter sends x; or
X, depending on whether m; = O or 1. He sends x or Xo
depending on whether mo = 0 or 1, etc. The receiver op-
erates with f on the first received block and sees whether
it yields y; or Y, as its image and thus learns whether it was
x; or Xy, and whether m; = 0 or 1. In a similar manner the
receiver is able to determine mg,m3, - -+ ,mn. But the re-
ceiver is incapable of forging a change in even one bit of
m.

This is only a partial solution because of the approxi-
mately 100-fold data expansion required. There is, how-
ever, a modification which eliminates the expansion
problem when N is roughly a megabit or more. Let g bea

one-way mappmg from binary N-space to binary n-space
where n is approximately 50. Take the N bit message m
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and operate on it with g to obtain the n bit vector m’. Then

use the previous scheme to send mr. If N = 106, n = 50, and

k = 100, this adds kn = 5000 authentication bits to the

message. It thus entails only a 5 percent data expansion
during transmission (or 15 percent if the initial exchange

of y1, Y1, =+ +,¥n, Y is included). Even though there are

a large number of other nfessages (2V~" on the average)

with the same authentication sequence, the one-wayness
of g makes them computationally infeasible to find and
thus to forge. Actually g must be somewhat stronger than
a normal one-way function, since an opponent has not only
o’ but also one of its inverse images m. It must be hard
even given m to find a different inverse image of m'.
Finding such functions appears to offer little trouble (see
Section V).

There is another partial solution to the one-way user
authentication problem. The user generates a password
X which he keeps secret. He gives the system f7(X), where
{ is a one-way function. At time ¢ the appropriate au-
thenticator is f7~t(X), which can be checked by the sys-
tem by applying f!(X). Because of the one-wayness of f,
past responses are of no value in forging a new response.
The problem with this solution is that it can require a fair
amount of computation for legitimate login (although
many orders of magnitude less than for forgery). If for
example ¢ is incremented every second and the system
must work for one month on each password then T = 2.6
million. Both the user and the system must then iterate f
an average of 1.3 million times per login. While not insur-
mountable, this problem obviously limits use of the tech-
nique. The problem could be overcome if a simple method
for calculating f2'"), for n = 1,2, - - - could be found, much
as X8 = ((X2)2)2. For then binary decompositions of T —

't and t would allow rapid computation of f7~* and f*. It

may be, however, that rapid computation of f* precludes
f from being one-way.

V. PROBLEM INTERRELATIONS AND TRAP DOORS

In this section, we will show that some of the crypto-
graphic problems presented thus far can be reduced to
others, thereby defining a loose ordering according to
difficulty. We also introduce the more difficult problem
of trap doors. 7

In Section II we showed that a cryptographic system’

intended for privacy can also be used to provide authen-
tication against third party forgeries. Such a system can
be used to create other cryptographic objects, as well.

A cryptosystem which is secure against a known

plaintext attack can be used to produce a one-way func-

tion.

As indicated in Fig. 3, take the cryptosystem {Sk:{P} —
IC}ik ek which is secure against a known plaintext attack,
fix P = Py and consider the map

f:{K} — {C} (14)

PLAINTEXT
X —»KEY ’

CIPHERTEXT

N
. Y= £({X)
Fig. 3. Secure cryptosystem used as one-way function.

defined by
f(X) = Sx (Py). (15)

This function is one-way because solving for X given f(X)
is equivalent to the cryptanalytic problem of finding the
key from a single known plaintext—cryptogram pair. Public
knowledge of f is now equivalent to public knowledge of
{S K} and P, 0-

While the converse of this result is not necessarily true,
it is possible for a function originally found in the search
for one-way functions to yield a good cryptosystem. This
actually happened with the discrete exponential function
discussed in Section III [8].

One-way functions are basic to both block ciphers and
key generators. A key generator is a pseudorandom bit
generator whose output, the keystream, is added modulo
2 to a message represented in binary form, in imitation of
a one-time pad. The key is used as a “seed” which deter-
mines the pseudorandom keystream sequence. A known
plaintext attack thus reduces to the problem of deter-
mining the key from the keystream. For the system to be
secure, computation of the key from the keystream must
be computationally infeasible. While, for the;z system to be
usable, calculation of the keystream from the key must be
computationally simple. Thus a good key gérxeraMr is, al-
most by definition, a one-way function. :

Use of either type of cryptosystem as a one way function
suffers from a minor problem. As noted earlier, if the
function f is not uniquely invertible, it is not necessary (or
possible) to find the actual value of X used. Rather any X
with the same image will suffice. And, while each mapping
Sk in a cryptosystem must be bijective,there is nosuch
restriction on the function f from key to cryptogram de-
fined above. Indeed, guaranteeing that a cryptosystem has
this property appears quite difficult. In a good crypto-

system the mapping f can be expected to have the char-
acteristics of a randomly chosen mapping (i.e., f(X;) is
chosen uniformly from all possible Y, and successive
choices are independent). In this case, if X is chosen uni-
formly and there are an equal number of keys and mes-
sages (X and Y), then the probability that the resultant
Y has k + 1 inverses is approximately e~1/k! for k =
0,1,2,3, - - - . This is a Poisson distribution with mean A=
1, shifted by 1 unit. The expected number of inverses is
thus only 2. While it is possible for f to be more degenerate,
a good cryptosystem will not be too degenerate since then
the key is not being well used. In the worst case, if f(X)=
Y, for some Yo, we have Sk (Po) = Co, and encipherment
of Py would not depend on the key at all!
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While we are usually interested in functions whose do-
main and range are of comparable size, there are excep-
tions. In the previous section we required a one-way
function mapping long strings onto much shorter ones. By
using a block cipher whose key length is larger than the
blocksize, such functions can be obtained using the above
technique.

Evans et al. {10] have a different approach to the prob-
lem of constructing a one-way function from a block cipher.
Rather than selecting a fixed Py as the input, they use the
function

AX) = Sx(X). (16)

This is an attractive approach because equations of this
form are generally difficult to solve, even when the family
S is comparatively simple. This added complexity, how-
ever, destroys the equivalence between the security of the
system S under a known plaintext attack and the one-
wayness of f.

Another relationship has already been shown in Section
1v.

A public key cryptosystem can be used to generate a
one-way authentication system.

The converse does not appear to hold, making the con-

_struction of a public key cryptosystem a strictly more

'difﬁcult problem than one-way authentication. Similarly,

a public key cryptosystem can be used as a public key
distribution system, but not conversely.

Since in a public key cryptosystem the general system
in which E and D are used must be public, specifying E
specifies a complete algorithm for transforming input
messages into output cryptograms. As such a public key
system is really a set of trap-door one-way functions.
These are functions which are not really one-way in that
simply computed inverses exist. But given an algorithm
for the forward function it is computationally infeasible
to find a simply computed inverse. Only through knowl-
edge of certain trap-door information (e.g., the random
bit string which produced the E-D pair) can one easily find
the easily computed inverse.

Trap doors have already been seen in the previous
paragraph in the form of trap-door one-way functions, but
other variations exist. A trap-door cipher is one which
strongly resists cryptanalysis by anyone not in possession

_of trap-door information used in the design of the cipher.

‘This allows the designer to break the system after he has
sold it to a client and yet falsely to maintain his reputation

" as a builder of secure systems. It is important to note that

it is not greater cleverness or knowledge of cryptography
which allows the designer to do what others cannot. If he

‘- were to lose the trap-door information he would be no

better off than anyone else. The situation is precisely
analogous to a combination lock™Anyone who knows the

.combination can do in seconds what even a skilled

Jocksmith would require hours to accomplish. And yet, if
he forgets the combination, he has no advantage.
10rg
A trap-door cryptosystem can be used to produce a
3 -» public key distribution system.

ey
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For A and B to establish & common private key, A
chooses a key at random and sends an arbitrary plain-
text—cryptogram pair to B. B, who made the trap-door ci-
pher public, but kept the trap-door information secret,
uses the plaintext-cryptogram pair to solve for the key. A
and B now have a key in common. ,

There is currently little evidence for the existence of
trap-door ciphers. However they are a distinct possibility
and should be remembered when accepting a cryptosystem
from a possible opponent [12].

By definition, we will require that a trap-door problem
be one in which it is computationally feasible to devise the
trap door. This leaves room for yet a third type of entity
for which we shall use the prefix “quasi.” For example a
guasi one-way function is not one-way in that an easily
computed inverse exists. However, it is computationally
infeasible even for the designer, to find the easily computed
inverse. Therefore a quasi one-way function can be used
in place of a one-way function with essentially no loss in
security.

Losing the trap-door information to a trap-door one-way
function makes it into a quasi one-way function, but there
may also be one-way functions not obtainable in this
manner.

It is entirely a matter of definition that quasi one-way
functions are excluded from the class of one-way functions.
One could instead talk of one-way functions in the wide
sense or in the strict sense.

Similarly, a quasi secure cipher is a cipher which will
successfully resist cryptanalysis, even by its designer, and
yet for which there exists a computationally efficient
cryptanalytic algorithm (which is of course computation-
ally infeasible to find). Again, from a practical point of
view, there is essentially no differené¢e between a secure
cipher and a quasi secure one.

We have already seen that public key cryptosystems
imply the existence of trap-door one-way functions.
However the converse is not true. For a trap-door one-way
function to be usable as a public key cryptosystem, it must
be invertible (i.e., have a unique inverse.)

VI. COMPUTATIONAL COMPLEXITY

Cryptography differs from all other fields of endeavor
in the ease with which its requirements may appear to be
satisfied. Simple transformations will convert a legible text
into an apparently meaningless jumble. The critic, who
wishes to claim that meaning might yet be recovered by
cryptanalysis, is then faced with an arduous demonstration
if he is to prove his point of view correct. Experience has
shown, however, that few systems can resist the concerted
attack of skillful cryptanalysts, and many supposedly se-
cure systems have subsequently been broken.

In consequence of this, judging the worth of new systems
has always been a central concern of cryptographers.
During the sixteenth and seventeenth centuries, mathe-
matical arguments were often invoked to argue the
strength of cryptographic methods, usually relying or
counting methods which showed the astronomical number
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" of possible keys. Though the problem is far too difficult to
be laid to rest by such simple methods, even the noted al-
gebraist Cardano fell into this trap [2, p. 145]. As systems
whose strength had been so argued were repeatedly bro-
ken, the notion of giving mathematical proofs for the se-

curity of systems fell into disrepute and was replaced by
certification via crypanalytic assault.

During this century, however, the pendulum has begun
to swing back in the other direction. In a paper intimately
connected with the birth of information theory, Shannon
3] showed that the one time pad system, which had been
in use since the late twenties offered “perfect secrecy” (a
form of unconditional security). The provably secure
systems investigated by Shannon rely on the use of either
a key whose length grows linearly with the length of the

message or on perfect source coding and are therefore too

unwieldy for most purposes. We note that neither public
key cryptosystems nor one-way authentication systems can
be unconditionally secure because the public information
always determines the secret information uniquely among
the members of a finite set. With unlimited computation,
the problem could therefore be solved by a straightforward
search.

The past decade has seen the rise of two closely related
disciplines devoted to the study of the costs of computa-
tion: computational complexity theory and the analysis of
algorithms. The former has classified known problems in
computing into broad classes by difficulty, while the latter
has concentrated on finding better algorithms and
studying the resources they consume. After a brief di-
gression into complexity theory, we will examine its ap-
plication to cryptography, particularly the analysis of
one-way functions.

A function is said to belong to the complexity class P (for
polynomial) if it can be computed by a deterministic
Turing Machine in a time which is bounded above by some
polynomial function of the length of its input. One might
think of this as the class of easily computed functions, but
it is more accurate to say that a function not in this class
must be hard to compute for at least some inputs. There
are problems which are known not to be in the class P[13,
pp. 405-425].

There are many problems which arise in engineering
which cannot be solved in polynomial time by any known
techniques, unless they are run on a computer with an
unlimited degree of parallelism. These problems may or
may not belong to the class P, but belong to the class NP
(for nondeterministic, polynomial) of problems solvable
in polynomial time on a “nondeterministic” computer (i.e.,
one with an unlimited degree of parallelism). Clearly the
class NP includes the class P, and one of the great open
questions in complexity theory is whether the class NPis
strictly larger.

Among the problems known to bhe solvable in NP time,
but not known to be solvable in P time, are versions of the
traveling salesman problem, the satisfiability problem for
propositional calculus, the knapsack problem, the graph
coloring problem, and many scheduling and minimization
problems {13, pp. 363—404], {14]. We see that it is not lack

of interest or effort which has prevented people from"
finding solutions in P time for these problems. It is thus ‘
strongly believed that at least one of these problems must ,
not be in the class P, qnd that therefore the class NP is - ¢
strictly larger. i

Karp has identified a subclass of the NP problems,
called NP complete, with the property that if any one of -
them is in P, then all NP problems are in P. Karp lists 21
problems which are NP complete, including all of the
problems mentioned above [14].

While the NP complete problems show ‘promise for
cryptographic use, current understanding of their diffi-
culty includes only worst case analysis. For cryptographic
purposes, typical computational costs must be considered.
If, however, we replace worst case computation time with
average or typical computation time as our complexity
measure, the current proofs of the equivalences among the
NP complete problems are no longer valid. This suggests
several interesting topics for research. The ensemble and
typicality concepts familiar to information theorists have
an obvious role to play.

We can now identify the position of the general
cryptanalytic problem among all computational prob-
lems.

The cryptanalytic difficulty of a system whose en-
cryption and decryption operations can be done in Ptime
cannot be greater than NP.

To see this, observe that any cryptanalytic problem can
be solved by finding a key, inverse image, etc., chosen from
a finite set. Choose the key nondeterministically and verify
in Ptime that it is the correct one. If there are M possible
keys to choose from, an M-fold parallelism must be em-
ployed. For example in a known plaintext attack, the
plaintext is encrypted simultaneously under each of the
keys and compared with the cryptogram. Since, by as-
sumption, encryption takes only Ptime, the cryptanalysis
takes only NP time.

We also observe that the general cryptanalytic problem
is NP complete. This follows from the breadth of our
definition of cryptographic problems. A one-way function
with an NP complete inverse will be discussed next.

Cryptography can draw directly from the theory of NP
complexity by examining the way in which NP complete
problems can be adapted to cryptographic use. In partic-
ular, there is an NP complete problem known as the
knapsack problem which lends itself readily to the con-
struction of a one-way function.

Lety = f(x) = a - x where a is a known vector of n in-
tergers (a;,as, « -+ ,a,) and x is a binary n-vector. Calcu-
lation of y is simple, involving a sum of at most n integers.
The problem of inverting f is known as the knapsack
problem and requires finding a subset of the |a;} which sum
toy.

Exhaustive search of all 2" subsets grows exponentially
and is computationally infeasible for n greater than 100
or so. Care must be exercised, however, in selecting the
parameters of the problem to ensure that shortcuts are not
possible. For example if n = 100 and each a; is 32 bits long,
v 1s at most 39 bits long, and f is highlv degenerate; re-
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quiring on the average only 238 tries to find a solution.
Somewhat more trivially, if a; = 2¢-! then inverting f is
equivalent to finding the binary decomposition of y.

This example demonstrates both the great promise and
the considerable shortcomings of contemporary com-
plexity theory. The theory only tells us that the knapsack
problem is probably difficult in the worst case. There is no
indication of its difficulty for any particular array. It ap-
pears, however, that choosing the {a;} uniformly from
{0,1,2, - - - ;2" Y results in a hard problem with probability
oneasn — o,

Another potential one-way function, of interest in the
analysis of algorithms, is exponentiation mod g, which was
suggested to the authors by Prof. John Gill of Stanford
University. The one-wayness of this functions has already
been discussed in Section III.

VII. HiISTORICAL PERSPECTIVE

While at first the public key systems and one-way au-
thentication systems suggested in this paper appear to be
unportended by past cryptographic developments, it is
possible to view them as the natural outgrowth of trends
in cryptography stretching back hundreds of years.

Secrecy isft the heart of cryptography. In early cryp-

- gography, however, there was a confusion about what was

to be kept secret. Cryptosystems such as the Caesar cipher
(in which each letter is replaced by the one three places
further on, so A is carried to D, B to E, etc.) depended for
their security on keeping the entire encryption process
“secret. After the invention of the telegraph [2, p. 191], the
distinction between a general system and a specific key
allowed the general system to be compromised, for exam-
ple by theft of a cryptographic device, without comprom-

.- dsing future messages enciphered in new keys. This prin- ~

;
‘ .
1 B

. - decreased the portion of the system which had to be pro-
.= - tected from public knowledge, eliminating such tedious
. - expedients as paraphrasing diplomatic dispatches before
.. they were presented. Public key systems are a natural
.*_ _continuation of this trend toward decreasing secrecy.
. ‘Prior to this century, cryptographic systems were limited
"-*.to calculations which could be carried out by hand or with
" 'gimple slide-rule-like devices. The period immediately

ciple was codified by Kerchoffs [2, p. 235] who wrote in
1881 that the compromise of a cryptographic system
should cause no inconvenience to the correspondents.
About 1960, cryptosystems were put into service which
-were deemed strong enough to resist a known plaintext

. cryptanalytic attack, thereby eliminating the burden of

"-keeping old messages secret. Each of these developments

.after World War I saw the beginning of a revolutionary
4rend which is now coming to_fruition. Special purpose
‘machines were developed for enciphering. Until the de-
-velopment of general purpose digital hardware, however,

-"cryptography was limited to operations which could be
"> >performed with simple electromechanical systems. The
.. development of digital computers has freed it from the

limitations of computing with gears and has allowed the

1% ¥ _gearch for better encryption methods according to purely

-cryptographic criteria.

(

o
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The failure of numerous attempts to demonstrate the
soundness of cryptographic systems by mathematical proof
led to the paradigm of certification by cryptanalytic attack
set down by Kerchoffs [2, p. 234] in the last century. Al-
though some general rules have been developed, which aid
the designer in avoiding obvious weaknesses, the ultimate
test is an assault on the system by skilled cryptanalysts
under the most favorable conditions (e.g., a chosen plain-
text attack). The development of computers has led for the
first time to a mathematical theory of algorithms which can
begin to approach the difficult problem of estimating the
computational difficulty of breaking a cryptographic
system. The position of mathematical proof may thus come
full circle and be reestablished as the best method of cer-
tification.

The last characteristic which we note in the history of
cryptography is the division between amateur and pro-
fessional cryptographers. Skill in production cryptanalysis
has always been heavily on the side of the professionals,
but innovation, particularly in the design of new types of
cryptographic systems, has come primarily from the am-
ateurs. Thomas Jefferson, a cryptographic amateur, in-
vented a system which was still in use in World War 11 2,
pp. 192-195], while the most noted cryptographic system
of the twentieth century, the rotor machine, was invented
simultaneously by four separate people, all amateurs [2,
pp. 415, 420, 422-424]. We hope this will inspire others to
work in this fascinating area in which participation has
been discouraged in the recent past by a nearly total gov-
ernment monopoly.
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The First Ten Years of Public-Key

Cryptography

WHITFIELD DIFFIE

Invited Paper

Public-key cryptosystems separate the capacities for encryption
and decryption so that 1) many people can encrypt messages in
such a way that only one person can read them, or 2) one person
can encrypt messages in such a way that many people can read
them. This separation allows important improvements in the man-
agement of cryptographic keys and makes it possible to ‘sign’ a
purely digital message.

Public key cryptography was discovered in the Spring of 1975
and has followed a surprising course. Although diverse systems
were proposed early on, the ones that appear both practical and
secure today are all very closely related and the search for new and
different ones Has met with little success. Despite this reliance on
a limited mathematical foundation public-key cryptography is rev-
olutionizing coimmunication security by making possible secure
communication. networks with hundreds of thousands of subscrib-

ors. i

Equally important is the impact of public key cryptography on
the theoretical side of communication security. It has given cryp-
tographers a systematic means of addressing a broad range of
security objectives and pointed the way toward a more theoretical
approach that allows the development of cryptographic protocols
with proven security characteristics.

I. INmTIAL DISCOVERIES

Public key cryptography was born in May 1975, the child
of two problems and a misunderstanding.

+ First came the problem of key distribution. If two peo-
ple who have never met before are to communicate
privately using conventional cryptographic means,
they must somehow agree in advanceona key that will
be known to themselves and to no one else.

+ The second problem, apparently unrelated to the first,
was the problem of signatures. Could a method be
devised that would provide the recipient of a purely
digital electronic message with a way of demonstrat-
ing to other people that it had come from a particular
person, just as awritten signatureona letter allows the
recipient to hold the author to its contents?

On the face of it, both problems seem to demand the
impossible. In the first case, if two people could somehow
communicate a secret key from one to the other without
ever having met, why could they not communicate their

Manuscript received January 19, 1988; revised March 25, 1988.
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message in secret? The second is no better. To be effective,
a signature must be hard to copy. How then can a digital
message, which can be copied perfectly, bear a signature?

The misunderstanding was mine and prevented me from
rediscovering the conventional key distribution center. The
virtue of cryptography, | reasoned, was that, unlike any
other known security technology, it did not require trust
in any party not directly involved in the communication,
only trust in the cryptographic systems. What good would
it do to develop impenetrable cryptosystems, | reasoned,
if their users were forced to share their keys with a key dis-
tribution center that could be compromised by either bur-
glary or subpoena.

The discovery consisted not of a solution, but of the rec-
ognition that the two problems, each of which seemed
unsolvable by definition, could be solved at all and that the
solutions to both problems came in one package.

First to succumb was the signature problem. The con-
ventional use of cryptography to authenticate messages had
been joined in the 1950s by two new applications, whose
functions when combined constitute a signature.

Beginning in 1952, a group under the direction of Horst
Feistel at the Air Force Cambridge Research Center began
to apply cryptography to the military problem of distin-
guishing friendly from hostile aircraft. In traditional /den-
tification Friend or Foe systems, a fire control radar deter-
mines the identity of an aircraft by challenging it, much as
a sentry challenges a soldier on foot. If the airplane returns
the correct identifying information, it is judged to be
friendly, otherwise it is thought to be hostile or at best neu-
tral. To allow the correct response to remain constant for
any significant period of time, however, is to invite oppo-
nents to record a legitimate friendly response and play it
back whenever they themselves are challenged. The
approach taken by Feistel’s group, and now used in the MK
X!l IFF system, is to vary the exchange cryptographically
from encounter to encounter. The radar sends a randomly
selected challenge and judges the aircraft by whether it
receives a correctly encrypted response. Because the chal-
lenges are never repeated, previously recorded responses
will not be judged correct by a challenging radar.

Later in the decade, this novel authentication technique

was joined by another, which seems first to have been
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app'ied by Roger Needham of Can;bridge University [112].
This time the problem was protecting computer passwords.

access control systems often suffer from the extreme sen- -

sitivity of their password tables. The tables gather all of the
passwards together in one place and anyone who gets
access to this information can impersonate any of the sys-
tem’s users. To guard against this possibility, the password
wable is filled not with the passwords themselves, but with
the images of the passwords under a one-way function. A
one-way function is easy to compute, but difficult to invert.
For any password, the correct table entry can be calculated
easily. Given an output from the one-way function, how-
ever, it is exceedingly difficult to find any input that will
produce it. This reduces the value of the password table to
an intruder tremendously, since its entries are not pass-
words and are not acceptable to the password verification
routine.

Challenge and response identification and one-way func-

1 tions provide protection against two quite different sorts

of threats. Challenge and response identification resists the
efforts of an eavesdropper who can spy on the commu-
nication channel. Since the challenge varies randomly from
event to event, the spy is unable to replay it and fool the
challenging radar. There is, however, no protection against
an opponent who captures the radar and learns its cryp-
tographic keys. This opponent can use what he has learned
to fool any other radar that is keyed the same. In contrast,
the one-way function defeats the efforts of an intruder who
captures the system password table (analogous to captur-
ing the radar) but scuccumbs to anyone who intercepts the
login message because the password does not change with
time.

| realized that the two goals might be achieved simul-
taneously if the challenger could pose questions that it was
unable to answer, but whose answers it could judge for cor-
rectness. | saw the solution as a generalization of the one-
way function: a trap-door one-way function that allowed
someone in possession of secret information to go back-
wards and compute the function’s inverse. The challenger
would issue a value in the range of the one-way function
and demand to know its inverse. Only the person who knew
the trapdoor would be able to find the corresponding ele-
ment in the domain, but the challenger, in possession of
an algorithm for computing the one-way function, could
readily check the answer. Inthe applicaticns that latercame
to seem most important, the role of the challenge was played
by a message and the process took on the character of a
signature, a digital signature. .

It did not take long to realize that the trap-door one-way
function could also be applied to the baffling problem of
key distribution. For someone in possession of the forward
form of the one-way function to send a secret message to
the person who knew the trapdoor, he had only to trans-
form the message with the one-way function. Only the
holder of the trap-door information would be able to invert
the operation and recover the message. Because knowing
the forward form of the function did not make it possible
to compute the inverse, the function could be made freely
available. It is this possibility that gave the field its name:
public-key cryptography.

The concept that emerges is that of a public-key cryp-
tosystem: a cryptosystem in which keys come in inverse
pairs [36] and each pair of keys has two properties.

DIFFIE: TEN YEARS OF PUBLIC-KEY CRYPTOGRAPHY

}

Anything encrypted with one key can be decrypted
with the other.

- Given one member of the pair, the public key, it is
infeasible to discover the other, the secret key.

This separation of encryption and decryption makes it
possible for the subscribers to a communication system to
list their public keys in a “telephone directory” along with
their names and addresses. This done, the solutions to the
original problems can be achieved by simple protocols.

« One subscriber can send a private message to another
simply by looking up the addressee’s public key and
using it to encrypt the message. Only the holder of the
corresponding secret key can read such a message;
even the sender, should he lose the plaintext, is inca-
pable of extracting it from the ciphertext. .

* A subscriber can sign a message by encrypting it with
‘his own secret key. Anyone with access to the public
key can verify that it must have been encrypted with
the corresponding secret key, but this is of no help to
him in creating (forging) a message with this property.

The first aspect of public-key cryptography greatly sim-
plifies the management of keys, especially in large com-
munication networks. In order for a pair of subscribers to
communicate privately using conventional end-to-end
cryptography, they must both have copies of the same cryp-
tographic key and this key must be kept secret from anyone
they do not wish to take into their confidence. If a network
has only a few subscribers, each person simply stores one
key for every other subscriber against the day he will need
it, but for a large network, this is impractical.

In a network with n subscribers there are n(n — 1)/2 pairs,
each of which may require a key. This amounts to five thou-
sand keys in a network with only a hundred subscribers,
half a million in a network with one thousand, and twenty
million billion in a network the size of the Nerth American
telephone system. It is unthinkable to distribute this many
keys in advance and undesirable to postpone secure com-
munication while they are carried from one party to the
other by courier.

The second aspect makes its possible to conduct amuch
broader range of normal business practices over a tele-
communication network. The availability of asignature that
the receiver of a message cannot forge and the sender can-
not readily disavow makes it possible to trust the network
with negotiations and transactions of much higher value
than would otherwise be possible.

it must be noted that both problems can be solved with-
out public-key cryptography, but that conventional solu-
tions come at a great price. Centralized key distribution
centers can on request provide a subscriber with a key for
communicating with any other subscriber and protocols
for this purpose will be discussed later on. The function of
the signature can also be approximated by a central registry
that records all transactions and bears witness in cases of
dispute. Both mechanisms, however, encumber the net-
work with the intrusion of a third party into many conver-
sations, diminishing security and degrading performance.

At the time public-key cryptography was discovered, |

was working with Martin Hellman in the Electrical Engi-
neering Department at Stanford University. It was our
immediate reaction, and by no means ours alone, that the
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problem of producing public-key cry, ‘ ystems would be
quite difficult. Instead of attacking this ...oblem in earnest,
Marty and | forged ahead in examining the consequences.

The first result of this examination to reach a broad audi-
ence was a paper entitled ““Multi-User Cryptographic Tech-
niques” [35], which we gave at the National Computer Con-
ference in 1976. We wrote the paper in December 1975 and
sent preprints around immediately. One of the preprints
went to Peter Blatman, a Berkeley graduate student and
friend since childhood of cryptography’s historian David
Kahn. The result was to bring from the woodwork Ralph
Merkle, possibly the single most inventive character in the
public-key saga.

Merkle’s Puzzles

Ralph Merkie had registered in the Fall of 1974 for Lance
Hoffman’s course in computer security at U.C. Berkeley.
Hoffman wanted term papers and required each student to
submit a proposal early in the term. Merkle addressed the
problem of public-key distribution or as he called it “Secure
Communication over Insecure Channels” [70]. Hoffman
could notunderstand Merkle’s proposal. He demanded that
it be rewritten, but alas found the revised version no more
comprehensible than the original. After one more iteration
of this process, Merkle dropped the course, but he did not
cease working on the problem despite continuing failure

‘to make his results understood.

Although Merkle’s original proposal may have been hard
to follow, the idea is quite simple. Merkle’s approach is to
communicate a cryptographic key from one person to
another by hiding it in a large collection of puzzles. Fol-
lowing the tradition in public-key cryptography the parties
to this communication will be called Alice and Bob rather
than the faceless A and B, X and Y, or / and J, common in
technical literature.

Alice manufactures a million or more puzzles and sends
them over the exposed communication channel! to Bob.
Each puzzle contains a cryptographic key in a recognizable
standard format. The puzzle itselfis a cryptogram produced
by a block cipher with a fairly small key space. As with the
number of puzzles, a million is a plausible number. When
Bob receives the puzzles, he picks one and solves it, by the
simple expedient of trying each of the block cipher’s mil-
lion keys in turn until he finds one that results in plaintext
of the correct form. This requires a large but hardly impos-
sible amount of work.

ln order to inform Alice which puzzle he has solved, Bob
uses the key it contains to encrypt a fixed test message,
which he transmits to Alice. Alice now tries her million keys
on the test message until she finds the one that works. This
is the key from the puzzle Bob has chosen.

The task facing an intruder is more arduous. Rather than
selecting one of the puzzles to solve, he must solve on aver-

" age half of them. The amount of effort he must expend is

therefore approximately the square of that expended by the
legitimate communicators.

The nto n*advantage the legitimate communicators have
over the intruder is small by cryptographic standards, but
sufficient to make the system plausible in some circum-

' stances. Suppose, for example, that the plaintext of each

puzzle is 96 bits, consisting of 64 bits of key together with
athirty-two bit block of zeros that enables Bob to recognize
the right solution. The puzzle is constructed by encrypting
this plaintext using a block cipher with 20 bits of key. Alice
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produces a million ofth{ puzzles and Bob requires aboy;
half a million tests to so.ve one. The bandwidth and com.
puting power required to make this feasible are large byt
not inaccessible. On a DS1 (1.544 Mbit) channel it would
require about a minute to communicate the puzzles. If keys
can be tried on the selected puzzle at about ten-thousand
per second, it will take Bob another minute to solve it
Finally, itwill take a similar amount of time for Alice to figure
out, from the test message, which key has been chosen.

The intruder can expect to have to solve half a million
puzzles at half a million tries apiece. With equivalent com-
putational facilities, this requires twenty-five million sec-
onds or about a year. For applications such as authent;-
cation, in which the keys are no longer of use after
communication is complete, the security- of this syste
might be sufficient. :

When Merkle saw the preprint of ““Multi-User Crypto-
graphic Techniques” heimmediately realized he had found
people who would appreciate his work and sent us copies
of the paper he had been endeavoring unsuccessfully to
publish. We in turn realized that Merkle’s formulation of
the problem was quite different from mine and, because
Merkle had isolated one of the two intertwined problems
I had seen, potentially simpler. ‘

Even before the notion of putting trap-doors into one-way
functions had appeared, a central objective of my work with
Marty had been to identify and study functions that were
easy to compute in one direction, but difficult to invert.
Three principal examples of this simplest and most basic
of cryptographic phenomena occupied our thoughts.

* John Gill, a colleague in the Electrical Engineering
Department at Stanford, had suggested discrete expo-
nentiation because the inverse problem, discrete log-
arithm, was considered very difficult.

* | had sought suitable problems in the chapter on NP-

complete functions in Aho, Hopcroft, and Ullman’s -

book on computational complexity [3] and selected
the knapsack probiem as most appropriate.

» Donald Knuth of the Stanford Computer Science

Department had suggested that multiplying a pair of
primes was easy, but that factoring the result, even
when it was known to have precisely two factors, was
exceedingly hard.

All three of these one-way functions were shortly to assume
great importance.

1. ExPONENTIAL KEY EXCHANGE

The exponential example was tantalizing because of its
combinatorial peculiarities. When | had first thought of dig-
ital signatures, 1 had attempted to achieve them with a
scheme using tables of exponentials. This system failed, but
Marty and | continued twisting exponentials around in our
minds and discussions trying to make them fit. Marty even-
tually made the breakthrough early one morning in May
1976. | was working at the Stanford Artificial Intelligence
Laboratory on the paper that we were shortly to publish
under the title “New Directions in Cryptography’’ [36] when
Marty called and explained exponential key exchange in its
unnerving simplicity. Listening to him, i realized that the
notion had been at the edge of my mind for some time, but
had never really broken through.

Exponential key exchange takes advantage of the ease
with which exponentials can be computed in a Galois (finite)
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field GF{@)witha primé number g ot elements (the numbers
01 9= 1} under arithmetic modulo g) as compared
withthe difficulty of computing logarithms in the same field.

if

Y=ao*modqg, for1<X<gq-—1

where ais afixed primitive element of GF(q) (that is the pow-
ers of a produce all the nonzero elements 1,2, -+, q —
10f GF(@)), then X is referred to as the logarithm of Y to the
pase c, over GF(q):

X = log, Yover GF(g), for1<Y<gqg-1

calculation of Y from X is easy: Using repeated squaring,
it takes at most 2 X log, g multiplications. For example

o = R

It

(P x @ x

Computing X from Y, onthe other hand, is typically far more
difficult {104], [83], [29]. If g has been chosen correctly,
extracting logarithms modulo q requires a precomputation
proportional to
L) = emaxinTa,

though after that individual logarithms can be calculated
fairly quickly. The function L(g) also estimates the time
needed to factor a composite number of comparable size
and will appear again in that context.

To initiate communication Alice chooses a random num-
ber X, uniformly from the integers 1,2, - -+, q — 1. She
keeps X, secret, but sends

Y, = o™ mod g

to Bob. Similarly, Bob chooses a random number Xg and
sends the corresponding Ygto Alice. Both Alice and Bob can’
now compute

K. = a™* mod q

and use this as their key. Alice computes K,g by raising the
¥, she obtained from Bob to the power X,

KAB = YgA mod q

n

@*)* mod q

= o*% = ¢**** mod g
and Bob obtains K,z in a similar fashion
K. = Y3 mod g.

No one except Alice and Bob knows either X, or Xg so any-
one else must compute K,z from Y, and Ygalone. The equiv-
alence of this problem to the discrete logarithm problem
is a2 major open question in public-key cryptography. To
date no easier solution than taking the logarithm of either
Y, or Y has been discovered.

If q is a prime about 1000 bits in length, only about 2000
multiplications of 1000-bit numbers are required to com-
pute Y, from X,, or Kug from Yy, and X;. Taking logarithms
over GF(g), onthe other hand, currently demands more than
2" (or approximately 10*) operations.

The arithmetic of exponential key exchange is not
restricted to prime fields; it can also be donein Galois Fields
with 2" elements, or in prime product rings {103}, (68]. The

‘2" approach has {L,,;n taken by several people [64], [117],
[56] because arithmetic in these fields can be performed
with linear shift registers and is much faster than arithmetic
over large primes. It has turned out, however, that discrete
logarithms can also be calculated much more quickly in 2n
fields and so the sizes of the registers must be about 50 per-
cent greater. ™

Marty and | immediately recognized that we had a far
more compact solution to the key distribution problem than
Merkle’s puzzles and hastened to add it to both the upcom-
ing National Computer Conference presentation and to
“New Directions.” The latter now contained a solution to
each aspect of the public-key problem, though not the com-
bined solution | had envisioned. It was sent off to the IEEE
TRANSACTIONS ON INFORMATION THEORY prior to my departure
for NCC and like all of our other papers was immediately
circulated in preprint.

Hl. Trar-DOOR KNAPSACKS

Later in the same year, Ralph Merkle began work on his
best known contribution to public-key cryptography:
building trapdoors into the knapsack one-way function to
produce the trap-door knapsack public-key cryptosystem.

The knapsack problem is fancifully derived from ‘the
notion of packing gear into a knapsack. A shipping clerk
faced with an odd assortment of packages and a freight con-
tainer will naturally try to find a subset of the packages that
fills the container exactly with no wasted space. The sim-
plest case of this problem, and the one that has found appli-
cation in cryptography is the one dimensional case: packing
varying lengths of fishing rod into a tall thin tube.

Given a cargo vector of integers a = (@, a, - ,ayitis
easy to add up the elements of any specified subvector. Pre-
sented with an integer S, however, it is not easy to find a
subvector of awhose elements sumto S, even if such a sub-
vector is known to exist. This knapsack problem is well
known in combinatorics and is believed to be extremely
difficult in general. It belongs to the class of NP-complete
problems, problems thought not to be solvable in poly-
nomial time on any deterministic computer.

I had previously identified the knapsack problemasathe-
oretically attractive basis for a one-way function. The cargo
vector a can be used to encipher an n-bit message x = (x,,
Xy, * * * , X;) by taking the dot product S = a - xas the ciph-
ertext. Because one element of the dot product is binary,
this process is easy and simply requires n additions. Invert-
ing the function by finding a binary vector x such that
a - x = S solves the knapsack problem and is thus believed
to be computationally infeasible if a is randomly chosen.
Despite this difficulty in general, many cases of the knap-
sack problem are quite easy and Merkle contrived to build
a trapdoor into the knapsack one-way function by starting
with a simple cargo vector and converting it into a more
complex form [71].

If the cargo vector a is chosen so that each element is
larger than the sum of the preceding elements, it is called
superincreasing and its knapsack problem is particularly
simple. (In the special case where the components are 1,
2, 4, 8, etc., this is the elementary operation of binary
decomposition.) For example, if a = (171, 197, 459, 1191,
2410) and S’ = 3798 then x; must equal 1. if it were 0 then
even if X,, X, X3, and x, were all equal to 1, the dot product
a - xwould be too small. Since x; = 1,5 — a5 = 3797 — 2410
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= 1387 must be asum of 2 su( of the first four elements

of 2". The vact that 1387 > a =-, 191 means that X4 t0o must
equal 1. Finally §" — a; — a; = 196 = 3;50Xx3=0,x,=1,
and x, = 0.

The simple cargo vector a’ cannot be used as a public
enciphering key because anyone can easily recoveravector
xforwhichx-a’ = §’froma’and 5 by the process described
above. The algorithm for generating keys therefore chooses
arandom superincreasing cargo vector a’ (with a hundred
Oor more components) and keeps this vector secret. It also
generates a random integer m, larger than La;, and a ran-
dom integer w, relatively prime to m, whose inverse w-"
mod m will be used in decryption. The public cargo vector
or enciphering key a is produced by multiplying each com-
ponent of a by w mod m

a = wa’ mod m.

Alice publishes a transposed version of a as her public
key, but keeps the transposition, the simple cargo vector
a’,the multiplier wand its inverse, and the modulus m secret
as her private key.

When Bob wants to send the message x to Alice he com-
putes and sends

S=a-x
Because
S =w'Smodm

=w12 a,x; mod m

w2 (wa; mod m)x, mod m

= 2 (w™'wa mod m)x; mod m

= 2 ax;mod m

=a -x
when m > Ea;, Alice can use her secret information, w™"
and m, to transform any message S that has been enci-
phered with her public key into S’ = w=" x S and solve the
easy knapsack problem S’ = a’ - x to obtain x.

For example, for the secret vector a’, above, the values
w = 2550and m = 8443, resultin the public vector a = (5457,
4213, 5316, 6013, 7439), which hides the structure present
ina’

This process can be iterated to produce a sequence of
cargo vectors with more and more difficult knapsack prob-
lems by using transformations (w;, m,), (w,, m,), etc. The
overall transformation that results is not, in general, equiv-
alent to any single (w, m) transformation.

The trap-door knapsack system does not lend itself read-
ily to the production of signatures because most elements
Softhe ciphertext space {0 < S < La,}, do not have inverse
.images. This does not interfere with the use of the system
for sending private messages, but requires special adap-

. tation for signature applications [71], {98]. Merkle had great
confidence in even the single iteration knapsack system
and posted a note on his office offering a $100 reward to
anyone who could break it.

IV. ThHe RSA SvsTem

Unknown to us at the time we wrote ““New Directions”
were the three people who were to make the single most
spectacular contribution to public-key cryptography: Ron-

ald Rivest, Adi{  mir, and Leonard Adleman. Ron R;,gg

or
had been a graauate student in computer science at S,
ford while | was working on proving the correctness of pras
grams at the Stanford Artificial Intelligence Laboratory. Oge g Us
of my colleagues in that work was Zohar Manna, who shorghy -
returned to Israel and supervised the doctoral research of -
Adi Shamir, at the Weitzman Institute. Len Adieman was 3 wt
native San Frangiscan with both undergraduate and grad.
uate degrees from U.C. Berkeley. Despite this web of near
connections, not one of the three had previously crossed § W
our paths and their names were unfamiliar. § th
When the New Directions paper reached MIT in the fzf
0f 1976, the three took up the challenge of producing a fui}. |
fledged public-key cryptosystem. The process lasted sey. th
eral months during which Rivest proposed approaches,
Adleman attacked them, and Shamir recalls doing someof ° ct
each. 4
In May 1977 they were rewarded with success, After § %
investigating a number of possibilities, some of which were
later put forward by other researchers [67], [1], they had dis- '1
covered how a simple piece of classical number theory - fN(

could be made to solve the problem. The resulting paper
[91] also introduced Alice and Bob, the first couple of cryp-
tography [53]. M

The RSA cryptosystem is a block cipher in which the §
plaintexts and ciphertexts are integers between 0 and N -
1 for some N. It resembles the exponential key exchange
system described above in using exponentiation in mod-
ular arithmetic for its enciphering and deciphering oper-
ations but, unlike that system, RSA must do its arithmetic |
not over prime numbers, but over composite ones.

Knowledge of a plaintext M, a modulus N, and an expo-
nent e are sufficient to allow calculation of M® mod N. Expo-
nentiation, however, is a one-way function with respect to
the extraction of roots as well as logarithms. Depending on
the characteristics of N, M, and e, it may.be very difficult
to invert. e

The RSA system makes use of the fact that finding large
(e.g., 200 digit) prime numbers is computationally easy, but -
that factoring the product of two such numbers appears
computationally infeasible. Alice creates her secret and
public keys by selecting two very large prime numbers, P
and Q, atrandom, and multiplying them together to obtain
a bicomposite modulus N. She makes this product public
together with a suitably chosen enciphering exponent ¢,
but keeps the factors, P and Q secret.

The enciphering process of exponentiation modulo N can
be carried out by anyone who knows N, but only Alice, who
knows the factors of N, can reverse the process and deci-
pher.

Using Pand Q, Alice can compute the Euler totient func-
tion ¢(N), which counts the number of integers between
T and N that are relatively prime to N and consequently
invertible in arithmetic modulo N. For a bicomposite num-
ber this is

R I e B

¢(N) = (P - Q- .
The quantity ¢(N) plays a critical role in Euler’s theorem, «

which says that for any number x that is invertible modulo
N (and for large N that is almost all of them)

x*M = 1 (mod N)
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or slightly more generally (

xk¥NI+T = x (mod N).

ysing ¢(N) Alice can calculate [60} a number d such that
e xd=1 (mod ¢(N)

which is equivalent to saying that
exd=kXeN)+ 1

when the cryptogram M*® mod N is raised to the power d
the result is

(Me)d - Med = Mk¢(N) + 1 =M (mod N)

the original plaintext M.

As a very small example, suppose P = 17 and Q = 31are
chosen so that N = PQ = 527 and ¢(N) = (P — mMQ-n=
0. If e = 7 is chosen then d = 343. (7 x 343 = 2401 =5
x 480 + 1). And if M = 2 then

C = M* mod N = 2 mod 527 = 128.
Note again that only the public information (e, N)isrequired

forenciphering M. To decipher, the private key dis needed
to compute

M=C'mod N
= 128*° mod 527
=128 x 1?8“ x 128% x 128* x 128% x 128" mod 527
=35 x 256 X 35 x 101 X 47 x 128 mod 527
= 2 mod 527.

just as the strength of the exponential key exchange sys-
tem is not known to be equivalent to the difficulty of extract-
ing discrete logarithms, the strength of RSA has not been
proven equivalent to factoring. There might be some
method of taking the eth root of M® without calculating d
and thus without providing information sufficient to factor.
While at MIT in 1978, M. O. Rabin [86] produced a variant
of RSA, subsequently improved by Hugh Williams of the
University of Manitoba [113], that is equivalent to factoring.
Rivest and | have independently observed [38], [92], how-
ever, that the precise equivalence Rabin has shown isa two-
edged sword.

V. THe McEuece CODING SCHEME

Within a short time yet another public-key system was to

" appear, this due to Robert J. McEliece of the jet Propulsion
- {aboratory at Cal Tech [69]. McEliece’s system makes use
- of the existence of a class of error correcting codes, the

Goppa codes, for which a fast decoding algorithm is known.

¥ His idea was to construct a Goppa code and disguise it as
. -ageneral linear code, whose decoding problem is NP-com-

plete. There is a strong parallel here with the trapdoor knap-

. sack systeminwhicha superincreasing cargo vector, whose
.- knapsack problem is simple to solve, is disguised as a gen-
- - eral cargo vector whose knapsack problem is NP-complete.

in a knapsack system, the secret key consists of a super-
increasing cargo vector v, together with the multiplier w

Vv

- and the modulus m that disguise’it; in McEliece’s system,
-~ the secret key consists of the generator matrix G foraGoppa

. code together with a nonsingular matrix S and a permu-

2 tation matrix P that disguise it. The public key appears as

- the encoding matrix G’ = SGP of a general linear code.

FFIE: TEN YEARS OF PUBLIC-KEY CRYPTOGRAPHY

{
« To encode a data biock u into a message x, Alice mul-
tiplies it by Bob’s public encoding matrix G’ and adds
a locally generated noise block z.
« To decode, Bob multiplies the received message x by
P~ decodes xp~ "to getaword in the Goppa code and
multiplies this by S to recover Alice’s data block.

McEliece’s system has never achieved wide acceptance
and has probably never even been considered for imple-
mentation in any real application. This may be because the
public keys are quite large, requiring on the order of a mil-
lion bits; it may be because the system entails substantial
expansion of the data; or it may be because McEliece’s sys-
tem bears a frightening structural similarity to the knapsack
systems whose fate we shall discover shortly.

V1. THe FaLt oF THE KNAPSACKS

Nineteen eighty-two was the most exciting time for pub-
lic-key cryptography since its spectacular first three years.
In March, Adi Shamir sentout a research announcement:
He had broken the single iteration Merkie-Hellman knap-
sack system [101], [102]. By applying new resuits of Lenstra
at the Mathematische Centrum in Amsterdam, Shamir had
learned how to take a public cargo vector and discover a
w’ and m’ that would convert it back into a superincreasing
“secret” cargo vector—not necessarily the same one the
originator had used, but one that would suffice for decrypt-
ing messages encrypted with the public cargo vector.

Shamir’s original attack was narrow. It seemed that per-
haps its only consequence would be to strengthen the
knapsack system by adding conditions to the construction
rules for avoiding the new attack. The first response of
Gustavus ). Simmons, whose work will dominate a later sec-
tion, was that he could avoid Shamir’s attack without even
changing the cargo vector merely by a more careful choice
of w and m [16]. He quickly learned, however, that Shamir’s
approach could be extended to break a far larger class of
knapsack systems [16].

Crypto ‘82 revealed that several other people had con-

tinued down the trail Shamir had blazed. Shamir himself-

had reached the same conclusions. Andy Odlyzko and Jeff

Lagarias at Bell Labs were on the same track and Len Adie-

man had not only devised an attack but programmed it on
an Apple 11. The substance of the attacks will not be treated
here since it is central to another paper in this special sec-
tion (E. F. Brickell and A. M. Odlyzko “Cryptanalysis: A Sur-
vey of Recent Results’). The events they engendered, how-
ever, will.

I had the pleasure of chairing the cryptanalysis session
at Crypto ‘82 in which the various results were presented.
ironically, at the time | accepted the invitation to organize
such a session, Shamir’s announcement stood alone and
knapsack systems were only one of the topics to be dis-
cussed. My original program ran into very bad luck, how-
ever. Of the papers initially scheduled only Donald Davies’s
talk on: “The Bombe at Bletchley Park,” was actually pre-
sented. Nonetheless, the lost papers were more than
replaced by presentations on various approaches to the
knapsack problem.

Last on the program were Len Adleman and his com-
puter, which had accepted a challenge on the first night of
the conference. The hour passed; various techniques for
attacking knapsack systems with different characteristics
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were heard; and the Applellsaton ( able waiting to reveal
the results of its labors. At last Adleman rose to speak mum-
bling something self-deprecatingly about “the theorv first,
the public humiliation later” and beginning to explain his
work. All the while the figure of Carl Nicolai moved silently
in the background setting up the computer and copying a
sequence of numbers from its screen onto a transparency.
At last another transparancy was drawn from a sealed enve-
lope and the results placed side by side on the projector.
They were identical. The public humiliation was not Adle-
man’s, it was knapsack'’s.

Ralph Merkle was not present, but Marty Hellman, who
was, gamely arose to make a concession speech on their
behalf. Merkle, always one to put his money where his
mouth was, had long since paid Shamir the $100 in prize
money that he had placed on the table nearly six years
before.

The press wrote that knapsacks were dead. | was skep-
tical but ventured that the results were sufficiently threat-
ening that | felt “nobody should entrust anything of great
value to a knapsack system unless he had a much deeper
theory of their functioning than was currently available.”
Nor was Merkle’s enthusiasm dampened. He promptly
raised his bet and offered $1000 to anyone who could break
a multiple iteration knapsack [72].

It took two years, but in the end, Merkle had to pay [42].
The money was finally claimed by Ernie Brickell in the sum-
mer of 1984 when he announced the destruction of a knap-
sack system of forty iterationsand a hundred weights in the
cargo vector in about an hour of Cray-1time [17]. That Fall
| was forced to admit: “knapsacks are flat on their back.”

Closely related techniques have also been applied to
make a dramatic reduction in the time needed to extract
discrete logarithms in fields of type GF(27). This approach
was pioneered by Blake, Fuji-Hara, Vanstone, and Mullin
in Canada [10] and refined by Coppersmith in the U.S. [28].
A comprehensive survey of this field was given by Andy
Odlyzko at Eurocrypt '84 [79].

VIl. EarLy Responses TO PusLic Key

A copy of the MIT report [90] on the RSA cryptosystem
was sent to Martin Gardner, Mathematical Games editor of
Scientific American, shortly after it was printed. Gardner
promptly published a column [48] based on his reading of
both the MIT report and ““New Directions.” Bearingthe title:
A New Kind of Cryptosystem That Would Take Millions of
Years to Break,” it began a confusion that persists to this
day between the two directions explored by the “New
Directions’ paper: public-key cryptography and the prob-
lem of proving the security of cryptographic systems. More
significant, however, was the prestige that public-key cryp-
tography got from being announced in the scientificworld’s
most prominant lay journal more than six months before
its appearance in the Communications of the ACM.

The excitement public-key cryptosystems provoked in
the popular and scientific press was not matched by cor-
responding acceptance in the cryptographic establish-
ment, however. In the same year that public-key cryptog-
raphy was discovered, the National Bureau of Standards,
with the support of the National Security Agency, proposed
a conventional cryptographic system, designed by IBM, as
a federal Data Encryption Standard [44]. Hellman and | crit-
icized the proposal on the grounds thatits key was too small

7
&

[37], but manufactu( were gearing up to supportthepry,

posed standard and our criticism was seen by many as 3,
atterr pt to disrupt the standa-ds-making process to gy 5
advantage of our own work. Public key in its turn i
attacked, in sales literature [74] and technical papers rg*
[59] alike, more as though it were acompeting producuhq%_
a recent research discovery. This, however, did not dete
NSA from claiming its share of the credit. Its director, inthg
words of the Encyclopaedia Britannica [110], “‘pointed o.,{
that two-key cryptography had been discovered at the

agency a decade earlier,” though no evidence for this claip

was ever offered publicly.

Far from hurting public key, the attacks and counter. -

claims added to a ground swell of publicity that spread its
reputation far faster than publication in scientific journals
alone ever could. The criticism nonetheless bears careful

examination, because the field has been affected as much °
by discoveries about how public key cryptosystems should

be used as by discoveries about how they can be built.

In viewing public-key cryptography asanew formofcryp.
tosystem rather than a new form of key management, | set
the stage for criticism on grounds of both security and per-
formance. Opponents were quick to point out that the RSA
system ran about one thousandth as fast as DES and
required keys about ten times as large. Although it had been
obvious from the beginning that the use of public-key sys-
tems could be limited to exchanging keys for conventional
cryptography, it was not immediately clear that this was
necessary. In this context, the proposal to build hybrid sys-
tems {62] was hailed as a discovery in its own right.

At present, the convenient features of public-key cryp-
tosystems are bought at the expense of speed. The fastest -
RSA implementations run at only a few thousand bits per
second, while the fastest DES implementations run at many
million. It is generally desirable, therefore, to make use of
a hybrid in which the public-key systems are used only dur-
ing key management processes to establish shared keys for
employment with conventional systems. '

No known theorem, however, says that a public-key cryp-
tosystem must be larger and slower than a cenventional
one. The demonstrable restrictions mandate a larger min-
imum block size (though perhaps no larger than that of DES)
and preclude use in stream modes whose chunks are
smaller than this minimum. For a long time | felt that “’high-
efficiency” public-key systems would be discovered and
would supplant both current public key and conventional
systems in most applications. Using public-key systems
throughout, | argued, would yield a more uniform archi-
tecture with fewer components and would give the best
possible damage limitation inthe event of akey distribution
center compromise [38]. Most important, | thought, if only
one system were in use, only one certification study would
be required. As certification is the most fundamental and
most difficult problem in cryptography, this seemed to be
where the real savings lay.

In time | saw the folly of this view. Theorems or not, it
seemed silly to expect that adding a major new criterionto
the requirements for a cryptographic system could fail to
slow it down. The designer would always have more lati-
tude with systems that did not have to satisfy the public key
property and some of these would doubtless be faster. Even
more compelling was the realization that modes of oper-
ation incompatible with the public-key property are essen-
tial in many communication channels.
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To date, the “high-efficiency public-key systems’ that |
pad hoped for have not appeared and the restriction of pub-
ickey cryptography to key management and signature
applications is almost universally accepted. More funda-
mental criticism focuses on whether public-key actually
makes any contribution to security, but, before examining
this criticism, we must undertake a more careful study of
key distribution mechanisms.

{ey Management

The solution to the problem of key management using
conventional cryptography is for the network to provide a
key distribution center (KDC): a trusted network resource
that shares a key with each subscriber and uses these in a
bootstrap process to provide additional keys to the sub-
scribers as needed. When one subscriber wants to com-
municate securely with another, he first contacts the KDC
to obtain a session key for use in that particular conver-
sation.

Key distribution protocols vary widely depending on the
tost of messages, the availability of multiple simultaneous
tonnections, whether the subscribers have synchronized
docks, and whether the KDC has authority not only to facil-
itate, but to allow or prohibit, communications. The fol-
lowing example is typical and makes use of an important
property of cryptographic authentication. Because a mes-
sage dltered by anyone who does not have the correct key
will fajl when tested for authenticity, there is no loss of secu-
ity in receiving a message from the hands of a potential
spponent. In so doing, it introduces, in a conventional con-
text, the concept of a certificate—a cryptographically
wthenticated message containing a cryptographic key—a
toncept that plays a vital role in modern key management.

1) When Alice wants to call Bob, she first calls the KDC
and requests a key for communicating with Bob.

2) The KDC responds by sending Alice a pair of certif-
icates. Each contains a copy of the required session
key, one encrypted so that only Alice can read it and
one so that only Bob can read it.

3) When Alice calls Bob, she presents the proper cer-
tificate as her introduction. Each of them decrypts the
appropriate certificate under the key that he shares
with the KDC and thereby gets access to the session
key.

4 Alice and Bob can now communicate securely using
the session key.

Alice and Bob need not go through all of this procedure
on every call; they can instead save the certificates for later
we. Such cacheing of keys allows subscribers to avoid call-
ing the KDC every time they pick up the phone, but the
mmber of KDC calls is still proportional to the number of
distinct pairs of subscribers who want to communicate
®curely. A far more serious disadvantage of the arrange-
ment described above is that the subscribers must share
the secrecy of their keying information with the KDC and

- ¥itis penetrated, they too-will be compromised.

Abig improvement in both economy and security can be
made by the use of public-key cryptography. A certificate
functions as a letter of introduction. In the protocol above,
Nice has obtained a letter that introduces her to Bob and
4ob alone. In a network using public-key encryption, she
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can instead obtain a single certificate that introduces her

" to any network subscriber {62].

What accounts for the difference? In a conventional net-
work, every subscriber shares asecret key with the KDC and
can only authenticate messages explicitly meant for him.
if one subscriber has the key needed to authenticate a mes-
sage meant for another subscriber, he will also be able to
create such a message and authentication fails. In a public-
key network, each subscriber has the public key of the KDC
and thus the capacity to authenticate any message from the
KDC, but no power to forge one.

Alice and Bob, each having obtained a certificate from the
KDC in advance of making any secure calls, communicate
with each other as follows:

1) Alice sends her certificate to Bob.
2) Bob sends his certificate to Alice.
3) Alice and Bob each check the KDC's signature on the
certificates they have received.
4) Alice and Bob can now communicate using the keys
contained in the certificates.

When making a call, there is no need to call the KDC and
little to be gained by cacheing the certificates. The added
security arises from the fact that the KDC is not privy to any
information that wouid enable it to spy on the subscribers.
The keys that the KDC dispenses are public keys and mes-
sages encrypted with these can only be decrypted by using
the corresponding secret keys, to which the KDC has no
access.

The most carefully articulated attack came from Roger
Needham and Michael Schroeder [76}, who compared con-
ventional key distribution protocols with similar public-key
ones. They counted the numbers of messages required and
concluded that conventional cryptography was more effi-
cient than public-key cryptography. Unfortunately, in this
analysis, they had ignored the fact that security was better
under the public-key protocol they presented than the con-
ventiona! one.

In order to compromise a network that employs con-
ventional cryptography, it sufficies to corrupt the KDC. This
gives the intruders access to information sufficient for
recovering the session keys used to encrypt past, present,
and perhaps future messages. These keys, together with
information obtained from passive wiretaps, allow the pen-
etrators of the KDC access to the contents of any message
sent on the system. :

A public-key network presents the intruder with a much
more difficult problem. Even if the KDC has been corrupted
and its secret key is known to opponents, this information
is insufficient to read the traffic recorded by a passive
wiretap. The KDC's secret key is useful only for signing cer-
tificates containing subscribers’ public keys; it does not
enable the intruders to decrypt any subscriber traffic. To
be able to gain access to this traffic, the intruders must use
their ability to forge certificates as a way of tricking sub-
scribers into encrypting messages with phony public keys.

Inorderto spy on acall from Alice to Bob, opponentswho

" have discovered the secret key of the KDC must intercept

the message in which Alice sends Bob the certificate for her
public key and substitute one for a public key they have
manufactured themselves and whose corresponding secret
key is therefore known to them. This will enable them to
decrypt any message that Alice ser:ds to Bob. If such a mis-
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encrypted message actually teacf( Job, however, he will
be unable to decrypt itand may alert Alice to the error. The
opponents must therefore intercept Alice’s messages,
decrypt them, and reencrypt them in Bob’s public key in
order to maintain the deception. If the opponents want to
understand Bob’s replies to Alice, they mustgo th roughthe
same procedure with Bob, supplying himwith a phony pub-
lic key for Alice and translating all the messages he sends
her.

The procedure above is cumbersome at best. Active
wiretaps are in principle detectable, and the number the
intruders must place in the net in order to maintain their
control, grows rapidly with the number of subscribers being
spied on. Over large portions of many networks—radio
broadcast networks, for example—the message deletions
essential to this scheme are extremely difficult. This forces
the opponents to place their taps very close to the targets
and recreates the circumstances of conventional wiretap-
ping, thereby denying the opponents precisely those
advantages of communications intelligence that make it so
attractive. )

It is worth observing that the use of a hybrid scheme
diminishes the gain in security a little because the intruder
does not need to control the channel after the session key
has been selected. This threat, however, can be countered,
without losing the advantages of a session key, by period-
ically (and unpredictably) using the publickeysto exchange
new session. keys [40].

Public-key: techniques also make it possible to conquer
another troubling problem of conventional cryptographic
security, the fact that compromised keys can be used to
read traffic taken at an earlier date. At the trial of Jerry
Whitworth, a spy who passed U.S. Navy keying information
to the Russians, the judge asked the prosecution’s expert
witness [27]: “Why is it necessary to destroy yesterday's . . .
[keyl. .. list if it's never going to be used again?”’ The wit-
ness responded in shock: “A used key, Your Honor, is the
most critical key there is. If anyone can gain access to that,
they can read your communications.”

The solution to this problem is to be found in a judicious
combination of exponential key exchange and digital sig-
natures, inherent in the operation of a secure telephone
currently under development at Beli-Northern Research
[41], [81] and intended for use on the | ntegrated Services
Digital Network.

Each ISDN secure phone has an operating secret-key/
public-key pair that has been negotiated with the network’s
key management facility. The public-key portion is embod-
ied in a certificate signed by the key management facility
along with such identifying information as its phone num-
ber and location. In the call setup process that follows, the
phone uses this certificate to convey its public key to other
phones.

1) Thetelephones perform an exponential key exchange
to generate session keys unique to the current phone
call. These keys are then used to encrypt all subse-
quent transmissions in a conventional cryptosystem,

2) Having established an encrypted (though not yet
authenticated) channel, the phones begin exchang-
ing credentials. Each sends the other its public-key
certificate. :

3) Each phone checks the signature on the certificate it

“has received and extracts from it the other phone's
public key.
4) The phones now challenge each other to sign test
messages and check the signatures on the responses
using the public keys from the certificates.

Once the call setup is complete, each phone displays for
its user the identity of the phone with which it is in com-
munication.

The use of the exponential key exchange creates unique
session keys that exist only inside the phones and only for
the duration of the call. This provides a security guarantee
whose absence in conventional cryptography is at the heart
of many spy cases: once a call between uncompromised
ISDN secure phones is completed and the session keys are
destroyed, no compromise of the long term keys that still
reside in the phones will enable anyone to decrypt the re-
cording of the call. Using conventional key management
techniques, session keys are always derivable from a com-
bination of long-term keying material and intercepted
traffic. If long-term conventional keys are ever compro-
mised, all communications, even those of earlier date,
encrypted in derived keys, are compromised as well.

In the late 1970s, a code clerk named Christopher Boyce,
who worked for a ClA-sponsored division of TRW, copied
keying material that was supposed to have been destroyed
and sold it to the Russians [66]. More recently, Jerry Whit-
worth did much the same thing in the communication cen-
ter of the Alameda Naval Air Station [8]. The use of expo-
nential key exchange would have rendered such previously
used keys virtually worthless.

Another valuable ingredient of modern public-key tech-
nology is the message digest. Implementing a digital sig-
nature by encrypting the entire document to be signed with
asecret key has two disadvantages. Because public key sys:
tems are slow, both the signature process (encrypting the
message with a secret key), and the verification process
(decrypting the message with a public key) are slow. There
is also another difficulty. If the signature process encrypts
the entire message, the recipient must retain the ciphertext
for however long the signed message is needed. In order
to make any use of it during this period, he must either save
a plaintext copy as well or repeatedly decrypt the cipher-
text. :

The solution to this problem seems first to have been pro-
posed by Donald Davies and Wyn Price of the National
Physical Laboratory in Teddington, England. They pro-
posed constructing a cryptographically compressed form
or digest of the message [33] and signing by encrypting this
with the secret key. In addition to its economies, this has
the advantage of allowing the signature to be passed around
independently of the message. This is often valuable in pro-
tocols in which a portion of the message that is required
in the authentication process is not actually transmitted
because it is already known to both parties.

Most criticism of public-key cryptography came about
because public-key management has not always been seen
from the clear, certificate oriented, view described above.
When we first wrote about public key, we spoke either of
users looking in a public directory to find each other’s keys
or simply of exchanging them in the course of communi-
cation. The essential fact that each user had to authenticate
any public key he received was glossed over. Those with
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minvestment in traditional cryptograpny were not slow to

int out this oversight. Public-key cryptography was stig-
matized as being weak on authentication and, although the
problems the critics saw have long been solved, the criti-
dsm is heard to this day.

Vill. APPLICATION AND {MPLEMENTATION

Whilearguments about the true worth of public-key cryp-
wgraphy raged in the late 1970s, it came to the attention of
one person who had no doubt: Gustavus §. Simmons, head
o the mathematics department of Sandia National Labo-
rtories. Simmons was responsible for the mathematical
spects of nuclear command and control and digital sig-
natures were just what he needed. The applications were
kimitless: A nuclear weapon could demand a digitally signed
order before it would arm itself; a badge admitting some-

¥ oneto a sensitive area could bear a digitally signed descrip-

tion of the person; a sensor monitoring compliance with
anuclear test ban treaty could place a digital signature on
theinformation it reported. Sandia began immediately both
todevelop the technology of public-key devices [108], [107],
P9)and to study the strength of the proposed systems [105],
16], [34].

The application about which Simmons spoke most fre-
quently, test-ban monitoring by remote seismic observa-
tories [106], is%the subject of another paper in this special
section (G. J. Simmons, “How to insure that Data Acquired
wVerify Treaty Compliance are Trustworthy”). If the United
‘Sates and the Soviet Union could put seismometers on each
ofher’s territories and use these seismometers to monitor
wchother’s nuclear tests, the rather generous hundred and
#fty kiloton upper limit imposed on underground nuclear
iesting by the Limited Nuclear Test Ban Treaty of 1963 could
betightened considerably—perhaps to ten kilotons or even
one kiloton. The problem is this: A monitoring nation must
ssure itself that the host nation is not concealing tests by
mpering with the data from the monitor’s observatories.
Conventional cryptographic authentication techniques can
solve this problem, butinthe process create another. A host
nation wants to assure itself that the monitoring nation can
monitor only total yield and does not employ an instrument
package capable of detecting staging or other asects of the
weapon not covered by the treaty. If the data from the
femote seismic observatory are encrypted, the host country
@nnot tell what they contain.

Digital signatures provided a perfect solution. A digitally
signed message from a remote seismic observatory cannot
be altered by the host, but can be read. The host country
@n assure itself that the observatory is not exceeding its
wthority by comparing the data transmitted with data from
anearby observatory conforming to its own interpretation
o the treaty language.

- The RSA system was the one best suited to signature
¥pplications, so Sandia began building hardware to carry
out the RSA calculations. In 1979 it announced a board
implementation intended for the seismic monitoring appli-
“Gtion [106]. This was later followed by work on both low-
and high-speed chips [89], [94]. .
. Sandia was not the only hardware builder. Ron Rivest and
lleagues at MIT, ostensibly theoretical computer scien-
tists, learned to design hardware and produced a board at
“¥pproximately the same time as Sandia. The MIT board
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Wafer photo: Sandia low speed chip.

would carry out an RSA encryption with aone hundred digit
modulus in about a twentieth of a second. It was adequate
“proof of concept” but too expensive for the commercial
applications Rivest had in mind.

No sooner was the board done than Rivest started study-
ing the recently popularized methods for designing large-
scale integrated circuits. The result was an experimental
nMOS chip that operated on approximately 500 bit num-
bers and should have been capable of about three encryp-
tions per second {93]. This chip was originally intended as
aprototype for commercial applications. As it happend, the
chip was never gotten to work correctly, and the appear-
ance of a commercially available RSA chip was to await the
brilliant work of Cylink corporation in the mid-1980s [31].
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‘o e € pieseil Usldue aawneq, pubtic-key technology
began the transition from esoteric research to product
development. Part of AT&T's response Carter Admin-
istratic » initiative to improve the overal “Security of Amer-
icar: telecommunications, was to develop a soecialized
cryptographic device fo: protecting the Common Channel
Interoffice Signaling (CCIS) on telephone trunks. The
devices were link encryptors that used exponential key
exchange to distribute DES keys [75], [16].

Although AT&T's system was widely used within its own
huge network, it was never made available as a commercial
product. At about the same time, however, Racal-Miigo
began producing the Datacryptor II, a link encryption
device that offered an RSA key exchange mode [87]. One

Racal-Milgo Datacryptor Ii.

device used exponential key exchange, the other RSA, but
overall function was quite similar. When the public-key
option of the Datacryptor is initialized, it.manufactures a
new RSA key pair and communicates the public portion to
the Datacryptor at the other end of the line. The device that
receives this public key manufactures a DES key and sends
it to the first Datacryptor encrypted with RSA. Unfortu-
nately, the opportunity for sophisticated digital signature
based authentication that RSA makes possible was missed.

future Secure Voice System

As the early 1980s became the mid-1 980s, public-key cryp-
tography finally achieved official, if nominally secret,
acceptance. In 1983, NSA began feasibility studies for a new
secure phone system. There was fewer than ten-thousand
of their then latest system the Secure Telephone Unit Il or
STU-ll and already the key distribution center for the prin-
cipal network was overloaded, with users often complain-
ing of busy signals. At $12 000 or more apiece, ten-thousand
STU-lIs may have been all the government could afford, but
it was hardly all the secure phones that were needed. In its
desire to protect far more than justexplicitly classified com-
munications, NSA was dreaming of a million phones, each
able to talk to any of the others. They could not have them
all calling the key distribution center every day.

The system to be replaced employed electronic key dis-
tribution that allowed the STU-II to bootstrap itself into
direct end-to-end encryption with a different key on every
call. When a STU-Il made a secure call to a terminal with
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which it did not share a key, itacquired one by calling a key
distribution center using a - =tocol similar to one described
earlier.

Although the STU-II seemed wonderful when first fielded
inthe late seventies, ithad some major shortcomings. Some
cacheing of keys was permitted, but calls to the KDC
entailed significant overhead. Worse, each network had to
be at a single clearance level, because there was no way for
a STU-II to inform the user ofsthe clearance level of the
phone with which it was talking. These factors, as much as
the high price and large size, conspired against the feas;.
bility of building a really large STU-II network.

The STU-III is the size of a large conventional telephone
and, at about $3000 apiece, substantially cheaper than its
predecessor. itis equipped with a two-line display that, like
thedisplay of the ISDN secure phone, provides information
to each party about the location, affiliation, and clearance
of the other. This allows one phone to be used for the pro-
tection of information at various security levels. The phones
are also sufficiently tamper resistant that unlike earlier

Motorola STU-II secure telephone.

equipment, the unkeyed instrument s unclassified. These
elements will permit the new system to be made much more
widely available with projections of the number in use by
the early 1990s running from half a million to three million
[18], (43].

To make a secure call with a STU-III, the caller first places
an ordinary call to another STU-II, then inserts a key-shaped
device containing a cryptographic variable and pushes a
““go secure” button. After an approximately fifteen second
wait for cryptographic setu P, each phone shows infor-
mation about the identity and clearance of the other party
on its display and the call can proceed.

Inanunprecedented move, Walter Deeley, NSA's deputy
director for communications security, announced the STU-
Ill or Future Secure Voice System in an exclusive interview
given to The New York Times [18]. The objective of the new
system was primarily to provide secure voice and low-speed
datacommunications for the U.S. Defense Departmentand
its contractors. The interview did not say much about how
it was going to work, but gradually the word began to leak
out. The new system was using public key.

The new approach to key management was reported early
on [88] and one article [6] spoke of phones being “repro-
grammed once a year by secure telephone link,” a turn of
phrase strongly suggestive of a certificate passing protocol,
similar to that described earlier, that minimizes the need
for phones to talk to the key management center. Recent
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eports have been more forthcomi( speaking of a key
nanagement system called FIREFL Ythat, [95] “evolved from
pblic key technology and is used to establish pair-wise
mffic encryption keys.”” Both this description and testi-
pony submitted to Congress by Lee Neuwirth of Cylink [78]
wggestacombination of key exchange and certificates sim-
artothatused in the ISDN secure phone and it is plausible
nat FIREFLY too is based on exponentiation.

Three companies: AT&T, Motorola, and RCA are manu-
acturing the instruments in interoperable versions and GTE
sbuilding the key management system. So far, contracts
nave been issued for an initial 75 000 phones and deliveries
pegan in November 1987.

urrent Commercial Products

several companies dedicated to developing public-key
wchnology have been formed in the 1980s. All have been
established by academic cryptographers endeavoring to
eploit their discoveries commercially.

The first was RSA Data Security, founded by Rivest,
shamir, and Adleman, the inventors of the RSA cryptosys-
1em, to exploit their patent on RSA and develop products
sased on the new technology. RSA produces a stand-alone
wftware package called Mailsafe for encrypting and sign-
ing electronic mail. It also makes the primitives of this sys-
¥m available as a set of embeddable routines called Bsafe
that has been licensed to major software manufacturers[9].

Cylink Corporation of Sunnyvale, California, has chalked
wp the most impressive engineering record in the public-
teyfield. itsifirst productwas the CIDEC HS[32],[63],ahigh-
speed (1.544-Mbit) data encryptor for protecting DS1 tele-

Cylink CIDEC-HS.

phone trunks. Like AT&T’s CCIS encryptor, it uses expo-

nential key exchange to establish DES session keys {77).
Cylink is also first to produce a commercially available

RSA chip [7], [31]. The CY1024 is, despite its name, a 1028

Lylink CY1024 exponentiator.
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Chip photo: Cylink CY1024.

bit exponential engine that can be cascaded to perform the
calculations for RSA encryptions on moduli more than six-
teen thousand bits long. A single CY1024 does a thousand
bit encryption in under half a second—both modulus size
and speed currently being sufficient for most applications.

The cryptography group at Waterloo University in Ontario
have brought the fruits of their labors to market through
a company called Cryptech. Their initial inroads into the
problem of extracting logarithms over finite fields with 27
elements [10] made it necessary to employ larger fields. This
in turn inspired them to develop high-speed exponentia-
tion algorithms. The result is a system providing both expo-
nential key exchange and half megabit dataencryption with
the same system [56].

IX. MULTIPLYING, FACTORING, AND FINDING PRIMES

The successes of the RSA system and of exponential key
exchange over prime fields have led to significant devel-
opment in three areas: multiplying, factoring, and finding
prime numbers.

Factoring the modulus has remained the front runner
among attacks on the RSA system. As factoring has
improved, the modulus size required for security has more
than doubled, requiring the system’s usersto hunt for larger
and larger prime numbers in order to operate the system
securely. As the numbers grow larger, faster and faster
methods for doing modular arithmetic are required. The
result has been not only the development of a technical
base for public-key cryptography, but an inspiration and
source of support for number theory [61], [65]).

Factoring

In addressing the question of how large the primesinthe
RSA system should be, Rivest, Shamir, and Adleman’s orig-
inal memo spoke of a number d such that: “determining
the prime factorization of a number n which is the product
of just two prime numbers of length d (in digits) is ‘com-
putationally impossible’.” When MIT/LCS/TM-82 first
appeared, it contained the statement “Choosing d = 40
seems to be satisfactory at present.” In a second printing
the recommended value of d was changed to 50 andina
third took a sharp leap to 100. This escalation is symbolic
of the direction of factoring in the late 1970s and early 1980s.

In 1975, the factoring of a 39 digit number [73] constituted
a landmark. The advent of the RSA system, however, was
to usher in a decade of rapid progress in this field. By the
end of that decade, numbers twice as long could be fac-
tored, if not with ease, at least with hours of Cray-1time[34].
These factorizations confirmed, by actual computer imple-
mentation, the number theorists’ predictions about fac-
toring speed.

Several factoring techniques of comparable perfor-
mance have become available in recent years {85]. All factor,
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in time, proportional to - (
L(n) = evlnnxlnlnn

a fizure that has alreacy been seen in connection with dis-
crete logarithms. The one that has been most widely applied
is called quadratic sieve factoring [34] and lends itself well
to machine implementation. One of factoring’s gurus, Mar-
vin Wunderlich, gave a Paper in 1983 [116] that examined
the way in which quadratic sieve factoring could exploit
parallel processing to factor a hundred digit number in two
months. In the same lecture, Wounderlich also explained the
importance of uniformity in factoring methods applied in
Lcryptanalysis. To be used in attacking RSA, a factoring
method must be uniform, at least over the class of bicom-
posite numbers. if it is only applicable to numbers of some
particular form, as many methods used by number theo-
rists have been, the cryptographers will simply aiter their
key production to avoid numbers of that form.

More recently, Carl Pomerance [85] has undertaken the
design of a modular machine employing custom chips and
specialized to factoring. The size of the numbers you can
factor is dependent on how much of such a machine you
can afford. He has begun building a $25 000 implementa-
tion that he expects to factor 100 digit numbers in two weeks
[96]. Ten million dollars worth of similar hardware would
be able to factor hundred and fifty digit numbers in a year,
but Pomerance’s analysis does not stop there. Fixing one
yearas anominal upper limit on our patience with factoring
any one number, he is prepared to give a dollar estimate
for factoring a number of any size. For a two hundred digit
number, often considered unapproachable and a bench-
mark in judging RSA systems, the figure is one hundred
billion dollars. This is a high price to be sure, but not beyond
human grasp.

Prime Finding

Prime finding has followed a somewhat different course
from factoring. This is in part because there are probabi-
listic techniques that identify primes with sufficient cer-
tainty to satisfy all but perhaps the pickiest of RSA users and
in part because primality is not in itself a sufficient con-
dition for numbers to be acceptable as RSA factors.

Fermat’s Little Theorem guarantees that if nis prime then
forali0 < b < n

b""' = 1 (mod n)
and any number that exhibits this property for some b is
said to pass the pseudoprime test to base b. Composite
numbers that pass pseudoprime tests to all bases exist, but
they are rare and a number that passes several pseudo-
prime tests is probably a prime.

The test can be refined by making use of the fact that if
n is an odd prime only the numbers 1 and —1 are square
roots of 1, whereas if n is the productof distinct odd primes,
the number of square roots of unity grows exponentially
in the number of factors. If the number n passes the pseu-
doprime test to base b, it can be further examined to see
if

n-1

——

b 2
Tests of this kind are called strong pseudoprime tests to

= +1(mod n).

_ base b and very few composite numbers that pass strong

pseudoprime tests to more than a few bases are known.
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Although there has been{ \,rnsive work in the past dec.

ade on giving genuine Proofs of primality [84], (2, [57), the ~
strong pseudoprime tests take care of the primality aspect
of choosing the factors of RSA moduli. Another aspectariseg

from the fact that not all prime numbers are felt to beequaj

good. in many RSA implementations, the factors of the :
modulus are not random large pcimes p, but large primes -
chosen for particular Properties of the factors of P—=19

[52].

High-Speed Arithmetic

Because of the progress in factoring during the decade |

of public-key’s existence, the size of the numbers used ip
RSA has grown steadily. In the early years, talk of hundreq

digit moduli was common. One hundred digit numbers,

332 bits, did not seem likely to be factored in the immediate
future and, with the available computing techniques, sys-
tems with bigger moduli ran very slowly. Today, hundreq
digit numbers seem only just out of reach and there is little
discussion of moduli smaller than 512 bits. Two hundred
digits, 664 bits, is frequently mentioned, and Cylink has not
only chosen to make its chip a comfortable 1028 bits, but
also to allow up to sixteen chips to be used in cascade. If
this expansion has been pushed by advances in factoring,
it has been made possible by advances in arithmetic.
Most of the computation done both in encryption and

decryption and in the ancillary activity of manufacturing -

keys is exponentiation and each exponentiation, in turn, is
made up of multiplications. Because, as discussed in the
section of exponential key exchange, numbers can be raised
to powers in a small number of operations by repeated
squaring, it is the speed of the underlying multiplication
operation that is crucial.

According to Rivest [94] multiplication on a fixed word
length processor takes time proportional to the square
length of the operands or O(k?). If dedicated serial/parallel
hardware is constructed for the purpose, this time can be
reduced to O(k). In this case, the number of gates requin
is also proportional to the lengths of the operands, Ot;’
The fastest implementations [15] run in time Oflog k), but
here the hardware requirements grow sharply to O(k?
gates.

X. DiReCTIONS IN PusLic-Key ResearcH

Public-key cryptography has followed a curious course.
In its first three years, three Systems were invented. One
was broken; one has generally been considered imprac-
tical; and the third reigns alone as the irreplaceable basis
for a new technology. Progress in producing new public-
key cryptosystems is stymied asis the complementary prob-
lem of proving the one system we have secure, or even of

proving it equivalent to factoring in a useful way.

Stymied though it may be in its central problems, how-
ever, the theoretical side of public-key cryptography is
flourishing. This is perhaps because the public-key prob-
lem changed the flavor of cryptography. It may be difficuit
to produce good conventional cryptosystems, but the dif-
ficulty is all below the surface. it is typically easier to con-
struct a transformation that appears to satisfy the require-
ments of security than it is to show that a proposed system
is no good. The result is a long development cycle ill-suited
tothe give and take of academic research, Systems that even
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istdec- ar to exhibit the public-key property, however, are dif-
31), the scult to find and this sort of difficulty is something the the-
aspect oretical computer scientists can get their teeth into. The
tarises arly taste of success that came with the development of
equally FIBA has inspired the search for solutions to other seem-
of the 4 mglyparadoxical problems and led to active exploration of
primes 4 ivariety of new cryptographic disciplines.
-1[91}, This is not to say that contemporary research is not moti-
wted by application. A constant caution in conventional
R oyptography is that the strength of a cryptosystem in one
mode of operation does not guarantee its strength in
sother. it is widely felt, for example, that a conventional
.decad.e & block cryptosystem such as DES is a suitable component
used in B L which to implement other modes of operation, but no
undred § oofs have been offered. This burdens anyone who
smbers, @ 4o0ses the system as a building block with a separate cer-
nediate ¥ wrational examination of every configuration in which it
ses, sys- ¥ 10 be used. One objective of research in public-key cryp-
wundred 3 poraphy has been to demonstrate the equivalence of many
sislittle R ooh secondary cryptographic problems to those that
undred 8 4efine the strength of the system. Substantial progress has
-hasnot & een made in proving that the strength of cryptographic
sits, but - @ or5i0c0ls is equivalent to the strength of the RSA system
icade. If W 4 that the protection provided by RSA is uniform [4].
ictoring, There is another sort of applied flavor to even the purest
. dcryptographic research—a search for ways of transplant-
donand @y, current social and business mechanisms to aworld
ACturing ‘@ o which communication is primarily telecommunication.
! turn, is Thedigital signature was the first great success in this direc-
d |n.the tion, which can be characterized as asking: what can we
weraised b with paper, pencil, coins, and handshakes that wouid
»epea?ed B tehard to do without them. And, how can we do it without
Tj;ahcanon W them?
, d d In1977, 1 gave atalk on the problem of developing a pu rely
i wor sectronic analog of the registered mail receipt, in the cur-
:’squ;rel ®nt topics session of the iInternational Symposium on
gapara bee iformation Theory at Cornell. My message was pessimis-
- can d k, arguing for both the importance and the intractability
’,-_qe:“:'):i) 3 ¢ the problem, but fortunately my pessimism was pre-
g ;() bu; sature. Avyear and a half later, the MIT group pennedanote
o (')(kz) wmtitled *‘Mental Poker’ [99]. It did not solve the problem
; o receipts for registered mail, but did show how to do
' wmething just as surprising: gamble over the telephone in
iway that prevented either party from cheating without
course. 4 ding discovered. This as it turned out was just the begin-
ed. One ¥ tng.
imprac- 3 Tomy delight, the problem of registered mail was redis-
sle basis Jovered in Berkeley in 1982 as part of a larger category of
s public- ¥ woblems that could be solved by ping-pong protocols and
wryprob- J%eemergence of this subject was one of the highlights of
-even of #RUypto '82 [20]. Despite problems with protocols that were
: AR tther broken or impossibly expensive [55], progress has
ns, how- JRMen sufficient to provide hope that registered mail, con-
raphy is "iFtsigning, and related problems will one day have prac-
ey prob- %l solutions.
difficult "3 I separate 1979 papers, G. R. Blakley at the University

tthe dif- JE¥Texas and Adi Shamir at MIT[11],[100] opened yet another
rto con- drection of investigation: how secret information can be
require- ‘BEdvided among several people in such a way that any k of
d system %em, but no fewer, can recover it. Although this field of
ilsuited Sl ®et sharing, unlike that of ping-pong protocols emerged
thateven &Ml grown with provably correct and easily implementable

e anma B ..

(.
protocols, it has been the subject of continuing examina-
tion [5], (26}, [45], [58].

David Chaum, currently at the Center for Mathematics
and Computer Science in Amsterdam, has applied public-
key technology to a particularly challenging set of problems
[21],{22]. In a society dominated by telecommunication and
computers, organizations ranging from credit bureaus to.
government agencies can build up dossiers on private cit-
izens by comparing notes on the credentials issued to the
citizens. This dossier building occurs without the citizens’
knowledge or consent and, at present, the only protection
against abuses of this power lies in legal regulation. Chaum
has developed technical ways of permitting an individual
to control the transfer of information about him from one
organization to another. Without action on the part of an
individual to whom credentiais have been issued, no orga-
nization is able to link the information it holds about the
individual with information in the databanks of any other
organization. Nonetheless, the systems guarantee that no
individual can forge organizational credentials. Chaum’s
techniques address problems as diverse as preventing spies
from tracing messages through electronic mail networks
{19], {24] and protecting the privacy of participants in trans-
actions with systems that recapture in electronic media both
the assurance and the anonymity of cash [21].

The work drawing most attention at present is probably
the field best known under the name of zero-knowledge
proofs|49], [50], though similar theories, based on different
assumptions about the capabilities of the participants, have
been developed independently [23], [13], [14]. One of the
idea’s originators, Silvio Micali at MIT, described it as ““the
inverse of a digital signature.” Azero-knowledge proof per-
mits Alice to demonstrate to Bob that she knows some-
thing, but gives him no way of conveying this assurance to
anybody else. In the original example, Alice convinced Bob
that she knew how to color a map with three colors, but
gave him no information whatever about what the coloring
was.

The view that a zero-knowledge proof is the inverse of
adigital signature now seemsironic, becausea form of chal-
lenge and response authentication, applicable to the sig-
nature problem, has become the best known outgrowth of
the field. In this system, the responder demonstrates to the
challenger his knowledge of a secret number, without
revealing any information about what the number is. Amos
Fiat and Adi Shamir have recently brought forth an iden-
tification system of this sort, and announced a proof that
breaking it is equivalent to factoring [47]. :

A purist might respond to all this by saying that having
failed to solve the real problems in public-key cryptogra-
phy, cryptographers have turned aside to find other things
about which to write papers. It is a situation that has been
seen before in mathematics. At the end of the last century,
mathematical analysis ground to a halt against intractable
problems in Fourier Theory, differential equations, and
complex analysis. What many mathematicians did with their
time while not solving the great problems was viewed with
scorn by critics who spoke of the development of point set
topology and abstract algebra as “soft mathematics.” Only
at mid-century did it become clear what had happened. In
the abstractions a great hammer had been forged and
through the 1950s and 1960s the classic problems began to
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fall under its blows. Perhar( ..yptography will be equally
lucky.

XI. WHERE 1s Pusuic Key Going?

In just over ten years, public-key cryptography has gone
from a novel concept to a mainstay of cryptographic tech-
nology. It is soon to be implemented in hundreds of thou-
sands of secure telephones and efforts are under way to
apply the same mechanisms to data communications on a
similar scale [97]. The outlook in the commercial world is
equally bright. As early as the fourth quarter of this year,
digital signatures may enter retail electronic funds transfer
technology in a British experiment with point of sale ter-
minals [57]. The demand for public key is exemplified by a
recent conference on smart cards in Vienna, Austria [111],
where one question was heard over and over again: When
will we have an RSA card?

Now that it has achieved acceptance, public-key cryp-
tography seems indispensable. In some ways, however, its
technological base is disturbingly narrow. With the excep-
tion of the McEliece scheme and a cumbersome knapsack
system devised explicitly to resist the known attacks [25],
virtually all surviving public-key cryptosystems and most of
the more numerous signature systems employ exponen-
tiation over products of primes. They are thus vulnerable
to breakthroughs in factoring or discrete logarithms. Key
exchange systems are slightly better off since they can use
the arithmetic of primes, prime products, or Galois fields
with 2" elements and are thus sensitive to progress on the
discrete logarithm problem only.

From the standpoint of conventional cryptography, with
its diversity of systems, the narrowness bespeaks a wor-
risome fragility. This worry, however, is mitigated by two
factors. :

e The operations on which public-key cryptography
currently depends—multiplying, exponentiating, and
factoring—are all fundamental arithmetic phenom-
ena. They have been the subject of intense mathe-
matical scrutiny for centuries and the increased atten-
tion that has resulted from their use in public-key
cryptosystems has on balance enhanced rather than
diminished our confidence.

» Our ability to carry out large arithmetic computations
has grown steadily and now permits us to implement
our systems with numbers sufficient in size to be vul-
nerable only to a dramatic breakthrough in factoring,
logarithms, or root extraction.

Itis even possible that RSA and exponential key exchange
will be with us indefinitely. The fundamental nature of

_exponentiation makes both good candidates for eventual

proof of security and if complexity theory evolves to pro-
vide convincing evidence of the strength of either, it will
establish a new paradigm for judging cryptographic mech-
anisms. Even if new systems were faster and had smaller
keys, the current systems might never be superceded alto-
gether.

Such proofs have yet to be found, however, and pro-
posed schemes are continually presented at the crypto-
graphic conferences [12], {114), [80], [30], [82]. Approaches
include generalizing RSA to other rings and various
attempts to replace exponentials with poltynomials, but in
general they have not fared well and some of their fates are
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-discussed els...nere in this special section (E. F. Brickej}
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and A. M. Odlyzko “Cryptanalysis: A Survey of Re
Results”). So far, the goal of improving on the performa
of RSA without decreasing its security has yet to be achie

An appealing idea that has been put forward by Stepheq.
Wolfram and studied by Papua Guam [54] is the use of
lular automata. Guam's system is too new to have recei
careful scrutiny and superficial examination suggests that.
it may suffer a weakness similar to one seen in other cases’
[46]. Even should this effort fail, however, the cellular
automaton approach is attractive. Cellular automata differ
from such widely accepted cryptographic mechanisms as
shift registers in that, even if they are invertible, it is not
possible to calculate the predecessor of an arbitrary state ™
by simply reversing the rule for finding the successor. This
makes them a viable vehicle for trap doors. Cellular auto-
mata also lend themselves to study of the randomness :
properties required of strong cryptographic systems [115) -

What will be the outcome of such research? In an attempt "
to foresee the future of cryptography in 1979, | wrote [39}

“Prospects for development of new and more
efficient public key cryptographic systems by
the latter part of the eighties are quite good.
Public key cryptography is more successful
today than algebraic coding theory was at the
age of four. The major breakthroughs in that
field did not begin till the latter part of its first
decade, but then progressed rapidly. The sim-
ilarity of the two fields is reason for optimism
that ... public key cryptography will follow a
similar course.

Increasing use of the available public key sys-
tems in the 1980s will spread awareness of both
their advantages and the performance short-
comings of the early examples. The research
response to this awareness will probably pro- ‘
duce better public key systems in time for use
during the first half of the nineties.”

My schedule was clearly too optimistic. If there are public-
key cryptosystems with better performance or greater secu-
rity waiting in the wings, they are proprietary systems that
have yet to make even their existence known. Other aspects
of the argument are closer to the mark, however. The use
of public-key cryptosystems has increased dramaticatly and
with it awareness of their advantages. Judicious use of
hybrid systems and improved arithmetic algorithms have
reduced the “‘performance shortcomings” to the status of ;
a nuisance in most applications and the biggest motivation
for seeking new systems today is probably the desire not
to have all our eggs in one basket. Unless the available sys-
tems suffer a cryptanalytic disaster, moreover, the very suc-
cess of public-key cryptography will delay the introduction
of new ones until the equipment now going into the field
becomes outmoded for other reasons.

For a discipline just entering its teens, the position of
public-key cryptography should be seen notasa fragile, but
as a strong one.
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AMENDHMENT A

Hon. Commissioner of Patents
Washington, D.C. 20231

Dear Sir;
This paper is responsive to the Office Action of
December 15, 1978, Please amend the above-referenced application

as follows:

IN THE CLAIMS:

Add the following claims:

34, A system according to claims 1 or 2 or /3 or 4 or 5 or 6 or 7

ng

or 8 or 9 or 10 or 11 or 12 or 13 or 14 or/15 or 16 or 17 or 28

or 29 or 30 wherein at least one of said/transforming means

comprises: '
a first register means {pr receiving and storing a

first digital signal representativy¢ of said word-to-be-

o/- ,,1,/:: -7€

él

trénsformed,

a second register meahs for receiving and storing a
second digital signal represefitative of the exponent of the
equivalence relation definipg said transformation,

a third register/ means for receiving and storing a

F2

third digital signal repfesentative of the modulus of the

equivalency reiation defining said transformation, and
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an exponentiatiqq ?y‘repeated squarj‘g and multiplica-

tion network coupled to said first, second and third vegigter

means, said network including:

.

k]

A. an output register means for r ceibiﬁg and storing
a first multiplier signal and/for applying said
first multiplier signal to aAfifst multiplier input
line,

B. selector means for successiyely selecting each of
the bits of said second digital signal as a
multiplier selector signalj,

C. means operative for each ¢f said multiplier selec-

tor signals for selecting as a second multiplier

signal either the contents of said output register
means or the contents of said first register means,

and for said second applying multiplier signal to a

a second ultiplier inpyt line, said selection being

dependent on the binary value of the successive
bits of said second digital signal, and

p. modulo multiplier meahs operative in step with said
selector means and rdsponsive to said first and
second multiplier sifgnals on said first and second
multiplier input lipes for successively generating
first multiplier s¥gnals and for transferring said
first multiplierb gnals to said output register

means, said first/multiplier signal initially being

representative of binary 1, and thereafter being

representative gf the modulo product of said first
and second mul plier signals, where the modulus of
said modulé ér duct corresponds to said third digi-

tal signal.
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go e 23 24 25526 27
;;Sr( A;nqethodqsccoidlxng tfq;laims 8 _)OIJH,, 0520 or 2Y or .22 or

23 or 24 or 2% or 26 or &7 or 3¥ or 37 or 37 wherein at least one
of said transfor@ing means comprises the steps of:

receiving and storing a first digital signal in a first

register, said first digital signal being representative of said
word-to-be-transformed,

reéeiving'and storing a second digital signal in a

second register, said second digital signal being representative
of the exponent of the equivalence relation defining said trans-
formation,

receiving and storing a third digital signal in a third

register, said third digital signal being representative of the
modulus of the equivalency relation defining said transformafion,
and

exponentiating said first digital signal by repeated

squaring and multiplication using said second aﬁd third digital
signals, said exponentiating step including the substeps of:

A. receiving and storing a first multiplier signal in
an output register, and applying said first
multiplier signal to a first multiplier input line,

B. succeséively selecting each of the bits of said
second digital signal as a multiplier selector, and

C. for each of said multiplier selectors, selecting as
a second multiplier signal either the contents of
said output register or the contents of said first
register, and for applying said second multiplier
signal to a second multiplier output line, said
selection being dependent on thé?ﬁipary value of

the successive bits of said second digital signal,

D. for each of said multiplier_selectors, generating
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said first multiplier signal in a m&dulo
S wmuacipliier ' in response to the first and s;cond

multiplier signals on said first and second
multiplier input lines, and for transferring said
generated first multiplier signal to said output

. teg}stet,‘said first multiplier signal initially
being representative of binary 1 and thereafter
being representative of the modulc product of said
first and second multipliers, where the modulus: of
gaid modulo product corresponds to said third digi-

tal signal.

REMARKS :

The applicants' attorney gratefully acknowledges the
Examiner's efforts extended at the interview of March 2, 1979.

Initially, it is noted that new claims 34 and 35 have
been added. These claims are directed to cover applicants'
invention in the form shown in Fig. 3. As agreed to by the
Examiner at the interview, Fig. 3 clearly has sufficient hardware
to support allowable claims. Accordingly, it is submitted that
claims 34 and 35 are at least allowable combined with the claims
from which they depend.

In the Office Action, all of claims 1-33 were rejected
under 35 U.S.C, 101 as being directed to non-statutory subject
matter. 1Issue is taken with that position.

In the rejection, the Examiner states that “"the present
invention as claimed lies in a particular algorithm which is
employed to implement the public key cryptography scheme of

pDiffie and Hellman (reference R). However, there are no mathe-

matical algorithms in the applicants' claims.

The expressions in the applicants' claims which include




the symbol "2 " denote the well-known equivalence relation:
congruence modulo m, for integers. The symbol "=* merely is a
shorthand notation (invented by Gauss in 1801) for expressing
this equivalence relation to relate sets of numbers shown on
either side of that symbol, in effect establishing a set of con-
ditions between the related integers, or signals representaﬁive

thereof. 1In Van Norstrand's Scientific Encyclopedia (Van

Norstrand Reinhold Company, 1976, page 64), this eguivalence

relation is defined as follows:

Two elements a, b of a ring are
congruent modulo m, written

aE b (mod m), if there exist
elements p, g, r in the ring
such that a = mp+r, b = mg+r

Also see Stewart, B.M.,, Theory of Mumbers, MacMillan Company, New

York, 1952, pages 111, 112 (copy enclosed). Thus, the symbol "="
is a symbol for "congruence®, not arithmetic or mathematical
"eguality”, and the fact that the eguivalence relation of the
form

A E BC(mod n)
is in the claims does not introduce a mathematical formula or
algorithm to the claims but rather describes a relationship
between two signals, e.g. the message and ciphertext. More par-
ticularly, in the applicants' claims, the message M and the
ciphertext C are related by the transformation performed by the
encoding means and the ciphertexi C is related to the receive
message word M' by the transformation performed by the decoding
emans. The claims include a description of these relationships,
but do not specify any algorithms for effecting the transfor-
mations.

It should be noted that there may be many algorithms
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which may be used to obtain the various terms for the relation.
For example, the "exponentiation by repeated squaring and
muitiplication' approach shown by applicants' in the preferred
embodiment is but one way of finding terms satisfying the
relation. However, applicants do not claim any particular
algorithms.* In fact, any algorithms which may be used in
practicing applicants' invention may readily be used in other
applications without being covered by the applicants' claims.

Thus, the applicants' claimed invention does not "lie
in an algorithm™ which is employed to implement the Diffie and
Hellman scheme, as characterized by the Examiner, but rather
resides in a step of or means for transforming an input signal to
an output signal in a communications system so that the output
signal is related to the input signal by the specified equiva-
lency relation, regardless of the particular technique or
algorithm employed in performing that transformation.

Moreover, it appears that the §101 rejection would not
have even come into play in this case if the expressions of the
equivalency relation were not present. This may be seen if it is
assumed for the moment that the encoding and decoding (i.e.
transforming) means of claim 1 were simple transformation means,
for example, digital complimenting or inverter circuits. Then,

the claim could have the form:

A cryptographic communications system comprising:
A. a communications channel

B. an encoding means coupled to said channel
including means for digitally inverting
a transmit message word M to form a
ciphertext word C and for transmitting
C on said channel

C. a decoding means coupled to said channel
and adapted for receiving C from said

-6~
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channel and for iﬁvertin C to form a

receive message word ™'
This hypothetically claimed system has three basic elements: a
communication channel and two inverters coupled thereto. The
inverters perform a "mathematical transformation" on the signal
applied to them. There is no algorithm specified for performing
the inversion, but only a reguirement that the ciphertext be
related to the message by the complementing relation.

Assuming that digital complementing was a suitable
transformation for the invention, and that the claimed structure
satisfied 102 and 103, then there would be no question that the
claims would be allowable. Section 101 would quite properly not
come into play since there are merely three interconnected hard-
ware elements. 1In the present case, the encoding and decoding
means are merely somewhat more complex building‘blocks than
inverter circuits, where each block pérforms a transformation on
input signals applied to the block. As in the hypothetical
claim, there is no particular formulaior—algorithm specified for
the transformation in the applicants' claims--only that the
resultant signal be related to the input signal by tﬁe stated
equivalency relation.

The applicants merely use such a building block, While
at the present time there may not be any single chip implemen-
tations of that building block available, the block may be
readily built by those skilled in the art, for example by merely
implementing the circuit shown in Fig. 3. The applicants by
their claims certainly do not preempt the transformation per-
formed by the building block. For these reasons, the Examiner's
position that the claimed invention "lies in a particular

algorithm" is incorrect. Accordingly, the rejection should be

r—1



reconsidered and withdrawn.

T4 fs ~l-=~ -~~t-~3d that the rejection was applied against

claims 1-17 and 28-30 which are system claims, as well as claims
18-27 and 31-33 which are method claims.

Regarding the method claims 18-27 and 31-33, the
Examiner stated that the "invention as claimed lies in a par-

ticular algorithm . . .", citing Parker v. Flook, 198 U.S8.P.Q.

193 and Gottschalk v. Benson, 175 U.S.P.Q. 673, The Examiner

appears to use the term "algorithm®™ synonymously with the term
"mathematical formula" found, for example, in the Benson case.
The present invention, as c}aimed, dogs not fall within the
proscribed subject matter of the Benson case, because it does not
seek to patent a mathematical formula, and hence does not seek to
patent an "algorithm"™ within the definition of mathematical for-

mula set forth by Benson and Flook. As noted above, the claims

18-27 and 31-33 do not claim mathematical formulae but merely
include expressions of an equivalence relation to pose conditions
(expressed in Gauss' shorthand notation) on the claimed@ transfor-
mations.

The Court in Flook noted that "the only novel feature
of the method is a mathematical formula®™, 198 U.S.P.Q. at 195,
The Court goes on to state in footnote 1 on page 195 that "we use
the word "algorithm™ in this case as we did in Gottschalk v.
Benson, ..., to mean "a procedure for solving a given type of
mathematical problem...". lThe subject matter claimed in the pre-
sent case is neither a procedure for solving a mathematical
problem, nor a hitherto unknown mathematical formula or a
segquence of such mathematical formulae, but is instead the appli-
cation of one or more process steps to establish cryptographic

communications and to provide authentication of digital messages.
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wh;le some of these steps may be, and in fact are,
expressed in part with an equivalence relation (i.e. using Gauss'
shorthand notation), that fact does not implicate that those
steps are claims to a mathematical formula or algorithm. In the
present case, the applicants' claimed steps do not claim a mathe~
matical formula or algorithm. This may be better seen if, for
example, lines 13 and 14 of claim 18 were changed from "whereby
C# M® (mod n)" to an equivalent form which reads "by selecting
C so that the difference between C and theeth power of M is an
integer multiple of n." Clearly, there is no “algorithm"™ in this
form of the claim. It does not matter how C is selected. For
example, C may be selected by "trial-and-error", or alternatively
by “exponentiation-by-repeated-squaring® (as in the applicants'
preferred embodiment) or some other method.. The exponentiation-
by-repeated-squaring approach is of course considerably more
efficient in terms of hardwa;e implementation. But is is impor~

tant to note that the claims are independent of any particular

method (or algorithm) for finding the terms to satisfy the rela-

tion. All that-matters is that these terms be found -- by any
method or algorithm. This same reasoning is applicable to all of
claims 1-33. Thus, the claimed invention is not a proscribed
*algorithm" within 35 U.S.C. 101.

The CCPA cases which have evolved in the face of Benson
and Flook (and which have not been reversed), cases such as In re
Chatfield, 191 USPQ 730 (CCPA 1§76), In re Freeman, 197 USPQ 464
clearly support the proposition that the invention claimed herein
is patentable under 35 U.S.C. 101. The Johnson decision (which
was handed down after the Office Action herein) is particularly

informative since it follows (in time and substance) the Flook

r—-
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decision., 1In Johnson, the CCPA states:

*"[I)t is clear after Flook that

the board's conclusion that patent
protection is proscribed for all
inventions algorithmic in character
is overbroad and erroneous.”

(200 UsSPQ at 205)

The CCPA in Johnson further went on to solidify the
definition of an algorithm, citing Chatfield, wherein they
stated:

"The Supreme Court carefully
supplied a definition of the par-
ticular algorithm before it, i.e.,
[a] procedure for solving a given
type of mathematical problem.

"The broader definition of
algorithm is a step-by-step pro-
cedure for solving a problem or
accomplishing some end.... It is
axiomatic that inventive minds seek
and develop solutions to problems
and step-by-step solutions often
attain the status of patentable
invention, It would be unnecessarily
detrimental to our patent system to
deny inventors patent protection on
the sole ground that their contribution
could be broadly termed an 'algorithm'."
(200 USPQ at 206-207)

The CCPA then went on to review the two step analytical
approach taken in Freeman to determine whether or not the claims
before it were patentable. The Court of Customs and Patent
Appeals in Freeman dealt with method claims similar in form to
the method claims rejected in the present case. The CCPA's ana-
lysis in that decision is directly applicable here. 1In Freeman,
the Court set forth a two-step analysis for determination of
whether a claim is directed to non-statutory subject matter as a
whole, in light of Benson:

"First, it must be determined
whether the claim directly or

-10-
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indirectly recites an 'algorithm'
in the Benson sense of that term,....

"Second, the claim must be further

analyzed to ascertain whether in

its entirety it wholly preempts that

algorithm.®™ (197 USPQ at 471)

In Freeman, the Court noted that every process may be
characterized as a "step-by-step procedure...for accomplishing
some end" and that therefore, it would be "absurd" to interpret
the Supreme Court's view as encompassing all such processes.

Even if that "absurd@" interpretation were taken, in the present
case, as discussed above, the rejected claims are not
"algorithmic", in spite of the fact that the claims include an
equivalence relation. That equivalence relation only expresses
conditions on a transformation. The conditions expressed by that
equivalence relation may not be characterized as “a step-by-step
procedure...for accomplishing some end"™., Thus, the present
rejection should be reconsidered and withdrawn for the same
reasons cited in Freeman.

Even assuming that accerding to the first step of
Freeman analysis, the process steps herein "directly or
indirectly recite process steps which are’themselves calcula~-
tions, formulae, or equations®™ (which in applicants' opinion they
do not), it is clear that the applicants' claims in no way wholly
preempt any such calculations, formulae or equations. This may
be seen, for example, by the fact that a congruency eguivalence
relation is found in the cipher system disclosed by the Stewart
reference (copy enclosed with the applicants' prior art
statement), but Stewart's approach is clearly not within the
scope of the applicants' claims. Thus, the second step of the
Fréeman analysis leads to the inevitable conclusion that the

claims herein clearly fall sgquarely within the Johnson analysis

~11-
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and the present claims should be allowed.

Furthermore, following the remainder of Johnson
reasoning, the CCPA elaborates upon its two part Freeman analysis
to determine whether the claims recite mathematical algorithms
which are non-statutory. Under the continuing second step analy-
sis of the CCPA's reasoning, one

"must determine whether each claim

as a whole, including all of its

steps, merely recites a mathematical

formula or a method of calculation.

This analysis requires careful

interpretation of each claim in the

light of its supporting disclosure

to determine whether or not it

merely defines a method of solving

a mathematical problem. If it does

not, then it defines statutory subject

matter, namely, a 'process'”.

(200 USPQ 208, 209)

The invention in claims 18-27 and 31-33 is not directed
to the solution of a mathematical problem, but rather solves the
problem of privately transmitting a message over a communications
channel and the problem of authentication (i.e. by providing
digital signatures) of messages. The claims include the step of
transforming a first signal to a second signal éo that the second
signal is related to the first by a stated equivalence relation.
The method for doing so does not claim mathematical formulae and
does not seek patents on a mathematical formula. Accordingly,
the invention claimed herein clearly falls under the CCPA and
Supreme Court reasonings.

For these reasons, the rejection of claims 18-27 and
31-33 under 35 U,5.C. 101 should be reconsidered and withdrawn.

With particular regard to system claims 1-17, and 28-

30, it is noted that the Benson and Flook cases cited by the

Examiner addressed method claims only. The Supreme Court in

-]12~
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Benson stated "The question is whether the method describeé aAd'
claimed is a 'process' yithin the meaning of the Patent Act;'
175 USPQ at 674 (emphasis added). Similarly, in Flook, the
Supreme Court addressed the question of whether a novel formula
"makes an otherwise conventional method eligible for patent
protection” 198 USPQ at 196. Thus, in both of the cited cases,
the Supreme Court addressed "processes" under 35 U.S.C. 101.

In contrast, the claims 1-17 and 28-30 are all directed
to apparatus including means to perform specified functions.
Moreover, the claims are clearly supported in the specification
by a hardware implementation of the claimed subject matter.
Accordingly, the rejection of system claims 1-17 and 28-30 is
inappropriate and should be reconsidered and withdrawn.

Moreover, even if the Examiner treats these system
claims in the same manner as the method claims 18-27 and 31-33,
the rejection should be withdrawn for the reasons discussed above
in particular reference to the method claims.

For these reasons, the rejection of claims 1-33 under
35 U.S.C., 101 is inappropriate and should be withdrawn. - It is
submitted that these claims, as well as new claims 34 and 35 are

in condition for allowance and passage to issue is requested.

Reséectfully submitted,

KENWAY & JENNEY

p—

By

Mark G. Lappi
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Jon Michaelson, Esq., (State Bar No. 083815)

Kurt H. Taylor, Esq., (State Bar No. 127077)
Robert W. Ricketson, Esq., (State Bar No. 148481)
HOPKINS & CARLEY

A Law Corporation

150 Almaden Boulevard, Fifteenth Floor
San Jose, California 951 13-2089
Telephone: (408) 286-9800

Attorneys for Plaintiff = - 2
CYLINK CORPORATION , Qe e
: ‘ ‘( - G :_7
9. & S =
N THE UNITED STATES DISTRICTCOURT =0 = m
IN AND FOR THE NORTHERN DISTRICT OF CALIFORNIA = . /

W
D |

/_’)
CB 94 02332 #W
CYLINK CORPORATION, U~ ‘ 6")/
Plaintiff, %

COMPLAINT FOR DECLARATORY
JUDGMENT AND INJUNCTIVE
RELIEF AND DEMAND FOR JURY
TRIAL

-

V.

RSA DATA SECURITY, INC.,

Defendants.

1. Plaintiff Cylink Corporation is incorporated under the laws of the State of

California, and has its principal place of business therein.
2. Defendant RSA Data Security, Inc. ("RSADSI")is a corporation incorporated

under the laws of the State of Delaware, and has its principal and a regular and established place of

business at 100 Marine Boulevard, Redwood City, CA 94065.
3. Jurisdiction of this Court arises under the Federal Declaratory Judgments Act,

Title 28, United States Code, Sections 2201 and 2202, and under the laws of the United States

concerning actions relating to patents, Title 28, United States Code, Section 1338(a), as shown by the

facts alleged below.
- 4. On September 20, 1983, U.S. Letter Patent No. 4,405,829 entitled "Cryptggraphic

Communications System and Method" was issued to inventors and assignors R. Rivest, A. Shamir

and L. Adleman (“the Patent”).
PAGE 1
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5. Cylink is informed and believes and on that basis alleges that in or about 1984

defendant RSADSI obtained an exclusive license to the Patent.

6. Cylink has made and/or offered for sale within the past six years and since the
issuance of the said Letters Patent. certain encryption products.

7. Beginning in or about December 1993, RSADSI has charged that Cylink’s
manufacture and sale of said encryption products infringes the Patent and all claims thereof. On June
78. 1993. RSADS] delivered to Cylink’s wholly-owned subsidiary, in this judicial district. a letter
expressly stating RSADSI s intent to bring an infringement action against Cylink. A true and correct
copy of RSADSI's Jetter to Cylink dated June 29. 1994 is attached hereto as Exhibit A.

8. There is a substantial and continuing justiciable controversy between Cylink and
RSADSI as to RSADSI's right to threaten or maintain suit for infringement of the Patent. and as to the
validity. scope. and enforceability thereof. and as to whether any of Cylink's products infringes any
valid claim thereof.

9. Cylink is informed and believes and on that basis alleges that the Patent is invalid.
unenforceable. and void. for one or more of the following reasons:

(a) The alleged invention was not novel:

(b) The differences (if any) between the alleged invention and the prior art
were such that the alleged invention would have been obvious at the time made to a person having
ordinary skill in the art:

(<) The claims of the Patent. and/or the Patent as a whole. fails to meet one Or
more of the requirements of 35 U.S.C. section 112.

(d) If there is any invention in the subject matter of the Patent. which 1s
denied. the Patent nevertheless was not obtained in a manner consistent with the provisions of
Title 35 of the United States Code.

(e) The claims of the Patent are functional. indefinite, and are broader than the
alleged invention as set forth in the specification of the Patent.

10. Cylink will seek leave of court to amend this complaint to assert such additional

grounds for invalidity as may be ascertained and shall give such notice prior to trial as may be

COMPLAINT FOR DECLARATORY PAGE2
JUDGMENT AND INJUNCTIVE RELIEF 0004275.01:06/30/94
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required by 35 U.S.C. section 282 of the matters specified therein.

11. Cylink s informed and believes and on that basis alleges that its encryption
products do not infringe on the Patent or its claims. V ' ‘

12. Cylink is informed and believes and on that basis alleges that the Patent is
unenforceable for reasons including. but not necessarily limited to the following:

(a) RSADSI. with full knowledge of the activities of Cylink, has failed to
assert the Patent for a period of 3 years while Cylink invested time and money in building its business
and goodwill. and RSADSI is now guilty of la;hes and cannot maintain any cause of action against
plaintiff under the Patent.

(b)  Pursuantto certain written agreements, RSADSI has obligated itself to
license Cylink to make,Ause. and sell products employing all inventions claimed in the patent. and is
therefore estopped from asserting the Patent against Cylink. True and correct copies of these
agreements are attached heretd and incorporated in this complaint as Exhibits B and C. |

| 13. RSADSI has denied that it is obligated to license Cylink as alleged in
pafagraph 12(b) above. Cylink and its wholly owned subsidiary have initiated an arbitration
proceeding against RSADSI pursuant to the written agreements between the parties. BY bringing this
suit, as it has been forced to do in order to protect itself against the threat of litigation by RSADSI,
Cylink does not waive itsright to a determinaltion through contractually mandated arbitration that
RSADSI is obligated to grant 10 Cylink a license 10 the Patent according to the terms of the parties’
agreements.

WHEREFORE. plaintiff demands:

(a) Entry of judgment that RSADSI is without right or authority to threaten or 1o
maintain suit against plaintiff or its customers for alleged infringement of Letters Patent No.
4,405,829, that the Patent is invalid. unenforceable, and void in law; and that the Patent is not
infringed by Cylink because of the making. selling. or using of any products made, sold. or used by
Cylink.

(b) Entryofa preliminary injunction enjoining RSADSI, its officers, agents, servants,

employees, and attorneys, and those persons in active concert or participation with it who receive

COMPLAINT FOR DECLARATORY ‘ PAGE 3
JUDGMENT AND INJUNCTIVE RELIEF 0004275.01:06/30/94 .
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actual notice thereof from initiating infringement litigation and from threatening Cylink or any of its

customers, dealers, agents, servants. or employees, Or any prospective or present seller, dealer, or user

of Cylink's products, with infringement litigation or charging any of them either verbally or in writing

with infringement of Letters Patent No. 4.405.829 because of the manufacture, use, sale. 0 offering

for sale of products made by Cylink. to be made permanent following trial.

(c) Entry of judgment for its costs and reasonable attorney fees incurred by Cylink

herein.

(d) Such other and further relief as the Court may deem appropriate.

DATED: June 30. 1994

HOPKINS & CARLEY
Alaw C orporatiqn

" KurtH. Taylor.}Esq.
Attorneys for Plaintiff
CYLINK CORPORATION ‘

DEMAND FOR JURY TRIAL

Cylink hereby demands trial by jury of all issues triable of right by jury.

DATED: June 30, 1994

COMPLAINT FOR DECLARATORY
JUDGMENT AND INJUNCTIVE RELIEF

HOPKINS & CARLEY
A Law Corporation

jesc

Kurt H. Taylér. Esq:
Attorneys for Plaintiff
CYLINK CORPORATION

PAGE 4
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[ ' .

Hnited Stutes Bistrict Court

DISTRICT OF

Roger Schlafly ’
SUMMONS IN A CIVIL ACTION

V. CASE NUMBER:

Public Key Partners, and

RSA Data Security Inc. 0 *M - 94 20 K ] 2

TO: ®Name and Address of Defendant) S w

Eo‘\D FC‘UQ y)ePw + -
Poblic Ytz TR v

2/ N Mdz/‘l/ Ave FVT
S\mv\yv‘a(e CA YHYoReé

YOU ARE HEREBY SUMMONED and required to file with the Glerk of this Court and serve upon

PLAINTIFF'S ATTORNEY {name and address)

Roger Schlafly, Pro Se
PO Box 1680

Soquel, caA 95073
telephone: (408) 476-3550

an answer to the complaint which is herewith served upon you, within days after service of
this summons upon you, exclusive of the day of service. If you fail to do S0, judgrnent by default will be taken
against you for the relief demanded in the complaint.

RICHARD W. WIEKING UL o v 133

CLERK DATE

BERNADETTE FLORES-VIERA

BY DEPUTY CLERK
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RETURN OF SERVICE

Service of the Summons and Complaint was made by me?!

. DATE

NAME OF SERVER (PRINT}

TITLE

Check one box below to indicate appropriate method of service

O Served personally upon the defendant. Place where served:

[0 Returned unexecuted:

O Left copies thereof at the defendant’s dwelling house or usual place of abode with a person. of suitable age and
discretion then residing therein.
Name of person with whom the summons and complaint were left:

O Other (specify):

STATEMENT OF SERVICE FEES

TRAVEL

SERVICES TOTAL

DECLARATION OF SERVER

Executed on

| declare under penalty of perjury under the laws of the United States of America that the foregoing information
contained in the Return of Service and Statement of Service Fees is true and correct.

Signature of Server

Address of Server

1) As to who may serve a summons see Rule 4 of the Federal Rules of Clvll Procedure.
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DISTRICT OF

pemit e e ima .

United States Bistrict Court

i Roger Schlafly

SUMMONS IN A CIVIL ACTION

V. CASE NUMBER:

RSA Data Security Inc.

o mpd 2012
mis e @ ~W4 0512

TO: (Name and Address of Defendant)

Jim Bidzos, President
RSA Data security

100 Marine Parkway
Redwood city, ca 94086
(415) 595-8782

-
SER

PVT

YOU ARE HEREBY SUMMONED and required to file with the Clerk of this Court and serve upon

PLAINTIFF'S ATTORN EY (name ang address)

Roger Schlafly, Pro Se
PO Box 1680

Soquel, CA 95073
telephone: (408) 476-3550

an answer to the complaint which is herewith served upon you, within

this summons upon you, exclusive of the day of service. If you fail to do s

days after service of

_ 0, judgrnent by default will be taken
against you for the relief demanded in the complaint.
. WL o7 g
CLERK"ET{\, ‘.‘—\ ?“ ‘V‘l'. iﬂﬂﬁlg"s : DATE

BERNADETTE FLORES-VIERA

BY DEPUTY CLERK
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RETURN OF SERVICE s
. DATE
Service of the Summons and Complaint was made by me? :
TITLE

NAME OF SERVER (PRINT)

Check one box below to'indicate appropriate method of service

[J Served personally upon the defendant. Place where served:

[0 Returned unexecuted:

O Left copies thereof at the defendant’s dwelling house or usual place of abode with a person of suitable age and
discretion then residing therein.
Name of person with whom the summons and complaint were left:

O Other (specify):

STATEMENT OF SERVICE FEES

TRAVEL

SERVICES TOTAL

DECLARATION OF SERVER

Executed on

1 declare under penalty of perjury under the laws of the United States of America that the foregoing information
contained in the Return of Service and Statement of Service Fees is true and correct.

Date

Signature of Server

Address of Server

1) As to who may serve a summons ses Rule 4 of the Federa! Rules of Civil Procedure,

LA



