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PRIVACY

IN THE CCMPUTER RGE

Previous ortictes in this serfes
appeared o July 18, Fort 1,
“Privacy tsswe Cought in Credit
Met”; July 25, Part 2,
“Computers Help Target
Buyers.”

Mex! Wednesday, August 8:
Part 4, proposed changes 1o the
Foir Credit Reporfing Act and
actions individual consumers
car toke to protect thedr privocy.

PART 3 OF B FOUR-PART SERIES

From Database to Blacklist

Computer records let employers and landlords discriminate against unsuspecting applicants

By Simson L. Garlinkel

Special b The Chrislhon Scienes Monrlas

BOSTON

IN Bawmn Rouge. La.. H. |

Robinsan runs a service for

emplovers that keeps ivack of
workers' compensation fawsairs,
The service, say consumer advo-
cates, keeps employees who have
filed claims against one cmplover
from getting a job with another,

In Van Muys, Calif,, Harvey
Saliz operates a computer data-
hise designed 1o keep renants
whe have skipped ont on one
fandknd  frony finding  other
apartments. A pending lawsui
charges that  mismatches have
kept innocent tenants from secur-
fng honsing,

It Brookline, Mass., a S0-vear-
old company callect MIB main-
1ains confidential health records
on more than 15 million peaple
i the United States.

The services provided by these
and similar companies are often
demble-edged swords, say privacy
experts, While arguabiy helping
to prevent (rand, they can alse
function as elecronic blacklists.
The databaitks often  operme
without the knowledge or con-
sent. of the individuals on whom
they maintain reconds, and for
the most part they operate with-
out reguiation from the US Fair
Credit Reporting Act (FORA).

Finding fibbers and frands

Mr Rebinson,  president of
Emplovers Information Service
{ELS), says his not-tov-prolfit cov-
peratien lers eimployers know he-
tore they hire a new worker if that
person has ever filed a workers'
compensation claim. Rediinson
savs that employers are besieped
by people whao apph: tor jobs and
later fake injorics in order o col-
lect  compensation  settlements:

“A gy comes in, puts the ap-
plication in, and swears tha he
has never had an injury. You wrn
him avound, screen him, and he
has had three wnal infirmiries in
e past vear 10s Fraud,” savs
REobinson. "Conlidentially, we are
fincling that a len of these peaple
have an attornets befove they are
even tnjuredd.”

The diwa in the comipoer
comne [vom conrt records anc re-
ports filed by EIS's “member em-
plovers.”  The company covers
New Mexicn, Texas, Oklahoma,
Laouisiana, Alabama, and Tennes-
see.  Robinson won't sav low
many records he has on e, In-
dustrial Foundation of Aunerica, a
similar company  in Odessa,
Texas, has more than 2 million
reports, according o the com-
pany's promotional material. To

use  either system, emplovers
must have job applicants provide
their Social Security nunber and
sign a waiver.

David Crernik, exeounive di-
rector ol the Louwisiana Consum-
ers League. says that the purpose
of these databases is punilive: 1o
punish people who have dared 1o
file  workers’  compensation
claims. And businesses that reject
applicants don’t always tell them
about the negarive hsting, he says.

“Families have been devas-
tated becanse people have been
depied enmployment, and they
don't know why” says Mr Ci-
ernik. Because of a loophole in
the FORA, emplovers o not
need o 1ell applicants abow the
database i they deny employ-
ment fiw a reason other than the
database search.

“Since they convey informa-
tion about an tndividual ever ihe
phone in a minute to emplovers,
proving emuplovment clenial as a
consequence of E15' information
is diffionly,” says Crernik,

Tenant screening

Similar catalises that record
disputes between landlords and
tenants are being matained by
mate than a dosen companics in
metropolitan centers tiroughout
the conmitry. ‘The databases con-
tain veports of eviction dilings and
settlements, as well as, in some
cases, accusations by landlords
about tenants who had damaged
apartments or owedl money when
they lefi.

Fen Alice Arias, a mother of

ety sons o L Angeles, o com-
mon kst name made her the un-
suspecting viciim of a daiabase
mismatch,  In 1984, when Ms,
Arias started searching for a new
apartment, she discovered what
another woman with the same
name was on {ile at the U1, Reg-
istry (L'DR), 1 Van Nuys, Calif,

“We have the same name and
we hoth lived in Montelelhy,” re-
menbers Arias. ‘1 lived on
Bradley. She lived on Bradelex,”
The other Arias, who lived with
four danghiers, had been evivied

and ordered 1o pay $LA00 in
back rent. Arias — the one with the
suns — wrole a letter (o VDR ask-
g that the regisiry corvect its
records. “They never responded
1o me.” she says.

From 1984 to 1986, Arias lived
in a motel room with her posses-
sions in storage. She said she saw
mive than 100 apanments, each
lancllored rurning her down be-
cause of the report at DR

Arias receives disability assist-
ance. But het monthly check of
$455 is nor enough to pay 6500 a
maunth o ometel voont and $100
a month for storage. She got be-
hind on her storage pavmenis,
and the company sold her furni-
ture, appbances. and photos of
her deceased farher for $:312.

Arias §s enre of nine lenans
who filed suit against the DR in
1987, The case is pending.

Ome reason for mismaiches,
savs Diana Smith, owner of the
Renter lncex  tenant-screening
sevvice in Dallas, is that court re-
cords do not incuide identifying
mlormanion such as Social Secu-
rity: nwmber or drivers license
number, But  evenr ' the
mtatching could he  performed
perfecily, sav those {familivr with
lenant  screening.  simply  ve-
porting eviction fifings is tanta-
mount terienant biacklisting,

“Once a Jmdlovd hears tha
another landlovd had an eviction
action filed against [a tenant],
they don't wint 0 hear anyihing
else. They just don' rent 10 you.”
says Paul Tee a lawyer who
worked on the UDR sui

Some screening services allow
landlords o report that enams
damaged their apartments or had
loudt parties: no collaborating evi-
lence i required.  Landiords
Crecit Data Service in Pawiucked,
R. L., records the names o ev-
ery New England newspaper of
people arvesied In conjuncdon
with vielent crime or drugs.

People who need jow-vost or
public housing are ofien forced o
furfeit their rights to privacy, says
Jellery Purcell. an attorney with
the Greater Boston Legal Ser-
vices,

Prospective  public-housing
terrants must sign broadly written
release forms. The statement
from one project reads: “[ au-
thorize any public or privale cus-
todian of records 1o disclose 1o
the ... Housing Authority .. . any
income records vr information,
about me ov my family, relative
o Public Assistance, Social Serv-
ices, Mental Health Evahration &
Supportive Services, Public Hous-
ing or Housing Rental Assistamce
application, or payments claim,
during the period of my tenancy.”

“They basically play a video-
tape of your life, and if they Bnd

anvibing you have done that they
don't like, you dont get public
housing,” says Mr. Purcell. And
information olten leaks trom ad-
Imnisratoes o security guards,
cusiodlians, and other residents in
the project. “II' your kid luis a
[extminal vy psyehiawnic] problem,

then everybaody else in the huild-
g knows ahout it”

Insurance risks targeted

Perhaps one of the most mys-
Lerious (ONSIner-reporling com-
pames is bIB, formerly the hed-
ical  Iolormation  Burean,
Brookline, Mass.

"Is a very difficult company
ter learn very much abour” says
Massachusets siate senator Lois
Pines. “They don't want people
to know rthat they exist or what
they da”

“The purpose of MIB is to
help keep the cost of insurance
down for msurance companies
anil for consumers by preventing
losses that would occur due to
frand or onssions.” savs MIB's
president Neil Day.  MIB's files
are used by more than 75¢ imsur-
ance companies throughont the
United States and Canada.

MIB sloves its records in a spe-
cially coded Tormar, which the
company refuses (o share with
vegulators, legislators, or con-
sumer groups. Theve are codes
for medical conditions and men-
tal heaith. as well as nonmedical
comditions like “hazardous sport
partidpation” and  “hazardous
driving tecords.”

In the pasi. says Robert Eliis
Sinith, editor of the Privacy Jout-
naf, other MIB codes have siood
for “sexual deviance™ and “sloppy
appearance.” Mi Day refuses w
release a list of the curvent codes
used by his company, saying that
& do so woukd compromise his
frm's confidentiafity.

Although MIB will tell a per-
som if he or she has medical re-
cords on file, it will send those
records only 10 a medical profes-




