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COMPUTERS

By Simson L. Garfinkel

Staff writer of The Christian Science Monitor

BOSTON

W We've fixed the

‘ usual. We aren’t
““really prepared
_for what will

~next bugs are

T 2 a.m. last November,
Clifford Stoll was awak-
ened by a panicky rtele-

phone call from the Natonal
Aeronautics and Space Adminis-
tration (NASA) Ames Laboratony
in lowa: Sumebody was breaking
into NASA's computers. Soon Dr.
Stoll discovered that his own com-
puters were under similar attack.

Later that day, the United
States news media were buzzing
with reports ol a  computer
‘worm’ that had taken over the
Internet, a national network of

bugs and gone on
our merry way as

-happen when the

60,000 academic, commercial,

discovered.’ and government computer sys-

tems. It took experts more than

. Donn Seeley, | (jree days to destroy the invasion
University of Utah | 01y, ’

systems programmer In July, the worm’s alleged au-

thor, Robert Morris Jr., was in-
dicted in Syracuse, N.Y., on fel-
ony charges of violatng the
Computer Security Act of 1987.
Morris’s lawyer has filed four mo-
tions to dismiss the case; argu-
ments will be heard October 20.

But on the Internet today,
computer security at many instal-
lations has gone back to “business
“as usual.”

“One particular customer was
very worried about the ]nternet
worm and wanted a fix for it.”
says Beverly Ulbrich, product
manager for operating system se-
curity at Sun Microsystems in
Mountainview, Calif. But now,
says Miss Ulbrich, 70 percent of
that customer’s “several hun-
dred” computers do not have the
fix.

The day the worm hit, com-
puter network experts at the
Massachusetts Institute of Tech-

nology (MIT) in Cambrxdge,
Mass., guessed that perhaps
6,000 computers had been affect-
ed by the program. But only one
E:rson actually counted the num-

r of computers vxsxted By the
worm,

“Nobody has been doing real
grunt research,” says Stoll, who
presemed a paper yesterday on

the worm's “epidemiology” at the

12th National Computer Security
Conference in Baltimore. After
nearly a year of research, Stoll
found that the worm entered only
about 2,600 computers.

Stoll, an astrophysicist at the
Harvard Smithsonian Observa-
tory in Cambridge, Mass., became
a de facto expert on computer se-

tor Systems. {See. dxagram.)

/ Y‘Ls Fnday, OcL 13, the day that the
Datacrime 89 computer virus is set to de-

i stroy ‘information stored on the disk drives of
- IBM

{ and, companble micTocomputers running

MS-DOS opetating system, according to the

Virus Indystry Assocation.

npuiey viruses are small programs that in-

copies. of themselves into’ programs ‘com-

Umd ‘on personal computers, (Comput-
hkc (the ‘one that took “over the

other prograins.)
axacgme ’89 probably won’t affect many
people, says Linnaea Avenell of the assocation.
“We have had only seven reported incidents
in the last six months. . . . We think that it is very
rare, that it has been a lol of media hypc, and
that there are plenty of other viruses that people

‘those in closed offices.

should be aware of. We g :
the Jerusalem virus,” she says; refetrin
other computer virus that IBM.
ble computers. s
Computer users who trade miany programs
with friends ?lave a higher risk of a txg;us attack
than those who only use rogx:ams”
tained dxrealy from mam;:&pu =
in public areas that are used by
have a greater chance of being

The best way 10 protect,
make frequent backup copies of nnptfnam pro-
grams and_information. Bag:kups also’ pm(ect
against equipment malfunction and opeérsitor er
ror ~ both of which destroy far info)
than viruses.

1

curity when he hel

West German of
ring that had been using interna-
tional data networks to break into
US military and defense contiac

“Is it [the computer ‘virys'
threat] worth being concerned
about or not?” he asked in a re-

cent interview. The real danger,
“Stoll says, is not automated pro-

grams but warm-blooded people.

“No virus has been found to
infect more than a few percent of
computers [susceptible to attack].
The chances of being hit by a
computer virus are small. . .,” he
says.
make backups and then, if hit, to
clean up the mess afterwards,
than it is to chase and fight off ev-
ery possible infection.”

One reason the Internet worm
attracted so much attention is thay
the tricks it used could just as éay-
ily have been exploited by an in?

dividual seeking to capture or de- .

stroy information stored on a
computer connected to the néi-
work. That focus on computer se-
curity has largely béen lost, says
Donn Seeley, a senior ' systems
programmer at the University of
Utah.

“We've fixed the bugs and
gone on our merry way as usual, .
We aren't really prepared for
what will happen when the next
bugs are discovered,” Mr. Secley
says.
notoriety, fixes for the particular
security holes that it exploited
were available within a matter of
days, Seeley says, but other holes
often remain for weeks or months

“It's probably chea er 10,

Because of the worm's:

Lax Security Lets Hackers Attack

Despite alarms about ‘viruses’ and ‘worms,” few networks take steps to prevent invasions

-a personal computer in
West Germany, the

“Hatiover,
hacker conneded to the

German DATEX-P network and
then reached M‘TRE in Mclean,

- m m&; he conecied
o swilc] system
and Berkeley

in Caleornoc
% r, who has not

os gn electronic base
for lounching atiocks agoinst
400 m:lvhry computers.

e!‘fv."{Computer ven-
eally like to hear
about security holes. They fix
them internally as quickly as pos-
: sible, and it goes though the usual
slow. release process to get out to
the rest of the world.”

‘When fixes are finally made
available, there is no way to force
computer system administrators
to install them, “When you come
right down to it, [ think that peo-
ple have short memories.” says
Jon Rochlis, assistant network
manager at MIT.

The problem, Mr. Rochlis says,
is compounded by the prolifera-
tion of desk-top computers that
"have the same computational

- power and networking capabili-

ties that mainframes had just a
few years ago. Often these desk-
top wonders have a single user
and no person responsible for se-
cunty and maintenance.

“You have researchers sitting
in thejr labs. . . . They don’t want
Jlotakenew releases of the operat-
‘ing system, they don’t want to
"read security things,” savs
'Rochlis. “What right do I have 1o
walk into their lab and say, You
must run this new release, be-
cause I think that it is good for
your security?” ”

x But that same proliferation of
omputers — most of them con-
nected 10 networks that eventu-
ally connect to the Internet ~ has
made all the compulers on the
petwork less secure by increasing
the points of access for people
who break into computers and
making it easier for them to hide.

“People are still facing basically
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the same old security breaches
that they were ficing five to 10
years ago,” says John Gilmore, a
computer consultant in $an Frah-
cisco, who has pubhcxzed mz)ny
security problems. “The primary
problem is a tack of awareness in
the people who administer the
systern.”

Sometimes even the security
cxperts are lax about security on
their own machines. Last year, for
example. Seeley wrote a paper
identifying a weakness “in the
computer used by the University
of Utah: he suggested additional
programs that could he installed
to fix it. "My boss refused to in-
«<tall them: He thought they were
overkill,” says Seeley. Last month,
a group of undergraduates was
caught breaking into faculty ac-
counts on the nniversity's com-
puter system, nsing the precise
hole Seeley had identified in his

p]pel
“After an incident like t_hls
thete 15 40 acute interest in Y6ch-

1 that lats a few weeks, all the
vasy changes are made, and then
we forget about it," says Seclev.
{M put ourselves at the mercy

had guys. We assume that
the iext people who break our
security will not be so evil as to
hurt us severely. . . . We have a
refatively open system and rely on
the fact that we are not inter-
esting to protect us,” says Seeley.
He calls such practice “security
through obscurity.”

Many companies with equally
open computers “would be won-
derful targets for both industrial
espionage and real espionage,”
Secley savs. “My suspicion is that
they don't realize the danger that
they are in.”

Attitudes are changing, but
stowly, “When I worked at Sun. 1
tested security on the internal
network, trying 1o notice ways
that people could break in,” savs
A Gilmore “The reaction that |
uot from [management] was, if
you are testing security, it must be
because you are doing something
wrong.' " Indeed, says Gilmore,
some computer vendors keep
their customers in the dark about
holes in computer system security
for fear that the information
might find its way to people inter-
ested in breaking in.

Nowadays some companies
are changing their attitudes, with
the realization that the computer
crackers alreadv know about the
holes.

“There are certain instances
A7~ it is important to tell peo-
N and there are instances

where it isi't,” says Sun’s Ulbrich.
“The issue is that if the fix is out
there, the people who are con-
cerned can put the fix in place be-
fore the hacker gets to it.”

“eomiputer networks

Computer Caper Culprit Calighfi

By Simson L. Garfinkel

ford Swoll, a newly-hired astronomer

and computer jockey at the Lawrence
Berkeley Laboratory, discovered a mysteri-
ous account an his computer system. It was
built by an intruder who had tapped into
LBLUs computer via an international com-
puter network.

Who was the intruder?

So opens “The Cuckoo'’s Egg,” Dr. Stoll’s
first-person account of his 10-month quest
to learn the identity and the motivation of
his clusive dlegtronic visitor: In the process,
Stoll opens the reader’s eyes to the world of

I T all began in August 1986, when Clif-

THE CUCKOO'S EGG
by (l;[ ord Stoll

New York: Doubleday
326 pp.. $19.95

computer nemorLs, transcontmental sa[el-

. lite links, and computer espionage.

Although Stoll could simply have deleted
the hacker’s account and continued his as-
tronomical work as if the problem were
solved, he decides to build @ monitoring sta-
tion and watch the hacker's moves. Soon

_Stoll's suspicions are confirmed: The hacker

knows a myriad of ways to break into LBLs
computer systent. Closing one door would
have just pushed the hacker to another, or
he might have bypassed LBL entirely, ma-
rauding around the computer network un-
observed. No, Stoll realizes, the only way to
stop this hacker will be to catch him.

In days that follow, Stoll learns that the
hacker has done far more than spend 75-
cents of computer time: With the help of
that crisscross the
world, the hacker has used the LBIs system

BOOKS

as an electronic base for breaking into mili-
tary and defense contractor computers all
over the country.

It doesn’t take genius or cunning to
break into most computer systems, Stoll
learns, just patience and persistence. Per-
haps one in 50 computers that the hacker
discovers has an account named FIELD with
the password SERVICE. The hacker’s plan
of attack resembles a thief who walks down
a row of houses, Stoll writes, methodically
twisting the doorknob of each: Sooner or
later, somebody is bound to have left his or
her house open.

Once inside, the hacker scours the system
for names and passwords of other comput-
ers. It isn't long before the hacker has built
up a repertoire of systems that he can invade
at a moment's notice. On many of these sys-
tems, the hacker has attained “system
privleges.” or the ability to change or delete
any file that he chooses. For the moment,
though, the intruder is content to merely
read and wait.

Fortunately, Stoll isn't.

In addition to following the pursuit of the
wily hacker; “The Cuckoo’s Fgg,” chronicles
Stoll’s inability 1o interest the United States
security agencies in his case. Agents from the
Central Intelligence Agency say all they can
do is watch; the Federal Bureau of Investi-
gation refuses to get involved until classified
information is stolen or more than 2 half-
million dollars of computer resources are
lost. And, to Stoll's amazement, the chief sci-
entist at the National Computer Security
Center informs him that the NCSC’s baili-
wick is to design computers that are
theoretically secure, not to come to the assis-
tance of those who are having break-ins.

Stoll's calling is astronomy, not prose,
and it shows in a narrative that is often self-
conscious and uneven. Fast-paced dialogue
and accounts of break-ins stumble into awk-
ward descriptions of computer terminology
that is neither understandable nor relevant.
Undoubtedly, most readers will gloss over

YMNET‘Stldea was simple and "¢l
: "4 digital communicatio
aryone connéct to the back-

backbone, J¢

5. SR,

of users’ data into a few Packets, and’t
nomically send these arotind the coun

each usex’ iést s he wishe
Cristorrigrs ‘
could 2
ifig a |
. Somebne-Was Y

net fine, interconmidcted

r hacker mxght ‘be
h, 1 was fasci-

it what he had done in three hours. My
gliess Was right: Sventek’s account was
being used to break into our Unix com-
‘puter.
Not just break in. This hacker was'a’

Excerpt From "The Cuckoo's Eggd’

by iking a local telephoné call, .
 then $énd the data to any computer on thig -
sietwork. Tymnet would compress dozéis

The system was ifumune to noise, drid "

t, thi
‘Ttéd not Bywﬁere the hacker came from; -

P
'szQuerade this special program - the
. cuckoo’s egg —'so that it would be hamhed
:by the system

 The Haicker had sneaked through a
hote in olir & System to become a super-user
-~ he'd never éven Jogged into the system
ager’ unt. He was hke a cuckoo

s her eggs' in otherv

She is a niésting parasite: some
bird will Faise het yoifig cuckoos.
al of cuckop chicks depends on
thi 'gnbratice of other species.

Our fiiysterious visitor laid an egg~pro—
gram'irito cur compter, letting the sys-
tem hatch it and feed it privileges.

That morning, the hacker wrote a
short program to grab privileges. Nor-
mally, Unix won't dllow such a'p m'to
run, since it nevef gives privileges E:yond
what 4 tsér is assigned. But run thls gmﬁ

%:o froth privileged account, and
e

rivileged. His problem was to

these page-long forays.

Another element that readers will miss is
character development. “The Cuckoo’s
Egg” is billed as a co bef-Of age-story in
which Stoll, a self-described liberal living in
the “People’s Republic” of Berkeley, Calif.,
learns the importance of the FBI, CIA and
the National Security Administration, even
to the point of helping them, much to the
chagrin of his Berkeley friends.

The book also follows the developing
love story between Stoll and Martha
Matthews, a law student at Berkeley and

CLIFFORD
STﬂLL

now his wife, who thmks up th
Stoll finally uses to catch the hacker. If Stoll
had gone into greater depth describing
Martha and his friends, it would havé
helped the reader to empathize with
predicaments. :

As a regular user of the networks meén-
tioned in the book, 1 wished that Stoll had
included more computer printouts in the
text of the book. It would have been nice to
actually “see™ the hacker at work, the way
Stoll did, and to read some of the sensitive-
but-not-classified secrets that the hacker had
learned. Since, by Stoll's own account, the
information has already been sold to the
KGB, there would be little harm in reprint-
ing it.

Many of the computer security holes that
Stoll writes about are still present iri comput-
ers systems around the country. Indeed,
Stoll says that he was asked not to put the
precise details of how to exploit the holes in
his book. But “the men in black hats” al-
ready know about these holes, Stoll said in a
recent interview: It is only the legitimate
users of the systems that are being deceived
by a veil of secrecy. The title of the book
comes from a trick that the hacker com-
monly used to take over Stoll's computer
system.

The fact that everything in the book is
true, and that only a handful of names have
been changed. only adds to the story’s ex-
dtement.

& Simson L. Garfinkel covers science and com-
puter technology for the Monitor.




