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Visa Issuer Privacy Principles

In the course of opening accounts and providing services for individual Visa cardholders,
Visa Issuers are entrusted with information related to cardholders’ accounts. This
information is vital to each Issuer's ability to provide cardholders with quality services,

roducts and opportunities that are tailored to their individual interests and qualifications.
%isa recognizes, however, the reasonable expectation of privacy that cardholders may have
concerning aspects of this information, and recognizes the importance of respecting and
protecting the privacy of Visa cardholders.

Accordingly, Visa has adopted these privacy principles with the expectation that they will
serve as a foundation upon which Issuers will build their own privacy policies, tailored to
their particular needs and circumstances. By adopting these principles, Visa and Visa
Issuers will continue their leadership in the financial services industry and will continue to
respect and protect the trust and confidence of Visa cardholders.

. ni r tder Priv Expe

Issuers should recognize and respect the privacy expectations of Visa
cardholders.

Consumer privacy is an important public concem. Lou Harris surveys have found that
AITierican consurners express a general concern about the use of their information, and how
technology is used to collect and distribute information about them. Visa recognizes the
importance of this issue to cardholders and the important role it plays in their trust and
confidence in Visa and Visa Issuers. Accordingly, the Visa Issuer Privacy Principles are
based on the premise that Issuers should recognize and respect the privacy expectations of
Visa cardholders.

Issuers should collect and use information about individual cardholders
only to the extent it is needed for their organizations' activities and to
provide services and other opportunities to their cardliolders.

Surveys show that one of the principal consumer privacy concemns is the use of information
corporations collect. Visa recognizes the importance of this concern, Thus, Issuers should
Limit the amount of information they collect and use about individual cardholders to what is
needed to administer their business activities and to provide services and other
opportunities of interest to cardholders.
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Principle Three: Maintain A e Inf i

Issuers should have procedures to ensure that cardholder account data --
information directly related to the cardholder's account «- are as accurate,
up to date and complete as possible,

The accuracy of cardholder account data is of particular importance in protecting and
maintaining cardholder trust and confidence, The accuracy of cardholder information can
also play an important role in the financial and service opportunities available to
cardholders. Consequently, Issuers should have procedures to ensure that cardholder
account data -- information directly related to the cardholder’s account -- are collected and
maintained in an accurate, up to date and complete fashion as is possible.

Principle Four: Malntain_Inf ion_Securi

Issuers should maintain appropriate security standards and procedures
regarding the unauthorized disclosure of and access to cardholder
information.

A fundamental element of maintaining adequate cardholder privacy procedures is providing
reasonable protection against unauthorized disclosure of or access to cardholder
information. To properly safeguard cardholder information, Issuers should maintain
appropriate security standards and procedures in their business practices and incorporate
them 1nto their own privacy policies.

Princinle Five: Limit Emo! ! tnformati

Issuers should implement policies and procedures to litnit employee access
to cardholder information to a need to know basis,

Traditionally, business access to cardholder information has been guided by a need-to-

know standard: access to such information should be provided only to thase employees
who have & business need to know the contents, Visa endorses this time-honored
standard. Therefore, to help maintain adequate consumer privacy protection, Issuers
should implement policies and procedures to limit access to cardholder information to those

?mployecs who need to see it in order to carry out the Issuer’s business and service
unctions.
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Principle §ix: _Restrict Discl A Informati

Issuers should not reveal specific information about cardholder accounts to
non-affiliated third parties, unless (1) the information is provided to help
complete the transaction, (2) the cardholder requests it, (3) the disclosure
is_provided or required by law, or (4) the cardholder has been informed in
advance through a cardholder agreement or communication about such
disclosure activities.

In addition to the general consumer concern about unwanted uses of their personal
information, there {s a particular concern among consumers about release of specific
information regarding individual financial transactions (such as location and thme of
purchase and the transaction amount), Visa recognizes the importance of this concern.
Consequently, Issuers should restrict disclosure of specific information about individual
cardholder accounts to situations where such information is provided to help complete the
fransaction, when the cargholder re?uests it, the disclosure ig provided or required by law,
or where the cardholder has been informed in advance through a cardholder agreement or
cornmunication about such disclosure activities. Thus, cardholders might be informed that
information about them may be provided to others in connection with various business
activities related to their accounts, such as collection efforts, fraud prevention and credit
reporting.

Principle Seven: Honor Cardholder Requests to be Excluded from
Marketing Lists

If an lssuer provides cardholder information to non-affiliated third parties
for marketing purposes, the Issuer shall honor its cardholders' requests to
exclude their names from such marketing lists,

According to Lou Harris surveys, most people believe that they do not have control over
how information about them is circulated by corporations. Visa recagnizes this consutmer
concern and believes that cardholders should be given an opportunity to request that their
information not be made available to non-affiliated third parties for marketing purposes.
Therefore, in the event that an Issuer provides cardholder information 1o non-affiliated third
parties for marketing purposes, the Issuer shall honor cardholders' requests to remove their
names from these marketing lists.
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Where an Issuer provides cardholder information to a third party, the
Issuer should require the third party to adhere to equivalent privacy
standards with respect to that information.

The significant commitment of Visa Issuers to provide adecquate cardholder privacy
measures could be compromised if third parties with whom Issuers maintain business
relationships do not provide equivalent privacy protections for cardholder information.
Consequently, Issuers should require these third parties, when dealing with cardholder
information, to adhere to privacy standards that are equivalent to the Issuer's privacy
policy.

Each Issuer should educate its employees about its privacy standards and
employees’ responsibilities to protect cardholder privacy. Issuers should
monitor employee compliance.

Employees of Visa Issuers have a responsibility to help maintain trust and confidence of
Visa cardholders and to help to protect the privacy of cardholder information. Accordingly,
Issuers should undertake appropriate employee education efforts to help ensure that
employees understand the meaning and requirements of their privacy policies. In addition,
Issuers should monitor employee compliance with their established privacy policies.

Principle Ten: Make the 1 's Pri Guideli \vailable ¢
Cardholders

Issuers should make their privacy guidelines available to cardholders.

An important part of the Visa Issuers' commitment to providing meaningful consumer
privacy protection is ensuring that cardholders understand their Issuer's privacy guidelines,
Therefore, an Issuer should make its privacy guidelines available to its cardholders to help
maintain their trust and confidence.



