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KIING CROSS5-COUNTRY
through a campus park one winter’s day, University
of Michigan graduate student Frank G. Palermo®
found himself perched.atop a steep slope. Heart -
racing, he pushed off and sped downhill, only to
come to a wrenching halt when his ski tips dug
abruprly into the thin crust. The leather strap on his
teft ski pole snapped; so did his left thumb. Palermo
wound up at the University Hospital in Ann Arbor,
where his doctors decided 1o operate. In prepara-
tion, they summoned his medical records from his
family physician in Detroit.
According to Palermo’s file, he was a walking
. medical minefield. “You appear to have had your
o S . galibladder removed at age two,” the doctors told
e e S - - him. “You've had kidney stones, a broken nose,
) : R . and recendy broke your leg.” Palermo was per-
ST - . plexed; except for the broken nose, the list of mal-
g " zew - adies was news to him. A phone call solved the
mystery: It seems his family doctor had careiessly
lumped his medical history in with those of his
grandfather and cousin—borth also named Frank
G. Palermo.
Palermo laughs now about the snafu. But imag-
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ine another scenario, one that easily could have
occurred had he not been able to set his medical
records straight: Palermo appiies for individual
health insurance and signs a standard waiver au-
thorizing the insurer to obtain copies of his medical
files. With a supposed history of internal disorders
and broken bones dating back to age two, he’s
clearly a bad risk and his application is rejected.
Meanwhile—again acting on the waiver Palermo
signed—the insurance carrier feeds its findings to a
computer bank that shares medical dara with hun-
dreds of other insurance cormpanies.

Now say that his grandfather or cousin had
problems more controversial than gallstones or a
broken leg. Some psychiatric care, perhaps. Drug
abuse. Or—an increasingly daunting prospect to-
day—a positive test for HIV, the virus associated

LIKE MOST AMERICANS, you've probably assumed
your medical records were confidential —protected
by ethics and the law. Ar one time, you would have
been right.

“We used to have a medical system thar was
confidential,” says retired Harvard School of Medi-
cine neurosurgeon Vernon Mark, whose father,
grandfather, and grear-grandfather were also phy-
sicians. “The patient went to a doctor, the docror
made a diagnosis, and the diagnosis stayed with the
doctor. My father used to treat a lot of peopie who
had sexually transmitted diseases. For him to reveal
that kind of information would have been un-
thinkable.”

Though physicians stiil swear an ocath not to
reveal patient information, old-fashioned medical
confidentiality has become a notion quaint as the

with AIDS. In addition to being rejected for
insurance, Palermo suffers a sertes of unac-
countable setbacks. He applies for a postgrad-
uare program—and is turned down. He sends
out job applications—and is never called for an
interview, And when Palermo finally lands a
second-rate job, his co-workers buzz about his
“condition.”. He loses any chance of career
advancement. Palermo never suspects that it is
his medical records—leaked to the world, con-
taining mistakes he doesn’t even know about—
that have left his life in a shambies. :

Palermo was lucky; he was able to head off’
trouble. But if you don’t know what’s in your
own medical records and who has access to-
them, you might find yourself in just such a
horror story. :

“More and more people are demanding
your medical records,” says Stuarr A.
Wesbury, president of the American College of
Healthcare Executives. “Attorneys. Employ-
ers. Insurers. Government agencies. Media.”

house call—gradually eroded by court deci-
sions and a victim of the industrialization of
medicine.

The courts have ruled, for instance, that
when the welfare of society is at stake, medical
information can be released without the pa-
tient’s consent or knowledge. In the case of
sexually transtmitted diseases, as an example,
doctors ‘are now required to report patents
who have venereal” disease to-state public -

health departments. In‘most;states, doctors.: -
also must report gunshot wounds or cases of ..
suspected child abuse. Psychiatrists often are .. - .

required to. alert: the police. if; they believe:a”
patient is dangerous. The courts have rufed
that hospital review boards may use patient
records to flush out bad doctors. Researchers
tely on medical information for public health
purposes such as tracking down Legionnaire’s
disease. Lawyers frequently depend on medi-
cal records to document cases of malpractice.
Police and grand juries are sometimes permit-"

“Insurance companies used to hire sleazy

ted to use records to gather medical evidence

private eyes to find out what diseases people had
and what they were taking for them,” says Evan
Hendricks, publisher of Privacy Times newsletter
in Washington, D.C. “They don’t need to do that
any more. There’s now a record for everything—
and a way to get almost any record.” This point
was dramatically illustrated in November 1986,
when a reporter somehow obtained the medical
record of the late right-wing lawyer Roy Cohn
from the National Institutes of Health and pub-
lished it in Harper’s magazine, complete with infor-
mation confirming that Cohn had AIDS.

The awful irony is that depending on where you
live, you may have far more difficulty getting your
medical records than would any of those groups on
Wesbury’s list. Twenty-one states currentiy have no
law guaranteeing patients access to their hospital
and physicians’ office records. Only 23 states and
the District of Columbia let patients see both kinds
of records. And even in those states, obtaining rec-
ords ¢an be so costly or time-consuming that many
peopie give up in frustrartion.
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1o catch or indict criminals. -

But privacy has fallen hardest to the demands of
the big business of medicine. Insurance companies,
employers, and government agencies now foot an
estimated 70 percent of all the medical bills in this
country. They want to know where their money’s
going, and o find out they scrutinize the records
that doctors and hospitals keep on all of us.

To be sure, much of this record-sharing is legiti-
mate, even beneficial. Who could argue with the
need to ferret out child abusers, to uncover fraudu-
lent doctors, to hold down medical costs? Univer-
sity of Chicago surgeon Mark Siegler says these
exceptions to total medical confidentiality, which
he calls a “decrepit concept,” have led to bester
health care for all.

The trouble is that the demands for information
have grown so much that the orderly flow has’
become a nearly unchecked torrent. In a single
month, the Stanford University Hospital medical
records department receives 1,500 requests for
medical records information—{rom insurers, phy-



sicians, attorneys, federal and local law officers
with subpoenas, and other sources,

YOU MAY BE THE ONE who unknowingly starts the
flood. For the priviiege of having health insurance,
you most likely have signed a waiver on a claim
form that says something like this: “I authorize any
physician, hospital, or other medical provider to
release to [name of insurance company] any infor-
mation regarding my medical history, symptoms,
treatment, examination results, or diagnosis.”
With that in hand, if your insurer wants to know
why vour doctor charged $600 for a physical, it can
delve into your records without telling vou.

And that’s one place where the leaks may start
springing: The doctor’s office can turn the insurer’s

request into a breach of confidence, simply out of
expediency. As San Francisco personal injury law-
ver Bennett Cohen explains, “If an insurance com-
pany wants records to see if someone has an asthma
condition, and that patient also saw the same doc-
tor for a VD infection five years ago, the insurer gets
that information, too. No one in the docror’s office
is going to go through fifteen visits and segregate
out the records reievant to asthma, and—legit-
imately, | suppose—the insurer doesn’t want to rely
On a nurse or receptionist to figure out what’s perti-
nent to what.”

Hospirals, too, may release more than the insurer
needs to know, barraged as they are by requests for
records. “It’s up to the hospitals to ask insurance
companies, “What do you need that for® ” says
Wesbury. “But each policy is a little different. It's
very difficult to identify precisely what information
is needed.” Hospirals also contribute their own
unique leaks. “Charts travel all over,” says Molly
Cooke, an internist and head of the ethics commit-

tee at San Francisco General Hospital. “Thirty to
forty people may look at one during treatment: X-
ray technicians, dietitians, occupational and phys-
ical therapists, socjal workers, medical students,
pharmacists. If the padent has an unusuaj illness,
the number may be much higher. And the fact is
thar rotal strangers could also look at charts, the
way most hospitals leave charts lying around. Then
there are the ‘elevator conversations’ among doc-
tors—who because they’re in a hospital simply for-
get they're ralking about someone in public.”

In practice, your records may not even go di-
rectly from the doctor or hospital to the insurance
company, Many insurers use a consumer reporting
agency, which also gathers information for groups
such as mortgage lenders and marketing research

firms, to collect authorized records from doctors
and hospitals. One such company, Equifax Ser-
vices, handles 1.5 million transactions per day for
its 60,000 customers, which include ail the major
North American insurance carriers. Equifax says
it doesn’t keep any of the medical information
it collects for insurers. However, such firms depend
on computers and sometimes on computer data
banks—none of which has ever been heard to utter
the Hippocratic Oath, and all of which may invite
electronic break-ins. :
One data bank that has long given consumer
advocates the willies is the Medical Information
Bureau, a Boston-based nonprofit association rep-
resenting about 8§00 of North America’s insurance
companies. The bureau stores computerized medi-
cal data—and some noritnedical information such
as bad driving records or hazardous hobbies—on
13 million North Americans. If you have ever filled
out an appiication for individual health or life in-
surance, or for additional coverage on your group
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Hospital

Mental Health

Comments A “yes” in any column

No law No* *Records releasable by court order means stat¢ law specifically
Yes Yes guarantees patient access.. —
ARrtzoNA No law No law Yes* *Unless harmful to patient A “no” means state access. . |
ARKANSAS No law No law No law law doesn’t include patieats, |~
CALIFORNIA Yes Yes Yes The corments column gives |
CoLorano Yes Yes Yes* *Uniess harmful o patient restrictions. Other hurdles, * |
CoNNECTICUT Yes Yes Yes such as copying fees, usually |~
DELAWARE No law No law No* *Records releasable ro atrorney _ exist. Don’t give up if you o
ot by court order . livein a state that has no-:
D.C. Yes* Yes* Yes** "Accel:ss g\iiranreed by case law, not law or doesn’t grantaccess: || -
FLORIDA Yes Yes® Yes i?iie;?psvcl}{?;:::chi;mf:slstitfti;]em Your docuor may let yousee |
and consulration rcp%rrgr your records anyway. If not,
GEORGIA Yes Yes Yes have dhem Sent (0 a more I
Hawan Yos Vos Yos cooperative physican. Or . |—
Ipano No iaw No law Yes* * Applies to patients of state geta lawyer to {:uake the: B
institutions; unless harmful to patient . request fo:you..lf'your rec-:-
ILLmons Yes Tes Yes
INDIaNA . Yes Yes Yes
fowa No law No law Yes

- *Unless harmful to- pauent 2T

-+ *Records releasablem attormey or relative: 755

*Patient may have to be supervised while revwwmg records

*Releasetisat dbctor’s discretion -

*Unless harmful to patient

,,:ﬂ‘i’U’nlessﬁBa.rmful G patient.

*Unless harmful o patient

*Patentanthorizes release, but law doesn n‘spcuf}t teleasé o pal:tcnt d1rect1y*;‘,,

*Unless harmful to patient

-*Uniform Health Care Information Act passed in 1987
unless harmful to patient

*Patient authorizes refease, but law doesn t specify release 0 patient chrectly

- Yes;

*Patient allowed to see records at least cvery rhree months,
uulessharmﬁﬂ:opanent. B i L ;

No law

No law

NS A e

*Acces§ guarantesd by state departmentof health regulation, not state law . 2

No law No law Yes* *Unless harmful to patient

NEw York Yes Yes Yes

Norta CaroLma ~ No faw No law Yes* *Unless harmful to patient

NorTH DakoTA Yes * Yes No ]

Omo No taw Yes Yes* *Uniless harmful o patient

OKLAHOMA Yes Yes No* *Patient not entitled to records unless court-ordered,
bur practitioner may consent to release

ORrEGON No* No* Yes** *Release is at discretion of private institutions and docrors;
public instittions must release records * *Unless harmful to patient

PENNSYLVANIA No law Yes Yes* *Unless harmful to patient; patien may have to be supervised

‘ while reviewing records

RHODE IsLAND No law No law No law

Soutr CaroLINA No law No law No law

SoutH Daxora Yes Yes Yes* *Uniess harmful to patient

TENNESSEE No law No* No** *Patient must show “good cause” to get records ** Patient can
designate person ta receive records

TExas Yes* Yes No law *Unless harmful to patent

Utan No* No* No** *Releasable to attomey * *Releasable wo family or friends

VERMONT No law No law No law

ViRGINIA No law* No law Yes** *In a lawsuit, patient has right to records; artorney general opinion
extends this nght to non-suit siruations **Unless harmful to patient

WASHINGTON No law No law No* *Patient can designate person to receive records

WEesT VIRGINIA Yes Yes Yes

WisCoNSIN Yes Yes Yes

WryoMmG No law No law No law
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- employee medical records from other records.’

insurance plan, you may be on file.

Here’s how the system works: When you apply
for insurance, you sign an authorization (this is
differenc from the claim form waiver) allowing the
company to gather material on vou from sources
such as the Medical Information Bureau, govern-
ment agencies, CONSUMEr reporting groups, even
mterviews with neighbors. Your application will
say whether that insurer uses the bureau.

If the company finds anything it thinks might
interest other insurers—weight, blood pressure,
electrocardiograph readings, and X-ray results are
among the most common items—it feeds the dara
to the bureau. Later, upon request, the bureau re-
lays the information to any other member com-
pany; except for government agencies with a sub-
poena, only member companies can use the data.
The bureau doesn’t check the informarion for ac-
curacy, and it stays in the computer seven years.

While the Medical Information Bureau runs the
“Big Computer in the Sky,” as one attorney dubs it,
your fellow employee or office supervisor may pre-

sent an even more immediate threat at the video -
- display terminal down the hall. With computers
enabling employers to handle daims in-house, "

. four-fifths of the nation’s 1,500 lirgest firms now..’
..run or finance their own insurance programs. That
. .means thatwhen you submit a claim; the persorinel
' +office, and maybe your boss or others, will discover:
~*that you have had, say,.an abortion.’ Somé larger
. companies now have safeguards such as separating

More than privacy is at stake here. Chicago psy-
chiatrist Jerome Beigler, former chairman of the
American Psychiatric Association’s Committee on
Confidentiality, says that his investigations found
several cases across the country in which school-

- teachers had been fired or demoted after under-
going psychiatric treatment billed through their :

employers’ insurance, “The irony is that those with
the courage to get treatment jeopardize their ca-
reers,” Beigler says, “while others who could be
much worse off take it out on their students in-
stead.” An estimated 15 percent of all employees
with company-run insurance programs pay for
covered psychiatric treatment themselves, because
they fear repercussions from their employers.

Similarly, Los Angeles substiture teacher Allan
Rodway’s decision to take an AIDS test before mar-
riage cost him his job—and more. According to the
lawsuit Rodway filed, the University of Southern
California Hospital mistakenly told the Los An-
geles School District that Rodway had AIDS, caus-
ing him to be suspended. California law prohibits
releasing such information without written patient
consent. Rodway regained his job through out-of-
court negotiations, after his doctor wrote a letter
stating that the teacher did not have AIDS. Even so,
according to Rodway’s deposition, the disclosure
caused his flancée to leave him and his church to
shun him,

An employer or insurance company may not

trouble if he hadn’t bragged abour.
vestigaror for the insurance com- -

engineer whether he smoked, “I
proudly said, ‘T have a very clean

says Zimmerman. “I thought he’d
- beimpressed.”
Instead, he was . . . interested.
Never drank? Did Zimmerman
. ever attend Alcoholics Anony--

ol from his filé. But his experience.
- highlights concerns about the data
1. bank that holds information on.
-+ about13 million of North Amer-
“icasinsured. ;oo

.. reau was founded in 1902 to guar
gainst the wily-applicant who, ; »
. denied insurance at one company.
~-would lie to a second in order to
pass muster. It's a simple setup: If
*#.an insurance company finds an .

.

i sure or heart disease; it alerts the.

HARLES ZIMMERMAN prob-'”_ -_
ably could have gotten dis- o

ability insurance without any
his heaithy habits, But when an in—

' pany asked the 32-year-old Boston

* lifestyle—I don’t smoke or drink,’ "

K 7, The Medical Info'rfﬁatibﬁ Bu—

THEY'VE GOT A FILE ON YOU .

 data bank. The bureau requires its
. members to independently verify
- all information. (A 1977 Investiga-’

tion found that 80 member com- .-
panies had not been following this-
rule; now, says president Neal Day,
such incidents are rare.)

Ir’s hard for an outsider to know
whether these internal rules are fol-
lowed, though, because the dara
bank isn’t stringently regulared.
According to privacy experts, most
state laws governing the bureau

-lack punch, if they exist at all. On
' the federal level, the Fair Credit L

originally filed the erroncous infor-- .
mation; you may want to send the ',
- insurer, a statemerit from your doc-
. tor. If the burean decides yow're
carrect, it will make the appropri-

applicant has a health-threatening
condition; such s high blood pres:

ate.changes. If you're dissatisfied -

with the response, your only re~ =
ourse i.to send the bureau 2 state-

ment-of dispute, which will become”

an inseparable part of your fie.

- Write or call: Medical Informa-;".

‘%, . —LisaDavis "
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even be the last stop in the journey of a runaway
medical record. It wouldn’t be hard, say privacy
experts, for those not involved in your health care
to get their hands on your records: The ubiquitous
use of computers and data banks, and the frequen-
cy with which records are passed among insurers
and employers, offer plenty of chances for someone
to intercept private information. (The Medical In-
formation Bureau, however, is well known for its
thorough computer security, and Equifax says that
none of its medical information is stored in dara
banks.) Experts suspect interception happens, but
have little real evidence. In 1983, though, a group
of Wisconsin teenagers proved that it could when
they electronically gained access to some 6,000
records at New York’s Memorial Sloan-Kettering

cause both are part of the Public Health Service.
Employers and insurers are covered by state
laws, but they are usually scattershot. [n most
states, doctors and hospitals cannor release a medi-
cal record without the patient’s consent. An indis-
creet doctor can lose his or her license or be sued.
(However, that blanket waiver you sign on the
claim form gives health care providers all the con-
sent they need.) In Louisiana, hospirtals and doctors
have to give patients, on request, a copy of anything
they have provided to any company, agency, or
individual. About a dozen states—including Geor-
gia, llinois, and California—permit patients to in-
spect and copy insurers’ records. Rhode Island re-
quires that an insurer’s authorization waiver must
state that no disclosure will be made withour pa-

Cancer Center. The consequences might have been
disastrous: Among other duties, the computer
helped regulate radiation doses for patients. Some
have warned that medical snake-oil salesmen could
similarly acquire computerized mailing lists of pa-
tents—organized neatly by ailment—to bombard
the affiicted with pitches for quack remedies.

If you’re thinking there must be laws that will
protect you against such abuses, don’t count on ir.
What exists on the federal level covers only federal
agencies, such as Medicare, or federally funded
programs, such as drug rehabilitation services. The
Privacy Act of 1974, for example, does require
federal agencies to ger written patient consent be-
fore releasing records outside the agency. But an
agency can getinformation from a doctor or hospi-
tal without telling the patient. And it needs no
consent to pass someone’s records around within
the agency—the Centers for Disease Control conld
pass a record to the Alcohol, Drug Abuse, and
Mental Health Administration, for instance, be-
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tient permission. Alaska, Ohio, and Wisconsin let
employees see or copy medical records held by their
employers; Connecticut and Michigan let employ-
ees correct such information. But few, if any, state
laws go beyond the employer or insurer, “The lack
of control over what insurance companies and oth-
ers do with records is the single biggest weakness in
medical privacy law today,” says Robert Ellis
Smith, publisher of the Privacy Journal in ‘Wash-
ington, D.C.

If the legal jumbie seems like a bad dream, the
possibility of mistakes can turn it into a nightmare.
With each pass from doctor to insurer to employer,
with each clerk who types vour records into yet
another computer file, with each change of doctors
Or insurance companies, errors can flare up like
herpes and are just about as impossible to eradi-

cate. No one knows how often mistakes occur, but—.

they do happen: Qut of the 7,000 patients who ask
for their files from the Medical Information Bureau
each year, 200 request corrections in their records. B



Sometimes the damage—both physical and eco-
nomic—{rom these errors can be devastating,

Midwesterner Scott Dillon* has been haunted by
such a mistake for more than two decades. Whiie
attending medical school in the mid-1960s, Dillon,
who was considering a career in psychiatry, opted
to undergo psychoanalysis as a routine part of his
training. During this tme he visited the student
health service for treatment of severe headaches
and back pain. The doctor in charge, discovering
that Dillon was seeing a psychiarrist, concluded
that the pains were psychosomatic, Dillon was sent
to a psychiatrist-in-training, who wrongly rold him
he was manic-depressive.

The diagnosis followed him like an insistent
mosquito. Desperate to ease his pain, Ditlon al-
lowed doctors to give him powerful antidepres-

hospitalization or appointment] as relates ro [the
condition covered by thar claim].”

On the application, you can limit the authoriza-
tion by adding a notation that says the company
can obtain information only for the period up to
and including the current date, That way, the com-
pany doesn’t have perpetual permission to collect
anything it wants, anytime it wants. Keep in mind,
however, that insurers may tell you o take your
business elsewhere. And, while George Annas of
the Boston University School of Public Health says
the technique works well for many, he also says, “If
it’s life insurance, they have you over a barrel, They
want everything. And they won’t insure you unless
they ger it.”

Under the Federal Fair Credit Reporting Acr,
however, you are entitled to the sources of any

sants and shock trearments. The effects were

medical information an insurer has used to

worse than the supposed illness. Dillon
dropped out of medical school, and several
graduate schools fater rejected his applica-
tons. Worst of ail, Dillon didn’t recetve the
tmely treatment he needed for what even-
tually were diagnosed as genuine physical ail-
ments: severe allergies and a degenerative
disease of the spine. As a result, he was left
half-crippled. He later learned that the medical
school had sent his medical record, complete
with psychiatric diagnoses, along with his
academic record to all the graduate schools to--
which he had applied. The misdiagnoses were
eventually expunged from his record, but he
believes he carries their stigma to this day,

IFYOU WANT TO HAVE ANY $AY about what’s in
your records and who gets them, here’s what
you have to do: Get a copy of your own medi-
cal records from your doctor and make sure
they’re accurate and complete. Before 1959,

—|

deny you coverage. Likewise, you can get any
information that the Medical Information
Bureau may have on you (seg page 57). Also,
you might want to contact your focai chapter
of the American Medical Record Association
(call 312/787-2672, extension 256) to learn
whether your state has laws to help you get
your records from emplovers, insurance car-
riers, and others.

One option that all states permit—albeir a
rather drastic one—is to sue your doctor if you
catch him or her red-handed in a breach of
confidentality. “But if you really want to keep
your privacy, that’s a self-defeating proposi-
tion,” Annas says. “As soon as you bring a -
lawsuit, your record becomes public.” —

Perhaps the best news for your medical se-
crets is a model bill drafted by the National '
Conference of Commissioners on Uniform
State Laws, a group that tries to iron out incon- i
sistencies and gaps in state laws. (Each state can ‘

no court recognized that patients had the right
1o have access to their own medical records. Today,
it may not always be easy to get your records, but at
least you have a fighting chance (see page 56). “The
issues of third-party access and patient access g0
hand in hand,” says Smith of the Privacy Journal,
“How can you give informed consent to insurance
companies examining your records if you don’t
know what’s in them?”

“Everyone should have 2 copy in their burean
drawer, and take them along whenever they go to
the doctor,” says Doris Haire of the Washington,
D.C.~based National Women’s Health Network.
If something is inaccurate or missing, she says, you
should go to the responsible doctor or hospiral and
ask for a correction. You may have to agree to
undergo certain tests or examinations in order to
remedy the mistakes. .

You can also practice a little preventive medicine
on your insurance policy. On the claim forms, try
rewording the waiver this way: “{ authorize my
records to be released only from {the pertinent
hospitai or doctor} for the dates [the date of your

*This name has been changed.

enact this law; it doesn’t need ratification by a
majority of states.) .

The proposed law would allow patients to get
their own records, require that anyone other than
doctors or hospitals ger patient consent before ob-
taining records, and limit access by subpoena, If

~outsiders couldn’t present compelling evidence of

need, records keepers could not be held liable for
refusing their request. The act specifies some key
exceptions—such as allowing access to bona fide
researchers, financial auditors, or €Mergency rooms
—that may leave open some of the same old
loopholes. And it doesn’t tackie the crucial problem
of the release of medical information by insurance
companies and others. _
Montana is the only state to adopt the law so far,
and while other states may soon follow, it’s probably
best not to wait on them. When it comes to protect-
ing your own medical privacy, there’s really onlyone
good rule to follow: Don’t count on anyone else o
doitforyou. - H]

Clark Norton is a fréelance writer in San Francisco,
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