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DIGITAL CASH TALKING POINTS 4/21/95

Background

Digital Cash is a payment mechanism buiit on a cryptographic technology. It is designed
to securely transfer financial value electronically in a manner approximating the transfer of
physical currency. Some digital cash systems are relatively secure, others are easily
compromised. Cryptography is controlled as an matter of national security by the State
Department, Department of Commerce, and the National Security Agency. "Money" and other
financial instruments are regulated by the Treasury, Federal Reserve, and Securities and Exchange
Commission. It is uniikely that a technology combining these two highly regulated businesses wiil
escape close government scrutiny and control.

The high-tech nature of the future payment systems under development requires early
answers to a number of questions which, at present, are unanswered. Some types of "electronic
money” (emoney} have aiready becoms widely used. The volume of money ($2.4 trillion a day)
moved by current consumer and commercial emoney systems dwarfs that moved by the paper
currency and check based payment systems.

A number of individuals and firms are developing digital cash payment systems, designed
to provide anonymity for the parties involved in electronic and traditional commerce. These
systems are unintentionally or, in some cases, intentionally, designed so that their systems will
not accommodate law enforcement agencies or financial regulators interests and requirements.
Other systems have gaping security weaknesses which will result in significant fraud and
counterfeiting losses. Very few of these developers have had any discussions with government
officials.

Among the issues which concern regulators and law enforcement agencies are "old
issues,” including counterfeiting and fraud, as well as new issues, including the repercussions of
anonymity for money laundering and other traditional crimes. In addition there are a variety of
unique cryptographic export control and sovereignty questions which derive from the global
nature of the emerging information infrastructure.

Last year, ABA sponsored a meeting between a number of operations level employees of
Treasury (including FinCEN), Federal Reserve, the National Labs (Sandia) and ABA staff to discuss
the implications of digital cash for financial institutions and their regulators. The ABA’s goal is to
ensure that policy-makers make informed decisions early and give pioneering companies guidance
prior to their making investments of millions of doliars and thousands of man years into algorithm
specific enterprises.

Issues
Crime

Counterfeiting and other financial instrument frauds are extremely costly in terms of their
direct impact on the economy and on the morale of consumers. The technological obsolescence of
the anti-counterfeiting mechanisms in U.S. paper currency has lead to a rapid growth rate in casual
and organized crime, as well as state sponsored terrorist counterfeiting. Check fraud by itself costs
the banking industry alone over $18 billion a year, the remaining losses are borne by the companies
accepting fraudulent checks. Credit card and debit card fraud losses also are growing at a geometric
rate. Because consumers and commercial firms rely on sound money and secure payment systems
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in order to prosper, the payment system must be secured against fraud to the greatest degree
possible. Part of this security can be gained through the appropriate use of technology, the
remainder must be obtained by regulatory and law enforcement activities. There are many issues
which must be settled before digital cash will gain general acceptance.

Anonvymity vs Traceability

it is uncertain how much demand there is by the average business or person for uniimited
amounts of fully anonymous emoney (i.e. digital cash). What often underlies the call for anonymity
can be identified as the desire for security and privacy. Although there will be more anonymous
emonaey in our future, the number of applications and users will be severely limited. The applications
will be limited primarily by a lack of general demand, and also limited by the natural conservatism of
banks and regulatory agencies. It is more likely that, in the fong run, the security of sensitive
financial information and payments against theft and misappropriation will increase, and demands for
anonymity will abate. Any payment system that provided no accountability or traceability
mechanisms would either be merely incapable of day-to-day business use, or would be specifically
designed for covert use to facilitate money laundering and other illicit transactions.

Bankers’ and law enforcement agencies’ ability to address fraud and theft also depend on the
capacity to trace transactions. Another reason to limit anonymity is the desire not to facilitate the
commission of untraceable crimes. Anonymity in itself raises significant questions. If anonymous
money is stolen from your computer, how do you catch the criminal? A banker’s worst nightmare
would be to have his bank robbed tracelessly by computer hackers.

In addition, business people, such as bankers, can be kidnapping targets. If a kidnapper
requests that the bank e-mail him fully anonymous funds, how do you catch him? Today most
kidnappers and other criminals are captured when the police stake out the briefcase containing the
money.

Traceability can indeed be critically important to law enforcement. Fully anonymous payment
mechanisms could be used to launder the proceeds of drug ring operations. The accountability
systems banks have in place provided the means for law enforcement agencies to trace the money
used in the World Trade Center bombings, and bankers’ warnings alerted law enforcement to the
activities of CIA traitor Aldridge Ames.

Privacy

The ABA recognizes the privacy interests of individuals and businesses in financial information
and transactions. Banks have a history of providing security and privacy protection for customers’
financial and other personal information. In addition, the Right to Financial Privacy Act, the Fair
Credit Reporting Act, and other laws and regulations imposed on banks already govern the disclosure
and use of sensitive information.

We are confident that our customers will be satisfied with the ongoing improvements in
security and privacy measures taken by banks to enhance traditional payment system applications.
While anonymity may have its place in some activities, the nature of commerce and banking leave
little room for anonymous emoney as a means of exchange for legitimate commercial transactions.
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The Actual Characteristics of "Real Vloney” Transactions
Money Laundering and Bank Secrecy Act Issues

Q: Is Physical Currency an Anonymous Media?
A: - NO!, Not in large amounts.

Physical Cash is presumed by many peopie to be anonymous. Those who believe that people
engaged in large dollar transactions using paper currency retain their anonymity today are mistaken.

The transfer of physical cash in large amounts is an observable activity in that cash in large
amounts occupies large volumes of space. It’s location can be monitored by intent observers and
the person transporting it followed. In addition, serial numbers and marking technologies allow
certain transfers to be traced and recorded. Exploding dye bags and radio transmitters are often
included in the bags of money that bank robbers take with them.

Today, laws govern the reportability of large cash transactions. Evading the reporting
requirements is itself a crime. A great deal of law enforcement agency resources are dedicated to
addressing the issue of money laundering. Changing the nature of payments from paper to electronic
will not reduce the interest or the authority of regulators and law enforcement agencies to address
this type of crime.

The transfer of physical cash when performed anonymously creates significant risk to the
value transferred. The primary risks are that knowing or unknowing couriers might steai or lose the
money transferred. The supervised transfer of physical (illicit) cash (i.e. drug proceeds, kidnap
ransoms) creates significant risk of exposure to observation to the persons transferring the money.

Inthe "real world™ one can transfer value anonymously if you are willing to risk losing money,
or one can securely transfer the money and allow limited exposure of personally identifiable
information.

Digital cash technoiogy might soon make secure and anonymous transfers possible. Fully
anonymous digital cash could be a immense boon to those wishing to avoid supervision and
accountability.
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