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The most likely victims

Studies conducted into informat-
ics crime in different countries
have tried to identify the cate-
gories of corporations or organi-
zations which are most likely to
fall victim to informatics crimes.
In the United States, the research
into computer abuse conducted by
D.B. Parker has shown that most
of the organizations which have
fallen prey to informatics crimes
are in the banking and insurance
industries — both service indus-
tries. The General Accounting Of-
fice survey showed up the high
rate of informadtics crimes commit-
ted against federal government or-
ganizations.

According to research carried out
in Australia by the CIT-CARB
Chisholm Institute of Technology,
government agencies and finan-
cial institutions are the most likely
victims.

A recent survey in Sweden carried
out by A. Solarz for the National
Council for Crime Prevention
found that the vast majority of
companies falling victim to com-
puter crimes are banks and the
post office.

The reluctance to report

Surveys and research conducted
in various countries - Australia,
Sweden, the UK, and the US —
on computer-related crimes have
all stressed that the actual number
of computer-crime victims is
probably far higher than officially
recorded because organizations
are extremely reluctant to report
the crimes.

The survey recently conducted by
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the American Bar Association is
very enlightening in this regard.
Almost two-thirds of the individu-
als questioned said that they had
not reported the computer crimes
discovered in their organizations,
or that only some of these crimes
had been reported. In other
words, there is a kind of “rule of
silence” among managers, which
leads them to sort matters out in-
ternally. The person discovered
committing a computer crime is
transferred to some other area of
the organization and, in quite a
number of instances, as D.B.
Parker has pointed out, the guilty
person is actually bought off by a
raise in his salary to keep him qui-
et. Sometimes, the perpetrator of
the deed is simply sacked, but, as
Ken Wuong concluded in his
1981-survey in the UK, “in some
cases, with glowing references, or
even golden handshakes”.

It is an open secret that, of all the
organizations falling victim to
computer crimes, financial institu-
tions, particularly banks, are espe-
cially reluctant to report them.
Research conducted in Australia
by CIT-CARB showed how the
solidarity of the banking fraternity
had ensured that no information
was supplied to researchers.

J. Chamoux, in a recent survey
sponsored by the EEC Commis-
sion, has said that “embezzlement
in the banking world is a daily oc-
currence.., but bankers prudishly
cover up this activity, which does

them great damage”. The result is

that banks tend “to hide the prob-
lems at the source and then sort
them out on their own”.

According to D.B. Parker, howev-
er, American banks seem to fall

victim to informatics fraud more
easily than European banks.
The Bank Protection Act and oth-

er US laws require banks to report

any fraud or unexplained losses
exceeding $1,000 to the authori-
ties who regulate banking, partic-
ularly the Federal Deposit In-
surance Corporation and the Fed-
eral Reserve System. Penalties for
failure to report, or for delays in
reporting, are very stiff. A ques-
tionnaire, entitled “Security Ques-
tionnaire”, has been designed to
deal with cases of fraud related to
electronic funds-transfer systems.
It must be filled out and returned
to the Federal Deposit Insurance
Corporation.

Reasons for reluctance

The reluctance of the victims to
report computer-related crimes is
not irrational by any means. There
are several reasons which cause
the victims to think very carefully
before reacting. .

Scholars, such as Parker, Bequai,
Norman, Wuong, Sokolik, and
others, who have been dealing
with the problem in various coun-
tries have identified a number of
factors which they believe influ-
ence this behaviour of victims:

e the fact that the community at
large tends to view crimes in the
electronic data-processing area as
deeds which are irrelevant to
criminal law and, at all events, of
little relevance to society;

e the fear that the public will lose
confidence in, or no longer feel
attracted to, the organization
and hence cause it financial los-
ses which, it is assumed; would
exceed the losses caused by



less related to the link between
computers and legal systems men-
tioned earlier, have been under-
taken with some success. They are
demonstrating the definite poten-
tial for a closer relationship be-
tween computers and the law.
For example, research has been
carried out at the London School
of Economics on the application
of logic to language. This has led
to the development of a language
which is based on the principle
that, for knowledge to exist, there
must be a “knower” and an action
of “knowing”. This language may
favour a closer relationship be-
tween law and informatics.
Another set of very interesting
projects involves the research be-
ing carried out by Miguel Sanchez
Mazas and the Italian Institute for
Legal Documentation in Florence.
These projects represent an at-
tempt to discover a mathematical
model for automated legal analy-
sis and the mathematical process-
ing of laws. ,
The Micro-Bird Data-Retrieval
system is also intriguing. Devel-
oped at Queen’s University in
Belfast by Professor Colin Camp-
bell, with the financial support of
the National Law Library, this ini-
tiative is designed to offer micro-
informatics solutions to the pro-
fessional needs, in both documen-
tation and management, of jurists.
Yet another noteworthy project is
the Taxman-II model of MacCar-
ty in the US.

The Saragossa project
The research project currently un-

der development at the University
of Saragossa is designed to

achieve a viable relationship be-
tween legal theory and practice
and demonstrate the use of mod-
ern microcomputers to render the
law more accessible in society.
The effort centres around an ap-
praisal of the accessiblity of the
relationships among legal norms
in legal texts to computer process-
ing. The methodology involves
analysis based on an actual code,
which has been developed by a
multidisciplinary team of jurists.
To reduce the difficulty of the pro-
ject, the analysis has been restricted
to the CFA, the Legal Forensics
File of Aragon, which has been
made available to the team during
the projected research period.

In concrete terms, the project in-
volves the creation of a thesaurus,
composed of legal concepts which
are linked by various interpreta-
tions of the legal texts. The thesau-
rus will be based on an hypothesis

- which is recognized by modern le-

gal theory. According to this hy-
pothesis, the relationships among
legal concepts, both at the time of
development and at the moment
of application, may not be limited
to ties of symbolic and proposi-
tional logic or deontology.

The usefulness of the thesaurus is
assured because a databank of le-
gal documents will be developed
and formated on the same princi-
ples. This databank will be acces-
sible to users thanks to the devel-
opment of a database-manage-
ment system and an intelligent
programming language.

The software developed during
the project will be geared to appli-
cations on minicomputers, stan-
dard personal computers and, if
possible, intelligent personal com-

puters. This will satisfy the recom-
mendations being implemented in
the ESPRIT programme, the Eu-
ropean Strategic Programme for
Research and Development in In-
formation Technologies, of the
European Community.

The concrete goals of the project
include an analysis of the CFA in
which the legal structure of the file
is transformed into common, ev-
eryday language; a compilation of
the keywords and descriptors in-
cluded in the CFA that will be ac-
complished through research into
legal theory and lingustics and
computer processing run on a
database program; a reorganiza-
tion of the CFA that will involve
the systematic listing of the largest
possible number of legal norms; a
translation of legal norms into
symbolic language in the form of
propositions through the use of
logical vectors; a recomposition of
the CFA into a databank com-
posed of information in symbolic
code; the development of software
compatible with a databank based
on an intelligent language; and an
evaluation and eventual adjust-
ment of the thesaurus, the porce-
dural model and the theories on
which the system has been based.
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