TECHNOTES

THE WIRETAP STATUTE:
A HAVEN FOR HACKERS

Diana Wilkes*

ABSTRACT

Voice mail system (VMS) technology, a relatively new compuser applicasion, is be-
coming common in larger business offices. As with other electronic information net-
works,' System Operators’ are at constans risk of invasion by computer hackers.’ System
Opemonapmdmmidemblemmdmeyinmcca:ﬁdeﬂbmwidemﬁand
apprehend these invaders, efforts which are hampered by cumbersome communications
equipmens, limited resources, and an inadequate Wirewap Statute. Law enforcement’s
resources to battle hackers are mainly limited to interception and trap-and-trace de-
vices.* The ambiguous Wiretap Siatute dictates the manner and circumstances under
which law enforcement may employ these devices. This article argues that the Fourth
Amendmeént’ must accommodate a Wiretap Statute thas provides for more efficient and
effective law enforcement t00ls in the face of everchanging technology.

I. THE VMS PROBLEM
A. The Voice Mail System

A VMS is a computerized telephone message system.* Users have individual
VMS mailbox numbers to receive messages. Hackers contact the VMS through

*].D., Arizona State University, 1990. Member of the Arizons Bar.

“This same analysis would also apply to computer fraud geaerally.

A System Operator, usually a business, ieases or owns the VMS computer system as a tele-

Mhe VMS hacker may be a computer hacker or a *‘phone freak’’ (s hacker who manually dials
sumbers oo the telephone keypad).

“A trap-and-trace device traces a call from the destination, through switching equipment to the
point of origin, produces a printout showing the time of the call and the originating teiephone oum-
ber and, when matched with VMS information, ideatifies 8 VMS hacker.

U.S. CoNnsT. amend. [V,

‘A VMS generally has three levels of User access: (1) the Caller dials the System Operator
telephone number and hears a general greeting, (2) the Caller leaves a message for a particular
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the System Operator’s **800°° telephone line,’ through telephone company
switching equipment,’ or by using stolen telephone credit card numbers. The
hacker gains access to the VMS by using either **shared’*’ or “‘hacked’’" access
codes. VMS hackers clog business telephone lines" with illegal calls, contribut-
ing to the $500 million per year in general communication fraud loss.?

Losses attributable to VMS hackers increase geometrically as the size of
the hacker group increases.” Hackers access 8 VMS at various levels: (1) the
**User Hacker’® assigns herself a previously unassigned or inactive mailbox;
(2) the *‘Caller Hacker’’ leaves messages for the User Hacker; and (3) the
*‘System Hacker’’ invades the VMS at the System Manager level. VMS hack-
ers use ‘‘handles’"* to refer to themselves and rely on the VMS's destructive
update feature” to avoid detection. The System Hacker can destroy evidence of
any hacker’s presence, place an offensive general greeting on the VMS," or
shut down the VMS, crippling a System Operator’s business until the VMS
program is reinstalled.

User; and (3) the User enters 2 user password to retrieve & message. A VMS has also at least one
level of System Manager access that is necessary to maintain the system at the highest level, allow-
ing the System manager 10 “‘look at'* messages in a VMS mailbox, to delete messages, and w0

chl.n’etheyeeting.

Generally a System Operator maintains **800°° telephone lines %0 provide wil-free access 1
customers and employees. :

*The VMS hacker may also assign himseilf 2 telephone number that does Bot exist in any physi-
cal location. Charges for calls from these telephones are not referred to the billing system.

*VMS hackers often share codes by posting them in other VMS mailboxes or on illegal com-
puter bulletin boards.

'%“Hacking’' access codes involves trying a series of numbers generally in sequential order,
until the VMS hacker discovers a valid combinatioa. The manual process is laborious and timne-
consuming, but a computerized automatic dialer connected to telephone lines through & modem

''In some cases, a System Operator's failure to utilize security measures assists the hacker's
VMS access; even security measures aimed at prevention and detection do oot prevent a VMS from
being hacked by a persistent or lucky VMS hacker. Even if 2 VMS System Operator fails 1o use
adequate security measures, the VMS hacker is as culpable as a burgiar entering through an un-
locked door. The wrongdoer should be punished, not the person failing to prevent the wrong. **Ef-
fective management of security on mechanized systems requires an astute employee body. ** Tele-
phone imserview with Frocine Adams, Executive Director of Security, US West Communications

(Feb. 16, 1990).

! at an annual rate of 1% of a $50 billion industry; this estimase includes losses to
both communication and private industry. Telephone interview with Rami Abuhamdeh, Executive
Director, Communications Fraud Control Association (Feb. 16, 1990).

'%WMS hackers travel in packs. Each YMS hacker may have an assigned mailbox, with each
VMS hacker receiving messages and calling others. For example, 20 VMS hackers can place 400
telephone calls a day if each calls each of the other 19 once s day and checks an sssigned mailbox
once a day for messages. These calls can total 12,000 per month or one telephone call every 3.6
minutes-in & 24-hour period. The VMS hackers strike, stay as long as they feel safe, then move to
another YMS. Telephone interview with Toni Ames, Security Manager, US West (Feb. 15, 1990).

“Cross-referenced lists attempting 10 masch VMS hacker handles (nicknames) with given
names and telephone numbers become useless when the VMS hacker changes his handle to svoid
detection. Telephone interview with Law Eaforcement Ageat (requested anonrymity pending final
isposition of case), United States Secret Service, Phoenix, Arizona (Feb. 16, 1990).
Retrieving & message removes it from the computer memory.

14T, Ames, supra note 13.
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The VMS hacker’s ability to instantly destroy evidence and/or exit the VMS
illustrates the exigent circumstances involved in investigating, apprehending,
a.ndpmsewﬁnsﬂmeelusive criminals. For example, the System Manager dis-
covers that a previously unassigdeMSmailboxhassuddenly sprung alive
mam"mmumﬁmhwmmmw.mmmﬁ.
pdngoﬁcusnmstapplyfonwimapo:derwimuceptﬁmrehacmcommnn-
icnﬁom.mprmiscompliawdmddme@nsmins.“involvingimewim
withexpemandpossiblyalengthyinvwipﬁon. Before the application process
iscoqﬂm.meVMShachmmymvetoanewVMSandwmkhavocon
anod:ﬂSysmepetm’sbmim.AnimdequmW'ueupSmnc"&cﬂimes
the VMS hacker’s mischievous mission.

B. The Wiretap Statute

mwmsmeimpomcrinﬁnﬂanddvﬂmbuityforinmcepdnga
wire communication in violation of its provisions. Although intended to bal-
ance individual privacy expectations and law enforcement needs, the statute
inadequately protects innocent System Operators’ rights. The procedures man-
dnedbythemwmwocumbemmwbeeﬂ' ive in the VMS hacker situ-
ation. Although law enforcement may learn inadvertently discovered commun-
ications” or those divulged with the consent of the originator, addressee, or
Mredpimt."hmdoanmdeﬁmmwotbetkzywrms,a
problem which hinders law enforcement and helps the VMS hacker.” System
andtheoommnniaﬁomindusu'ymundemndablyrelucumwco-
with law enforcement agencies when the statute does not clearly dictate

who has the right to divulge VMS communications or consent to a wiretap.
A wiretap order will issue only upon 2 showing of probable cause™ and
necessity. An applicant may face aneven greater obstacle in the statute’s pro-
vision for challenging a wiretap order. Anynamedmrgetorintempteduser”

Electronic Communications Interception and Interception of Oral Communi-
cations Act, 18 U.S.C. §§2510-2521 (1986). See S. Rxp. NO. 541, 99th Cong., 2d Sess.. pt. I at

(1986).
18 U.5.C. § 25113)bXiv).
118 U.5.C. § 2511(3XbXii).
%mﬁmwmmummwu:mwummﬁm.m
mwnwmwwmmeMghme
Mwm«mmqmwmwwﬁmw
ery Woﬂyhﬂmmnﬂwmmhﬁoﬁ.
By18 U.5.C. § 25180).
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(even the hacker, who by definition is illegitimately using the VMS) may chal-
lenge the validity of an order for specified reasons.*

Moreover, under the current Wiretap Statute, the VMS hacker could poten-
tially pursue a civil cause of action against one who *‘unlawfully’’ intercepted his
telephone call. Even worse, the person intercepting an illegal VMS hacker call
risks criminal liability: the innocent System Operator could actually be prose-
cuted for confronting the invading hacker within the VMS, with the hacker ap-
pearing as the prosecution’s main witness. The rights of a criminal defendant
deserve protection but should not be paramount to those of the victim.”

VMS crimes differ from those addressed in the current wiretap Statute,
which is mainly concerned with offenses such as gambling, organized crime,
and drugs.” Congress likely did not consider the VMS hacker when revising
the current wiretap statute in 1986 as the problem was not yet apparent.” Con-
sequently, the statute does not provide for an expedited application process, a
critical tool in exigent circumstances where a criminal can strike, destroy evi-
dence, and disappear with the speed of an electronic signal.™

The only authorized use of a VMS mailbox occurs after it is assigned, so
the very existence of any activity on an unassigned VMS mailbox is presump-
tively illegitimate.” Therefore, every call to an unassigned VMS mailbox will
be germane to VMS hacker prosecution.” A VMS wiretap does not intercept
other users’ calls or legitimate calls of the VMS hacker, as would a wiretapon a
home or business telephone. Unlike a regular wiretap, the VMS wiretap will
not impinge on any legitimate privacy interest. These differences call for re-
thinking the scope and application of appropriate law enforcement tools.

%18 U.S.C. § 2510(10)(a)i)—(iii).

T'C-Span, U.S. House, Judiciary Subcommittee on Criminal Justice ing Computer
Viruses, Nov. 8, 1989 (C-Span Network television broadcast, Dec. 24, 1989) (testimony of Caro-
mmmwmm,wmmm
Association), 135 Cong. Rec. 1322 (daily ed. Nov. 8, 1989).

See generaily S. Rzp. No. 541, 99th Cong. (1986).

*Telephooe Interview with Gail H. Thackeray, Assistant Atlorney General, Arizona Attorney
Genenal's Office, Fed. 8, 1990.

“Exigent circumstances except a search from the Fourth Amendment search warrant require-
ment whea the suspect is flecing or evidence is in danger of being destroyed. See, ¢.g., United
States v. Irizarry, 673 F.2d 554, 557 (1t Cir. 1982). Although the nature of VMS fraud would lend
wmmmmmwmwm»mmmo.mmm
mmmmmdum«mmmmemofwmm.Ams
hxmm;nmnwmeVMSmhmmbmblﬂedngfem.Aﬂedng
felon can be chased. Once the telephone connection is broken, a VMS hacker has severed any
**visual"* coutact aecessary to pursue him or her. Also, destruction of evidence may allow law
enforcement time 30 intercede and prevent the destruction. Destruction of evidence of VMS hack-
€13 on 8 VMS is instanteous—once appropriate commuands are entered, the evidence is gone. Only
if a telephone could be tapped without any ordey, & drastic measure for financial loss, would this

be .
"Emmenﬂoyamﬁha%&hﬂmw&mmindmunmm
”mmm«ammmwnm»mwdammmum

wrong VMS.
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II. A PARTIAL SOLUTION

Awimapisspecianyapptopriatewhuedntelq)homismwusedm
mnhannceofacﬁmc.”mdmgaddiamnshism;dngamblcrwlshis
boohc;mesyndmmwkhhwhmmgivemmdom.”&chum
the telephone as a convenient but UINECCSSary mmmﬁnﬂﬂdxcm.’

A fortiori, then, a wiretap is appropriate if the telephone is the instrumen-
mutyofcﬁme.mVMS,awlephonesymcomponent,isthedimmrgetof
mvusmm.mmsmm'scﬁmemmmmimm be dials
into the VMS, hacks out codes, records or retrieves messages, or compromises
the VMS. Heusdthetdephoneuﬁxeinmmentaﬁty of, rather than in fur-
meranceof.hiscrime.TbeinnooentvicﬁmofVMSvandalismisoﬁznun-
aware of the crime or even of the hacker’s presence.

The VMS hacker should have 0o expectation of privacy as against 2 VMS
victim.® The VMS hacker knowingly *‘trespasses’’ into the VMS and steals
thousands of dollars worth oflongdimncecallsfromtheinnocentSystemOp-
erator. Nevertheless, legitimate privacy concerns demand that some require-
ment for a wiretap order be imposed, potwithstanding law enforcement effi-
ciency” and simplicity” concerns. The foregoing discussion suggests tWo
statutory amendments: (1) an Electronic Emergency Wiretap Order (EEWO)
wmﬂdbetheperfecttooltobalancemecompednzinmmasakz;mda)

tion of the communication.

[

United States v. Young, 822 F.2d 1234, 1237 (2d Cir. 1987) (citing United States v. Stein-

berg, 525 F.2d 1126, 1130 (2d Cir. 1975), cert. denied, 425 U.S. 971 (1976)).
Wmmwﬂua“Mﬁm"ndﬂvamm@uﬂych
nmwammm 18 U.S.C. § 2518(11); see generally S.

Rer. No.m.mcm..p.musum.mwmnwmuzvmsanm

mumin;vheapwwdnbewdmmmmodm;
.mmm«ummmwumw.

Ygee generally S. Rep. No. 541, 99th Cong. (1986).

”WmﬁﬂhwmmuMmMmmbyinfy
Wofmmm"mv.mmu.s. 385, 393 (1978).
‘Wmvudgﬁonofainnmlddnyshedmﬁﬁedifwmmw.w
mrmwmumammmmwdwm. . .privacy . . .
mmummmumamwmwdmmw."
Mincey, 437 U.S. 385 a 393.
"Anthirdnlwrmﬁve.unum“pnynmmm"cwldbemdeﬁmdmincludedn
md&mS@nWWMhSmemmm
interception of the communication. 18 U.S.C. § 2511(2Xc). Although this approsch offers the
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A. Electronic Emergency Wiretap Order

An EEWO, limited to the scope justified by VMS exigencies, would ad-
dress the exceptional VMS hacker circumstances which make the procedure
for a regular wiretap order impracticable. The EEWO would be limited to a
ten-day period with only one renewal based on a showing of good cause. This
ten-day period would allow law enforcement adequate time to prepare an appli-
cation, if necessary, for a regular wiretap order. The EEWO differs from an
order authorizing a wiretap on the VMS hacker’s home telephone. The hacker
has a legitimate interest in communications on his own telephone. A wiretap
order under the current statute is, and should be, required to tap the hacker’s
telephone. However, an EEWO would authorize a tap on an unassigned YMS
mailbox, not the hacker’s home telephone, with the System Operator’s con-
sent.

The EEWO would issue based on an application verifying that activity ona
previously unassigned VMS mailbox is unauthorized so anyone accessing that
mailbox is per se a VMS hacker and not legitimately on the VMS." Until VMS
hackers are regularly and successfully prosecuted, they will continue **plying
(their] trade."*“ Only when efficient law enforcement and systematic prosecu-
tion is a reality can we expect to reduce the ranks of VMS hackers and the losses
they impose. .

*‘(A regular wiretap order] requirement is not appropriate when ‘the bur-
den of obtaining [the order] is likely to frustrate the governmental purpose be-
hind the search.’ *** The need for a law enforcement tool to respond swiftly to
an electronic emergency must be balanced against individual privacy inter-
ests.“ At issue here are the VMS hackers’ privacy rights balanced against the
government’s need for effective measures to protect VMS fraud victims. The
critical factors are the **nature of the intrusion and governmental interest.”™ In
the VMS hacker situation, the intrusion involves equipment not belonging to,
but being invaded by, the hacker.

The wiretap statute protects privacy rights by interposing a detached and
neutral magistrate between the law enforcement officer *‘engaged in the often

simpiest solution, the amendment (1) would provide the least amount of protection for the VMS
Hacker; a)mydmmeSymOpemmmmmnkﬁﬁmaﬂs;md(B)mybe
more difficult to restrict to VMS hacker or computer fraud applications.

“Florida v. Royer, 460 U.S. 491, 500 (1983).

“"While boilerplate language is inappropriate, a brief explanation of the circumstances would
be adequate. In addition, if the VMS mailbox were previously assigned, a copy of notce to, or
consent of, the suthorized user is attached to the affidavit.

“Jones v. United States, 362 U.S. 257, 267 (1960).

90 Coanor v. Ortega, 480 U.S: 709, 720 (1987).

“ld. &t 719.

4 determination of the standard of reasonableness applicable to a particular class of searches
requires **balanc{ing] the nature and quality of the intrusion on the individuai's Foarth Amendment
mmmwamwww»mmm."
United States v. Place, 462 U.S. 696, 703 (1983).
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competitive enterprise of ferreting out crime’™ and the target. To justify a
lower standard of probable cause, the suggested EEWO procedure would apply
a compelling need standard’’ rather than the lower standard of need required for
a regular wiretap order. However, although based on a lower standard of prob-
able cause, the EEWO does not provide an easy way for law enforcement to
circumvent constitutional and statutory protections. Rather, the EEWO pro-
vides a narrowly tailored means of investigating a specific type of criminal ac-
tivity for which there is no current effective procedure.

i will have less information to judge the validity of the applica-
tion, so they may be less willing to issue an EEWO. Therefore, the statutory
amendment should mandate an EEWO if the requisite factors are present. The
amended statute should also include an exclusionary provision, with a good
faith exception, narrowly wilored to deter inappropriate use of an emergency
wiretap, with trumped-up circumstances.

B. Fourth Amendment Justification for
an Electronic Emergency Wiretap Order

An analysis of the Fourth Amendment validity of an EEWO is complicated
by the difficult question of precisely who owns the communication at issue in
VMS hacking. As a relatively new technology, Voice Mail Systems illustrate
the now familiar lag time between technological advancements and the devel-
opment of adequate legal protection or regulation. Fortunately, Fourth
Amendment law in general wiretapping, electronic surveillance, and search
warrant areas provides a strong basis for the EEWO.

The Fourth Amendment protects against unreasonable searches and sei-
zures and applies to ««conversation.”"* Electronic surveillance is a ‘‘search”
and capturing a conversation is a ‘‘seizure.”’ Interception” is rarely given judi-
cial sanction if law enforcement bypasses the probable cause determination by
an independent and neutral magistrate.” Courts consistently apply search war-
rant principles to electronic surveillance,” including the concept of reasonable

“Mincey, 437 U.S. &t 395 (quoring Johnson v. United States, 333 U.S. 10, 13-14 (1948)).

“14. at 393-94; O'Coanor, 480 U.S. 709.

45ee Berger v. New York, 388 U.S. 41, 51 (1967); see also S. Rer. No. 541, 99th Cong.. 2d
Sess., pt. [l at 5 (1986).

; hmemhmdwimofnmvauﬁon.

®United States v. Mankani, 738 F.2d 538, 543 2d Cir. 1984).

$1See, ¢.8.. United States v. Leisure, 844 F.2d 1347, 1354 (8th Cir.), cert. denied, 488 U.S.
932 (1988) (practical Mmmmewvdindmminiumfﬁcimcyofwimpafﬁds-
vits); United States v. Townsley, 843 F.2d 1070 (8th Cir.), aff d in part, vac 'd and rem 'd on other
grounds, 856 F.2d 1189 (8th Cir. 1988) (wirenpprob.bhcamdaummmmafﬁdavit
o different than that for search warrant affidavit—toclity of circumstances applies); United States
v. Aguirre, 839 F.2d 854, 858 (1st Cir. 1988) (toality of the circumstances); United States v.
Ippolito, 774 F.2d 1482, 1484-86 (9th Cir. 1985) (practical and common sense approach; Franks
determination (citing Franks v. Delaware, 438 U.S. 154 (1978)); United States v. Torres,
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or legitimate privacy expectations.” The hacker has no such privacy expecta-
tion where she abandons her communication on the VMS, discloses that com-
munication to a third party (the System Operator), and/or impliedly consents to
the recording of her voice communication by leaving a message on the VMS.

1. The VMS Hacker Abandons the

Communication Left on the VMS®

Warrantless searches of abandoned property do not violate a defendant’s
Fourth Amendment rights.* Voluntary® abandonment of or intent™ to abandon
the property, based on all relevant facts and circumstances,” negates both the
subjective and the objective expectation of privacy.™ Courts determine whether
propexty is abandoned based on the totality of the circumstances, emphasizing
two factors: denial of ownership and relinquishment of the property.”

Denial of Ownership. The Ninth Circuit ruled a defendant abandoned his
carry-on luggage where he denied ownership and left it on board the airplane.“
When the hacker leaves a message on the VMS using a handle (or code name),
he disclaims ownership. The hacker handle provides the same anonymity a
traveler has and the hacker knows he cannot retrieve, change, or in any other
way access the message. By analogy, the hacker leaves the message ‘‘on
board’’ the VMS.

Relinquishment of the Property. A VMS hacker intends to have his voice
message recorded. The hacker releases the message to a third party (another
unauthorized User Hacker, the System Operator or System Manager) and
*‘physically relinquish(es] control’** of the message, thereby losing any ex-
pectation of privacy in the communication.” After the VMS hacker abandons a
eommumcanon, the VMS System Operator should be able to intercept, dis-
close or use” that communication to detect and prosecute VMS hackers in the
invading group without fear of criminal or civil liability.

751 F.2d 875 (7th Cir. 1984), cert. denied sub nom. Rodriguez v. United States, 470 U.S. 1087
(1985) (televised surveillance); United States v. Tehfe, 722 F.2d 1114, 1118 (3d Cir. 1983), cerr.
denied sub nom. Sanchez v. United States, 466 U.S. 904 (1984); United States v. Forte, 634 F.
Supp. 1288, 1290 (E.D. Pa. 1988) (totality of the circumstances) (citing [llinois v. Gates, 462 U.S.
213, 235 (1983)).

”'meSuprmConnuumd “‘the words ‘reasonable’ and ‘legitimate’ interchangeably."”
California v. Ciraolo, 476 U.S. 207, 219 n. 4 (1986) (Powell, J.,

SUnited States v. Knox, 839 F.2d 285, 293 (6th Cir. 1988), cerr. denied, 490 U.S. 1019
(1989).

“See, e.g., United States v. Brady, 842 F.2d 1313, 1315 (D.C. Cir. 1988) (citing Abel v.
United States, 362 U.S. 217, 241 (1960) ).

¥See, e.g., Brady, 842 U.S. a1 1316.

;UmwdSm:v Sylvester, 848 F.2d 520, 525 (5th Cir. 1988).

Id.

"S«Unmdva McBean, 861 F.2d 1570, 1574 (11th Cir. 1988).

#See, e.5., United States v. Nordling, 804 F.2d 1466, 1469 (9th Cir. 1986).

®1d. at 1469-70.

$4d., 111470,

"SaﬂlASmlmngwduclomeofeommmwdmdpnma

“18 U.S.C. § 2511Q1).
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. The VMS Hacker Impliedly Consenis t0 the
Recording of His Voice Communication

Searches basedona party’s consent arc excepted from Fourth Amendment
warrant and probable cause requirements.” Whether the VMS hacker has ‘‘im-
pliedly”” consented to the recording of his voice communication is a
determination.” The purpose of a VMS isto record and retrieve messages from
callers; the very namure of the hacker’s offense indicates his implied consent,
and indeed his intent, t0 have his voice recorded. The VMS hacker purposely
dials into the VMS t0 record his voice communication. He knows that the com-
munication will be recorded. The deliberate, imznﬁonalactoftbeVMShackcr
should satisfy any voluntariness test. The VMS hacker clearly has no claim of
duress or coercion. -

In these circumstances, the third-party consent of the System Operator suf-

fices to authorize a search and seizure, even assuming the hacker has an *‘own-
ership’’ interest in the message. For third-party consent to be valid, the con-
senting party must have 1) access to the area and (2) a substantial interest in or
common authority over the property.” The System Operator casily meets both
tests.
Such consent is not grounded in principles of property law* but in the VMS
hacker’s assumption of the risk that the System Operator will consent. The
SixthCimuitmledthatwbereadcfendant'stomdgoodSinawmhouse, he bore
tberiskthattbem:ehousemanwo\ﬂdcomemwasarchofﬁnwemisesand
the resulting exposure of g “ Likewise, the VMS hacker bears the risk that
the SystemOpemOrwilloonscmtoasamhofmeVMS (the premises) and the
resulting exposure of the recorded communication (the goods).

A VMS hacker is also analogous t0 the drug dealer who intends to intercept
a package sent through a common carrier before it reaches a third party ad-

corpomcaddresseehadamhorizytoopenthepckagemdco\Mmitoverto
Jaw enforcement.” By analogy, the VMS hacker dials through a common carri-
er’s equipment to the VMS addressee and leaves a message. The User Hacker
(the intended recipient and interceptor of the communication) plans to remove

SE———
“schneckloth v. Bustamoose, 412 U.S. 218, 219 (1973).
©See id. t 224,227, 234.
*‘Ammmnamwnm.ua;mummg
mmb@mmhmmmwmm«mmmmyovam
pmpeﬂy." United States v. Falcon, 766 F.2d 1469, 1474 (10th Cir. 1989).
""Mmmmmwmmw«mmm,ummmw
it memmmmmnmmamwm«wnm
medskmnwmwwﬂlbepmedbymeahannwchdum." Id. at 1474.
#{Jnited States v. Solomine, 36 F.24 703, 707-708 (6 Cir. 1976). vac 'd, rem 'd for sentenc-
ing, cert. denied, 429 U.S. 990 (1977); but see Swouer v. California, 376 U.S. 483 (1964) (

.
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the communication from the VMS. The VMS System Manager is generally au-
thorized to remove voice communications from the VMS and should have the
right to turn that communication over to law enforcement even if discovery was
not inadvertent.

3. The VMS Hacker Has Disclosed the
Communication to a Third Party

The Caller Hacker knows and intends that his communication is being re-
corded when he leaves that communication with the third party VMS System
Operator. Therefore, he assumes the risk that his message will be intercepted
and referred to law enforcement.” The hacker should not be able to challenge a
search warrant by vicariously asserting the rights of the third party™ recipient
of the communication. A party who communicates information has no privacy
expectation even where the communication is on a confidential basis.” **When
you pick up that phone and talk, you can’t trust nobody, nohow, nowhere!"*™
Privacy expectations lie with the VMS System Operator, not with the hacker
who intended and arranged to have his communication recorded and who delib-
erately released his communication to a third party.”

C. Standing to Challenge the Wiretap Order

The second suggested amendment to the Wiretap Statute would deny the
VMS hacker standing to challenge the EEWO because the hacker is illegitma-
tely using the VMS. Although statutory standing protects important privacy
interests,™ it provides a haven for hackers and burdens law enforcement. With
no reasonable expectation of privacy in the area searched, the hacker’s Fourth
Amendment rights are not implicated.” Absent a valid Fourth Amendment
claim, the hacker should not have standing to challenge the EEWO.™ However,
under the current Wiretap Statute, the VMS hacker has just that—if his conver-

"'In United States v. Jacobsen, 466 U.S. 109, 117 (1984), the Supreme Court stated:
[Wlhen an individual reveals private information to another, he assumes the risk
that his confidant will reveal that information to the authorities, and if that occurs
the Fourth Amendment does not prohibit governmental use of that information.
Once frustration of the original expectation of privacy occurs, the Fourth Amend-
ment does not prohibit governmental use of the now nonprivate information. . . .
The Fourth Amendment is implicated only if the authoritics use information with
respect 1o which the expectation of privacy has not already been frustrated.
“United States v. Kinsey, 843 F.2d 383, 389 (9th Cir. 1988). :
PSecurities & Exch. Comm'n v. Jerry T. O'Brien, Inc., 467 U.S. 735, 743 (1984).
“United States v. Felton 753 F.2d 256, 260 (3d Cir. 1985).
”“Wmmmmamvmmmmemdpﬁvahhm;
rests with the possessor of the recording and not the other parties to the conversation.'* United
States v. Wright, 826 F.2d 938, 945 (10th Cir. 1987).
™See generally S. Rep. No. 541, 99th Cong. (1986).
TSee, e.g., Sylvester, 848 F.2d at 524.
"See, e.g., Rakas v. lllinois, 439 U.S. 128, 131-34 (1978).
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sation is intercepted, he has standing” to challenge the wiretap without estab-
lishing a reasonable expectation of privacy.” A statutory amendment denying
standing to those using commuanications equipment illegitmately would remedy
this problem. To establish the legitimate expectation necessary to confer stand-
ing to challenge an EEWO, a VMS hacker would be required to show (a) that he
had a subjective expectation of privacy" and (b) that his subjective expectation
of privacy is one that society is prepared to recognize.”

A subjective expectation of privacy is present where the VMS hacker
*thought of the place . . . as a private one, and treated it as such.”’® Without
doubt, the VMS hacker subjectively expects, or at least hopes, that the com-

munication he places on the System Operator’s VMS will remain private. The

User Hacker appropriates an unassigned VMS mailbox and assigns a secret
password. The Caller Hacker calls a specific mailbox. Although these efforts
indicate an attempt by the User Hacker to maintain privacy, when designed to
conceal criminal activity they demonstrate ‘‘that the expectation of privacy was
(not] legitimate in the sense of the Fourth Amendment.’** Simply putting up
barriers, such as the VMS mailbox password, to avoid detection is not the type
of privacy expectation that society is willing to recognize.” The VMS hacker
may not claim a legitimate expectation of privacy simply because he has a sub-
jective expectation of not being discovered.® A VMS hacker’s subjective ex-
pectation of privacy in a recorded communication left accessible to others on
the System Operator’s VMS is ‘‘objectively unreasonable.””

A legitimate expectation of privacy must find its basis outside the Fourth
Amendment™ in factors society recognizes as legitimate. Society has long rec-
ognized that legitimate presence on the premises is an important factor in find-
ing a reasonable expectation of privacy.” Other factors in determining whether

P18 U.S.C. § 2518(10)Xa).

ﬁnawchwmmdmmn,ﬂd:de&mwnmmmmmimhﬁﬁmly.m
would lack standing. See, e.g., Rakas, 439 U.S. 128.

#glifornia v. Cirsolo, 476 U.S. 207, 211 (1986) (citing Smith v. Maryland, 442 U.S. 735,
740 919479) ).

OSee, ¢.g., United States v. Aguirre, 839 F.2d 854, 857 (15t Cir. 1988) (the court looked ‘'10
whether or not the individual thotlghtofthephce(ortheuﬁcle)u.privmonc.mdmwd itas
such'’); bur see United States v. Dass, 849 F.2d 414, 415 (Sth Cir. 1988) (**Fourth Amendment
protection is notprem.'ueduponmemnmofmei(emultimwly discovered, but upon the seizure
haelf").

“Otiver v. United States, 466 U.S. 170, 182 (1984) (The defendant grew marijuana on se-
cluded land, erected fences, and posted **No Trespassing’” signs in an effort to conceal his illegal

Id. ]

%United States v. Whaley, 779 F.2d 585, 590-91 (11th Cir. 1986) (en banc), cent. denied, 479
U.S. 1055 (1987).

4.

®inited States v. Vicknair, 610 F.2d 372, 379 (5th Cir. 1980), cerr. denied, 449 U.S. 823

(1980) (citing Rakas, 439 U.S. at 143, n. 12).
¥See generally Rakas, 439 U.S. at 139-49.
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a defendant has a legitimate privacy expectation include ownership or posses-
sory rights,” exclusive control,” the right to exclude others,” unencumbered
access,” permission to enter the premises in the absence of the rightful posses-
sor,™ the type of connection with the place searched,” and the prior use of the
area searched or property seized.™

Mere presence” or wrongful presence™ “*cannot invoke the privacy of the
premises searched.”"” The courts have held the defendant has no reasonable
expectations of privacy in a stolen automobile," in a mote] room after the
rental period has expired, or in a room that he never checked into or for which

¥See, e.g., United States v. Zabalaga, 834 F.2d 1062, 1065 (D.C. Cir. 1987) (defendant did
whwakﬁﬁmexmﬁmofpﬁvxywmumummmnhewnedmwm
ummbﬂemhed.mrdmhehndmepemﬁuionoﬁheownerwdﬁvﬁhem); United States
v. Martinez, 808 F.2d 1050 (Sth Cir.), cert. denied, 481 U.S. 1032 (1987) (as the lawful possessor
uummwwwmmam«mumnmmx
United States v. Wright, 826 F.2d 938, 944 (10¢h Cir. IM(defendmhndneidmomepnor
m«mhmhmupemdoalmmxniudduﬁngmhonmwhkhwu
usedunfmmtoobninfundsonnprm);bm:«UnitedShmv. Medinas-Verdugo, 637 F.2d
649, 652 (9th Cir. l980)(“ownenhipishnoneﬁctorwcomiduindmrminingwbahetonebu
areuoubkexpecuﬁonofpﬁvacy."moamhelddmdefendm. who, in order to avoid detec-
donofdmgposwuionubordet,uveplckutogiﬂ&iendwpbeinberpum.hckedaprivtcy
interest even though he later claimed an ownership interest); United States v. Nadler, 698 F.2d
995, 999 (9th Cir. l983)(“whilethedefendm'tpouemryimauaineithudzpmnﬁmorthe
aeizzdgoodsmrelcvnm,theymno(dispociﬁve");UniwdSuuv. Rahme, 813 F.2d 31, 34 (2d
Cir. 1987) (neither ownership norpoueuion.ind:eunelves,mmfﬁdqnmmuegidm
expecmionofprivucy;odnerfmmbeeumined).

*'United States v. Horawitz, 806 F.2d 1222, 1225 (4th Cir. 1986) (control, for Fourth Amend-
mentpurpom.is“uusuredbyphysialpmencein.ormtodnammbembed.. . .and
by ability to exclude others. . .Amxoughmindividudneednotmﬁnuinnbcohmpenomjcon-
trol (exclusive use) over an area 1o support his expectations of privacy, ‘occasional presence, with-
out any right to exclude others, is not enough’ **).

"Haydel, 649 F.2d at 1155 (5th Cir. lQSl)(“Othcrftcm[buidapmpenyomnhjp] to be

searched, wbetherhehutherig!nuoexcludeodm:ﬁommuphce. whether he has exhibited a
mbjecﬁveexpecndmdmhwwummﬁeeﬁom:wemmminvuion,wheduhemkmr-
mdgr‘jmmwmﬂnumhhpﬁvxynndwhmhemkgiﬁmlymmem).

- nited States v. Wiley, 847 F.2d 480, 481 (8th Cir. 1988).

Id.

PU.S. v. Mankani, 738 F.2d 538, $44-45 (2d Cir. 1984),

“United States v. Gomez, 770 F.2d 254 (15t Cir, 1985). Connection with or prior use of arca
searched or property seized could include, inser alia, keepingmiomontbepmmimorre-
ceiving mail at the premises. Wiley, 847 F.2d a1 48].

"'United States v, Kinsey, 843 F.2d 383, 390 (%th Cir. 1988) (*‘mere presence in the motel
room of another is not enough [to confer standing]’"); United States v, Irizarry, 673 F.2d 554, 556
(1s1 Cir. 1982) (where defendant, present in a hote! room registered to & co-defendant, offered no
evidence of any personal intcrestindnroombeyondbeing *‘merely present,’’ and in fact sought to
denymyeonmcﬁonwithdnmommdincoments.evidenccseiudmybendmined).

,439 U.S. 128.

®Id. at 141 0.9 (1978) (quoting Jones v. United States, 362 U.S. 257, 267 (1960)).

'®See, e.g., Rakas, 439 U.S. at 141-45.

""'See, e.g., United States v. Ramirez, 810 F.2d 1338, 1341 (5th Cir.), cert. denied, 484 U.S.
844 (1987) (citing United States v. Jackson, 585 F.2d 653, 658 (4th Cir. 1978); accord United
States v. Larson, 760 F.2d 852 (8th Cir. 1985).
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he never paid." Finally, a burglar's presence in a summer cabin off-season is
“‘wrongful.”"*”

An authorized customer of the System Operator,” legitimately on the
VMS, would have not only a reasonable expectation of privacy but would fall
within the class of persons Congress intended to protect by providing statutory
standing to challenge a wiretap order.' When Mr. Katz stepped into the tele-
phone booth where the Supreme Court found an expectation of privacy,"™ he
fulfilled his portion of a contract with the telephone company. He deposited a
dime in the telephone to pay for his telephone call. At that moment, he and the
telephone company entered into a contract wherein the company agreed to pro-
vide him with the telephone service for the duration of the call. Mr. Katz had a
reasonable expectation of privacy, largely because he was legitimately on the
premises. :

In contrast, the VMS hacker, using free Jong distance telephone service,
invades the System Operator's VMS to leave and check messages, possibly
causing the System Operator to lose customers. The VMS hacker is not legiti-
mately on the premises, has no reasonable expectation of privacy, and should -
lack standing to chalienge any wiretap.

II. CONCLUSION

The Electronic Emergency Wiretap Order procedure and underlying pol-
icy are merely starting points for dealing with the VMS hacker problem which
is here to stay. With each new wave of technology, a new brand of criminal
appears on the horizon. Congress should emphasize *‘individual accountability
as the cornerstone of computer ethics.”"’” As VMS hackers impose losses on
unsuspecting companies, law enforcement must have an effective tool to detect
and prosecute these smug members of the electronic subculture. Yet, in a deli-
cate balance, Congress must maintain protection of United States citizens’ pri-
vacy rights.

"United States v. Carter, 854 F.2d 1102, 1105-06 (8th Cir. 1988).

“Opakas, 439 U.S. at 143 n.12 (guoting Jones, 362 U.S. at 267).

A3 with other overhead costs, the cost for VMS fraud is an overhead cost which becomes a
factor in pricing the System Operator’s product or service.

“218 U.S.C. § 2518(10); see generally S. Rer. No. 541.

Wexatz v. United States, 389 U.S. 347 (1967).

¥'C-Span, U.S. House, Judiciary Subcommittee on Criminal Justice Concerning Computer
Viruses, Nov. 8, 1989 (C-Span Network television brosdcast, Dec. 24, 1989) 135 Cong. Rec.
. 1322 (daily ed. Nov. 8, 1989) (testimony of Marc Rosenberg, Director, Computer Professionals

for Social Respoasibility).
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