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HE FER MONTH MCIDENCE OF
proprietary business information

4 theft has risen a dramatic 260
percent since 1985, and foreign
involvement ig up nearly fourfald,
according to & study conducted by the
authors,

The study,® a nationwide sampling
of 246 companies, was gronsored by
the American Society for Ir-ustrial Se-
cutity's (ASIS) Standing Con. ittee on
Safeguarding Proprietary Information
(SPI). Customer lsts were the most fre-
quently reported target of proprietary
infatnation thieves, whife pricing data
was considered more financially dam-

- aging when stolen. : ‘

In all, the 246 companies reported
%89 misappropriation attempis targel-
ing U.S, technalogy, trade secrets, and
busitiess plans. The combined losses for
32 of the companies reporting exact fig-
ures are $1.8 billion. This study is the
first objective data concerning the fix
nancial impact of technology theft on
American business.

The survey looks not only at losses
But also at preventive policies. It pro-
vides & comprehensive assessment of
proprietary information practices and
procedures in use in U.S. industry. It
provides security professionals and se-
nior company’management with an un-
derstanding of the acquisition methods
used in misappropriation sttempts,
which can assist in the evaluation of the
adequacy of a company's present SP1
program components.

Hathodolagy. Using responses, com-
ments, and requests from the partici-

i - pants in an earlier survey conducted in

1991, a format was designed 1o obtain
precise information not ouly on the
theft attempts but also on protection
methods used ang the financial impact
of this technological drain on U.S. in-
dostry. In July 1992, surveys Wwere
mailed to 5,000 ASIS membefs. A
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total of 246 companics responded.

A double-blind methodology was
used where the reseerchers knew nei-
ther the identity of tho prospecis nor
the respondents. The survey data pre-
gented here hus not been extrapolated,
The scriousness of the problem and the
jmpact on America’s corporale re-
sources documented by the survey
spesk for themselves.

THE SURVEY EXAMINED HOW COMPANIES
are protecting themselves against mis-

The survey's
bottom line
presents both
good and bad
news for the
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million to $500 million in sales, 78%
have programs, And finally—the
largest group of respondents—of the
118 companles with annual sales of
more than $500 million a year, 82%
have a formal SPI program, ~

Sixty-three of the companles have
had programs in place for more than ten
years, 46 companies have héd programs
in place for six to ten years, 59 compa-
nies have had programs in place for
three to five years, and 32 companies
have had programs in place less than
two years, —_—

‘These programs are reviewed annu-
ally by 33% of the companics, biannu-
ally by 10%, ss required by 46%, and
not reviewed by (1%, .

Procedurss, policler, wnd costs, Two
hundred companies have formal pro-
grams, and 46 companies have partial
programs or individual policies. Access

" . restrictions are used by 183 companies,:

ndustry.

“appropriation and theft of business and

technical information. Questions were
designed to reveal how many compa-
nies have a SP1 prograi and what poli-
cies and program clemcnis are in use a8
part of an overall proteetion of propri-
gtary infuntnation program.

&Pl programs. Qverall, 76% of the
246 companies surveyed reporied hav-
ing a formal SPY progrum. Of the 15
smaller companies with annual sales
of less than $1 million, only 33% had
programs.

- More encouraging wore the figures
from the other companies: Of the 28
companies with sales of $1 miltion 1o
£10 million, 79% have SPL programs;
of the 27 companies with $11 miltion to
$50 million in sales, 70% have pro-
grams; of the 58 companies with $51

nondisclosure agreements by 176,
marking of documents and other mate
rial by 168, computer security measures
by 161, copy restrictions by 103, exit
briefings and interviews by 99, intemal
inspections by 113, external audits by
84, electronic eavesdropping counter-
measures surveys by 50, secured or en-
crypted communications by 77, knowl-
edge ability lists by 55, and other
procedures by 29,

How are the companies’ smployees
informed of SPI policies? According to
the respondents, preemployment or ini-
tial employment training ls used by 138
companies, employee handbooks by
131, refresher awareness tralning by 99,
infortnation recurity awareness posters
by 63, films deteiling awareness by 49,
and 16 companies used other methods
of keeping the information security
awarensss level up,

Most of the companies conducied
self-evaluations of program effective-
ness, Of the 246 responding companies,
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ing, $11 thou-
sund o $50
thousand for 16
of the compa-
nies, $51 thou-

12

Incidests
™
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sand 1o $100
thousand for 11
compinies, and
more than $100
thousand for § of
the companies.
The remaining
90 companiss do
not track snnual
program expen-

ditures,
1989 1981 Incidents. The
(0] fo numbecr of ¢om-
1890 1992 panies reponting

misappropriation
attempts  in-
creased signifi-

56% evaluated their programs’ effec-
tiveness to be adequate. Another 25%
evalugted thelr programs to be above
average, and 7% thought their pro-
grams’ effectiveness was outstan ‘ing.
An sdditional 10% judged their pro-
grams ineffective, and 2% fell into the
“other” category.

- Manggement support for SPI pro-
grams ig a critical issue, Adequate man-

-ggement support of the SPI program

was reported by 29% of the respon.
dents, followed by 26% who believe
that support is above average. Moderate
support of the program was indicated
by 22% of the companies, outstanding
management support epjoyed by 13%,
and little support by 11%,

Companles were also asked to deter-
mine the cost of initiating their SP1 pro-
grams. Approximately half (49%) of
the 200 companies reporting formal
programns had ho record of costs in-

- volved in the stirt-up of their program,

33% indicated an expoenditure of $1
thousand ta $10 thousand; 12% spent

- $11 thousand to $50 thousand; 5%

spent 551 thousand to $100 thousand;
and 2% spent more than $100 thou-
sand, (Due to rounding, these percent-
ages add up to 101.) )
These costs seem low when com-
pared with recent known expenditures
on prograrn development including em-
ployee- handbooks, newsletters, and
filmas and may not indicate the salary
costs of .employees and materials
funded from other internal sources,
Thé annual cost 1o administer a pro-
gram is §1 thousand to $10 thousand a
year for 78 of the companies respond-
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cantly Irom the
1991 survey results, Only 37% of the
firms reported incidents in that survey.
Ini the 1992 study, 49% of all responding
companies reported meidents.

The 1992 assessment also indicated
&mt, since 1985, the number of incidents
reporied on & monthly basis has increased
360 pereent, The 246 companics
that responded reporied a combined ay-
erage of 10 incidents per month.

}Lms SIONIFICANT INCREASE MAY BE AT-
tributed to several factors, including a
higher awareness in the business com-
munity that the problem exists, This is

" partly because of the publicity of the’

first SPI commitice survey and the
media attention given such notable ex-

Average Number of Incidents

amples as the French intelligence pene-
tration of IBM, Texas Instruments, and
Cortning in France. » :
Another possible cause for the in-
crease in incidents could be the poor
economy, Many U.S. companiss have
recently been forced to lay. off employ-
ces. An increased rlsk exists that these
employees may allempt to hurt their
employer before belng laid off or en-
hance their future employment
prospecie by misappropriating propri-
elary information. This theory is sup-
ported by the current assessment re-
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porting that 58% of all incidents were |

caused by current or forfner employees.
A third possible cause for the in-
crease could be the increasing global
nature of business, As U.S, firms in-
crease their efforts to gain overseas
market share, they more directly com-
pete with foreign companies that oper-
ate with different ethics and ground
vules, Somc nations use all available
government resources, including thelr
intelligence services, to support their
business communities. '
Foreign involvement accounted for a
significant portion of recent misappro-
priaton attempts. About 30% of all inci-
dents in 1991 and 1992 were repoited to
have forelgn involvement. In compari-
son, from 1983 through (988, foreign in-

volvement was reported inonly 21% of .

all Incidents, This increase may seem
small. However, if both trends of in-
creasing incidents and increasing foreign
involvement continue, the fmpact on
U.S. competitiveness cannot be (gnored,

In total, 21% of all incidents oc-
curred overseas, Of greater signifi-

k By Size of Company
4 .38
28
i, |
1 .mzmu -

More than
$500

-

$ize of company by aneoel 3ales
{in mlitiong)

$ Less than
t #
$10

Sucuriry Manacumant 71

01-21-93 12:02PM

© 1963 Svmrtwood, Hefherman

PO0O3 #18



* R=98%

TEL:

cance, however, is that 37% of all in-
volved individuals identified in the
study were foreign nationals. The
Japanese tied with Buropeans with 6%
involvement in all incidents. The
French were listed separately, but they
accounted for only 4% of the total rc-
ported incidents,

. What types of proprietary informa-
tion cause these losses? Companies re-
ported that they Jost slightly more than
$1 billion due to the loss of pricing in-
formatlon. What is significant here is
that pricing information wus only the
second most often stolen type of infor-
mation (at 11%), Although customer
lists were the most oftc v stolen type of
proprietary Infomation, when pricing
information was stolen it had the most
financial impact,

The loss of product development and
specification  information (PDSI)
caused the loss of $597 million. PDSI
was tied with basic research informa-
tion al 8% of all misappropriated infor-
mation, And elthough manufacturing
process information wi tied for sixth
place (at 6%), thiz data a. sounted for
the third largest reporied loss involving

$110.5 million.
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Methods. Understanding the methods
used In these attempts can assist & com-
pany in designing or evaluating the suf-
ficiency of its current SP1 program. Of
the 817 methods reported by the re-

" spondents, 33% involved the actual

theft of information, However, break-
ins accounted for only 12 of the 817
methods reported, while current or {or-
mer unagthorized use and reproduction

Jan 21°93

sccounted for 43% of
the methods reported.
Once again, these
methods would be
used primarily by
those whe bad autho-
rized access but cx-
ceeded their respon-
sibilities, Bribery was
reported in fess than
8% of all incidents.
The use uf elec 56%
tronic surveillunce
and communication
intercept in misap-
proptiation incidents
really needs to be od-
dressed as a separate
{ssue. The study only
showed these meth-
ods used in approxi-
mately 8% of cases.
However, thix figure
could be misleading
and the real number
is actually much

Loas by information Category

aver §1 bililos

Prcing Information

E Manufacluetng Process Information

Produd! Devetopment and Spicification bigimation -
[ ot tctctng rnosas. s, e )

Total of $1.8 bilion based on 32 respondents  * .

§110.5 railiion
% '

$56.1 mitlion
5%

$587 mifiion
33%

larger.
Comnmunication

intercept is extremely difficult to de-

tect. Por example, the only way a com-
pany may determine that it has been a
victim is after the loss of a contract.
What is difficult is tying the cause with
the effect. This is usually sttempted
Jong after the intercept, when many po-
tential causes might have contributed
to the negative oulcome.

Detecting electronic surveitlance is
also difficult. Techoology and human
behavior have given those with the ac-

coss and time to

Average Number of Incldents
with Forslgn lnvulvemeht per Month

implant such de-
vices an edge over
those tasked with
detecting and nen-
tralizing these ille-

1980 1985

1988

35 ual uperations.
B0 Jeooeiomto s e e 28 Impact on U.5.
industry. Misap-
D5 Lo gy e propriation  at-
tempts have had a
.g R significant impact
B 48 oo on (LS. industry.
g In the 1992 as-
S 1 J APPSR scrsment, 32 re-
' spondents  that
0.5 provided exact
0 fignres indicated

that thelr compa-

1991

1980 ottt nfes had lost ®
1984 1988 1990 1992 combined ~ $1.8

" biftion due to the
Year incidents against

: their companies.
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Only 17 said there was no resource im-
pact on the compeny. )

Averaging the reported losses of the
rest of the respondents indicated that
large firms (with annual revenues of
more than $500 million) Jost an average
of $7.45 million and mid-gize compa-
nies ($51 miflion to $500 million) lost
mose than twice a8 much—san average
of $15.5 million—because of actions
against their operations.

The frequency of incidents is also
significant. The average flrm with an-
nual sales of more than $500 million
has become aware of approximately
three incidents involving proprietary
data. Mid-size firms with sales of §51
miltion to $500 miilion have been in-
volved in approximately two inci-
dents. The largest reported number of
incidents involved small companies
with $1 million to $10 million in sales,
with slightly more than 3.5 incidents
reported per company.

THE ADDITIONAL COMMENTS WRITTEN ON
the surveys concerning knowledge of
incidents were enlightening. The re-
marks revealed & possible flaw in the
survey. Respondentis were given the
opportunity to answer yes or no about
the existence of misapproptiation inci-
dents in their companiex.

More than 40 respondents indicated
that their firms had no mechanism to
discover if their proprietary data was
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BB incesased Adoinistralive Costs

=38 Incrsased Legal Activly
% Loz of Markal Shar
= Erobarrassmen Lo the Compaay

Inciezsed Securly Cots

Gautlopmant costs)
Totai of 400 Answars

Direct Resource Impact

8 Qitier (including desressad provuel s and Incressed research and
1),

panies unable to
quuantify their lossss
due to niisappropria-
tiop attempis. More
than 50% of firms re-
porting loss of infor-
mation  indicated
problems in assess-
ing loss, Their com-
panies either had not
assessed the sctual or
potential  damage
causad hy these ac-
tions or, more signif-
icantly, had no
mechanism Lo assess
the damage caused,
Withoul a ceedible
process of evaluating
incidents und their
impact, companies
predispose  them-
selves to continue to
suffer similuar inei-
dents and the conse-
quent effects when
proprietary informa-
tion is in the wrong
hands.

1%

belng taken. That suggests that several
of the firms indicating na incidents may
have experienced losses without being

“uble to detect such attempts, Tt might

also indicate that several of those re-
porting incidents became aware of them
by chancs, C

What was es significant as reported

" losses was the large numbers of com.

.Average Cost of incldents

Other {mportant
resource impacts on
U.S. companies, in addition to e ra-
ported dollar losses, were apparcnt, The
major responses included increused ad-
ministrative costs (15%), increased
legal activities (17%), loss of market
share (14%), increased seeurily costs
(13%), and embarrassment to the com-
bany (13%).

The survey's bottom line presents
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both good and bad news. The bad news
it that the problem is growing and be-
coming more global, The good news is
that the survey givas companies con-
cerned about their sceurity an objective
means to benchmark their efforts, The
asresxment adds a needed level of cred.
ibility to the war storiex and snecdotal
evidence gathered from fellow security
professionals,

Understanding the threat is asother
essentiel spect of creating an effective
SPI program, The FBI and other gov.
ernment agencies are baglnning to ad-
dress these issues to both government
and private indusiry. -

The problems that the assessment
highlights are not insolvable. Solutions
are available, and if implemented with
imagination and resolve, & company
can mitigate the ability of others to ben-
efit from illegal activities, This survey
and similar efforts will add to the grow-
ing body of literature on the nature of
the threat to corporate secrets, B

Rickard ). Heffernan, CPP, is president
of R, J. Heffernan and Associates, Inc.,
in Branford, Connecticut, and chair-
man of the ASIS Standing Commiires
on Sufeguarding Froprietary Informa-
tion. He has been involved in informa-
tion and communications security con-
stlting for more than 25 yeurs. Dan T,
Swartwood, OCP (Operations Security
Certlfied Professianal), is managing di-
recior of Strategic Corporate Safe-
guarding, Inc., in Washington, D.C,
and a member of the safeguarding pro-
prietary information committee,

The authors wish to thank thoss
ASIS members who participated in
the survey; the credit for its succoess
belongs to them.

* The survey was coauthored by ASIS Stand.
ing Committee on Safequurding Proprictary In.
formation Chairman Richard J, Heffernun, CPP,
and Committee Mcmber Dan T. Swartwood, In
March 1991, ASIS was contacted by the U.S,
General Accounting Office on behalf of the Con-
pressional House Judicisry Committee to help
pravide Congress with Information on cormpet}s
tve Intetigence acilvity directed gt U.5. tachno-
logical and buginess Information, espacially from
ovorscas. Heffornan met with these officlals and
subsequently developad a survey to help ascer-
tain the extent of the problem,

ASIS members were sueveyed In Apr) 1991,
2nd tho rosults wers compited and delivered i
Management, October

August 1991 (see Secy
19491), The resulty ruised further g{t‘:&slkms from
betly govemiment and industry officlalk, rosuli-

ing in the curvent wudy,
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