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Who's Listening

dis . = weelld alter
tims. Devices abls 4o “Tigtenn

have become commonplace and are
varied number of se;
tec expensive set-ups
interception of almost
somewhat needsd prote
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Such

coverage of environment
now being place on
with todays standarc
computers and comm
stations are just part
placed our sosieTy inteo
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never before pozsilble
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wrational infermation

‘ i Aause potentially fa+al
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Example 1

"We had better Cpach® Fhis ontd
In 1587, a VEXY strande ocourance ZONCering forgein naticnals from
an Eastern bloe natien snteread

truck vis the border che kpioa

The visitors numkerineg 4
and were reported to b
truck industries here on
sxportable produsts, The one problem wi+d

FIUUNLYY 1n oA (zrvae cEmper~like
Niagra Fa

it the

them had any connestion s11ch 2T
In fact, the visitors we 1 fr the
The group descripton re = A “Who o
Eastern blos intelligence operation he gr
& nuclear physists, 5 = Tiat L2l

small ultra-light powered
and two communist party o+

Over a 5 month period, tha
looking at 40 to 43 aitre

]

sites. The vehicle and its upants we
100 agents of +the FBT, M52, cret Serv
least one over flight or =a LtEry res
the overflown =ite WES no* ta

b

T
"sensitive® navsal communioations ecen
in San Diegs. It was reporte 1
parked a few hundred vards from
according to law, were in neous
time. The Jroup was also at ov arcund ar
Naval Air Station based in Joronade, s
base stated that ¥you =ould nst sse miszh
the take-off and Landing of =rerafs wha e
any place.

Commen senze states th
sither a physical or =
can park in any lot or st ol
stick up vour antennas. No propsr
somply with, ne restrictions ar =

placs, parked or having coffee with your “ears® on. A gond sxannle of
such parking was reported in a paper published in Computers and
Becurity 4, titled Elsctromagnetic Radiation frem Videc Display Unita:
An Eavesdropping Risk? by wWilliam Van EBck, copvrigh+ 1u=mc

5ot havs to be inside the fasility in

> standpoint infoermation. You
lese enmugh to Your suppoesed targer and
ty vielations, ne photo restricticns to
11 bscause vou ars aitting in a pubklic

i9:2g5
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He statsd

that when theyv were conducting their sxpasriments in tihe open on public
roadways, with a van and ar+~rna zystem that was quite noticable,
no one agked what +thev g or had any thought about the time

spent doiny such thinys.

The end of this particular st Wa AT suspect
Journey, the truck was azgreohe les, AZ border sheckpoint and
was then reisased. Nothlng 1 was found in the search

and the truck and it'= pa~

Now even though the trusk s I USPES ; £ performing passive
"eavesdropping” sperations = : had no lsgal
hold either the truek or crew. Anc s DO intercepted 1
then released from the that the t

have a number of standa
have monsisted of 2 ge

between 100 Ehz +o 2 Gh
cheap video and =ignal
and other such ceomglene

None of the sgquipment would be any *
basic suspected set-up wonld cost ¢!
1f budgeted correctly. And if possib
type radios like the J00.00 uni+t av =
150 Khz to 30 Mhz is not st all unheard of dus to some buﬂfvt
And since most emmanatecd slgqnals ge: 1 devices are within
commerical AM and FM fregquencies, the use ~f a standard auto radio antenna
would suffice to use az = pilokug.

o the majer concern with such actions cemes trom the ability of simple
equipment to detsct, veagister and decipher =u snmanations with rslative
eas=. The sbility of such and possible actisns akls to p~11tr“te

& ans &
the electronic fog of our roclety should bs a alear distinet WArning to
thoss concernsd with sscurity in General .

In addition to all
goverment agencies afe
they had no knowledge of =y
such =uppo*"ﬂ counter—
to contact in refersne
of Information Bot®
ftederal project ara

=, the author convacted variocus tedsral

t nd was told that

uld net +t=11 w

ntrolled from or who
Current “Freedon

nere

a
n ana oou
[ete

An interssting note
about the Czech incide
may wish to inves t1gat
officals.

When the papers were filed for the desenenatinn of information

through the Freedom of Information ACt, members of the U.3. ESenate and
Congress ware contacted in reference to this matter. The firset contact
was placed through Senatoer Arle Spectors office in Philadelphia, Pa.
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We were firat vebuftfed by person
with ths "taf=ment YT am anryy
the 1974 Privacy BAct, i
person who answsred
and informed them th
laws and that thers

They called the FBT

handled, and wers told oY suestion
put forward and sa:d don’t how to help

you!. Dur second oontac
in ssasance 13
they took this

&
hitiadelphia as
1d explain why

matter. When
informed that
offical responsa, We T
given. But as a =1de note, &e
forward the requests toc Epsctor

o

thought on this ma or WA
some information, im al
and then szoms! & del
that even hs (eor all
tough question plac what may be
going on in his own “oun*ry. 5o 2e fr
who sits on a Judical panel. aE J
‘Again, funny locks about the and
and hawed at the guestions pi =t
would try and see what ocould | =t
congressman, Tom FPoalisetta, wh 19
but toosk ths requasts whan pré to
elesctea repre esentives wWorkindg ou

in a goverment office. Other fe reludiny the FD
helpful in =omplying with the 1 W found

T &
interesting. Ts it 3o they ~ounlc 1ty the

a "Secret” statas instsad ot wha

Other agercies contacted
NgA, NRO, Qustoms, State
Police, FBI, BCOC .

Example 2

“Ereaker, Breaker, wally Gatori®
Durlng tHP 70’5, Th~ United States

the Citizens Band radio. tht were ©Oncs
srammed with persons whe wantad ]
number of persens whe alsoc had
had one of these radics 1n tl
both. Numerous persons rIan such rigs

19:38
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To give a brief explanation of CR'=, we will
transmit in the upoper reaches ~f 25 Mhz *to 2
CB’s are allowsd {o operate with a naximum output of 5 wa
power. Of course this lim d power was nct sufficent for
the use of linear amplifiers or "heat” was commonplace. §
knavn to be transmitting A [« 3l

ln turn WDU.JA{'I l]"lCIt—}P.Ele S

watts. Sone
the nse of £

from a distance wit
powexr of th31r ants

P

Some pesrsons were known to have full contreel T
respective arsas and would blank who wol
the channels establised rules “es. Others
stations that weould brnadra =t commerical musiec for s
complete with news perts. Such actions would tie up

' oA =ral crackdewn by the FOO in
Years. But the probl: At ] continuss and ths FOC has
up on the idsa of - of requlations= concerning such
operations on the Mhz and.

r
D
A

]
pilj
C e
— ot

The craze of CB'=
back in the hands
vould use such radics k==t
since that 13 what they do.
another and are cencernsd wa ¥
us are. The truckers always H d zome “heat
when they could nsot get fHH1“ atgnal “out". Tt was a
considerad an irsuran yiiny by most who have +this
widespread in its use.

Now over fime, with t - di0s,
truckers began teo SWj.uh to nArins haad radieos 1in the 10 merer band
and were conversing Jus d

permit such radics and

meters was only a matter
truckers are using anA abn
that can be dore to atop
of the mess, =such radics & 5
with the touch of a button. In br'e ,
the 11 meter (CB) band with - &Y moeds
frequency hopping iz as =asy as tuning

o O
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One other interssting aspect
usge of 10 meter ampiifiers,

by thes amplitisrs due o the lack RF 1 ¥ e
reason that the unit is desianed for - o e 10 band, aot
the 11 meter band and thats what +the chokes and £1 lock for, 10

meters, nothing more, nething 1

19:31
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Enter the common +r
vehicles today have
wozklng uricle h
ocperatlions ranqing from air
systems will perform. Microproe ComMmen as
egatbelts and are now reguired | s of za14d
vehicles. And thia 1s whers the nral em begins inos - auto must

SOmmMOn
braking

have such contral cirouitry to nterfzrence
of =uch operations bercomzs a resn threat

could be possible with & car,
transmitting radieoy Well, 1f one
or shuting down said operations,
proper manner. Such a bt d own ;
and the ecanzse would be ur~known dne te al
aftermath examinatpon.

Now we add te the 2oene, your commeon AVErays trucker with such a rad
in his bPeoccesslon and +he ability to transmit high powerad =i- iz a
one chosse One example of such high power hidinks wonld =

specfic tar eting of autos on the hl\b WAY with a points
system bas cJ on performance ' '
the U.5. or net. wWhat w1
shutdown of of the cars
en~hoard te deo likewise
Well the answer 1is quit

centers to conflict or operationsl aommands fr
Microprocessor in tuarn Mmiorog te close down, then
causs halt to basic s the car stops rUunning.

Other known oceiri 1ng Incidents that have had seme humersus ana fatsl
results have been reported on the paar by the preass, Exampls=s=

area;

1. A= early as +tha
controlle 1
in Europe ;
states, The pr rLcn
lived when happenine
transmission of Citiz Ea d
base =tations near by and ~aus
cause a malfuncition.

8-38
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2. It was reported that Son
of two meter radies and the «
reported to have some problems
England even indicate such prob
autos in the area around anwntlj
by RHL1O Four, a sconmeriasl
with local aM and FM broadcas ;
a very high wattage transmitter and tiaa
transmitting, the cars that pas 1o
shutdown the sngines CAUSITY minor overs
motorists. It you leoh at +this
scale urban elestronie s warfare .
include the nsze of directed radio energ
law enforcement or woras, by o+ 1 :
game thing. And one more =x
acceleration problems with

point o mention is that HON
replacsment chip because of

& 115, Re)

3. On the lighter side of +the problem,

24th, 1987 edition of ths Baltimore Surn,

Frederick, MD were having preplems with
garage door openers. Ownera of such devi

of purchase and feund that ths nnits we
that nearby, the U.5. Army operates & m
both domestic and *utwlnn.Lnnal traffic.

they are not rad¢at1ng anything that should ‘Lﬂ‘ h ] GAY AT &
recievers. Tt is alas reported that when oft earrain
o Whale the Army

tran;mltters, the garage deor SReners woilld
stated that they wsre rot the preblem, +he
statad by the Arny. You be ths Judgs on +this

On the fatal a1

lde idents
Although the canse az all at;
radico, but it was v of over poowsred raidiated radio

3 « 1
ammisaions. The cauze was high wathAage again and was teo effect A new type
ef attack helicopter in use by 2z daiffervene G.5. v

The hkll”ODTe;, known a=z the %H—F
Seahawk 1= hor-i&éred, cparat
combat situstionz and 1is hnd%ly

, Blackhawk -~
?‘rﬂ‘t‘ of + he‘

ocperaticns. 'T‘nc problem was two oentribute
in the final discove STy,

he firat CTARUESE was Aue te e o

The first canse was e o thea o

horizontal stabilizer to help t}

PAGE 938
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The atabilizer was controllsd through a
activated hydraulic syatems ran throush
controlled from the coskpit through a
electronic relay syatems.
crafts flight contrels
the flyv by wire method
attenuatcors instead of Y
the slzetronie flight, oo ive chargs *o hring the
contrel to a dead stick and at the same t could bhe fixed with a pair
eof wire cutters and zlamps inste T a RoJceriL; 1ren and electrenie
parcs.

not A besn as

The =econd prebklem, bkeiny more unknown 1y, ot 1
frequency interfecance stemming frem = aumbsr of Jdif sourace

One such scurce was found as a common cita : band radis with ma
illegal powsr output. Another incident of the =ame type of nature
dizscoversd when one of the icopters flew to close te a commeric

radio statiens transmissior endsd 1in
tatalities for the ~rewsa. 1o w the
cause. According to published T : hawe

nosedived inte the ground ki g 22 secvicem L : 1982 ncl the

U.5. Army instructed it'= antsnnas

or shipboard radar may oag Tn English,
it translates fo crashing ur!

S0, this hasic =imple probkl waS possibla
even with *he current conc ow fully
electronicisied battlstiel

S0, the first problem was that the ~entrols
directed by impulses instsad of
use of un-protected elsctronic
dirscted uses of radio frequsn
better, a=s stated before limite

5o now we take the approash ot normal radi
active thought to poszsibkble cptions ne avai !
If reports of these natures ars known to t}
1

3 1
is to stop the directed forece from beromm 1a acti
that can cause major disruptionsz of computer / ccmnrnlcatlons systems

currenitly 1n use.

Lets take the current state of electronic
and used by the diffsrent def
-]

First off, we have the proklem of
being able to disrupt command and
one nurlear device detonsated at a

i

united state

4
.

19:33
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Ancother example comas rem outs
5DI programs. One thought, fr
weapons designer and father
5.0.B., was quotsd 1N AR intereg
He stated +thar 1f you explods g
the energv into & 3 centimeter h
enough energy +o wWips out electronie
antennas, powsr lines, over ap ar=a larg
also quoted as faying that MIrowavs waa
developed oo,

Now weapons of this nature ars onoa very
amounts of enerqgy ton start with. REut 1

normal general sonstruction type builds
through walls, doors, and windews as 1f

Your examples iz =omne of the lgezl televy
area. If you look at all or most of the =
shack atep of their buildineg. 1+ may cont
studisc to transmitter 11 The glass and

in-comminq Or out-going sigqnals. Brick w
signal either. .Just tune
favorite atation,

q
b

8o this pnlse woild be able to short out almear all commerical sle
telecommunlcaflnns, CompUter operations, and an« 2Eher devices tha
; 1 b

contain transisters 2T Zemicand
examples show what guch types

ciraurry,

The zecond part ot this prokblem ia with the
o p trenches,

Great amounts of technology Frotection =

standard ar special grounding o = &ned
Bupport runways, and COnCrate an srful and
good from 3 military viewpoint w the r=al

b
world, the use - such protective meEasure
¢f corporations.

Ok now we know that + ras u
disrupt the COMMUnNL~AT i ons o operations of Jical devices, T
are numerous wavs to ! d altsr =1 s
impulses. Anothser or the common man ap
1= happening a11 to f ; ators or mass
communicaticns syatean terruptien of 2ignals from
2 Home Box Office = oot A& mesaage at
1ts Eubscripton rate was i iz incident struck fear
1@arta of the communieations indus thing was
Fair game .

thatr

PAGE
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Other actions rlaced

o“ns inciude the intercethoJ
and =ignal overridse n the Chicage . One such
acticon wasz placad against other was
directed to one of the = rat p te
transmizsion lasted 15 lasta g
seconds. The PllHTP dres some

utatement altho ugh warh
expoaed hﬂs / her rear ar
the shock of the v1cve:
inves tlga*s but invast
empty tlal‘.

lI" To

Now to perform aus e : 27 : ; - 2tation or
the local office of the ror +, o 5 t Fransm studio +ta
transmitter frequencies ag ' TegisTerad
with the Foc. They will - ,oand the
maximum 1 legal cutput of ar sites,: T #wr Tr;qu~hﬁlas used for

gach televiaion channel . Onc for the Zudic
the other option, te listen or waten the s
the day inighti. This ohe method doss

:1
a‘l tha OthHl for the vid
atien until it sign’a off for

the frequencies Are givern at S1gn-orn
frequencies is with a statien located
WPVTI, transmits 1+ andie signal on comn
2 %
L= <

The frequency 1a 37.8 Mhz. Now anyons
anything teo the signal and no one woul

Examples of asusn tranemitters and persor
. ;

transmission i= best described by the 1
concerning Radie New York. Thiz radio 1 : plra
station and +he federal Jovermsnt des to move in and shut them dewn.
An 1htel=*t;ng note teo all -t this, was that the station was lonated on g
ghip anchored off the coast of New York cutsaide US boundarys 5t111 the v
goverment with ayents of ths FEI, moc, Customa and + Cone g

the vesze 1, closed down the station, arrested the pe

ghip was taken in tow. End of that particig! ar stery,

On the other hand, two other =
and rezl Way some may be able

t deal
i )
fatellite Sommunigcaticns. The firse
It

i
Y

This groups tvoug} revolve arounc

g 1ss ln nae by the

pay TV comnpanies. The background ﬂf the membsrs of this Sdroup claim to
have a good working LNDWWLquP of military radar commani lzaticons systems.
The group 2laims +o have the capability to 1am & =abellite with 5 few
mobile systems it kas. Ope Cperation that the Sroug hopes

E S Fallwd ”Ohwﬁa+1pn Sunapot". The Iroup claing to have

out that have nno *LHHT” requlation or statutre dealing w1th the Jamming
of a g“O-“*ﬁ*lﬁhE ate lite. The cne problem with 571 his

such & thing Fﬁuld h Appen very sasily. N +

uch things coulq not happe: but 1f

\2gazines for suech 7fokmatlon on fra
ind it

_‘_"h‘_____‘_‘_____‘;%“_____“,___‘____;,\u¥¥_?;;,,,
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80 vou say to yourselt that you want to try this sxperiment. Well e
will net supply exact details of such techn

lquEs, but will say that
HAM radie operaters have the gblllrv to zontact both Anerican and
Soviet repsater satellites arnd 1f yon wanted +- vou eould do the szane

thing. MHow for vour basiec up;;nk to such systern you would need a
tranemit dish and the power behind the =zig9nal. So tor = ten feoot dish,
you would nead 1 watts, a six foot dJ*h, 280 watts. It may not b=
dirt cheap to gensrate high powered signals in the mlﬂ rangs of 1-10
Ghez, bu* it does not presant a great techincal cbstacle and surplus
9ear is 50 sasy to chtain,

&F

You don’t need large dishes ! 13
A1l that is needed i= = noderate s watts ar

mlﬁrowavs rraquenrlq_, and Bingo! sateilite
jamming station! And then you have ) =5 ] L s=us of the
telemﬂtry channel. THey may not be 1 -
jam the signal with ancther, it may be po
operation, stability or orbit of the + oy
channels ars available from a number of zcurces and f
§2.5% per frequaney.

Now these examples and the
staticns in*ﬂlupfion'@ are
of open air transmissiona

domain of commerical r~dlm
frequency are 3ust a phons
or businsss radio transmiss;

slon stations can be interupted by such
cpters are taksen down because of OB
G operate due to a wide spectrum of
b1lity to 1nt~1ﬂ~p+ and harveat vast
& to those who wiskh +o gather sush.

8o if satellite and telev
ferces, =iv miliion doila et
radies, and automobiles cease t
emmited 2ignals, then the possi
ameunts of knewledge is availab]

Now to explain such basin interceptions are now commenplace with

horrific results to those who do net believe that =uch things can

happen. For a simplistic view of =sueh emmited s14nals, take a standard
"Walkman" tvpe of radie And vaisit one of the many locations of ATM s

or better krneown as "money machines". (This sxcCerise may also be performed
near any standard psr=scnal eco Mt er Af such machines are not available. )

r"J

and tune through the ¥M band. With careful tuning, enes will be able e
"hear" machine funcitions occurl nq Taking basic simple glectronics, cns
may have the ability to remieve nd reconstruct such impulses to a

readable form.

Or an example of 1
back-yard homs sat

2r scale and better know, would be with the uase of
a it to 12
Signals availabls

& & dishes. Dishes range frem & 1
inzlude music sports, news, movies, stock and
1

i, I ; -
commodity trading quotes sather, zdusation and other susch information
sarvices. In addition +te 88 smervices, a number of different multi-site
conference gervicss ars avallable from a host of major hotel chains as
wall as privatly organized meetings held for specfic time perieds and
dates.

—

19:35
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21l may be tuned through the use of a dish and sensaitivs

information that may not ke available to somecne, 1z then made availabls
and no one 1s the wissr! Tranaponders are not private, and are rented out
for enly the time used. And one other thingy that might bring yvou teo your
senses about such =ignals, 13 that the =si1ignals arese transma ed by the
zatellite over a wide arsa to anyone whe can recieve gnals.

small Micro-8at by Norsat. This complete
hands covaraygs, Ku and C, a small dish and
ids an IBM PO, The unit downblocohks 95ﬁ Mh: to
2 & maximum baud rate of $600 bps, fregquency, bandwidth,

viden and audic =zelectable formats and mav he -—onnected to the
VideoCipher II, B-Mac and Oak Orion dessecrambling systems.

Seme other such signal reconzatruction devices are now also available
through the mails. One such device is available in plan form from
Don Britton Enterpri=ses and 15 called the Re-Preocess Sync Amplifier.
The device was devsloped to recieve signals from cable
television systems. What the device does in s to take a

-

signal that "lsaks" from cable tv sys 1 adds =
syne signal needed by the televi:lon _'~ , he realeved
siqnalh and then sends the =signal +o Set &

that dis p]ay I akble from

v happen. Now 1t w= k
leaking ﬂal syste 1z

ms, then the L from
logical devices 18 also possible.
Interception and Weapons Possibillitiss
Think about pos=ibls interception points pertaining teo legical
eruri+y methods. Communications may be ensrypted, data may be stored
in an in-active ferm and access 1= only a matter of time while the
interceptes 1s walting for the dispersal. The next security concerned

B

=
area covered would he tDl *le ancrypt
atored and transmitted form. The enc

rypticn 18 &
for the +transmicsion and sterage, but does nothing for the Lntolma 101
as 1t 1= in 1its final stage to the human eyes! And yvou only have two

ways to get 1t te the eyes, in hayd copy or by a video screen.

Now you think that interce

encrypted, but the data mu

may use the informaticn. The human connuction
of gz1d information by the afors menticned
to happen through the clear cor decryption

ptaion ] ,
a2t bs ﬂcf*"pf s

And one other peoint to mention

transnission to sscurity in ger
from building energy managemen

controls.
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To give
some of
and the
thers

the Van Eck
built-in digital
the dates of copyri
is dated 1979, whil

Nota: Another unit
Consumertronics,
for a van Eck type
to computer crims

advice, Pasasword d~f~af
phrezking terms glossar

We will begin with a Lae
device. The one other maio
that the Van Eck box is
Eureops as compared with
States. This dsvice
syne and colsrburst
either the vertical
reconfigure threough
inputed directly to any vides menitor
modification of the TV or video menit
weak vides signal and tries shape

ocutput to a normal televisicn

and

o]

ot o
o _—

]
-

il

or horizo a
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One other interesting tho

copy protection methods. .

tough on the VOR net the TV frem gene
there have been a number of devices +
re-structure of the p1ct1re and scun-d

"Line Zapper".

Jumping and Jittering, and video neis
form. Pricing starts atr S .55 and
Now 1f this unit ecan v 1n *the
commerically induced wea lgnals,
boosted signal presented to 1t and -
useable form. Some may ze= this

with a foecal point on the actnal

device incorporared inte the Van
overall signal restrucearing.
Now one other intere sting point akout

re-—constru was addressad
Radio-Elect = o the method
video =ignals scrambe ] by dafferent
air pay television. The seriss dezlt
idec and aundie, (complets with disen
thc VideoCipher units and the like, )
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ng artifical external signals
through a simpls 10-50 dollar
Dr, ©or 1in slmple english, takes a
<t match it and then koozt 1+ts

nind with the use of video tape

2thode use a means that makes 1t
rating signals for tape duplication,
hat assiff in and
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Dle other thought comes +o mind of rimental na Sin

cresn of a computer is not always charging and for hotl 32
in its display, why rot take the ; lgnal and Lze 3
You zould fJ;T“" out s:gnal neoise clean uj ny true 1
This 1= nc great techne-wonder, ' r =Zould ta?ethEL
Radiec Shack cr the liks types of eo . And ths atil
reasconable. If not available there, costs for hems-brew JEAr WO
that high. The simple sls~treonias blapks would ~onsist of compa
video detectcers, data sepsrator gatsz, a te d - d to a FanchH rs,

7
data amp and a si19nal level convertsr.

Or the better versien, m*ght be a medifiad
with arror correction and Lﬁan—np ciren
phene lines or atandard radio
signals from thess two Ar1ff
proklem in adapting the unit
digitizer.

Away from the world eof the expsrimental +theoughts
point at hand. ...

Now there are two types of monitors —al
composite and the sscond using TTL en
pattern. The composite scresan 12 no levizsicn
Apple computer tvpe of monitor. The piloture 1s
performed by a keam of electreonz th = the =crsen at a
rate of 525 line=s per second. Since ar= ot =
composite nature this is=s aven trus nmenta! the

T

{
abilitv to recieve
standpoint.

0y
n
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The reception of such 1

attached through the u . = t

reception prolject is to hav t+ £ 1 i 11
amplifeation. Such thner:ng may be performed ny the uss of atandand
electronics store technoloyy. For this example, w2 will use commeon
Radio Shack slectreonics. The reason is= due teo the common sariety

slectronics that are availakle to most persons nasding such
accomplish the reguired gathering.

Te start, since a base station is ont weak
signals one weould have to recieve. So 2 eguipmant
iz & must. Antsnna, amplifier, prozess unit and display mediuwm

nust be powered in the transit wnat. Dﬁpuuﬂjuq or. budget and (BET.

(Bazic Eqguipment List! raguierments a fully battery operated set-up

can be constructured for under ... ......

Dur twe systems described here will be different =nly in hasic
congtrustion and budgetary BELC 2.
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The "Radio shack" Reader

1.

2

The antenna cculd conmist of a Radio shack TV/FM & 15-1611 for 49

If neaded, Radio Shack in-line signal amplifisr 10 4db gain # 15-1117
for 15,95

3 for 246.95

-

Radioc shack RF Videc Modunlator # 13-12

The Bratton or Van Eck unit (Cost unknown dus teo construction

The tuning unit may censist differant available FM,TV,UHF tuners
avallable for the tuning of TV &Sound & Pisture reception and
posaible recording. Jeosts tor such unite rangs from 315.95 teo 119,495
The 319.95 unit can operats on A0 / Dx, hme audin / video input jaf

and can oppra+e on 9 DY batteriss. ible vseable units onLd
be # sither # 16-109 or 16-111. = cost 219.5% and the cthe
159.95 Both are able teo tuns in the full cecmmeriecal AM Fi and

/
VHF/UHF Televiaion signa 2t apectrum would
be the K8 % 16-113 at 11¢.%5% This unait also has the zame spectrum
tuning abkilities.

The Gold Plated Jnit

1.

faz

The antenna could consist of a Radin Shack TV/FM ¥ 15-1811 for 49%.9%
(Or dus to the use of better receptien slactronics having ‘
antennas. But due to the need for amplafisd zignals being inputed

to the reciever we will sti1ll pe I he RS amollfled ANTEnnas, |
a. It 1z also pObﬂlllE to nse any namber of amature radilio antenras.
FPor the purposs of maintaining a low Drofile, we w111 use ons of the
standard active recieving ants t has a spsctrum of
from S¢Mhz to 1 Ghz. Such units are availlable from wail order
hous

(B
La

If 2till nesded, Radio shack in-line signal amplifier 1u db gain
§ £ 5

3 or 1:.95 Tt 1= alscs o5 Indocor FHM
Signa coster with switchable cost of 24.%5.

Radioc Shack RF Videc Modulator # 19-1273 for 2s.95

The Britton or Van Fek unit (Cost unknown due to

Tuning units- The tuning units would consist ot 2 sepsrate radic
units. The units, both ICOM's have a combined tuning range of 100 Ehz
to 2 Ghz.

Unit 1 {(R-7lai tunes from 100 Ehz to 30 Mhz. This unit iz nothing more
than a shortwave vecisver with excellent EJ;nal recspticn and freguency
stabilaty that offers far berter overall signal interception quality.
The unit offers 1 Hz tuning and has digital frequency readcut.

As an optien, this unit may ke controllsd by an IEM or ccmpatable PC.
Cast for this unit is 594%.00

17738
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it 2 (R70001
recisver with EKTGJLF
cffers far better over

Thta Coverago

anit
- TV that

L]
Also this unit can be computer controlled throus
compatiable. The nnit offers .91 Hz tuning and bhss digat rESduaEncy
reacdout. Additional abilait:z of the unit ) + oand =2
IF output of 10.7 Mhz with r rost for
the unit is $1099.%9. This ic for the
output of the video =iana I o monltor
for 130 deallars. For an addition rer the
ability to recieve signals from he

¢l

specified 2 Ghz. The unit needed

fregquency converter. With
SUIPNEnT, randges CcaAn evos
)
BN

izien MOS8 tuning
1 ranaes

between 7% and 109 dollar
lowsr langes of frequenci
the be Elqral recsption o
Rall D ection Fainder aval 11723

Now with all this
with minumum cost

dollars. This we Jpea ,0f 12 =
availabhle 1in mass Gnqltlzs £ h
reported that such intercept a

cecured witheut the intersep A
Commiz=aion have contacted th

For example, some personal computers and thear
been known to bsen picked up on the W

through nothing more than roug
ig due teo the TV having the
signals to those close to
ayne frequencv. This “abili
manual type tuner on =a
directiconal antenna and an A an*hﬂﬁ amn
devices in commen life and attac] ed to your o

You have such devices 1f vou have an antenna on
to your =et. Most have attas 11

1 E 1
growing backyreound nru =& d v o 1 commerical sta
reception charictersistic In simple term, th guv nrxt door
your scresn and you don’f know

computrxf in a standard
dellar figur=s of the
ancd gubg_;nt al sums kecomsz mors

plans, formulas or patent-trade in
other type of valuable information
called up at any time
surveillans~s gafhgrlnq
way of meonitoraing the
complete impunity and

m At T emomlr A Traem e Do

t-
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For expsrimental purposss, we will use very =impliistic computer systems
to give an idea of what may be pessible. The equipment shall be basie,
over the scunter, cheap, slectronic systems to gather and produce the
sismals we which teo collect.

The equipnent list 1a as follows:

1. Franklin Ace 1200 (Apple IT ~onpat:

muniocations

b. Apple Buper Serial Card (RE-232; for use with tha
modamn

2. Franklin Video Monitor (40 or 80 characters display) 18 Mhe

( Btandard 1BM monitors radlate At 15 To 14 Mhz o

U]

3. Prometheus ProModem 1200 (Externsl tvpe!

I

4. Praint=rs
a. Okidsta Mizcroline 972

k. Bpzon MX-30
our basz.~ receptisn / intercepticn equipment cons

]
-
4]
+
53
2
oy

1. Bearcat 250 (50 Chanrel) Scannelr

(Coverags from 32-50,146-146,145-174,470-450,450-470,470-512 Mhez;

2

. Boundes=ign FM Stereo Tunet

~-PB-ATR-Waather

3. Electrobrand AM-FM-SW-CR-
The AM and FM are standard commerical band rec.isvers.

8W 18 shoert-wave from 4 !hzo to 12 Mhez

TV coverage 12 from audio channels 2 through 13
AIR band from 108 tbhrough 135 Mhz
Public Rand 13 145 through 175 Mhe

4. A Geould 8 110y A Omociiliscope 25 iMhz rangs

-
bt
jad
i

Sinece we wal o otry to
as this has already b#nn
as a picture. Wh

population coaput
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Tn cur chesrvations, we have ssen a wide of smmitted signals
with a strong hlgﬁal b twaen ©.0 and 9,250 Mhz for the display of
standard text scrolling by. Better zignzl display was feound at the
lowsr freguenciss of 9 Mhz. Monitor frequencies were found 111 the area
of 11 through 19.5 - 20 Mhz. Prainter fregquencies are in the range of
140 to 200 Mhz. Disk cperations were detected in the ranges of 88 fo
250 Mhz. Overall freguency generaticn was from 4 thr oudl 500 Ithez.
The modem was found berween 25 and 300 Mhz. ALl in I

disecvery of radiated or trans i Eted signals by means
technelogy could lead to.

An interesting thought comes up with the usze of some common ham

transcisvars for auch opPSratidns. and wit ceazy modificat

some can transmit on all rreauemriaa from Mhz. Such a €r

weuld bhe the EKenwood 440. This transciev G0 watt cutput

stated all freguency transmat. To i modification,

would have to do 1= cut ons lead to a di D ary and as an addesd
bonus for better fregusncy readout, you 1 ditional readcut of

10 Hz by = n;ppzng the lead to LlodP 55. 86 the anit covers the rangs of
IEM PO frequencys in use and all of the Apple aystems too. Thata says 1t
all! It can offer +he possibili ~upt f ternal signals us=sd
to process information and ti ' ather leogir related
systems to act or not without =«

For example, would 1t ke po 2]
a modified Kenwood 440G 100 t
echannel BM / 58B and a ;
small antenna to dl.prr
dollar helicopter comas
200,040 fcr an average ri
a recommended dispersal
guspected sifectivs ranging up

\)
th
B

0Or =sven better, 1£
or Normal CcommeriTal
of neow problem agailn
bank and cgeratiecns
avastems and any other

Other uses ot dirsc

for the dEpc*ﬂchLlOn
Tf the truckers ars

police have the sams - devic
number of Aeviess that wil radiate such
One such device would be the Radar Sps o
a radar jammer) for uae with calibkra
deceiving ot nolloe

Vi

P".
Company or anothsar such =source was
epring or summer of 1927 wi ith plans
that would allow you to transmit
of reflected signal from an avtomo

- I T T (R R URURPI I el

PAGE
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Some plans or kits come with instructions for

jammer units Wi most commonly availabls autae =

In simple terms, the radar detector ynit detects 1 rhreough
its display or attention getting cirouitry in t 1va he radax
Jamming sguipment tTo decslve or jam the police transmittsr / reclever
urits. Best know cf auch comkbinations, wWers +he use of Escort radar
detectors Lts with transmission horns me tad haind ths

and Jammer un
o

front grill of autoes. No ifs, ands, or buts, thay work

Orne other pilece of equipment that may have
security and support systens, T
energy pulses that might be
that could damage almosh =ny
designer 3= that this deviace
of multi-millions of watte

-t produce a very
near by electronic gear. Mcst 1 and the only = t
book about the device and 1t7a short comming, has to deal with the
in-ability of the deviece to produce sutfizent sutput used in csyt
nuelsar sxperiments. T wonder what that

o

80, in closing, the capability of t

any pereson with the intent comes aloger
The equipment 13 nothing =f majer T

bleck circuits put together to sach otber
the final requested product. and all of <t
in the hands of sveryday peraons aven '
most do not have such knowladae about

he described gear

Lnow 1t

vatems may be ussd To

acorrupt other syatems, oOX T & phone or toaster may
work, they will atill state that =u chnelogy 13 not
possible, and open the doer te majer i complete lgnorance to
the problem. In elasing, to steal a pl sz from someonse elsze, "The truth
shall set veu free (or may keep you from i over swposed from fres

form ensrgyll

neliaktt  And the last words spoken by the acrporate DP affical wers...

W Thats mpossiblel You conld never de that to my operationl

Ahem, sure s1r, bSurs!



