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"Electronic D“”rrtlul

Obdzotive Hnﬂ Srnope of

The use of personal
mainstrean populﬁtion,
of common technology, &
information that weould net b
Suppliers of basic electroni
devices for the unknown numbs
tele-communicationzs, data <omm
sommunications for a smaTL pl
small as a dime and
magazines tor under
rneed more sxpertisze

Te all of this, we add the entry of t
abllit“ to aollsct willions of kits of
I
d

human nesding te ing=st and store
collected ente tape or floppy d
sazs as compared to the removal ef
or bocok form.

Other prekblems invelved with possi
outside data communication contact
access. Groups kneown te both law
surfaced frem time to tims and witl
about ~orporate and govermant nst

Moat lavasions occur with little notice at the time of sntry an
only detscted when majer system problems or and:it information are
Publis {private! domain aystems ars accessible around the clock ws
cost tn theousands and provide the 1 d with an swcellent

information.

of various
ms to the construction of
§ phy31cal acc o

Thess systems <ontain information for the cowpromise

communications networks and opsrating sys

explosive devices and different methods £
auch networks. All iz known to be in the
miners, but 1t such intermation 12 avalls
communications akility, then the threat
increases tenfold.

bt

The reason is due T the
information available to
The =statemsnt from Tﬁomaﬂ
"Enowle:

ia Powsr." as

19:42

PAGE 2338



IaM # SECURE DATA SYSTEMS INC Tues Har 38 93 19:43

wglectronic Deception, Tnterception & Terroriswm : The Padio Shack Res ityl

Results to Date

With the continued expan sien
have been hronght to +he attention of
with names =such as Lhe Le:

ndividuals and Jroups
+ anthaorit . LBronnps
actow, ‘lne 4i4 Bang,

gion ob UDOOm,

The Brotherhood of Ohm and others. These cons1at OFf WINOIS
trade information on a number of computers and telssommunication

acticns on the
Hlatant postir
her wantmthrr txﬁm
emmitted to obtain computsr
~latad numaercus times by

These individuals have kecome Lnnwr due to the
of their choice. Reaseons for dis: RrEaRARts
about plans to aftack such systems, ple
telephons company recerds, credit card a

hardware and softwars, and svstems security V1
cutside telecom contacts

These groups have a smal on
and pose little thr=at to and
problem associated with £ of

lack of true indicators ©
with litrle directed inte
number of puklic and unde

a much sasier time gatherin A
gathering ablljtias come from easter
thi= countr using "listening posts
diplematic mmullfy te average <itiz

K
perscnal computers and home-bu1llt or

ples Ameording fo statemsnts
ele: Committes on Foresdan T
T

goviet embassy 1in Wazhington, D.¢
for mo=t cf the federal .
had the ability to receive any transmi
House, Tennsly Towel, thie Penitagon,
Andrews Air Force Base, Walter Reed
govarnental zites.

rerment mi

Costs of such methods do not
sommurications eguipment to
tlafle in an urkan envircnr'n
located on ths highssat piecs of 1
alene allows feor "Hly emsy =sigual recept
facilities in the etropolitian area.
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"Elecfronic Deception, Interce prticn & Tarrorism The Radio Shank Reality!

PcvultD +o Date (con't.

With common sense applised, one mus I
encryntion methods to transmit infe t1i
The one benefit the such metheods al 11
the information to remain valid as int
guarded from unauthorized sources. =t
from such =asy desemenation, the va n decv
point where +he ability to decipher baecome
in a time value stance.

One interesating twist to the encrypt r. 12 U by both the publ 102
and soms dgoverment adqenciles, 12 the use D14¢tal Encryptaon
gtandard) .The DES 1s an enaryption methoc ndorsed y t+he federal
goverment for usze in the public domail {2 method 18 our 1unTLJ : a)
from disclesure outs 1de the U.S. and ] and has peer
classified as a sMaterial of War". Th =theod : introd as a =secure
method of =ncryption for information with i i f the correct
information being decoded in a ~he to a 72,001 3,000,009, 000,060 chance.

Phene cdds ars not to bhe ignoread mud do prove te be most formidable to
unauthorized accsss with the =xresption of majov ¢ t

soverments. Ths me h1ad was
aﬂoptsd by the commerical sector and deploved over & ramber of
years in multiple sites with littls 1 frem the users. User
confidence was quite hWWh with this + A questlon must be rAalssd
about the release of such metheds an l1e domain.

inee this methed 18 1n A4 time tralue stan
according te qcverment 1nto*wa+1on, such 2 methed n b
hands ~f ths puklis? Oan =thod has acce

trap docrs im
Would the tederal gove i
of the gEnera al publie wmad mich infornat t1
and why is the mathod he goverment? Has

the usefulness of this t X ! ssturation peoint where the
time needsd to desrypt tLe e a matter of heours
days instead of the Gp?lfed yaars:

crypted informatis

<
bedded t
e =r~ure 1nto the han

or

"[l

The weskness of the DES svetem has been shown by a numbe
underground technivana working on the problen of encrypte
television +transmissions. In e
and the HBO scrambling syst
the decryption of thase S1¢
be produced as eAaslly as m
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"BElectronic Deception, Inferception & Terrorism : The Radio Shack Reality!

Continuing Develupment Activity

In additior, the increased
are able te cbtain krowledgs
allows for penstration of =
sesking ways to galin entry
using the underground scurs DT
Thess entries will he planneg and us o the
without the owners of svstema be;ng any wisear.

-

Cemputer and communications facilivies are being attacked by a vast
group of computer literate persen Jeine 1nfﬁrmatiaﬂ and challs
that are not availabls in a
ares =sseking out connections
te same. The general public
and communications. Society
process in informaticn pros
space larger than any de
dezk and has mere powsr th
funcitions i half the tims

(I al

Individuals without cemputer skills are now able +o nuse the technologsy
to work better and faster. thers ars able to solve problems= that could
not be scolved 10 years age dus te the techuology, and now most commerical
products have soms form of directed artifical intellegerce in place

and gcperational.

Information of a special or technical nature about elest
communicstions and computer safsguards, iz 1 1]
the street. Personz have in-depth knowledgse of hardwars

Az tware
security methods and discuss such topies in ocpen puklic mic forums
around the country. Information on software such as IBM’ (Kiesource
(Alcgsss (Cilontrol (Fiacility, Computer secclates "Top Becret", and DEC
Vax / VMS sscurity metheods and the like = diac = as common tepics in

underground ci.rcles. Meetings are he
New York for the discussicr of these top o
for acience fiction readers contain Jarge populaticns of theas perasonsa

and allew for infermation to flow teo seurces not normally exposed to such.

The possibility ot informatien of a sensitive paturs beaing in the hands
of individuals whe should not have a s to auczh, iz a problem that stems
from the ability of peracns to ressars nformatinn from a variety of

sources available +o the publis. First Amsndment rights allow for the
discussion of infrrmation and technolegy and provide the nseded
stimulation to sontinue ressarch and provide for ns t s
Many areas offer small insights to overall changes in teshnology and
invite irspection of other areas.

PacE 26738
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"Elsctronic Decepticn, Intercepticen & T=rroris=sm : The Radio Shack Real
!’

Continuing UGVLLOPD ent Activity (con’t)

Heme-niade satellite transmissi are beinyg constructed by

BHAME and such for under $1QO d surrent orbkbiting aystems are
cempletely vinerable to sutsid . and Janm:

example iz the Captain Mica';l rly 1986

readers or =acanners may be built S1sa 00
such devices may be purchased £ 1%.%5 through the
1

gervice 12 just an 8300 number call awav, and st1l

nothing about the proklem, cause or solution!

Sunmary

The us= of common electronics and standard resesrch in public demain
databases will allew for mhe peossibilities of simple terroristic
act1v1tjes happening with regularity o majeor telecoms munications and
conputer centers. Already, ~computer centera have
becoms the target of terroristic orgyanzati are

repnrted as standard news tedayv, and
continue with predictable time peri;
always being hidden from wview to
understanding. Some r@=u1f= of ~uwh
times, and the 1nvestigators cannot
The general population does not
related to thew.

Publis knowledge of “Ccnpwte
pre=ﬁntpd by Thﬂ media. Crim

=

carriers are responded teo with =

popuiace. Thc rezident problem stated comes 18 of bq 1-
a

"today" education. Buot 1f the = how to
interact with the systems, 1 P contidence?
Can the users he educatred 1 ity as they
have been abhout cother forms D t 12 heing
presented in the new ags and 1 wds Tor
insuring security for all us s2c 3
information a= the information and i1tz vesse
Conclusiou

ty in tﬂﬂay nformation a: 11

The neead for &1
thought and u

A new form of agae
in the es
once agal
fresdom f

T of the Wa
n ta#e the truth
o ake :

Ian A. Moxphy

Copvright Ian A. Murphy , IAM / Secure Data Systems, Ino., 1987
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"Elsctronic Decention, Interception & Terrorism : Ths Radio Shack Reality!

Continuing Development APt1v1+y {con’t:
Collection of information by electy
standard in today’s socisty. Multipl =

never suspected as being active i1 teni g peosts, and size
considered a problem dus to the Adevels tt of sntegrated
Some suppoert devices can ofter ~lose uﬁllmlted ranye with aet-up.
Others allow for the interception through standard off-the- he f
technolegy and completely bypass any commen physical security methods
need te snforce.

beoome very

rlace

Low cost sysztems wmay be purchased and bastardized for ad
purposa. fmall radio transmissions systens with rangess < e o1n
excess of one mile are very sasy to obktain by calling ox writing the
manufacturer. Others are discussed in the general print media znd
complete volumes are available with plans, parts lists and censtruction
methods needed for operaticn.

All this information and eguipment is in the hands of the general
he

population and if it 1s =o available, then what 1s the way to protect

such information from interception and use? Is the trust of +hn user of

this infermation qu::tlol A7 T rmation real or in the
trut '

media to dis-inform peos

Facts presented iv one med ¢ sthers,
Papers zented and + and counter-point. Al
offer a pos=sibls 7 for the gathering of small
but connected thoughts that provide the necessary detalls.
Techno-fables are widespread; goverment, industry. Pd *ht

3
public refuse to accept such stories dus to

Capabilitises well bcyond what most of us would think are :in the handrs
of commen persons. Simple electronics offer a whole new world of

savesdropping and collection abilities for under 200.00 dollars and
still we have persons whe think such things are sclencs fiction.

Imagine using & common hous
Mezat would not ses the uze :
purchased tor under 559 decllars e a
cemponent re—structuring, can produes freguencie
transmission range as well as frent-snd e&gquipmen
Belief in the "tap proof” ascurity of fiber opti g
g8imple fiber technology is the way, and ~ounter-devices may ceat i00 to

T

1000 times more for the detection and protection of such circuit

19:45
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Electreonie warfare plays an Important Eart wn milivary CEerations today
because of the integration of hig h—tech in the pattlsfield, The definitien =of
Elesctronia wa riare 1a "Mij4+ Cary acticn 1mu lving the yae of elsctron
sguipment +eo Ja1n in ﬁfPlllTeﬂ“ ;oto explort, reduns, or prevse a
use of electroninc squipment whwWC taking action to ensurs y=e le
equipment by frisndly forecas. » (Burton, 1le this m
order, the nuts-and-bolts of i+ are pratt fasy te accomplish bv
any one with moderats knowledys in pqﬂijlCa SCTronics; such ae s ham
radio operator. The definitien ahove o as1c tasks: ailgnals
intelligence (SIGINT), electronia countermeasures/Jammin BCOM
elsctronins douutct—“oun+~1m9=s. -3 pufy
retail value! one 27an assemble 1

f
52500 one ecan assemble a8 top-cf- the line EP
Serve as part of veour regular comme
it.

and

EW 12 an integral part of gueri
Using SIGINT te Jain information
by denying an enemy the use of his
gain the added edge for suscsssful Slatsi
useful, thus allewing veu nae of Lens capabks ity should an
ensmy aftemgt to deny vou usze ot S 1T 38 2ker technigues are
used, EW can met &8 a paycheo lﬁjl:;l warfara devies, de mﬁIHAlzlnf the enemy,
and further contributing s hj iz defeat. In the U.g. Military , EW 1nfol1at4nr
and technicquss are considered a subset of milaitary 1 +~1117=nﬁ~ have a Top
Secret (highest known security clearance; which shouid act as an indicator of
the importanecs thwy assiqn o 1t Howsvar, the technigques are simple 1in
theory and applications » and are preasented here in a z-a]
registances activitiss, and PUt into east]

SISINT has three aspects,
deeryption (if necessary: of

]

defrrm¢1at¢on of eneamy plah
these lntalﬁpptaﬂ Semmunicstions,
lecation via rDP {Radio Dwr‘ét”ﬁn F'Mdlﬁ”‘
and an average amount of strategic Commuanlc
a viable means of getting infermation about

InterceptlonPDecxyption

This 18 borh +he famiest and most diffienls 23pect of BIGINT. Tn this
qtaqc, one finds +he enemy ““mmhﬁ‘“8+¢ﬁ 15, 't for future analy=1is, and
1f SEEIArYy, converts 1t inte s ambling it, or de~nding

the mnessage ro sntant .

For 3pt1mum 1nterﬁnpt On operations a lis +~n1ru Bost sheould
=

fo

1. bandwidth, and A8 Many signal modes as

29-38
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8. Decoding of known scrambl;nq modes 1n order to provids
understandable communicats

Egquipment

The main plisce of equipment nesded for a tistening post are vadio
receivers capabls of picking up the frequency range(s; of lnfclHSt For most
purposes, this would -over 100 to 2 Ghz. Certain nen-communications
1nt=1rcptlon application = { 310 RADAR:, and point-to-point microwave 1ink
interception will extend the u regquency limit. One w11¢ also nee=d
antennas which will cover +he ary [reguency randges. o fat:
non-velce intercepticns are RTT dic Teletype | Dsmodulators.
handy item is a good-quality taps recordsr fo saving :nt*—*rr'epL

T
future analysis, and tor perfoxmxuq automated interception wnen
to man the listening po

Once on= has the b351c
incrsase the sffectivenass
inexpensive to buys/easy to
Spertrum Analyzers make Llﬁc ing
"picturse" of RF activity in yvour ars
audio communications Pafiﬁr; aWDng
in determining operating RF tre Sque
investigations., Finally, thers 1is
in, among other things, unattendsad
of your communications intercepts,
crypteoanalysis of encrypted communic
zignal intelligence inter«eptor/ anal b
available to serve myriad of opsraticnal situatisas. :
gxhaustive , this list will hopefully act as a starting point to ass
finding your optimum squipment set-up for yeour needs.

reception.
by providing a

nalvring non-voics
hich can also aid
a2 during fiel1d

I help vou

loqginq

2+ vyou 1in

12 a lot of good receiva equipment ocut there which will =2uit one
purpcses well. Starting at the top of *hs lire are the Teom k- G000, and the
Sony CRF-V21. These units feature frequency coverage from 100 EKhz. to 2 Ghz.,

etru &

large memory capacity, buil+t-in spectrum an lyzers, and built-in demodulatorsa
for RTTY and FAX communicaticne. They rstail at an expensive 35000 sach.
Alse just released by Kenwood is the RZ-1 which iz a standard SCANNiINg
receiver with coverage from 500 Ehz. +to %05 Khz They are most zuited for
trum analyzsrs, and “"all-wave®

freguency search operations with their spect
frequency coverage, although one doesn’t nesd a spectrum analyzer for
sftfective frequency searching, and for $5000, cne can get a complete
cemmunications station.

Besides the units menticned above recsiving equipment =«
ranges: sither 100 Khz. to 30 Mhz. (shortwave:!, or 25/30 M
(VHF/UHF). Of the two, most of your sctivity will be feocus
this frequency range is most suited and used for tactical com
will mest affect your prla+i ons. This 12 not to =say that
important sither. Shortanr contalns international broadea
sssential in kseping your group in touc th the news "out

§

Alternate News Gathering Technique- Chapts= , and also many
channels, and naticnal/reg: cnalfworldvzde coold1ﬁa+*on frequenc
transmit information that may aid larger oper _1oq:, such as a
command”, or operations invelving different oroup= in a large are

al
+

Shortwave Receivers

PAGE 3838
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In the realm of shortwave receivars

. = 12 Japan BRadio
NRD-525, Kenwosd R-5009, and Icom R-71A.

standard

ra filtering
to improve signal read mbll ty. They are < ipped to accept
RTTY/FAX demodulating equipment. These units cest 5550 fo ihe Icom and
Kenwoed, and $1200 for the Japan Radio Model. TFf need for highly
sophisticated shortwave capability, ther thes units: fve haard very

good reviews about the NRD-523, although the hich prine : me off. I
personally prefer the Icom R-~71A, as the price 1= 55 = give, and it still
has snough features to get the Job doane in style.

Going down in price ares Kenwood R-3000 and Yasau ($800-57 ;
These units are less "fancy" thr their higher-prica bt are i1
have the =same fsatures as them, Just a little le== =d. Th two
mid-level units offer th someons o ave & T v
sophisticated shortwave oftering t L compromiss WSS

price and perfiormance.
For the individual whso qJust needs ccoasional shortwave monite oring
capability, there are several low-priced {$200-%300) units which fit the bill;
such as the Sangsan ATS-803A, Sony IQF-2010, Magnaveox D293%, and Radilo Shank
DX-440. Whiles not having ?Ll the handy bells-snd-whistles of the cther units,
these units are perfect for scmecne who mos tly menitors ShO"-
broadeasters, and ﬁCCEElJIE} non-proadeast "utility® veic
Thev <an alse be rigged to receive ncn-vo1rp"/RTTY, but
bit lacking. These units are beat suited tor scmeone who
receive shortwave, and still wants aﬂwqu1+c perfcrmance.
Por scomesonse on a very limited pudget, there are the "

0o~

radics such as the Radic Shack DX—3@U, SM—HH, and Seony ICF
about 100. Thess are very basic, linear display, &M mode

receivers designsd for rscsption of high-powe
is all they are suitable for. Some of medel:
SW-60. Unle=ss all you will ever want +to lis
broadcasters, I wonld advi=zes springing the =x
higher step. These multi-band portables are a
and garage =zales for about %15. If ons T
and VHF/UHF coverage in dn«znt condition at such = p
worthwhile addition to one’s listening post az an expsndabls
"fast-search" unit, or single-channel mon*fﬂl. The t
enables one to get a gquick-fix on nearby enemy treoo
squipnent without havimg <o ds 2 mad rush prog i1
limits One can use 1t to listen to, say +he al
tactlrall*u1v~1llaAce charniel, your group’s opsratil
type freguency which constant menitering is nes nee
squipment; varticularly if veou deon'+t want +o miss
frequency when vour =canner 1 3 i
listen to a continucusly active channel; =such az scme L
broadeasters on AM, PM, and/or Shortwave, survsi oe
frequencies, NOAA weather broadeasts, or TV/radio stat:
a

k up unit,
uning-dial funection

jo3s] dho are u
canming in scanns

W

eq.*pmen.
on studio-to-

transmitter links; which would leck-up your scanner, and make vou miss the
stulff on the other channels.
VHF/UHF "Scanner® Receilvers
The mainstay of your 1_utun1ﬂg post will conai of VHF/UBF receiving
1 1
J i s

sntered there. Just
vels of VHF/UHF scanners
a, g, and purpeses. There are
g0 many different specifis makes out in the market, sc¢ I will enly cover some
of the more neteworthy types. The major brands are Radioc thack, Resgsney,
Uniden/Bearcat, Cobra, and AOR. Th& ham manufacturers Icom and Yassu also make
netable VHF/UHF communications : although they cannct really

0

eguipment, as most of your listening activity wi
like sheortwave egquipment, thers are several pric
which offer different performance leve]€ faature

well;
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be considered "scannera" per-se.
Starting at the top is the Teom R7G00 @ %io0n featuring 25 Khz. to 2 Ghz.
all mede coverags (USB, LSB, FM, AM), 99 memories, optional shortwave

coverage, audlic noise blarker, infrared remots control, and opticnal computer
control and voice synthesizer. Whils 3 tep-line performer, partimlarly with
the computer contrel option irstalled {more o that latery, there are zsevaral

-~ £

[ I

i
lezzer-priced models which will d5 the sams thang: however 1if vou =an afford
an R-7000, go for it. Figure EW-1 lis+s commanly available VHF-UHF racelving
equipment, their brices, and impeortant features. All the squipment listed in

i

&
the table is of good to excellent quality, and will serve wall,

Spectrum Analyzers

2 spectrum analyzer iz a caciliscope-like devies which enables cme +o get
a video repressntation of A ssctiocn of the RF gpectrum. It 18 very stestive
in counter-surveillancs operations, and in frequency huntineg, Up until
recently, they were very expensive piscess of equripment., but neow there 1z a
device which will heok Up to a standavd i ope, and tarn it inte

spectrum analyzer. The plans for +his =] : ®
1989 issues of "Radio Electronics" MAYAEINE, O voOu can gt a reprint of the
articles, alorny with some mors notes on apsctrum analvsia f t
DCL/Magnitude, P.O. Box &4, Brewsater, NY 1050¢

Power

]

One of the first acce

scries you’ll need iz = o
should be capable of no 1

20v operatian, hut

ot
o

a
standard power lines. “deally, i1t should be as s21f auff, 1ent as possibla.
For your 120v connections where, and whan it’s avallable, g2t =seme EMI/nciss
filters, = good surge sapkressor, and a multipnle outlet "powsr strip”. No
problem thers, as all of that 15 availabls from Radio shack. Then, the fun
starts when you go “independsnt " . Thers ara basically two Wavs to go:

batteries, anc generators.
On the low-end are rechargable batteriss
Sgquipment can run on ni-cads

- EStandard battery spsrated

2v astuff can run on heavy-duty
gell-cells, cr car batteriss. oOne should are2o kbe able to charge =aid
batterie= without relying on 120v AC. 2 smal scliar-cell array, or wind/water
bowersd generator sheuld deo the trick. Ths idesn when using batteriea 1s to
keep two sets.  Veu run on one sst whils charging the other.

For these of you desiring styls, you can 9o with a he vy-duty (at
1000 watt) generateor. This iz different than the =mal
discusesd abeove asz you nead a far greater powsYr capacait
equipment rather than charging hatteriza. This agua
current capacity. The praoblem with generators is ge
on gaseoline, as the ides here 1= +ao keep it going after 1
eollapses. T4 say the best way to o would be alechel fuel, nethans, or
emall-scale hydroelectric. Also, 1f on 1 shore,
one could also use ths +idal movement o enervate electricity. We
get further into indspendent Power scurces in the "Survival Residencsa"
chapter.

g you ars running
10 times more
=n't run

W]
)_‘l.
<5

C

While not necessary, a dedicatsd computer for your comme set-up 1s a handy
thing teo have, and = necesszity 1f vou want to get into digital communications
interception. There is alse CRIS, a softwars/hardware packays which automates
certain brands of communications eguipment, mo netakly the Icom receivers.
-
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With computer automation, one can either rut the LP with 1
run it on 3 limited gcale with ne human assistance,
computer for logging your intercepts an freguarncy information, as
assisting vou 1in decoding sncrypted digital commurics Ty

The two machines which zeam to have the markst cernsred for LP operation
arse the Commodsnre g4 and 125, and the IEBM PC/clone. The po clene’s virtue 1=
that 1t has CRIS, a= well as various digital commo software available for it.
The Commodors; whils not having CRIS (Although I'm surs = Jood programmer
could rig something), iz less expensive, and has less =nsive digita] S oMM
squipment available for it. Another contender are the old 5-hi

it Atari
computers with the gco interface. The 850 intevface was and 2t11) is the mosat
flexible digital comme R8-232 (AND 20ma current loopt ever made. Tan bad it’s
been diszcontinued. Mozt peopls who ars familiar with atar: sguipment are well
aware of the value of the 850, and price it accordingly. Hewever, 1if you come
across one in working condition somewhere at a reascnable {under $100) price,
BUY 1t! The g-hit machines are availahle =asily encugh, and a little locking

(g

<

around in Atari cireles should get you the software you’ll ne

However, 1if you're looking for something inexpensive to uze to recsive
digital comme, go buy a Commodore G4,

Decrypting data is a different story. Vou'll want a= powsrtul and fast a
machine as peossible for any cryptoanalysis you niight be doing, Bure, you can
do it on a Commodore 64, but itr17] taks vou a lecocony time. The best machines
currently out which would do +the dob would pbe one’s +tha+t yass the Motarcla

hl

+ .
68000, and ths Inte] 386, Co-procesascrs lso nice to have ae well., The

L

are a
problem 1= that these machines are expensive, hnt ¥ou asked; however they are
coming down 1in price, and will continue to do so. Consumertronics se=lls our
Cryptoanalysis Techniques publication, which includes software for IEM
PC/Compatable Systems (this 1ncludes 384 machines: . Alse, read the
"Cryptography® chapter in this publication.

Computer RTTY Equipment

There are ssveras] different software packagss available which cnable RTTY
("radio teletype", digital radie commo! demedulating.  Just about all
commercially available RTTY pac desigred to woerk with a home

{ages are
computer,
What is=s basically the top of the line unit feo
communications i1s the PE-232 Multimods Dars “ontrolier made by AEA. Cesting
ST

8318, +this unit will modulate and demodulate wesrher FAX, morse cods, Cvrillie
{(Russzian: morse, baudet, Cyrillia Baudet, AscrT, AMTOR, Japancs=e Katakans
digital commo, and AX.25 packet signals. Tt iz capabls of antoematically
analvze an inceming gignal, detecrmsne it’=s typs, and dereode =imple baudot

encryption schemes. It can als=o interfa-s to a higher—speed modem for uyes
with the new 192 kilobaud digital radic networks, and usss an R5-232
interface, and programs sre available for both the C84/128, and TIBM
PC/Compatible for sasler operation.

For thoze desiring RTTY reception osn a more limited budget, one can
aszemble a demcdulatsr out of an ¥p-2311 IC, and a ecouple support parts.  This
is a straight demedulator with neo translation features whatsoever; which means
you’'ll have to write some software for your machine in order tn reseive non-
ABCITI =ignals.

Antennas

fay

There are various antennas out there. wWha is currently the rage in
JHF /UHP receiving antennas is the dizcone. This= sMni-directional antenna,
onical in appearance, presents gz good match over the entire frequency range
“rom 25-2000 Mhz., which is good encugh to transmit over this range. They
- _ o
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ost about $70. For the budgst minded psrson, and those sesking semething
more directienal, cone can plck up a TV yagi (beam) antenna at reascnable
prlFEa from Radlo Shack, or any department store. Tb~j work well sncugh as
is, but can alsec be modlflvd tor buttsx r‘FHpt1ﬂn. Figure EW-2 shows the

dlmen sions for converting vour basic VHF/UHF TV antenna into a VHF/UHF scanner
antenna. When doing this modification, one should also remecunt the antenna =co
that it 13 vertieal (Just like thas plcture), as opposad to herizental.
For thc truly budget minded (almeost destltute‘ person, one can assembls
their own 1/4 wave vertical out of scme p of and an &0-
239 antenna connector. This 1z the exact a ed for
cordless phones in the teiec ommunisaticns mattsr of

4
)
o ot
wor
ot
[SP

fact, the dimensions described thers work
For VHF/Hi and UHF, use a 19" length for

Receiving antennas on shortwave ars 3 s3e, the
best way to g0 1= to make your own, as it 1 I o tarters,
get as long a lsngth of wire (200'-300' 1= nics, but even 1007 w.ll doy, and
get it up as high as poszsible. Then add a good receiving tuner. Several
manufacturers =ell an antenna similar to this, uzuailly a dipole with zeme
traps. These work allright toos, but the longwire 1=z atill your best bet as 1t
works, and costs much less. One can alsc use commercially available bam

re
shortwave antennas for the approximats band that mozt o
would be on. For thoss with very limited space there 1 lao what 12 known as
an "active antenna" which iz a small (3'7-57} whip antenna with an amplifisr.
I've heard a few ok reports about this, and 1n my opinicn it’s better than
nothing if you have very limited spacse, altheugh I would try as big of =
longwire antenns as you can. With a long-wirs, one can also run it inside
along the eceiling molding, and still Jet a good length if cne lives in an
apartment, or similar situation.

lgnal Types /Mode

There is quite a bit of stuff out thers, and 1t’'s zent out many different
ways, dependlng on the target service, and it’'s freguency. What this sestion
will do iz give you a run down on what's ont there, where it 1s, and what i+

sounds like.

Voilicea
FM -~ This 1= the most common mode used f commo 1in the VHF/UHF resgion.
0% of all volce commo in this reqron 18 sent out FM.

AM - Used mestly by lntclnﬂtl@ﬁaL
all Citizens Band commo. Tt i= lao us=d on the civilian and military
aircraft bands. FM slgnals can also be received on an AM mcdc receivar by
tuning to the side of the transmission. This is known as "slops detection”,

4]

hortwave hreoadcoast ters, and for 90% of

UJ

b

]

88B - Single Side Band. A form of AM which allows for a greater powsT
with less wattage., This is used on the uhf:l‘t'wa"e kands by neon-broadecast

“utility" transmissions (mos= +lv jﬁVclh\ei*f military), and feor abeut 10
Citizens Band commo. It is alzo the voice mode usad Dj hams on “hortwavc
One can also receive AM signals on S85 by carefully tuning to the center of
the signal until the hetrodyne signal dis appears.

Non-Veoice:

CW - Morse Code. Used modtly by hams and a few ut111+y statiecns on
shortwave. All a oW signal is 1ﬂ an unmodulated AM carrisr. It 1=z basically
received in 88B mode, where th~ signal is tuned slightly off center to provids
a tone.

RTTY - Radioc Teletyps. Generiec Term for digital radic commo. Scunds like
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Jamming Equipment and Iawh11q1ss

For wideband jammlﬁr,

plans in thias ~hapter, They weark

w1th1h a mile ¢ it 7. location
is neCcasavy to procure a tran
_udbqudlblu tone f?aqanﬂy.
equlpment OY acquire 21m1lar-
tones. Por the flelq—ewnjd:nt
a1 external modulatian tes
Propey- antenna, and for =
hoek- ~ups. The way this wurPs
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deﬁ¢n+ t;an~m1Lt=L You +hep
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.

T
Sweep generatcr St at Inw oal
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