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' , _ Intelligent Transportation Systems

- . Fair Information and Privacy Principles _ .

These fair information and privacy principles were prepared.in recognition of the imporiance af-pr:otgqting%
individual privacy in implementing Intelligent Transportation Systems. They have been adopted by TTS
America in “draft final™ form, The Privacy Task Group of the Legal Issues Committee will presenit these
principles far review and comment-to organizations and groups interested in privacy and ITS outside! of ITS
Americi during 1995, They will then be submitted for final adoption to the ITS America Eogul Ides -
Committee, Coordinating Council, and Board of Directors. ' C

‘The principles represent values and are designed to be flexible and durable to accommmodate:a broad scope of-
technological, social, and cultural change, ITS America may, however, need o revisit themt periodically fo
assure their applicability and effectiveness. : . N L :
These principles, ave advisory, intended to educate and guide transportation professionals, policy miakers, and
the public as they develop Jair information and privacy guidelinis for specific intelligent fransportation
projects. lititintors of ITS projects are urged to publish the Jair information privacy principlés ‘that they intend

o followr. Parties'to ITS projects are urged to include enforcible provisions for safeguarding iprivacy in their

contracis and agreements, ; . . . Lo
1. INDIVIDHAL CENTERED, Intelligent Transportation Systems (ITS) must ;ecngjizé and
. Tespect'the individual's iriterests in privacy and information use. = RSN S

- ITS systems create; value for both individuals and society as a whole. . Central to the ITS visioniis .
- the creation 'of ITS'systems. that will fulfill our national goals. ‘The primary focus of information
., use is to-improve travelers’ safety and security, reduce travel times, enhance individuals' ability
to deal with' highway disruptions and improve air quality. Traveler information:is collected
. from any sources, some from the infrastructure and Some from vehicles, while other
information may come from the transactions — like electronic toll collection — that involve
inferaction between the infrastructure and vehicle, That information. may have value in both ITS
. and non-ITS applications.  The individual's expectation of privacy must be respected. :This -
' requires disclosuré and the opportunity for individuals to express choice. v .
2. VISIBLE. Intelligent transportation information systems will be built in a manner 4visible” to -
individnals., [ ' o - A C
-, ITS may create data on individuals. Individuals should have a means of discovering how the
* data flows operate. “Visible” means to disclose to the public the type of data gulllgjébs.';&, how it
. is collected, what its uses are, and how- it will be distributed. The concept of v:sxbﬂﬁ:y[ is one of
central concem to the public, and consequently this principle reqiires assigning; responsibility for
‘disdogure. © % / L
‘3. COMPLY. - Intelligent Transportation Systems will comply with state and federal laws.
governing privacy and information use. : e
4. - SECURE. Intelligent Transportation Systems will be secure.

ITS data bases may contain information on where travelers go, the routes they qse,-. and'when'
they travel, and therefore must be secure; All ITS information systems will make use of data
security technology and audit procedures appropriate to the sensitivity of the information.
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, 5. LAW ENFORCEMENT Intelhgent Transportatmn Systems will have an appmprmbe role in:.
enhancmg travelers safety and secunty interests, but absent consent, govemment duthnnty,, or.
appropriate legal process, information 1dent1fymg individuals will not be: dmolosed ter Iaw
enfoxcement. :

ITS has the potenhal to make it possuble for traffic management agencies to know wh!ere :

_ individuals travel, what routes they take, and travel duration. Therefore, ITS- can increase the |
efficiency of traffi¢ law enforcement by providing aggregate information necessary toitarget |
resources. States may legislate conditions under which ITS information will be made available:

" Absent government authdrity, however, ITS systems should not be used-as'a surveillance means
for enforcing traffic laws. . Although individuals are concerned about public saféty, persons who

- voluntarily partlcxpate in ITS programs or purchase ITS products have a reasonable expectatlon
that they will not be'’ ambushed" by mformahon they are prowdmg N

| , 6 RELEVANT Intelhgent Transportahon Systems w111 only collect persona] mformatmn that is:
- -relevant for ITS- pur:poses. P S RO

- TI‘S respectful of the m/dzvxdual's mtereet in privacy, will only collect mforma’aon th‘%t
individual 1dentrﬁers which are needed for the ITS service functions.: Futhermore; ITS
‘information systems will include protocols that call for the purging of mdlwdual 1demnﬁer
information that i3 rio longer neéeded to meet ITS needs. ;

7. SECONDARY USE. Intelhgent Transportahon Systems information coupled wlth appmpnate
md1v1dual pnvacy protechon may be used for non-ITS applications. *~

cqnaun

Amencan consumers: want information used to create economic choice and value but. ajso want
their mterest in pnvacy preserved ITS information is predictive of the types of: igoodsiand
services that interest consumers, for exainple the right location for stores, hospitals, arid other!

- facilities. .Howevér, that same information might also be used to dssadvanbage and harm a
-consmner Therefore, the following prachces should be followed. ,

. ITS mformahon absent persanal 1cIent1£iers may be used for ITs and ofhe: purpoqes

e “Other unreiated uses of ITS mformauon with personal 1dent1ﬁers may be. ]
S mchvxduals recewe effective d15closure and have a user friendly means of optmg ’ ‘uf

g 0 Daia collectors w:.lI only provide personal information to private orgamzahons thht agree to
abide by these pnvacy principles. = :

8. FOIA. Federal and State Freedom of Information Act (FOIA) obligations requme dzsclosure of
‘information from govemment maintained databases. Database a:rangements should balance .
* the mdwudual's interest in pmracy and; the public’s right to know.' L '

In. detemunmg whether to disclose ITS lnformatlon, governmen’cs should where posmble, ;
balancé the individual's Tight to privacy against the preservation of the basic puiposé of the !
Freedom of Informaticn laws to open agency action to the light of public scrutiny. ITS travelérs
should be presumed to have reasonable, expectations of privacy for personal identifying i
information. Pursuant to the individual's interest in privacy, the public/ pnvate framieworks of
“orga.mzauons collectmg data should be stmctuxed to Tesolve probiems of access creaied by FOIA.

For ﬁ.crther information or to submit comments pleuse contact
. .. Craig Roberis or Ian Stone :
" ITS America, :
. 400 Virgina Avenus, S.W., Suzte 300 AR
Washington, D.C. 20024-2730 .
Phone: 202/484—4847 ¢ Fax: 202/484-3483 S
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