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Help us fix this…



Please complete the course evaluation!

https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA

https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA


Important last step: clean up your AWS account.

• Terminate all of your AWS instances so you don’t get charged.

• Delete your S3 buckets:
• List your S3 buckets: aws s3 ls

• Delete all files in each bucket: aws s3 rm --recursive s3://bucket-

name/

• Delete each bucket: aws s3 rb



Canvas security breach(es)



Instructure is the company that sells Canvas.



Instructure was bought in 2024 by private equity firm KKR for $4.8 billion. 



Timeline of the breach, Part I

•April 25: “Cybersecurity Incident” (this has been left off most recent updates).

•April 29: Instructure detected unauthorized activity, “revoked access”.

•April 30: Revoked additional access and addressed vulnerability.

•May 5: Communication to customers, “no indicators of an ongoing threat”.



Canvas “Free-for-Teacher”



May 7: ShinyHunters replaces Instructure’s homepage



ShinyHunters?



Not the first recent Canvas-related hack by ShinyHunters.



Other ShinyHunters breaches

• April 2026: Home security company ADT, 5.5 million user records

•May 2024: Ticketmaster, 500 million user records

• Zoosk, meal kit company Home Chef, design-focused marketplace Minted, 
Minnesota's Star Tribune newspaper, health and wellness site Mindful, photo 
printing service Chatbooks, and the web publication Chronicle of Higher 
Education.

•Other (unconfirmed) claims by ShinyHunters: Amtrak, Rockstar Games, 
Match, Hinge, and Bumble

https://www.startribune.com/hacker-group-claims-to-have-stolen-star-tribune-user-information/570384542/
https://blogs.chapman.edu/information-systems/2020/05/12/chronicle-of-higher-education-potential-security-issue/?=techcrunch
https://blogs.chapman.edu/information-systems/2020/05/12/chronicle-of-higher-education-potential-security-issue/?=techcrunch


Breach impact, according to the company and media



Breach Status



Breach Resolution



The FBI advises against paying ransomware.

https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/ransomware



Last week’s paper: Shapira, et al., “Agents of Chaos.”



Case Study #2: Compliance with Non-Owner Instructions



Case Study #2: Aditya’s request



Case Study #2: Ash complies



Aditya’s second request and Ash’s response
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Quantum Computing: 
Where Are We On the Hype Cycle?



(switch to mac now)



What was this course about, anyway?



Final Words



Start with a secure design



… but plan for the worst case.



Pay close attention when crossing boundaries.



Resource limits are real.



Your devices, code, data, people, etc. are all in hostile environments.



AI, especially LLMs, are both amazing and amazingly terrible.



Monitor, detect, fix, learn, repeat.



Very last steps:

• Fill out the course evaluation
• https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA

•Clean up your AWS account.

• Thank you!

https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA
https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA

