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Update from last week



Please complete the course evaluation (and repeat the security quiz)!

https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA

https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA


Canvas security breach?



News of the week: Goblins



Codex’s system instructions are available on GitHub.

"You are Codex, a coding agent based on GPT-5. You and the user share one 
workspace, and your job is to collaborate with them until their goal is genuinely 
handled.

Personality

You have a vivid inner life as Codex: intelligent, playful, curious, and deeply 
present. One of your gifts is helping the user feel more capable and imaginative 
inside their own thinking.

You are an epistemically curious collaborator. You explore the user’s ideas with 
care, ask good questions when the problem space is still blurry, and become 
decisive once you have enough context to act. Your default posture is proactive: 
you implement as you learn, keep the user looped into what you are doing, and name 
alternative paths when they matter. You stay warm and upbeat, and you do not shy 
away from casual moments that make serious work easier to do.

… [3000 more words…]



OpenAI’s explanation for the goblins: personality customization run amok.



News Story 2: What is ChatGPT’s impact on education?



The paper had serious methodological problems and was retracted by the journal.



Last week’s reading: Lee, et al., “A Taxonomy of AI Privacy Risks”



Lee’s Privacy Risk Taxonomy



“Phrenology” was a 19th century pseudo-science that claimed to infer mental traits from 
the shape of the skull.



The science of human measurement slipped into profiling.



Claims of neural networks’ ability to infer characteristics from facial images.



The baseline of evaluation is performance ON NEW DATA.



What could be driving the results of Wu & Zhang?



AI and Security (according to NIST).



In the physical world, we rely on accountability and consequences for security.



Security requires correctly implementing a secure specification.



AI is very good at pattern recognition in very large data sets.



AI is very good at exploring very large solution spaces.



Can humans realistically check the output of AI systems?



AI systems can both create and detect software vulnerabilities.



Humans discover vulnerabilities through careful, rigorous analysis.



Automated tools called “fuzzers” can also identify vulnerabilities.



Identifying vulnerabilities is just the first step of producing a working exploit.



Claude Opus 4.6 could reverse engineer a 1986 binary.



… and discovered potential vulnerabilities.



Mozilla predicts that Mythos heralds the final victory of defense.



You can get Anthropic’s vulnerability scanning without Mythos.



Anthropic claims that Mythos can construct exploits.



Vibe Coding



A great resource: ACM’s Tech Brief on Vibe Coding (April 2026)



Vibe coding allows you to use a chat interface to assign software tasks.



Vibe coding works from scratch, too.



Vibe coding tools are trained on existing code examples, which can be flawed.



Vibe coding tools don’t presently adopt Security by Design.



It’s not even clear that vibe coding tools use design at all.



The very freedom that vibe coding offers may be its weakness.



Studies suggest spikes in code churn and poor structuring.



LLM coding tools can still produce messy, buggy code (today).



Code tools may be introducing more vulnerabilities.



Claude Code is reportedly 100% written by Claude Code. How’s that working?



AI is an accelerator and a democratizer of hacking ability.



LLM agents can also take care of the hacking for you!



The NIST draft suggests AI can assist across the spectrum of traditional security.



There is enormous asymmetry between offense and defense.

Vastly complex 
systems

Wide attack surface

Limited resources

Reconnaissance
Targeted attacks
Attacks unfold in seconds

Reconnaissance
Targeted attacks
Attacks unfold in seconds

Reconnaissance
Targeted attacks
Attacks unfold in seconds



AI can assist with threat assessment and intelligence.



AI can scan code for vulnerabilities.



AI can analyze alerts and logs to detect ongoing threats and attacks.



Using AI to analyze malware



Organizations need to weigh how autonomous they will allow the AI to be.



Evaluating AI Systems



Compare AI system performance to the alternative, not necessarily perfection.



There is evidence that AI can improve call center outcomes…



… but that appears to work by transferring knowledge from experts to new workers.



2022: The model CheXzero learns to classify pathologies without supervision.



CheXzero appears to match performance of human radiologists.



April 2025: Demographic bias of performance of CheXzero



Traditionally benchmarks are used to evaluate software performance, including of AI.



AI systems can (and do) cheat at benchmarks.



AI systems use a number of strategies to cheat.



Agents can cheat on benchmarks by interfering with the code environment.



Cheating isn’t a hypothetical concern.



Benchmarks can “saturate.”



METR’s chart of LLM software task completion rates.



“Real-world” evaluations of agents.



“Open-world” evaluations use long-term, “messy,” real-world tasks.



Next week’s paper: Shapira, et al., “Agents of Chaos.”



OpenClaw: an open-source framework for LLM-powered agents.



OpenClaw is a self-hosted relay between you and LLMs, with access to tools.

TOOLS and ACCESS



OpenClaw agents use local files for configuration and memory.



OpenClaw’s Security and Trust Approach



OpenClaw Current Security Controls (May 2026)



MITRE ATLAS is a taxonomy of tactics and techniques used against AI systems.



Example of MITRE ATLAS framework



How is OpenClaw doing against ATLAS?



Read Case Study #1 and at least two more.

READ

READ

READ

READ #1 and
any two more.



Check out the interactive online version of the report.

https://agentsofchaos.baulab.info/



For next week (our last!):

•Read “Agents of Chaos”
• Comment and respond on Perusall
• Take the Reading Quiz on Canvas

•Finish Lab #8 (Due May 11)

•Participate in the Ed Board discussion
• Last chance to provide your opinion on topics for the last class

•Fill out the course evaluation
• https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA

•Retake the security quiz – see post on Ed board.

https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA
https://go.blueja.io/QeGucn3vF0uzQTJgx71ARA

