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News story of the week: Are LLMs really production ready?



Last Week’s Reading



Last Week’s Reading: Sugawara et al.



They worked in a basement after hours for safety.
Q: Why did they they start with the high-power laser? 



Q: Why are MEMS microphones sensitive to laser light?



Q: Why test so many devices?



Q: Is this a reasonable attack?



Q: What are the software countermeasures?
Q: What are the hardware countermeasures (besides what’s below)?



Visit the website: https://lightcommands.com
Watch the videos!

https://www.youtube.com/watch?v=L3CAZWLoG1Y https://www.youtube.com/watch?v=ozIKwGt38LQ

https://www.youtube.com/watch?v=L3CAZWLoG1Y
https://www.youtube.com/watch?v=ozIKwGt38LQ


Security and Safety of AI: The Big Picture

• Risks and harms associated with the use of AI (“Attacks on Users”)

• Securing AI systems against malicious behavior (“Attacks on AI systems”)

• Using AI systems in traditional security (“AI attacks on other systems”):
• Offense
• Defense
• We’ll talk about this next week



Examples of AI harms to users

• Privacy loss
• Cognitive impairment
• AI Psychosis
• Insider threats
• (Over-)confidence



Privacy risks and related harms



Does using chatbots to learn impair your cognition?



Chatbots can magnify or even induce forms of psychosis.



AI as insider threat



Claude agent “explains” why it did it



Is it reasonable to expect users to be smart enough to control LLMs?



LLMs are often confidently wrong.



AI is being rushed into production despite many remaining errors.



LLMs sound confident and convincing, but don’t reliably know what they don’t know.



LLM’s advice on confidence (h/t Joe H.)



Examples of attacks on AI systems

• Traditional attacks (e.g., intrusion)

• Integrity and correctness attacks

• Misuse

• Resource attacks



NIST’s taxonomy of attacks on AI systems



Zooming in on one component of the risk analysis



AI is software, and so is vulnerable to intrusion like any software.



Remember Mythos, Anthropic’s super-powerful hacker that they wouldn’t release?



LLMs memorize (portions of) their training data verbatim.



It’s very easy to insert new training data by posting to the Internet.



It is trivially easy to inject false data into modern LLMs.



Data poisoning infects training data with permuted images and misleading labels.



Open-weight models are also potential sources of backdoor attacks.



Microsoft’s analysis of backdoor triggers



Prompts and system prompts



“Prompt injection” attacks try to get an LLM to do something it shouldn’t.



“Jailbreaking” attacks attempt to bypass limits on the types of use of AI systems.



Multi-turn prompt injection attacks



AI can supercharge/automate traditional forms of attacks.



Spammers use OpenAI interface to customize spam messages to websites.



Spam marketing messages sent to websites



Further details from SentinelLabs



The large LLM companies report on malicious use.



Why is malicious use of LLMs so dangerous/effective?

• Lower the level of required skill

• Lower the cost to organizations to do bad stuff

• Automate the process

• Can be used in an increasing set of the kill chain

• Can adapt/change faster than before and likely faster than the defense



How are the LLM companies countering malicious use?



Can LLMs help produce weapons of mass destruction?



Resource Attacks



Current AI use is significantly subsidized.



Electricity prices are likely to continue to increase.



… but inference will get cheaper and open-source models get better.



Resource attacks are an important class of vulnerability.



There are subtle ways for attackers to consume your resources.



The end of the era of subsidization may be coming soon.



Red-teaming has the potential to discover vulnerabilities, but isn’t a science yet.



Watermarking and other detection techniques



Norbert Wiener (1960)

“If we use, to achieve our purposes, a mechanical agency with 
whose operation we cannot interfere effectively [...] we had 
better be quite sure that the purpose put into the machine is 
the purpose which we really desire.”

- “Some Moral and Technical Consequences of Automation”

https://www.science.org/doi/10.1126/science.131.3410.1355


Are we sure LLMs are aligned with our intents? 



Aligning AI behavior with … what? … is a difficult and unsolved problem.



Even those laws are hard.



AI Governance

• Public transparency and disclosure

• Testing and evaluation

• Data quality and curation

• Risk assessment process

• Redress

• Independent review

• Monitoring



Reading

Optional

• LLM’s Data-Control Path Insecurity, Bruce Schneier, May 9, 2024 —
https://cacm.acm.org/opinion/llms-data-control-path-insecurity/

• “Real Attackers Don’t Compute Gradients,” Giovanni Apruzzese, et al.

https://cacm.acm.org/opinion/llms-data-control-path-insecurity/
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Mozilla predicts that Mythos heralds the final victory of defense.





















code_leaderboard_client.py – what’s going on?

https://github.com/Harvard-CSCI-E-11/spring26/blob/main/lab7_memento/code_leaderboard_client.py
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Registration events…

•% curl https://leaderboard.csci-e-11.org/api/register

•{"name":"NEAT MUD","opaque":"{\"name\": \"NEAT MUD\", 
\"first_seen\": 1777219672}.Q5QmeO98jlAkxdSZAW3Dnpdl864"}



Registration events…

•% curl https://leaderboard.csci-e-11.org/api/register

•{"name":"NEAT MUD","opaque":"{\"name\": \"NEAT MUD\", 
\"first_seen\": 1777219672}.Q5QmeO98jlAkxdSZAW3Dnpdl864"}

•% curl https://leaderboard.csci-e-11.org/api/register

•{"name":"MASSIVE WEDDING","opaque":"{\"name\": \"MASSIVE 
WEDDING\", \"first_seen\": 1777219805}.-
EqSWWjxYoSCGufxBTSVpEji_50"}



Registration events…

•% curl https://leaderboard.csci-e-11.org/api/register
•{"name":"NEAT MUD","opaque":"{\"name\": \"NEAT MUD\", 
\"first_seen\": 1777219672}.Q5QmeO98jlAkxdSZAW3Dnpdl864"}

•% curl https://leaderboard.csci-e-11.org/api/register
•{"name":"MASSIVE WEDDING","opaque":"{\"name\": \"MASSIVE 
WEDDING\", \"first_seen\": 1777219805}.-
EqSWWjxYoSCGufxBTSVpEji_50"}

•% curl https://leaderboard.csci-e-11.org/api/register
•{"name":"MIRTHFUL MENU","opaque":"{\"name\": \"MIRTHFUL 
MENU\", \"first_seen\": 1777219810}.QkS1DdHvObTlpZ6MguNF3-
w_0Yg"}



Curl can also post.

•% curl -X POST https://leaderboard.csci-e-11.org/api/register -d 
"email=simsong@acm.org" -d "course_key=foobar"

•<!doctype html>
<html lang=en>
<title>404 Not Found</title>
<h1>Not Found</h1>
<p>email address simsong@acm.org is not registered</p>

•% curl -X POST https://leaderboard.csci-e-11.org/api/register -d 
"email=sgarfinkel@fas.harvard.edu" -d "course_key=foobar"

•<!doctype html>
<html lang=en>
<title>404 Not Found</title>
<h1>Not Found</h1>
<p>invalid course_key</p>



Worried that your Alexa was hacked? Check your voice recordings…









Who is this?


