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News Story of the Week: Signal message text retrieved by FBI.

https://www.404media.co/fbi-extracts-suspects-deleted-signal-messages-saved-in-iphone-notification-
database-2/



April 2025: Crosswalk messages hacked.

https://www.wired.com/story/crosswalk-city-hack-cybersecurity-lessons/



Reading of the Week: Nizetic



IoT: Utopia or Necropolis?



Why is IoT security important?



IoT devices can be beachheads into more secure networks.



IoT devices can be placed in sensitive or private locations.



Internet-connected devices are used in healthcare, even embedded in our bodies.



In 2013, Barnaby Jack hacked a pacemaker remotely to generate a lethal shock.



Have things improved since then?



Did we learn anything? Maybe.



Internet-connected Critical Infrastructure is another serious threat to safety.

https://www.gao.gov/blog/internet-connected-technologies-can-improve-services-face-risks-cyberattacks



2021 ransomware attack paralyzed Colonial Pipeline, leading to gas shortages.

https://www.nytimes.com/2021/05/10/business/colonial-pipeline-ransomware.html



Count of known CVEs affecting CI are increasing, many with no patch available.



Embedded processors are still under attack.



The Internet of Broken Things

https://hapgood.us/2016/10/21/internet-of-broken-things/

Ward Cunningham, 2014



What do you do when your IoT devices stop working? You throw them out.



Compromised IoT devices serve as infrastructure for botnet DDoS attacks.

Architecture of the Mirai botnet



IoT Physical Attacks



Q: What if you could “edit” a silicon chip?



Chip editing is real.

https://www.thermofisher.com/us/en/home/semiconductors/circuit-edit.html/1000 
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“Chip Off”

https://www.sciencedirect.com/science/article/pii/S2666281722001627 

https://www.sciencedirect.com/science/article/pii/S2666281722001627


Joint Test Action Group (JTAG) — a universal hardware back door

•JTAG uses:
• Read memory
• Write memory
• Exercise hardware

Netgear DG632 ADSL Router

Internal circuit board. 

JT
AG



ESP32 (Memento processor) supports JTAG.

https://github.com/PBearson/ESP32-With-ESP-PROG-Demo 
https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-guides/jtag-debugging/index.html 
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Grey Key

https://www.zdnet.com/article/graykey-box-promises-to-unlock-iphones-for-police/ 
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You can extract Wi-Fi passwords from IoT device memory.



IoT Privacy Attacks



Strava Heatmaps showed where people were running.



Anonymized, unlabeled data showed patterns of use.



Heatmap revealed location of and streetmap of military base in Afghanistan.



Alexa, testify!



Hidden cameras



Smart glasses raise additional privacy concerns.



NIST Attack Analysis



NIST analyzed many IoT vulnerability scenarios with the MITRE ATT&CK.



Unauthorized access to baby monitors



Mirai malware variants



Access to data and networks through used IoT devices



Why is IoT security so hard?



The IoT attack surface is extremely broad.



Medical devices create a separate range of difficulties.



Embedded processors have limited capabilities.

https://developer.arm.com/community/arm-community-blogs/b/architectures-and-
processors-blog/posts/introducing-cortex-a32-arm-s-smallest-lowest-power-armv8-a-
processor-for-next-generation-32-bit-embedded-applications



Devices can lose features if not supported by the manufacturer.



Even the largest tech companies strand IoT devices.



FTC: Not supporting devices may violate the law.



Expert Advice on How to Protect IoT Devices



CISA’s advice on how to improve the security of Internet-enabled devices:

• Evaluate your security settings.

• Ensure you have up-to-date software.

• Connect carefully.

• Use strong passwords.

https://www.cisa.gov/news-events/news/securing-internet-things-iot



National Cybersecurity Alliance advice on IoT security

• Do your homework
• Change the default passwords!
• Set privacy settings to your comfort level
• Keep them on guest network
• Stay on top of updates
• Don’t use a feature? Disable it!
• Be mindful of where you place devices



Let’s go to the most reliable source for good advice.

• Change Default Passwords Immediately
• Keep Your Devices Updated
• Enable Encryption
• Segment Your Network
• Purchase Devices from Reputable Vendors
• Limit Data Collection and Sharing
• Manage Remote Access Carefully
• Monitor Device Activity
• Dispose of Devices Securely
• Stay Informed



The Corporate View on How to Protect IoT Devices



AWS View of IoT

•

https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html 

https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html


AWS tools to manage IoT



AWS IoT Core Services



Many IoT system use MQTT (Message Queuing Telemetry Transport) for messages.

subscribe (topic=sports/tennis)



The corporate/vendor view of IoT security.



Enterprise management • network protection • secure access • threat detection



Sector-specific security vendors



Asset Management



Every IoT device needs a cert



Router Security



March 2026: FCC bans all foreign-made consumer routers



Key points…

• “Compromised routers can enable in-depth network surveillance, data exfiltration, botnet 
attacks, and unauthorized access to U.S. government or American businesses’ networks.”

• “a majority of the routers in American homes and businsses are produced outside the 
United States.”

• “Recently, malicious state and non-state sponsored cyber attackers have increasingly 
leveraged the vulnerabilities in small and home office routers produced abroad to carry out 
direct attacks against American civilians in their homes.”

• “Additionally, routers produced abroad were directly implicated in the Volt, Flax, and Salt 
Typhoon cyberattacks which targeted critical American communications, energy, 
transportation, and water infrastructure.”

https://www.fcc.gov/sites/default/files/NSD-Routers0326.pdf 
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FCC bans on imports require a determination of unacceptable risk to national security.



Why focus on routers?



Russia hacked older routers.

https://krebsonsecurity.com/2026/04/russia-hacked-routers-to-steal-microsoft-office-tokens/



Forest Blizzard redirected DNS to hostile sites.



NIST published guidance on consumer router security in 2024.



The NIST IoT Labeling Project



In 2022, NIST released a report on cybersecurity labeling for consumer IoT devices.



The report was the endpoint of a process started by executive order.



NIST labeling project



NIST labeling considerations



NIST labeling project: Product Criteria



NIST labeling project Claims



2024: FCC voted to create a labeling program.



Next week’s reading: Light Commands



Using lasers to attack voice control systems (e.g., Amazon Echo/Alexa)



Visit the website: https://lightcommands.com
Watch the videos!

https://www.youtube.com/watch?v=L3CAZWLoG1Y https://www.youtube.com/watch?v=ozIKwGt38LQ

https://www.youtube.com/watch?v=L3CAZWLoG1Y
https://www.youtube.com/watch?v=ozIKwGt38LQ


For next week

• Read Sugawara
• Comment and respond on Perusall
• Watch the presentation video (optional but cool!)
• Take the Reading Quiz on Canvas

• Participate in Ed Board discussion
• Reply with suggestions for topics for Class 15

• Finish Lab 7 (due April 27)


