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Happy IoT Day (observed)!



Predictions about IoT don’t have a great track record.



Even if we believe predictions, what do they mean?

https://infohub.delltechnologies.com/en-us/l/edge-to-core-and-the-internet-of-things-2/internet-of-things-and-data-placement

2019:

2025:



Today is World Quantum Day!



Last Week’s Reading: Mirzadeh, et al.



Continuing the conversation about LLM reasoning…



Others think that LLMs are already revolutionizing mathematics.

What’s the maximum number of points you can draw 
on an n x n grid without forming an isosceles triangle?



News of the week: Anthropic’s Mythos and Project Glasswing

https://red.anthropic.com/2026/mythos-
preview/



The media jumped on and amplified the Mythos story.



This is not the first time an LLM company said its model was too powerful to release.

https://techcrunch.com/2019/02/17/openai-text-generator-
dangerous/



Mythos seems capable but there may be less than meets the eye.



The Internet of What?



Early example: The CMU Coke machine

Originally connected to the timesharing machine in the 1970s
        EMPTY   EMPTY   1h 3m
        COLD    COLD    1h 4m
 

> In 1992, a second year graduate student and a full time staff member
> of the CMU CS department decided to re-connect the coke machine to the
> internet.  The new Coke Machine Interface passively senses the
> presence of bottles in the machine by the state of the "empty" light
> for each column.  The status of the nearby M&M machine is also
> monitored.  The new Coke Machine Interface is based on home-brew
> optical isolators designed by John Zsarnay before he left CMU in 1991.
> The new Coke Machine Interface resides on a PC-XT class machine whose 
> host name is COKE.ELAB.CS.CMU.EDU at IP address 128.2.209.43.

       The "Only" Coke Machine on the Internet

Hi, I'm the CMU CS Department Coke Machine.  A lot of folks have
written a quite a bit about me in the last couple of years, and most
of them can tell you more about the history of me and my family than I
can.  Before I worked here, my Mom, and I think her Pop (heh heh :-)
used to sell sodas to the folks in the Computer Science Department.
In fact, my family has been here longer than most of the students, and
even a lot of the faculty.  We moved to the third floor of the
computer science building (Wean Hall) in the 70's.  I still sell Coke 
in bottles, but they're big 20 oz plastic things these days.  They go
for 50 cents each, which I guess isn't too bad considering inflation.
And at least they don't break inside me any more like the glass ones
used to.  What a mess...

Tom Lane had the following to say about us:

> Since time immemorial (well, maybe 1970) the Carnegie-Mellon CS
> department has maintained a departmental Coke machine which sells
> bottles of Coke for a dime or so less than other vending machines
> around campus. As no Real Programmer can function without caffeine,
> the machine is very popular. (I recall hearing that it had the highest
> sales volume of any Coke machine in the Pittsburgh area.) The machine
> is loaded on a rather erratic schedule by grad student volunteers.
> 
> In the mid-seventies expansion of the department caused people's
> offices to be located ever further away from the main terminal room
> where the Coke machine stood. It got rather annoying to traipse down
> to the third floor only to find the machine empty - or worse, to shell
> out hard-earned cash to receive a recently loaded, still-warm Coke.
> One day a couple of people got together to devise a solution.
> 
> They installed micro-switches in the Coke machine to sense how many
> bottles were present in each of its six columns of bottles. The
> switches were hooked up to CMUA, the PDP-10 that was then the main
> departmental computer. A server program was written to keep tabs on
> the Coke machine's state, including how long each bottle had been in
> the machine. When you ran the companion status inquiry program, you'd
> get a display that might look like this:
> 
>                 EMPTY   EMPTY   1h 3m
>                 COLD    COLD    1h 4m
> 
> This let you know that cold Coke could be had by pressing the
> lower-left or lower-center button, while the bottom bottles in the two
> right-hand columns had been loaded an hour or so beforehand, so were
> still warm. (I think the display changed to just "COLD" after the
> bottle had been there 3 hours.)
> 

https://www.cs.cmu.edu/~coke/history_long.txt 

https://www.cs.cmu.edu/~coke/history_long.txt


1990: The Internet Toaster



1999: Kevin Ashton, MIT Auto-ID Center, coins “Internet of Things” 

https://alchetron.com/Kevin-Ashton 

https://alchetron.com/Kevin-Ashton
https://alchetron.com/Kevin-Ashton
https://alchetron.com/Kevin-Ashton


What is an RFID Reader?

Four main elements: Tags, Readers, Antennas, and Network 
Systems

(eg Savant)

Elements of an RFID system



Examples of things.

GE Washer/Dryer



The What of Things?



The Internet is a set of networks that use the Internet Protocol (IP) to communicate.



IPv4 uses 32-bit addresses

Sample addresses:
127.0.0.1   loopback address
10.0.0.1   local network gateway
8.8.8.8   A popular nameserver
23.185.0.1  dce.harvard.edu   



The IPv4 address space is “exhausted.”



Private networks and network address translation help conserve IPv4 address space.

https://en.wikipedia.org/wiki/Network_address_translation 
https://en.wikipedia.org/wiki/Private_network 

RFC 1918 
name IP address range Number of 

addresses
Largest CIDR block 

(subnet mask)
Host ID 

size
Mask 
bits

24-bit block 10.0.0.0 – 
10.255.255.255 16777216 10.0.0.0/8  (255.0.0.0) 24 bits 8 bits

20-bit block 172.16.0.0 – 
172.31.255.255 1048576 172.16.0.0/12  (255.240.0.0) 20 bits 12 bits

16-bit block 192.168.0.0 – 
192.168.255.255 65536 192.168.0.0/16 

(255.255.0.0) 16 bits 16 bits

https://en.wikipedia.org/wiki/Network_address_translation
https://en.wikipedia.org/wiki/Private_network
https://en.wikipedia.org/wiki/CIDR


IPv6 uses 128-bit addresses.

Sample addresses:
fe80::1      loopback address
fe80::434:97ff:feef:3a1d  local IP address
2620:12a:8000::1    dce.harvard.edu   



IPv6 adoption is inching toward 50%.

https://www.google.com/intl/en/ipv6/statistics.html

https://www.google.com/intl/en/ipv6/statistics.html


Local networks of IoT devices often use mesh networks to communicate.

https://circuitdigest.com/article/understanding-z-wave-protocol-and-its-role-in-home-automation



Short- and medium-distance mesh networking examples



Sensors



Sensor examples



Sensor Examples



Sensor Examples



Sensor Examples



Sensor Examples



Sensor Examples





Sensor Examples



Sensor Examples



Sensor Examples



Potentially relevant sensor attributes

• Accuracy (and offset or drift)

• Range of detection (and linearity)

• Precision (and sensitivity)

• Speed to obtain a sample

• Sensitivity to electrical or thermal noise

• Power consumption

• Quantity of data generated



Spec Sheets define the operating characteristics of a sensor.



AI + IoT Architecture



In designing IoT systems, you have a budget of processing, communication, and 
battery.

Control Messages

Data Collection

Action Analysis



AI chips still consume a lot of power.



Most batteries couldn’t support that chip for even an hour.



Wireless communication uses power, too!



“Federated learning” lets edge devices update models locally.



IoT complicates addressing and configuration.

How it started… How it’s going



How do IoT devices from multiple sources cooperate?

https://www.nytimes.com/wirecutter/reviews/what-you-need-to-know-about-
matter/

Badly.



AI + IoT Use Case Applications



Measuring tire pressure saves lives and reduces carbon emissions.

valve cap

valve stem



You can also indirectly measure a tire’s pressure.



TPMS creates privacy risks.



What if sensors could predict failure before it happened?



Traffic lights and CCTVs can be an IoT system controlling traffic.



AI and IoT for Smart Cities, Take Two 



The system collects data on-board and floats it through the network.





Simulated predictions of queue length for freight vehicles



IoT and AI in a health care context



Performance characteristics of Health-IoT system



Capsule Endoscopy!

https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366

https://www.youtube.com/watch?v=FmE93ox9e2c

https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.mayoclinic.org/tests-procedures/capsule-endoscopy/about/pac-20393366
https://www.youtube.com/watch?v=FmE93ox9e2c


IoT and Agriculture

implanted
5 year battery life
Wi-Fi
Transmits temperature



Precision Agriculture Technologies



Agg drones for crop monitoring and spraying

https://fruitgrowersnews.com/news/fully-autonomous-drone-introduced-for-large-scale-farm-operations/

https://fruitgrowersnews.com/news/fully-autonomous-drone-introduced-for-large-scale-farm-operations/
https://fruitgrowersnews.com/news/fully-autonomous-drone-introduced-for-large-scale-farm-operations/
https://fruitgrowersnews.com/news/fully-autonomous-drone-introduced-for-large-scale-farm-operations/
https://fruitgrowersnews.com/news/fully-autonomous-drone-introduced-for-large-scale-farm-operations/
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Use of precision agriculture in U.S.



The “Internet of Energy”



Examples of the smart power grid today



Labs



Lab6 was due April 13



Lab5 vs. lab6



Lab5 vs. lab6



Lab5 modifications to image_validate.py

#
# == STUDENTS - START LAB5 MODIFICATIONS ==
#

validated = is_valid_jpeg(image)

#
# == STUDENTS - END LAB5 MODIFICATIONS ==
#



Lab6 modifications to image_validate.py

################################################################
###### LAB6 - TEXT RECOGNITION WITH AMAZON REKOGNITION #####
try:

# STUDENTS - Get an A - text detection  goes here
# See:
#   - https://docs.aws.amazon.com/rekognition/latest/dg/text-detection.html
#   - https://docs.aws.amazon.com/rekognition/latest/dg/text-detecting-text-procedure.html
# OLD:
# detected_text = ""

# NEW:
response = rekognition_client.detect_text( Image={"Bytes": image} )
detected_text = response.get("TextDetections", [])

# == STUDENTS - END LAB6 MODIFICATIONS ==
app.logger.info("detected_text_json=%s",detected_text)

except BotoCoreError as e:
detected_text = []
app.logger.error("text rekognition error: %s",e)

################################################################



Lab7 – the MEMENTO or the ESP32-S3-EYE

You can do Lab7 with either the MEMENTO or the ESP32-S3-EYE



Don’t delay!

You may find it challenging to load circuit python onto your microcontroller.
—First try the web-based programmer.
—If that doesn’t work, install Python and try the python-based programmer.

You may find it difficult to put your microcontroller onto your WiFi network.
—You need to have a simple username/password authentication.
—You cannot use ”captive portal”
—It may not work with WPA3 in enterprise authentication mode.
—It will not work if you require a PKI certificate

So it won’t work on Harvard WiFi!



Sometimes the leaderboard may appear to not work!



Always make sure you are connecting on https:// and not http://



Remember — if you don’t have a microcontroller, you can run the linux client.

It’s already on your EC2 Instance!



Next week’s reading: Nizetic, et al.



For Next Week

• Read Nizetic
• Comment and respond on Perusall
• Take the reading quiz

• Participate in Ed Board discussion
• Start Lab 7 (due April 27)
• If necessary, get an extension on your taxes (but you still have to pay by 4/15!)
• Enjoy the weather!



What is an RFID Reader?

Four main elements: Tags, Readers, Antennas, and Network 
Systems

(eg Savant)

Elements of an RFID system



RF system variables

1. Choice of operating frequency
2. Tag IC, tag antenna design
3. Reader, reader antenna design
4. Proximate materials
5. Sources of external interference



Major RFID markets by frequency

US, Canada
125KHz
13.56MHz
902-928MHz

EU Countries
125KHz
13.56MHz
868-870MHz

Japan
125KHz
13.56MHz
950-956MHz



RFID tags at different frequencies

125 KHz

TI

Philips

Others

13.56 MHz

Tagsys

Philips

TI

Microchip

Others

915 MHz

Intermec

SCS

Matrics

Alien 

Philips

TI

2.4 GHz

Intermec

SCS

Hitachi



Tag anatomy

Substrate

Tag IC

Antenna

Die attach



Tag block diagram

Antenna

Power Supply

Tx Modulator 

Rx 
Demodulator

Control Logic
(Finite State 
machine)

Memory
Cells

Tag Integrated Circuit (IC)



What does a reader do?

• Primary functions:
Remotely power tags
Establish a bidirectional data link
Inventory tags, filter results
Communicate with networked server(s)



Reader anatomy

915MHz
Radio

Network
Processor

Digital Signal
Processor
(DSP)

13.56MHz
Radio

Power
Supply



A passive RFID 
communication model

Tags

Reader

Power from RF field

Reader
Antenna

Reader->Tag Commands

Tag->Reader Responses

RFID Communication 
Channel



Limiting factors for passive RFID

1. Reader transmitter power Pr (Gov’t. limited)
2. Reader receiver sensitivity Sr 
3. Reader antenna gain Gr (Gov’t. limited)

4. Tag antenna gain Gt (Size limited)
5. Power required at tag Pt (Silicon process limited)
6. Tag modulator efficiency Et 



Reader->Tag power transfer

Reader

Reader
Antenna

Tag

Q: If a reader transmits Pr watts, how much power Pt does the tag 
receive at a separation distance d?

A: It depends-
 UHF (915MHz) : Far field propagation : Pt µ 1/d2

 HF (13.56MHz) : Inductive coupling : Pt µ1/d6

Separation
distance d



Typical UHF system parameters

• Reader Transmit Power Pr = 30dBm (1 Watt)
• Reader Receiver Sensitivity Sr = -80dBm (10 -11 Watts)
• Reader Antenna Gain Gr = 6dBi 

• Tag Power Requirement Pt = -10dBm (100 microwatts)
• Tag Antenna Gain Gt = 1dBi
• Tag Backscatter Efficiency Et = -20dB

• System operating wavelength l = 33cm (915MHz)



Conclusions

• There are serious practical limitations to passive RFID read 
range.

• It is not practical to read a passive UHF RFID tag from Earth 
orbit.

• Improvements to tag IC design will yield commercially 
helpful, but probably privacy-insignificant increase in read 
range.

 
• UHF RFID signals are easily shielded by common materials 

(aluminum foil, antistatic bags, or your hands).


