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BBC: TikTok won’t use end-to-end encryption.

TikTok won't protect DMs with
controversial privacy tech, saying it
would put users at risk

6 days ago Share «§  Save []

Joe Tidy
Cyber correspondent, BBC World Service




A newly proposed quantum algorithm might break RSA faster than Shor’s.

DATA PROTECTION

Quantum Decryption of RSA Is Much Closer Than
Expected

For decades, the quantum threat to RSA and ECC encryption has been tied to Shor's algorithm and the assumption that we
would need million-qubit quantum computers to make it practical. A newly announced algorithm challenges that assumption

and suggests the breaking point could arrive far sooner than expected.

2 £ x]e]-
- By Kevin Townsend | March 3, 2026 (9:00 AM ET)

https://www.securityweek.com/quantum-decryption-of-rsa-is-much-closer-than-expected/

Preprint Article  This version is not peer-reviewed.
A Novel Hybrid Quantum Circuit for Integer Factorization: per-qubit or transform-only efficiency claim.
End-to-End Evaluation in Simulation and Real Quantum hardware, JVG reduced the required runtime from 67.8 s to 2 s,

Hardware and the quantum gate counts by over 98% g (s][=e1(le]aR{e]g

Jesse Van Griensven Thé *, Victor Oliveira Santos "*/, Bahram Gharabaghi

https://www.preprints.org/manuscript/202510.1649



Intel claims breakthrough on Fully Homomorphic Encryption (thanks, Burhan!)

Intel Demos Chip to Compute With
Encrypted Data > Fully homomorphic

encryption chip speeds operations 5,000-
fold

BY SAMUEL K. MOORE | 8 HOURS AGO | 6 MIN READ | []

Samuel K. Moore is IEEE Spectrum’s semiconductor editor.
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Intel's prototype FHE chip can keep a secret. INTEL

https://spectrum.ieee.org/fhe-intel



Paper: The Complex Path to Quantum Resistance

TEXT

security ONLY

The

Complex

Path
to

Quantum

Resistance

IS YOUR ATEFEH MASHATAN AND DOUGLAS HEINTZMAN

ORGANIZATION
PREPARED?

here is a new technology on the horizon that
will forever change the information security and
privacy industry landscape. Quantum computing,
together with quantum communication, will
have many beneficial applications but will also
be capable of breaking many of today’s most popular
cryptographic techniques that help ensure data
protection—in particular, confidentiality and integrity of
sensitive information. These techniques are ubiquitously
embedded in today’s digital fabric and implemented by
many industries such as finance, health care, utilities, and
the broader information communication technology (ICT)
community. It is therefore imperative for ICT executives
to prepare for the transition from quantum-vulnerable to
quantum-resistant technologies.

This transition will be particularly complex, time-

2021 65




Authentication

Multipass. <



ldentity authentication relies on establishing that a claim matches an
enrollment.

Fast, easy and secure
enrollment solutions

Our trusted and long-lasting partnership with
the U.S. government and decades of know-how
IN biometric security uniquely positions IDEMIA
to provide a range of innovative enrollment

solutions.

Learn how we can help make the enrollment
process a breeze, whether online or in-person.
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Authentication 1

Enter Password

Enter the pazsword for Ken Moore/Groove:;
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Passwords can be guessed. “Strength”

unique.

Rank
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https://en.wikipedia.org/wiki/List_of_the_most_common_passwords

Password
123456
admin
12345678
123456789
12345
password
Aa123456
1234567890
Pass@123
admin123
1234567
123123
111111

12345678910

P@sswOrd
Password

Aa@123456

admintelecom

Admin@123
112233

Count of password uses
21,627,656
21,030,012
8,274,408
5,673,712
3,950,777
3,545,119
2,520,728
1,418,939
1,210,039
1,087,247
1,084,354
1,060,563
990,391
988,396
770,658
755,709
735,141
585,620
579,512
576,908
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123456
123456789
qwerty
password
1111111
12345678
abc123
1234567
password1
12345
1234567890
123123
000000
lloveyou
1234
192w3e4rbdt
Qwertyuiop
123
Monkey

Dragon

Rank #
1
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't the point; good passwords are

Password ¢
123456
123456789
12345678
password
gwerty123
gwerty1
111111
12345
secret
123123
1234567890
1234567
000000
qwerty
abc123
password1
iloveyou
11111111
dragon

monkey



Passwords can be stolen.

META

Keeping Passwords Secure

March 21, 2019 An Coimisiin um
Chosaint Sonrai YOUR DATA FOR ORGANISATIONS RESOURCES WHO WE ARE NEWS AND MEDIA DATA PROTECTION OFFICERS

il|imilin LISTEN TO ARTICLE Data Protection
Commission

Home » News & Media » Press releases

Irish Data Protection Commission fines
Meta Ireland €91 million

27th September 2024

The Data Protection Commission (DPC) has today announced its final decision
following an inquiry into Meta Platforms Ireland Limited (MPIL). This inquiry was
launched in April 2019, after MPIL notified the DPC that it had inadvertently stored
certain passwords of social media users in ‘plaintext’ on its internal systems (i.e.

without cryptographic protection or encryption).

Pedro Canahuati, VP Engineering, Security and Privacy

As part of a routine security review in January, we found that some user
passwords were being stored in a readable format within our internal data
storage systems. This caught our attention because our login systems are
designed to mask passwords using techniques that make them
unreadable. We have fixed these issues and as a precaution we will be
notifying everyone whose passwords we have found were stored in this
way.



To protect password files, encrypt or hash each password.

.'I nhtpasswd - Notepad

File Edit Format View Help

capello:$apr13oKP9ceye$X. JVYVZujjKkTZBNGECeC610

administrator:$aprl1$zbgT1Imz$OLJGsCpdmrNAmsSk6BmwgLO

superuser:SaprlSB.OGEVVp$f9xAngjusteBsyZLxsvo
$1k55iuf5h7EZBd1fNdjIS0

user :$aprl13$d5UHPRUN
webmaster : $aprl$z2ndmxxmhib2gfhajxXcHQEkOsglIB]l3.



https://melapress.com/htpasswd-tutorial-create-an-apache-password-file/
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But attackers can use “rainbow tables” to attack hashed passwords.
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https://en.wikipedia.org/wiki/Rainbow_table



“Salting” passwords can raise the cost of rainbow tables.

Hashing and Salting Alice's Password

User: Alice

Password: (EEEEEE
Salt
Salted input: EEIRNEELE oyt ki =GENT

Hash (S HA-2 56) B 07dbb6e6832dak841dd79701200e4b179f1a94a7b3dd2661281713c03117434

Hashing and Salting Bob's Password

User: Bob

Passwor: (IR
SENM f1nd1ngdory
SENCIoNIgIolNIM arm1990Me0f1nd1ngdery

SEENRSIR S A )M 11c150eb6c1b776F390be60aRa5933a2a2f8c0adce766ed92fea5bfdo313c8F6




Can you defend against attacks on password-based authentication?

NIST Special Publication 800-63B

NIST SP 800-63 Digital Identity

Digital Identity Guidelines Guidelines

Authentication and Lifecycle Management

June 2017 July 2025

https://doi.org/10.6028/NIST.SP.800-63b https.//pages.nist.gov/800-63-4/



Password managers create and remember unique (strong) passwords for you.

U bitwarden All vaults 00 (Ag

Password Manager

&) Vault FILTERS Name Samer 8
<] Send e
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Password managers may not be as perfectly secure as they claim.

WRIR 14D

MATT BURGESS ANDY GREENBERG LILY HAY NEWMAN SECURITY
AM

FEB 21. 2826 6:38

Security News This Week:
Password Managers Share a
Hidden Weakness

Matteo Scarlata

Zero Knowledge (About) Encryption:
A Comparative Security Analysis of Three Cloud-based Password Managers

! , Giovanni Torrisi

2 T, Matilda Backendal 2T, and Kenneth G. Paterson © !

! Department of Computer Science, ETH Zurich, Switzerland

2 Faculty of Informatics, Universita della Svizzera italiana (USI), Switzerland

Class Ref Name Cause Impact Interaction Mitigations
BWO1 Malicious Auto-Enrolment  Lack of Key Auth, Full vault compromise ¥ 1 join PKA, SC
Key Substitution
> 532 BWO02 Malicious Key Rotation Key Substitution Full vault compromise 7 1 rotation SC
£4 L% BWO03 Malicious KC Conversion  Lack of Key Auth, Full vault compromise ¥ 1 dialog PKA, SC
Key Substitution
LPO1  Malicious Password Reset ~ Lack of Key Auth  Full vault compromise 1 login PKA, SC
BWO04 Unprotected Item Metadata Lack of Auth Enc  Read and modify metadata - AE, AD
BWO5 Item Field Swapping Lack of Key Sep Field and item swapping - KS
§ BWO6 Icon URL Item Decryption Lack of Key Sep Loss of confidentiality f 1 open KS
E ‘8. BW07 Remove KDF Iterations Lack of Auth Enc  No brute-force protection 1 login AD
93 g LPO2 Item Field Swapping Lack of Auth Enc  Field and item swapping - KS, AE
= @ LP03 Icon URL Item Decryption Lack of Key Sep Loss of confidentiality f 1 open KS, AE
2 = LP04 Remove KDF Iterations Lack of Auth Enc  No brute-force protection 1 login AD
S LPO5 Malleable Vault Lack of Auth Enc  Loss of vault integrity - AE
LP0O6 Unprotected Item Metadata Lack of Auth Enc  Read and modify metadata - AD, AE
DLOI Transaction Replay Lack of Key Sep Loss of vault integrity - KS
BWO08  Organisation Injection Lack of Key Auth  Add users to arbitrary orgs 1 sync SC
20 BWO9  Organisation Overwrite Lack of Key Auth, Organisation compromise ¥ 1 join PKA, SC
5 Key Substitution
7 LPO7  Sharing Key Overwrite Lack of Key Auth  Shared vault compromise ¥ 1 join PKA
DL02  Sharing Key Overwrite Lack of Key Auth  Shared vault compromise ¥ 1 join PKA
BWI10 Disable Per-Item Keys Lack of Auth Enc  Downgrade key hierarchy - KS, AD
, & BWIIL User Key Overwriting CBC Support Loss of confidentiality f 2 logins AE
’g g BWI12 Downgrade to Legacy CBC Support Full vault compromise ¥ 2 logins AE
E "é DLO3 Item Injection CBC Support Loss of vault integrity 10* syncs AE
& & DL04 Remove KDF Iterations CBC Support No brute-force protection 10% syncs AE
R S DLO5 CBC-Only Downgrade CBC Support Loss of confidentiality | 10° syncs AE
DLO6 Lucky 64 CBC Support No brute-force protection 104 Syncs AE




It can be easier to attack passwords at the point that the user enters it.

Attacker sends an
email to the victim

[ NON ] @ AirDrive Forensic Keylogger X +

&« > C 25 amazon.ca/AirDrive-Forensic-Keylogger-Cable-Pro/dp/BO7DCCBBHT * © 2 B ™ o )] Y, 0

Delivering to Balzac T4B 2T A Hello, sign in Returns
) amazon.. © update location Electronics ~ | Search Amazon.ca Q B EN. Account & Lists - & Orders -\-ICart

— All BestSellers Prime ~ Electronics New Releases Deals Store Books Home Fashion Giftldeas Music Toys & Games Sports & Outdoors Computers Gift Cards Health & Household Reacher - Watch now

Electronics  Deals  BestSellers Handpicked TV & Home Theatre  Camera & Photo ~ Computers & Tablets  Cell Phones & Accessories ~ Headphones & Speakers  Car Electronics ~ Musical Instruments  Office & School Supplies ~ Wearable Technology

&

&8
=

k icti
Atta C e r VI Ct I m Electronics » Computers & Accessories > Accessories > Cables & Accessories > Cables » USB Cables

AirDrive Forensic Keylogger Cable Pro - USB Extension Cable

$175%
Hardware keylogger with Wi-Fi and 16MB Memory

Brand: AirDrive $17.99 delivery March 5 - 14.
Details
H H 1 $1 7599 Or $23.50 delivery February 25
AttaCkeI’ uses Attacker Collects Victim ClICkS on the - rrorie - 27. Details ! Y

© Delivering to Balzac T4B 2T -

victim’s credentials victim’s credentials email and goes to

Connector type Male USB Update location
to access a website the phishing website p——— e E—
Compatible devices Tablet
Special feature Tangle Free Quantity: 1 v
About this item Add to Cart

e Ultra-discrete keylogger, minimal risk of exposure

Buy Now
¢ Works as a Wi-Fi hotspot or Wi-Fi device, connect from any computer, smartphone, or tablet u

o Access keystroke data from web browser or email, no software or app necessary Payment  Secure transaction

Click to open expanded view

¢ Retrieve data remotely without touching the device Ships from Venture Vision Corp
¢ Supports over 40 national keyboard layouts Sold by Venture Vision Corp
Returns Eligible for Return or
Ej Report an issue with this product Refund within 30 days
of receipt
Buy it with
{ Add to Wish List )
P h . h . W b . N Total price: $226.85
Isnin ebsite e = B
N & Add all 3 to Cart
g @@& al o Ca
’ ~ = 0 Some of these items ship sooner than the
L ] L ] L ]
Legitimate Website

This item: AirDrive Forensic Lesnow solder wick braid 10ft MG Chemicals 8341 No Clean

Keylogger Cable Pro - USB Length Desoldering Wick Braid Flux Paste, 10 ml Pneumatic

Extension Cable Hardware... Remover Tool Solder Sucker 1... Dispenser (Complete with... BUZHI Proxmark3 Proxmark3 NF...

Phishing Keylogging



Authentication 2: Something you have or something you are.

o Geneva Conventions Identification Card




Something you ... forgot, lost, or used to be.

Sign N | don't have an account

Email

Password

Your password is incorrect or this account doesn't
exist. Please reset your password or check this article.

) . . . : Q ¢ < -‘L\sxﬂlo.‘ ',(
Can t Slgn |n? ' YOUR REAL 1D TODAY AT fﬁ\‘ré‘;

’c". ‘ | .
g’, d FIND OUT HOw 10 GET

el TSA.GOVIREAL-lD

¥
oyt !
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Cryptographic Approaches to Authentication




OAuth proxy authentication

Resource Server

Client Application

Access data

.......................... ’
A Y. .
' s :
L “ .
; T I thz code/ -
o . ssue authz co '
Access service ! . , Delegate
' s, access token ' authentication
» - . . .
' Y : authorization
' Q‘ .
L . .
' s~
’ . v
N

Grant access

O
Resource Owner ————

Authorization Server



OAuth Example — Gmail Deduplicate

() @ G Sign in - Google Accounts X -+ v

[«
S

| NON ) G Signin - Google Accounts x + v « > C °s accounts.google.com/signin/oauth/v2/consentsummary?authuser=... ¥t © 2 ORI )

C % accounts.google.com/o/oauth2/auth/oauthchooseaccount?respon... ¥t © 2 @G M O 2 S, 0

|
J

{5 Ssignin with Google

{5 sign in with Google

When you allow this access,

Gmail Dedup wants Gmail Dedup will be able to
acCcess to you r M Read, compose, send, and permanently

delete all your email from Gmail. Learn

Google Account more

Choose an account Simson Garfinkel

simsong@gmail.com

to continue to Gmail Dedup ® u n
se another account

© simsong@gmai.com Make sure you trust Gmail Dedup

© Learn why you're not seeing links to Gmail
Dedup's Privacy Policy or Terms of Service

Review Gmail Dedup's Privacy Policy and Terms of
Service to understand how Gmail Dedup will process
and protect your data.

English (United States) v Help Privacy Terms To make changes at any time, go to your Google
Account.

Learn how Google helps you share data safely.

< Cancel > < Continue >

English (United States) v Help Privacy Terms




Attacker-in-the-middle and permission attacks on OAuth

—

(5] @ JINKUSU STARKILLER // Termin. X * New Tab X 4+ v - o5 X

L X o v , | | Iy @ i —

=':‘ Microsoft

Sign in




Passwords require storing, transmitting, and sharing a secret.

Password

- =
QQ

24



Passkeys require only creating and storing a secret locally.

Password

75_

O O
O O

Private Key )

e

Passkey
Challenge

Public Key

Wil i

25



Passkeys can limit phishing attacks.

FIDO Security: It's the right user + No phisher in the middle

g A

User’s device FIDO ensures:
- v/ Right user present
v/ No phisher in middle

" - J

TriBank.com webpage

TriBank.com
t——) server

Verify your identity

e [ WebAuthn API | $
~ .

OS/Browser (FIDO built-in)

FIDO
server module

Inter-device FIDO

auth msg protocol ® Crypto Signed Auth Messages

https://arstechnica.com/information-technology/2022/05/how-apple-google-and-microsoft-will-kill-passwords-and-phishing-in-1-stroke/



Governments are beginning to issue electronic representations of identities.

Digital. Secure.
Convenient.

Your mobile driver’s license
on your phone




Government identity architecture: individual, enrollment, claim, verifier.

Issuing Authority

mDL Holder T — mDL Verifier

ISO/IEC 18013-5

mDL Reader &
infrastructure

AAMVA Mobile Driver’s License implementation Guidelines, r1.5



Government-wide online IDs

China approves Cyberspace IDs
as part of federated identity
scheme

(O May27,2025,3:52 pm EDT | Lu-Hai Liang

As part of a federated identity scheme, the ID can be used across
multiple government and private online services. Authorities say the

single credential reduces the amount of personal information people
need to share online and claim that this should improve cybersecurity

and strengthen online privacy.

https://www.biometricupdate.com/202505/china-approves-cyberspace-ids-as-part-of-

federated-identity-scheme .



Human rights groups worry about implications.

A statement from Chinese Human Rights Defenders (CHRD) and

Article 19 calls this into question, claiming the system will “further
constrict anonymity” in an already heavily policed digital

environment. It takes particular issue with the policy requiring users
to register through the National Online Identity Authentication App,

developed by the MPS, using their national identification card and
facial recognition.

30



There are privacy concerns about mDLs and related systems.

EEEEEEEEE
CYBERSECURITY ‘h About~ Initiatives  Insights & Research~  Contact Q
POLICY AND LAW ;

BLEOG POST . IBENTITY

A New Approach to Address Concerns

About Overuse of Digital IDs

October 30, 2025 Jeremy Grant & Zack Martin

https://www.centerforcybersecuritypolicy.org/insights-and-research/a-new-
approach-to-address-concerns-about-overuse-of-digital-ids



Authentication against government identities

Verify age group

We use age groups to determine access to certain
experiences.

ScanyourID

You’'ll need a driver’s license, passport, or other ID. >
Then a photo selfie to confirm it’s you.




You’ll never guess what happened next!

Discord Data Breach -1.5TB of Data and 2
Million Government ID Photos Extorted

By Guru Baran - October 9, 2025



Persona functionality and APl documentation

- full legal name (including native script)

Age verification vendor

- date of birth, place of birth

Persona left frontend o e e

address:

exposed, researchers say ST ——

government document:
document type and number
by Pieter Arntz | February 20,2026 T AT
issue and expiration dates
visa status

vehicle class/endorsements/restrictions

media:
FRONT PHOTO of ID document (URL)
BACK PHOTO of ID document (URL)
SELFIE PHOTO (URL + byte size)
VIDEO of identity capture (URL)

metadata:
entity confidence score
all verification check results with pass/fail reasons

capture method used

timestamps (created, submitted, completed, redacted)




An open letter against age assurance technology

Joint statement of security and privacy scientists and researchers on Age Assurance
Executive summary

We are writing In response to the worldwide Initiatives to introduce age assurance technologies to
Implement access control to internet services. We share the concerns about the negative effects that
exposure to harmful content online has on children, and we applaud that regulators dedicate time and
effort to protect them. However, we fear that, If implemented without careful consideration of the

technological hazards and societal impact, the new regulation might cause more harm than good.

https://csa-scientist-open-letter.org/ageverif-Feb2026



Even anonymity/pseudonymity may not be enough.

dl'S TECHNICA

Large-scale online deanonymization with LLMs

Simon Lermen” Daniel Paleka”
MATS ETH Zurich
Joshua Swanson Michael Aerni Nicholas Carlini Florian Tramer
LLM S Call unimn aSk ETH Zurich ETH Zurich Anthropic ETH Zurich
pseudonymous users
Abstract anonymous Netflix ratings could be linked to public IMDb

profiles using only a handful of movie preferences [24], while
De Montjoye et al. [6] proved that four spatiotemporal points
are enough to uniquely identify 95% of individuals in mobile
phone datasets. Despite these attacks, pseudonymous online
accounts (Reddit throwaways, anonymous forums, review pro-
files, etc) have remained largely unaffected by deanonymiza-
tion attempts. The reason is simple: applying such attacks in
practice has required structured data amenable to algorithmic
matching or substantial manual effort by skilled investigators

at scale with
surprising accuracy

Pseudonymity has never been perfect for preserving privacy.
Soon it may be pointless.

We show that large language models can be used to perform
at-scale deanonymization. With full Internet access, our agent
can re-identify Hacker News users and Anthropic Interviewer
participants at high precision, given pseudonymous online
profiles and conversations alone, matching what would take
hours for a dedicated human investigator. We then design
attacks for the closed-world setting. Given two databases
of pseudonymous individuals, each containing unstructured
text written by or about that individual, we implement a scal-

able attack pipeline that uses LLMs to: (1) extract identity-
relevant features, (2) search for candidate matches via se-
mantic embeddings, and (3) reason over top candidates to
verify matches and reduce false positives. Compared to clas-
sical deanonymization work (e.g., on the Netflix prize) that
required structured data , our approach works directly on raw
user content across arbitrary platforms. We construct three

reserved for high-value targets [13].

Deanonymization is a two-step process at heart, involving
profiling an anonymous person from their posts, and then
matching them to a known identity. It’s well-known that large
language models (LLMs) can infer personal attributes from
text on online forums [8, 29, 38]. Given this, it makes sense to
ask: how good are LLMs at full end-to-end deanonymization,

Reason
G@anon userd2

Search

Profile: J. Chen

Stanford CS '24, age 22, ives in SF

Extract

0 Sanon userd2

Strugging with CS224N at Stanford
this quarter. Senior year is brutal &

datasets with known ground-truth data to evaluate our attacks. and i1s this a practical threat to pseudonymous accounts?
The first links Hacker News to LinkedIn profiles, using cross-
platform references that appear in the profiles. Our second
dataset matches users across Reddit movie discussion com-

munities; and the third splits a single user’s Reddit history in

Our contributions. We demonstrate that LLMs funda-
mentally change the picture, enabling fully automated
deanonymization attacks that operate on unstructured text
at scale. We show this by phrasing deanonymization as a

Stanford CS. senior
SF. from Portland

Stanford CS '24
SF. from Portland

2602.16800v2 [cs.CR] 25 Feb 2026

From Portiand. Dog "Biscuit®

PR . > time to create two pseudonymous profiles to be matched. In hi bl d showine LLM " "
O @anon userd2 | ML Eng @ Nexus Al (SF startup) ‘ | Dog "Biscuit”, ... Dog “Biscuit . v each setting, LLM-based methods substantially outperform matching problem and showing LLMs can pertorm all steps
Walking Biscuit through Dolores Park : ' : : >< classical baselines, achieving up to 68% recall at 90% preci- needed tf) match dccour?ts. EXLEACE ldentlty-r.el_evant slgndl:s
: : S A & V¥ LM — r . ) ) from arbitrary text, efficiently search over millions of candi-
missing Portland rain today = sion compared to near 0% for the best non-LLM method. Our p £l p b heth bl
@anon userd? results show that the practical obscurity protecting pseudony- fiic profiics, an re(‘i;lon ADOUE wiicHice tW(_) accounts oelong
¥V LLM 0 Stantord CS., SF. *Biscunt 0.94 Stanford CS ‘24 ¢ SF/Portland v Age 22 ¥ mous users online no longer holds and that threat models for to the same person. We show that the practical obscurity that

has long protected pseudonymous users (the assumption that

Both own a doa named "Biscuit® online privacy need to be reconsidered. ' o : o - ‘
o Ucs grad pdx 0.71 Y deanonymization, while theoretically possible, is too costly
Stanford CS, Portland Al 5 attributes align. No contradictions ) to execute broadly) no longer holds.
Stanford CS (NLP), ~22 y/o, from Portiand top-k 1 Introduction We validate this thesis in three deanonymization settings:

(1) matching an online account to its real identity; (2) linking
an identity to an unknown pseudonymous account; and (3)
linking pseudonymous accounts of the same person across
different platforms or time periods. These settings capture
distinct threat models (e.g., doxxing of an online account,
a stalker targeting a victim, or an adversary consolidating a
user’s activity) and pose different technical challenges.

Lives in SF, dog named "Biscuit® For decades, it has been known that individuals can
be uniquely identified from surprisingly few attributes.
Sweeney’s seminal work demonstrated that 87% of the U.S.
population could be uniquely identified by just zip code, birth

date, and gender [34]. Narayanan and Shmatikov showed that

v @anon userd? = J. Chen
MIT '24 SWE ? B

*Equal contribution.



Privacy and Personal Information

WHAT IS PERSONALLY IDENTIFIABLE INFORMATION (PII)?

FULL SOCIAL SECURITY DRIVER'S LICENSE
NAME NUMBER (SSN) NUMBER

fromo (== (g=s

YOUR NAME oI

\ ) \ y

PHONE NUMBER EMAIL ADDRESS

@name.com

*These are illustrative examples only.



The Privacy Act of 1974 and the FIPPs

FAIR INFORMATION PRACTICE PRINCIPLES

|l




Many governments and businesses make public use of confidential data.

Confidential datasets Public uses

Consumer purchases [ Advertisement
shown by Google

Statistics published

Survey responses by the US Census
Bureau

: Tables In academic
Medical records
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These outputs can result in harms to individuals.

Attackers can “reconstruct” the confidential database.

Potential harm
Public uses to individuals

Advertisement baks sexus
preference;
shown by Google job termination

Statistics published

by the US Census respondents leads to

Bureau unwanted publicity

l'ables in academic Political targeting
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Input Controls — making data safe for statistics

safe data

safe data

safe data

Confidential data q>

safe data




De-ldentification is a common input control.

O © 291800 Market St - Google I X\ Simson

&= C (& https://www.google.com/maps/place/1800+Market+St,+Philadelphia,+PA+19103/@39.953151,-75.169833,3... @ @ =
B . '

1788 PA-3 @ » i}

Philadelphia, Pennsylvania

({) v Street View - Aug 2014 Q

»

B — ‘ ’
\ ) J
“Udlow ¢ $ 1800 Market St | ,,-' | 2 (AW

Chestnm St City Hall St: ¢ ? g »
Sansop _ -

| Back to Map . ' '
‘ Image capture: Aug 2014 © 2015Google Terms Privacy Reporta problem

N
A

e,
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An example of de-identified data: The Home Mortgage Disclosure Act.

[ ) () € Home Mortgage Disclosure /X o v
¢« > C 2% consumerfinance.gov/data-research/hmda/ SHY © 2 (ORI 9 = @
[ J [ ] [ ]
A lI St Of eve r m O rt a e I S S e d I n th e | ' : ; ' E= An official website of the United States government Espafiol HX TiéngViét 820 Tagalog Pycckuii 3wl Kreyol Ayisyen (855)411-2372
u o | ) .
y g g c £ Consumer Financial Q Search | ®@ Submita Complaint
] r Protection Bureau

°
I O C a t I O n C e n S ' I S t r a C t Consumer Education v Rules & Policy v Enforcement v Compliance v Data & Research v News v

n n
P o p e rty typ e Mortgage data (HMDA) N N
HMDA data are the most comprehensive source of publicly ﬁ ﬁ
P u rpose Of lo a n available information on the U.S. mortgage market. Learn more i E
PN
n dh

< >

n

|
O\
"

about mortgage activity from these data or download the data for
your own analysis.

th
th

n

FURTHER READING

AbOUt HMDA Newsroom

CFPB Finds Americans are Paying
Upfront Fees Seeking to Lower Interest
Rates on Mortgages

n

Applicant’s sex, race, ethnicity, income

The Home Mortgage Disclosure Act (HMDA) requires many financial institutions to maintain,
report, and publicly disclose loan-level information about mortgages. These data help show
whether lenders are serving the housing needs of their communities; they give public

officials information that helps them make decisions and policies; and they shed light on ARR05,2024
lending patterns that could be discriminatory. The public data are modified to protect
applicant and borrower privacy. CFPB Annual Report of 2021 Mortgage
Market Activity Reveals an End to the
° ° HMDA was originally enacted by Congress in 1975 and is implemented by Regulation C. Refinancing Boom and an Increase in
' _ , Home Purchase Loans
® Learn about complying with HMDA
SEP 19, 2022

Get resources for filers

2021 HMDA Data on Mortgage Lending

https://www.consumerfinance.gov/data-research/hmda/

MAR 24, 2022
Download HMDA data
2007-2017 data Recent HMDA data
Get loan-level data for your state or the nation as a Get HMDA data collected in or after 2017.
whole.

See recent data and summaries

Download 2007-2017 data

Download data for a specific institution

Browse HMDA data

Mortgage trends

Each year, millions of people apply for mortgages. Using HMDA data, we can

N learn what happened to the vast majority of those applications and compare that

to previous years. If you want a summary, check out the Bureau’s annual Data
Point articles and accompanying tables.

= Data Point: 2023 Mortgage Market Activity and Trends

= View reports using the HMDA data



https://www.consumerfinance.gov/data-research/hmda/
https://www.consumerfinance.gov/data-research/hmda/
https://www.consumerfinance.gov/data-research/hmda/

There are (legally) no privacy issues with HMDA'’s database

loan_amount_000s

co_applicant_sex_name

applicant_race_name_1

applicant_ethnicity_name

co_applicant_race_name_1 co_applicant_ethnicity_name

215 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
225 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
266 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
320 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
335 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
342 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
352 Female

355 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
355 No co-applicant No co-applicant No co-applicant
382 Male White Not Hispanic or Latino White Not Hispanic or Latino
399 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
400 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
404 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
404 Female White Not Hispanic or Latino White Not Hispanic or Latino
404 Female White Not Hispanic or Latino White Not Hispanic or Latino
413 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
416 No co-applicant Asian Not Hispanic or Latino No co-applicant No co-applicant
417 Female White Not Hispanic or Latino White Not Hispanic or Latino
417 Male White Not Hispanic or Latino White Not Hispanic or Latino
428 Female White Not Hispanic or Latino White Not Hispanic or Latino
444 Female

450 No co-applicant Asian Not Hispanic or Latino No co-applicant No co-applicant
464 Female

477 Female White Not Hispanic or Latino White Not Hispanic or Latino
486 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant
511 Female




Problem: de-identified data can be re-identified.

wrezem NYC Taxi & Limo n‘,f.ctaxi - 10 Mar 2014 |
o fhbe il 2 again! Today's shows data on yellow taxis on

Commimion

the road by day and time.

Taxl & Limousine
Commission

At the PM rush hour, fewer taxis are on the road - M SH'FT BHANBE

as taxis change drivers for the evening shift.
: _ fewer taxis than noon
Nearly two-thirds of the taxis left on the road

between 4 PM and 6 PM are occupied. 54% of taxis occupied

MON TUE WED THU FRI SAT SUN
100% .

90% |
B0%
0%
50%
50%
40%
30%
2%
1%

#metricmondays

% of taxis occupied

e e R e e L e e L s L L P S LR T
cccccccccccccccccccccccccccccc £ 7 00 O T OO O T 00 O T 00




NYC Taxi License Commission provided Chris Whong with all the data.

175 million trips

B o €] D | E RS RS RN = R R TS ] TH—, — [ — F—— —
medallion hack_license vendor_id  pickup_datetime payment_type fare_amoun surcharge mta_tax tip_amount tolls_amoun total_amount

- 2 |85D227B655E5CB82AECF13C3F BAS6DE419E7116918944 CMT 1/1/13 15:11 CSH 6.5 0 0.5 0 0 7
~ 3 |OBD7C8F5BA12B8BEOB67BED SFD8F6SFO804BDB5545F CMT 1/6/13 0:18 CSH 6 0.5 0.5 0 0 7
~ 4 |0BD7CB8F5BA12B8BEOB67BED SFD8F6SF0804BDB5545F CMT 1/5/13 18:49 CSH 5.5 1 0.5 0 0 7
- 5 |DFD2202EEO8F7ABDCSAS7B0 51EE87E3205CO85EF843: CMT 1/7/13 23:54 CSH 5 0.5 0.5 0 0 6
- 6 |DFD2202EEQ8F7ABDCSAS7B0 S1EE87E3205C985EF843: CMT 1/7/13 23:25 CSH 8.5 0.5 0.5 0 0 10.5
- 7/ |20DSECB2CA0767CF7A01564I 598CCESBSC1918568DEE CMT 1/7/13 15:27 CSH 8.5 0 0.5 0 0 10
- 8 |456644932DF3932605C22C7< 513189AD756FF14FE670 CMT 1/8/13 11:01 CSH 6 0 0.5 0 0 6.5
- 9 |0B57BS633A2FECD3D3B81944. CCD4367B8417ED6634D5i CMT 1/7/13 12:39 CSH 34 0 0.5 0 4.8 359.3
10 |2COES1FF20A856C891483EDE 1DA2F6543A62B8EDS34° CMT 1/7/13 18:15 CSH 5.5 1 0.5 0 0 7

Every trip:
Pickup date, time & GPS

Drop-off date, time & GPS
Fare & tip

Encoded medallion number.



Some pick-up locations were from sensitive locations...

Some drop-offs were identifying....

_Oo.,mo,., ,g Mi/

ew Rochelle oBayvilIo

Oyster |

Glen Cove

Piers 92/94 B
B N ¥
Art Miami New York @ N (an) >
De Witt cl
Cl Clinton Park
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g Sy \?\C’b
{ <o,
~ : 878 OLong Befic (W)
Larry Flynt's Hustler Club :
Wgddbrid
~ - .
http://content.research.neustar.biz/blog/differential-privacy/stripRaw.html // * /9 Leaflet I @ OpenStreetMap. Tll&@glmmsy of MapOueSt

Q Frequent customer ‘ Occasional customer



Location traces can uniquely identify you.

Senior Defense Departmept official and his wife
identified at the Women’'s Mareh

® o
oF 3 ]

The official’s data trail also led to a high school,
homes of friends,.a«visit to.Joint Base-Andrews,
workdays spent in thefPentagon and a ceremony.at
Joint Base Myer-Henderson:Hall with PreS|dent
Barack Obama in 2017 %/~

https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-
48




Year of birth, ZIP code, gender

State #ZIPs

VT 243
VA 820
WA 484
UVAY 6955
Wi 714
WY 141
USA 29,343

Population

062,758
6,184,493
4,866,692
1,792,969
4,891,452

453,588

248,418,140

RANGE
%population

98%
87%
92%
97%
92%
98%

7%

AUnder12

100.0%
88.2%

94.6%

96.7%
88.9%

100.0%

85.8%

100.0%
91.6%

100.0%

96.4%
97.7%

100.0%

90.2%

80.1%
71.9%

82.8%

90.2%
717.6%

79.2%

75.0%

100.0%
75.9%

82.9%

95.7%
66.4%

100.0%

7951%

100.0%
82.7%

87.2%

96.4%
92.6%

100.0%

87.0%

100.0%
97.8%

100.0%

100.0%
100.0%

100.0%

97.8%

100.0%
100.0%

100.0%

100.0%
100.0%

100.0%

99.0%

A12t018 | A19t024 |[A25t034] A35to44 | A45t054 | A55t064 | A65PIUS |

100.0%
100.0%

100.0%

96.9%
100.0%

100.0%

95.3%

L. Sweeney, Simple Demographics Often Identify People Uniquely. Carnegie Mellon
University, Data Privacy Working Paper 3. Pittsburgh 2000.

https://dataprivacylab.org/projects/identifiability/paper1.pdf
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Output controls

Because input controls are not enough!




Every published statistic is a constraint on the confidential data.

These constraints can be mathematically solved.

Student Scores Class Average = 98 (published)

(Hidden variables)

Implies:
S1 S6
32 g7 (51+52+53+S4+SS+S6+S7+58+S9+510):98
S3 S8 10
S4 SS9 If
S5 S10 S10=80
Your Score
and
0<Sn=<100
then:

51..S9 =100
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“The Fundamental Law of Information Recovery”

Every statistical release based on confidential data leaks some aspect of the confidential
data on which it is based.

If the results of enough queries are released, the entire confidential database is eventually
revealed.

or more simply...

“Overly accurate answers to too many questions will destroy privacy in a spectacular way.”

- The Algorithmic Foundations of Differential Privacy by Cynthia Dwork and Aaron Roth.
Foundations and Trends in Theoretical Computer Science. Vol. 9, no. 3-4, pp. 211-407, Aug.
2014. DO0OI:10.1561/0400000042

Sometimes “too many questions” is “1 question” (as evidenced here)


http://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://en.wikipedia.org/wiki/Cynthia_Dwork
https://en.wikipedia.org/wiki/Aaron_Roth
https://doi.org/10.1561/0400000042

What if the teacher said the class average is between 98 and 1007

This is called generalization or coarsening

Class Average) = 9s .. 100

But wait —
Those other 9 students all got 100!

They are all friends and get together at lunch.

Now they can compute bounds on your grade:

900 + (your grade)

98 < < 100
- 10

They know you got between an 80 and 100!



Differential privacy adds noise.

Noise creates uncertainty about the confidential data.

CI.ASS AVERAGE:

98% + noise —

—lmm _0-60 | 61-70 | 71-80 181-90| 91-100_
+ noise — 8 16 76 92 68
1 5 45 1 25 o o 12 48 121 3 1

reconstruction @ reconstruction

Original confidential
database

Incorrect

reconstruction
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A common form of differential privacy:

Add a random value (x) to each statistic before it is published.

What we compute:

Class Average = 98 (published) + noise = 96 .5

What we publish:

Class Average | = 96.5

The more noise that’s added, the more privacy the students get!
And the worse the statistics...



Differential Privacy is tunable...

The “privacy loss” of differential privacy is a tunable parameter.0 < g <o

There’s no “right” value for e —it’s a policy decision More “privacy loss”

More privacy loss = more accurate statistics. More accurac
(Public good) vs. (personal privacy protection)

DP tells data users the accuracy of data.
Accuracy is hidden by other approaches.

ACCURACY

Less “privacy loss”

L. ess accurac

PRIVACY LOSS

000 1.00 100 300 100 LS00 00



There’s a lot more to say...

MIiTSloan

Management Review

MAGAZINE SUMMER 2022 ISSUE /| FRONTIERS

Preserving Privacy While
Sharing Data

Differential privacy can safeguard personal information when data
is being shared, but it requires a high level of expertise.

Simson L. Garfinkel and Claire McKay Bowen

@ SUBSCRIBE

April 26, 2022

Reading Time: 9 min

@ SHARE

@ PERMISSIONS AND PDF

Michael Morgenstern/theispot.com

Garfinkel & Bowen

The Philosophy of

1. Differential Privacy at 15
Differential privacy is under attack.

In 2006, a group of computer scientists invented
differential privacy as an approach to provide mathe-
matically provable privacy guarantees for statistical data

Claire McKay Bowen is the lead data scientist for privacy and data security at
the Urban Institute. Her email address is cbowen@urban.org.

Simson Garfinkel is a senior data scientist at the US Department of Homeland
Security and part-time faculty at George Washington University. His email
address is simsong@acm.org.

Simson Garfinkel'’s affiliation with the US Department of Homeland Security
is provided solely for the purpose of identification. Claire McKay Bowen and
Simson Garfinkel are both former employees of the US Census Bureau. Any
views or opinions expressed in this article are the authors’ and do not reflect
views or policy of the US government, the Department of Commerce, the US
Census Bureau, or the Department of Homeland Security.

Communicated by Notices Associate Editor Richard Levine.

For permission to reprint this article, please contact:
reprint-permission@ams.org.

DOI: https://doi.org/10.1090/noti2363

Novemser 2021

Claire McKay Bowen and Simson Garfinkel

NoOTICES OF THE AMERICAN MATHEMATICAL SOCIETY

Differential Privacy

publications based on confidential data. Systems that im-
plement differential privacy inject privacy-protecting noise
into statistics that are computed on the confidential data.
To date, differential privacy is the only data privacy system
for which the privacy guarantee does not depend on as-
sumptions about attackers who seek to undo the privacy
guarantee—assumptions such as how much auxiliary data
the attacker might have, how much computer power is at
their disposal, or how today’s data publications might be
combined with future data releases.

But differential privacy has its critics. They say that dif-
ferential privacy injects too much noise into published sta-
tistics, making them unusable for any practical purpose
[RFMS19]. As a result, academic journals and the US
courts are debating and questioning whether data practi-
tioners should use differential privacy for official and com-
mercial statistics.

Differential privacy emerged from the computer science
community as a rigorous definition for the privacy loss, or

DIFFERENTIAL
PRIVACY

THE MIT PRESS ESSENTIAL KNOWLEDGE SERIES

Differential Privacy

Garfinkel

MIT Press

March 25, 2025. (Open Access)

“The Philosophy of Differential Privacy”
Bowen & Garfinkel

Notices of the American Mathematical Society
November 2021

MITSloan Management Review
April 26, 2022

57



Working in the cloud is dangerous if you can’t trust the host.
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Secure Enclaves

Overview of some prominent TEEs.

TEE Target ISA Security Features
TPM/VTPM Multiple Targets O - o O - —_ —_
Intel TXT x86_64 - - .l O = —_ —_
Intel SGX x86_64 O o o - - — _
ARM TrustZone ARM Q — O o o O —
Sanctum/KeyStone/ RISC-V O Q Q o - O O
MultiZone
AMD SEV AMD x86 0 O o - — — —_
® provides property °~;\°° ,bx\oo ,bg\OQ ‘000\' e(b\(" \,bod?' 4\0&
© supports partially (o.@, ,@9\' & R (\Q\\ q,;;)\“) ,b(b
~ does not support @A@Q '&’b‘ ce” 6& & ‘o“"\\
A\ O < )
,e°° QS”@ o\fb\ ’ 6060 6090



Federated Learning

by \
r g
tocal , , new global : e local
updates, - ! | Mode) \ gt hEN updates
- “ A . T..... . v N N \
/ -t ﬁ " \ \
o8 ~
: - aff ¢ f
H local data local data H
v ) - L] local data
local data Wage o onl - u local data
l ' learnt model: l l
I | next-word prediction I l
local data local data
u Thank you for the feedback U

https://blog.ml.cmmu.edu/2019/11/12/federated-learning-challenges-methods-and-future-directions/



Synthetic Data

10 0 10 -10 0 10

Original data Synthetic data

The synthetic data retains the structure of the original data but is not the same

https://dataingovernment.blog.gov.uk/2020/08/20/synthetic-data-unlocking-the-power-of-data-and-skills-for-machine-
learning/



Lab 4 — Due yesterday!

Virtual machines are graded

Grades are synched to Canvas.

If you got less than a 5 — figure out why.

If you got a zero — something is wrong. Please contact us.



aVVS__’ @ Q. Search [Option+S] @ 0 @ @ United States (N. Virginia) ¥

Simson Harvard

[Z] Certificate Manager [ CloudFormation EP DynamoDB {8f Secrets Manager IAM 5} S3 & Cloud9 &§ CloudWatch N Lambda @ECZ &) Route 53 & Amazon Simple Email Se... {a 1AM Identity Center

= ®

Console Home % ( Reset to default layout ) + Add widgets

:: Recently visited info : :: Applications (0) info ( Create application )
Region: US East (N. Virginia)

@] Route 53 Secrets Manager
= . - Select Region
=] Billing and Cost Management IAM | us-east-1(Current Region) ¥ | | Q Find applications
: Amazon Simple Email Service @ DynamoDB 1
@ Amazon WorkMail B2l CloudFormation Name v Description ¥ Region v Originati, 94 a |
@ EC2 Service Quotas
No applications
CloudWatch i3] Certificate Manager Get started by creating an application.
Lambda ( Create application )
IAM Identity Center
View all services A Go to myApplications /
:: Welcome to AWS : :: AWS Health it : :: Cost and usage o :
l
Getting started with Open issues Current month Cost ($)
A
/7 AWS 0 Past 7 days $445 A 35% 30
N Learn the fundamentals and
7”7 i
find valuable information to Scheduled changes Forecasted month end 20
get the most out of AWS. 12
0 Upcoming and past 7 days $ D A 34% -
Training and S - m—
L certification 2 Other notifications Savings opportunities , I U TN BN e ——
E@ Learn from AWS experts and 0 — @ Not enabled Oct25 Nov25 Dec25 Jan26 Feb26 Mar26
A advance your skills and as ays Month (Year)
knowledge.
B WorkMail | Route 53
AWS Builder Center 2 @ Virtual Private Cloud [} Secrets Manager
] Learn, build, and connect ) EC2 - Other | Others
with builders in the AWS

community.




-l at

Feb 26

B WorkMail
B Route 53

B Virtual Private Cloud
B Secrets Manager

B EC2 - Other
B Others

B CCZ = uuie

g vuies

$4.00
$1.34
$1.45
$1.69
$0.55
$0.36

Feb 26 Mar 2

s Manager



Lambda > Functions

Lambda

Dashboard
Applications

Functions

v Additional resources
Capacity providers New

Code signing configurations

Event source mappings

<

Functions (3)

Last fetched 3/10/2026, 4:06:19 PM @ Actions ¥

| Q. Search by attributes or search by keyword

| | Function name

L home-app-stage-E1THomeFunction-KSTirhT4ZoN7

L home-app-prod-E11HomeFunction-SBWcNJOjnNq4

L leaderboard-LeaderboardFlaskFunction-wLJEXOEJOZJp

Description

v

Package type
Zip
Zip

Zip

v

Runtime
Python 3.13
Python 3.13

Python 3.13

v

Type
Standard

Standard

Standard

v

Create function

Last modified

®

©

v



— Lambda > Functions > home-app-prod-E1THomeFunction-9BWcNJOjnNg4

Invocations G Duration
Count Milliseconds
1.13K 21.43K

o567 10.72K
03/04 03/06 03/08 03/10 03/04 03/06 03/08 03/10
== |nvocations [sum: 10,862] == Minimum [1.34] == Average [338] == Maximum [21,432]
Throttles G Total concurrent executions G
Count Count
1 27
0.5 13.5 ‘
ﬁ
U LAAan_n L/\«A_l
0 0
03/04 03/06 03/08 03/10 03/04 03/06 03/08 03/10

== Throttles [max: 0] == Concurrent executions [max: 27]



Lambda > Functions > home-app-prod-E1THomeFunction-9BWcNJOjnNg4

Recent invocations

-

» 1
» 2
»3
» 4
PS5
» 6
» 7
» 8
»9

: Timestamp

2026-03-10T20:
2026-03-10T20:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:

34

:19.
01:
56:
Tl
46:
41:
36:

19

48

8327

.9582
19.
19.
19.
19.
19.
148.
34:

8937
7752
7867
8377
6792
2372

.040Z

: Requestld

7508abd1-9e32-4956-b63a-6552c6cd54a8
76959336-3211-47cb-ab6d-0df@78de7561
bcofbcea-d90a-4eda-b@fa-dc@460927bce
e4864ef0-8e76-4d95-bc3f-6283181dc966
10051435-31fd-4755-b764-4cf@5f1329e4
ebb32de9-2271-4f49-b142-5904068fbb8f
6a9f897a-9ccc-40a6-a370-478dbe82aca9
56394ccf-35bf-4dab-a427-e99e2209881f
c2e08669-23a2-4fc3-a68d-802albe8cffd

Most expensive invocations in GB-seconds (memory assigned * billed duration)

-

»1
» 2
» 3
» 4
5
» 6
» 7
» 8
»9

: Timestamp

2026-03-07T02:
2026-03-08T11:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-09T18:
2026-03-09T18:
2026-03-08T11:
2026-03-09T18:

57:
47:

22

22

33

13

108
Tl
51:
47:
51:

11

.964Z
32.
108.
22:

2762
2607

.076Z
.023Z
.616Z
06.
22.
07.

8117
5847
3687

: Requestld

3e5a14f2-e@@2-4d7b-b191-79158d90@3a2a
4d9150e4-593c-5d19-959b-32¢c33d397765
02bbbc86-1a23-5757-9771-deacbbblc4ed
7a40bb@d-3ee8-5e@a-a95f-d9274f7f1dbd
89cceale-e2a9-57a7-b25d-8834933b1b02
65931260-d5f f-528e-8940-7049cdZeebeS
f927¢99¢-95b0-5d29-a4al-abb58d7d@442
a3fcf3b4-8deb-5ele-bb6c6-9193eelaa462
Pea7cl27-35a6-50f6-9dd4-a30e2d6bb99d

Failed invocations (execution errors, runtime exceptions, timeouts)

-

» 1
» 2
»3
» 4
PS5
» 6
»7
» 8
»9

: Timestamp

2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:
2026-03-10T19:

" B ErF = . -

22:
22:
22:
22:

22
22
22
22
22

29
29

4372
4372
12.
(74
107.
107.
107.
107.
107.

853Z
8537
9137
9137
7917
791Z
1177

: Requestld

f24da8cl1-2741-5bl4-afbc-caeb56d6f8a3

7040bb@d-3ee8-5e@a-a95f-d9274f7f1dbd

@2bbbc86-1a23-5757-9771-deacbbblc4ed

89cceale-e2a9-57a7-b25d-8834933b1b02

: LogStream

2026/03/10/[$LATEST]1ddb28d2521844a7b0920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b0920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b0920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b0920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b0920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b@920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b@920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b@920e600354bdad
2026/03/10/[$LATEST]1ddb28d2521844a7b@920e600354bdad

: LogStream

2026/03/07/[$LATEST]53256f761e8945229faa8f0@3845369f3
2026/03/08/[$LATEST]da5fab5ecZ2fe42bdb4afcab2f4f92dea
2026/03/10/[$LATEST]77660880b2fc48aab7bd3197891830c3
2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28
2026/03/10/[$LATEST]6380519c6cd448848e46fb@e34a9b813
2026/03/09/[$LATEST]65258aac948d490fb067b59d4d9f1le7f
2026/03/09/[$LATEST]7275bc59cdb84c9ba7daf867028a54a2
2026/03/08/[$LATEST]f4e08f5cfbad4@3ebb31a7590baf6821
2026/03/09/[$LATEST]5369c28fcc814db2a529126d27c8bf81

: LogStream

2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28
2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28
2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28
2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28
2026/03/10/[$LATEST]77660880b2fc48aab7bd3197891830c3
2026/03/10/[$LATEST]77660880b2fc48aab7bd3197891830c3
2026/03/10/[$LATEST]6380519c6cd448848e46fb@e34a9b813
2026/03/10/[$LATEST]6380519¢c6cd448848e46fb@e34a9b813
2026/03/10/[$LATEST]daecbbe95ff748f483f248118400e2cf

: DurationInMS : BilledDurationIn..

279.58 280.
276.81 277.
305.87 306.
279.46 280.
262.12 263.
269.57 270.
242 .82 243.
2.04 3.0
1.87 2.0
: BilledDurationln..
21433

14180

13456

13384

13332

13314

13303

13252

13219

: ErrorMessage

e 0 0 0 o e

256
256
256
256
256
256
256
256
256

: MemorySetInMB : MemorylUsedInMB :

256.0 149.0
256.0 149.0
256.90 149.0
256.0 149.0
256.0 149.0
256.0 149.0
256.0 148.0
256.0 148.0
256.0 148.0

: MemorySetInMB : BilledDurationInGBSeconds

w

.3582
.545
.364
.346
.333
.3285
.3258
Al
.3047

W W W w w w w w

[ERROR] 2026-03-10T19:22:29.437Z f24da8cl-2741-5bl4-af6c-caeb56d6f8a3 0S..
2026-03-10 19:22:29,437 ERROR [ell.ellcore ellssh.py:57 __init__] OSErro..
[ERROR] 2026-03-10T19:22:12.853Z 7a40bb@d-3ee8-5e@a-a95f-d9274f7f1dbd OS..
2026-03-10 19:22:12,853 ERROR [ell.ellcore ellssh.py:57 __init__] OSErro..
[ERROR] 2026-03-10T19:22:07.912Z 02bbbc86-1a23-5757-9771-deacbbblc4ed 0S..
2026-03-10 19:22:07,912 ERROR [ell.ellcore ellssh.py:57 __init__] OSErro..
[ERROR] 2026-03-10T19:22:07.791Z 89cceale-e2a9-57a7-b25d-8834933b1b@2 0S..
2026-03-10 19:22:07,791 ERROR [ell.ellcore ellssh.py:57 __init__] OSErro..
2026-03-10 19:22:07,117 ERROR [ell.grader grader.py:151 discover_and_run..

LA




Log management > /aws/lambda/home-app-prod-E11HomeFunction-9BWcNJOjnNgd4 > 2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28

s Log events @ ( Actions V¥ ) ( Start tailing ) Create metric filter
> You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns 2
‘ QU Filter events - press enter to search ] ] Clear 1m  30m  1h  12h  Custom ! ] UTC timezone ¥ ] |
( Display ¥ )
Yo .
[+ Timestamp | Message |
ity There are older events to load. Load more.
s (APM) 4 2026-03-10T19:22:29.4372Z [ERROR] 2026-03-10T19:22:29.437Z f24da8cl-2741-5bl4-af6c-caeb56d6f8a3 OSError e=timed out hostname=13.58.77.49 port=22 username=ubun..
nitoring > 2026-03-10T19:22:29.437Z 2026-03-10 19:22:29,437 ERROR [ell.ellcore ellssh.py:57 __init__] OSError e=timed out hostname=13.58.77.49 port=22 username=ubuntu
4 2026-03-10T19:22:29.437Z 2026-03-10 19:22:29,437 INFO [ell.home api.py:336 api_grader] summary={'lab’': 'lab4', 'passes': [], 'fails': ['cannot connect by ssh..
4 2026-03-10T19:22:29.4372 [INFO] 2026-03-10T19:22:29.437Z f24da8cl-2741-5bl4-afbc-caeb56d6f8a3 summary={'lab': 'lab4', 'passes': [], 'fails': ['cannot connect.. f
> 2026-03-10T19:22:29.460Z 2026-03-10 19:22:29,460 INFO [ell ell_common.py:410@ add_grade] add_grade to dynamodb.Table(name='ell-users') user=user_id='0aeelScl-.. '
4 2026-03-10T19:22:29.460Z [INFO] 2026-03-10T19:22:29.460Z f24da8cl-2741-5bl4-afbc-caeb56d6f8a3 add_grade to dynamodb.Table(name='ell-users') user=user_id="0ae..
> 2026-03-10T19:22:29.586Z [INFO] 2026-03-10T19:22:29.586Z f24da8cl-2741-5bl4-afbc-caeb56d6f8a3 send_emailZ to=['sgarfinkel@fas.harvard.edu', 'simsong®gmail.co.. .
4 2026-03-10T719:22:29.586Z 2026-03-10 19:22:29,586 INFO [ell ell_common.py:492 send_email2] send_emailZ to=['sgarfinkel@®fas.harvard.edu', 'simsong@gmail.com'] .. L
> 2026-03-10T19:22:29.588Z END RequestlId: f24da8cl-2741-5bl4-af6c-caeb56d6f8a3
> 2026-03-10T19:22:29.588Z REPORT RequestId: f24da8cl-2741-5bl4-af6c-caeb56d6f8a3 Duration: 10210.41 ms Billed Duration: 10211 ms Memory Size: 256 MB Max Memor.. 1
> 2026-03-10T7T19:26:19.502Z START RequestId: cat4el6@-92a6-42e2-b35c-9faa32c355d4 Version: $LATEST
4 2026-03-10T19:26:19.503Z [INFO] 2026-03-10T19:26:19.503Z cab4el6@-92a6-42e2-b35c-9faa32c355d4 log_level=INFO req method='GET' path='/' action="None' source_i..
> 2026-03-10T19:26:19.512Z 2026-03-10 19:26:19,503 INFO [ell.home home.py:64@ lambda_handler] log_level=INFO req method='GET' path='/" action='None' source_ip=.. \
ing > 2026-03-10T19:26:19.873Z END RequestId: ca64el60-92a6-42e2-b35c-9faa32c355d4 i
> 2026-03-10T19:26:19.874Z REPORT RequestId: cab4el6@-92a6-42e2-b35c-9faa32c355d4 Duration: 371.09 ms Billed Duration: 372 ms Memory Size: 256 MB Max Memory Us.. \

No more records within selected time range Auto retry paused. Resume



Log management > /aws/lambda/home-app-prod-E11HomeFunction-9BWcNJOjnNg4 > 2026/03/10/[$LATEST]39ddcb3a5ea24291b29130e4716bdb28

s Log events @ ( Actions ¥ ) ( Start tailing ) Create metric filter
> You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns 2
‘ Q. Filter events - press enter to search ’ | Clear im 30m 1h 12h  Custom | | UTC timezone ¥ ] |
( Display ¥ )
Do @
» | Timestamp |  Message |
ity There are older events to load. Load more.
Is (APM) 4 2026-03-10T19:22:29.4372 [ERROR] 2026-03-10T19:22:29.437Z f24da8cl-2741-5bl4-af6c-caeb56d6f8a3 OSError e=timed out hostname=13.58.77.49 port=22 username=ubun..
nitoring > 2026-03-10T19:22:29.437Z 2026-03-10 19:22:29,437 ERROR [ell.ellcore ellssh.py:57 __init__] OSError e=timed out hostname=13.58.77.49 port=2Z2 username=ubuntu
4 2026-03-10T719:22:29.437Z 2026-03-10 19:22:29,437 INFO [ell.home api.py:336 api_grader] summary={'lab’': 'lab4', 'passes': [], 'fails': ['cannot connect by ssh..
4 2026-03-10T19:22:29.437Z [INFO] 2026-03-10T19:22:29.437Z f24da8cl-2741-5bl4-afbc-caeb56d6f8a3 summary={'lab': 'lab4', 'passes': [], 'fails': ['cannot connect.. :
> 2026-03-10T19:22:29.460Z 2026-03-10 19:22:29,460 INFO [ell ell_common.py:410 add_gie] add_grade to dynamodb.Table(name='ell-users') user=user_id='0aeelScl-.. '
4 2026-03-10T19:22:29.460Z [INFO] 2026-03-10T19:22:29.460Z f24da8cl-2741-5bl4-afbc-c 8a3 add_grade to dynamodb.Table(name='ell-users') user=user_id="0ae..
> 2026-03-10T19:22:29.586Z [INFO] 2026- send_email2 to=['sgarfinkel@fas.harvard.edu', 'simsong@gmail.co.. .
> 2026-03-10T719:22:29.586Z 2026-03-10 1 112 to=['sgarfinkel@fas.harvard.edu', 'simsong@gmail.com'] .. L
> 2026-03-10T19:22:29.588Z END RequestI
> 2026-03-10T19:22:29.588Z REPORT Reque 02190.41 ms Billed Duration: 10211 ms Memory Size: 256 MB Max Memor.. .
> 2026-03-10T719:26:19.502Z START RequestId: cab4el6@-92a6-42e2-b35c-9faa32c355d4 Ver : SLATEST
4 2026-03-10T7T19:26:19.503Z [INFO] 2026-03-10T19:26:19.503Z cab4el6@-92a6-42e2-b35c-9faa32c355d4 log_level=INFO req method='GET' path='/' action="None' source_i..
> 2026-03-10T19:26:19.512Z 2026-03-10 19:26:19,503 INFO [ell.home home.py:64@ lambda_handler] log_level=INFO req method='GET' path='/" action='None' source_ip=.. |
ing > 2026-03-10T19:26:19.873Z END RequestId: ca64e160-92a6-42e2-b35c-9faa32c355d4
> 2026-03-10T19:26:19.874Z REPORT RequestId: cab4el6@-92a6-42e2-b35c-9faa32c355d4 Duration: 371.@9 ms Billed Duration: 372 ms Memory Size: 256 MB Max Memory Us.. \
No more records within selected time range Auto retry paused. Resume




Lab 5 — Due March 30

Objectives for this lab:

* Learn about S3, Amazon’s Simple Storage service. We’ll use S3 to store images.

* Learn how we allow the JavaScript client to upload directly to S3 with a “signed post,” and how
we allow it to download directly with a “sighed get.”
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The CAP Theorem (Brewer’s theorem):

Consistency, Availability, and Partition Tolerance: Pick Two!

Consistency

— Every write from every client has an error or success
— Every read from every client receives the same data or the same error

Every write must be replicated to every node

Avallability

Every request to a non-failing mode must result in a response.

Partition Tolerance

The system must operate no matter\h@w

*

twork is partitio

N

Consistency

CA

v
Avallability

AP

CP

Partition
Tolerance



Secure Direct-to-S3 Document Upload Workflow via Signed Parameters

HTTP Request
(e.g., GET /upload-token)

s

Signature

Params

Web Browser i (';'LTP Reiponzep ; Web Server Amazon S3
(Client) (Signed Parameters & Policy) (Application) (Object Storage)

Direct Upload
(Document + Signatures)
via HTTPS PUT/POST

Upload Acknowledgment
(e.g., HTTP 200 OK)



Direct Upload (Document + Signatures) via HTTPS PUT/POST

HTTPS POST Request to Amazon S3

POST /<bucket-name> HTTP/1.1
Host: s3.amazonaws.com

HTTPS Header Content-Type: multip;rt/form-data; boundary=----- Web-KitFormBoundary...
Content-Length: <size>

Authorization: AWS4-HMAC-SHA256 Credential=..., Sigr;dHeaders:.., Signature=...
X-amz-date: <timestamp>

 ———WebKitFormBoundaryData-m-data—-
Content-Disposition: form-data; name="key"

<object-key> Amazon S3
. < e
--------- WebKitFormBoundaryData-m-data--—---- (Objec’[ Storage)

Content-Disposition: form-data; name="AWSAccessKeyld"
<access-key-id>

<
T WebKitFormBoundaryData-rni-data-—--

Content-Disposition: form-data; name="policy"
<baseb64-encoded-policy>

——ee WebKi{FormBoundaryData-m-data-—--—-
Content-Disposition: form-data; name="signature"

<calculated-signature>

— WebKitFormBoundaryData-m-data--—- <

Content-Disposition: form-data; name="file"; flename="document.doc”
Content-Type: application/msword
 <binary-file-data>

--------- WebKitFormBoundaryData-m-data—-----

HTTPS Body
(Multipart/Form-Data)

.




lab5/server/

192
26
22

9156
6380
25
39
33

746
23
26

Nov
Oct
Nov
Nov
Jan
Jan
Nov
Nov
Nov
DecC
Nov
Nov

10
28
11
11
13
13
10
10
10

11
11

14:
006:
05:
05:
17/:
21:
14:
14:
14:
08:
05:
05:

54
25
04
04
02
18
54
54
54
01
04
04

__1nit__ _.py

__pycache__/

apikey.py@ — ../../lab_common/apikey.py

db.py@ —> ../../lab_common/db.py

image_controller.py

image_validate.py

main.py@ —> ../../lab4/server/main.py

message_controller.py@ — ../../lab4/server/message_controller.py
schema_lab4.sql@ —> ../../lab4/server/schema_lab4.sql
schema_lab5.sql
static@ —> ../../lab_common/static
templates@ —> ../../lab_common/templates




Making a presigned post

def make_presigned _post(s3_bucket, s3key):
"HHReturn the S3 presigned_post fields"""
return s3_client.generate_presigned_post(
Bucket = s3 bucket,
Key = s3key,
Conditions = [
1 "Content-Type": JPEG_MIME_TYPE }
1,

Fields = { "Content-Type": JPEG_MIME_TYPE},
ExpiresIn = 120, # in seconds



Making a presigned post

def make_presigned _post(s3_bucket, s3key):
"HHReturn the S3 presigned_post fields"""
return s3_client.generate_presigned_post(
Bucket = s3 bucket,
Key = s3key,
Conditions = [
1 "Content-Type": JPEG_MIME_TYPE },
[ "content-length-range", 1, MAX_IMAGE_SIZE_BYTES]
1,
Fields = { "Content-Type": JPEG_MIME_TYPE},
ExpiresIn = 120, # in seconds



Uploads a image using a Qresigned post. See: . . . .
https://aws.amazon.com/blogs/compute/uploading—to—amazon-s3—-directly—from—-a-web—-or-mobile—-application/
https://boto3.amazonaws.com/v1l/documentation/api/latest/qguide/s3—-presigned—-urls.html

K KKK XK

Presigned post is provided by the /api/post-image call (see below)

*/

function upload_image_post(imageFile) A

const formData = new FormData();

formData.append("api_key", (document.querySelector('#api-key") || {}).value || "");
formData.append("api_secret_key", (document.querySelector("#api-secret-key") || {3 .value [l "");
formData.append("message", (document.querySelector("#message") || {}).value || "");
formData.append("image_data_length", imageFile.size);

setText("#status—-message", "Requesting signed upload...");
fetch("api/post—-image", { method: "POST", body: formData b
.then((r) => {
if (!'r.ok) o
setText ("#status—-message", "Error: ${r.status} ${r.statusText} );
return Promise.reject(new Error(r.statusText));

return r.json();

r)

.then((ob{) => 1 , ,
conso e.log("api/post—ima%e returned obj=", obj);
if (obj.error) throw new Error(obj.error);

setText("#status—-message", ‘Uploadin? image ${obj.image_id}... );

const uploadFormData = new FormData(); |

for (const [k, v] of Object.entries(obj.presigned_post.fields)) {
uploadFormData.append(k, v);

uploadFormData.append("file", imageFile); // order matters

const ctrl = new AbortController();
const timeout = setTimeout(() => ctrl.abort(), UPLOAD_TIMEOUT SECONDS x 1000);
return fetch(ob'.presigned_post.url, {
method: "POST",
body: uploadFormData,
signal: ctrl.signal,
}).finally(() => clearTimeout(timeout));

})
.then((uploadResponse) => {
if ('uploadResponse.ok) { . | .
setText ("#upload_message", "Error uploading image status=${uploadResponse.status} ${uploadResponse.statusText} );
return Promise.reject(new Error(uploadResponse.statusText));

setText("#status—-message", "Image uploaded.");
const ima%eEl = document.querySelector("#image—file"); .
if (imageEl) imageEl.value = ""; // clear selected file



This Week’s Reading

* Mark Russinovich, et al. 2021. "Toward confidential cloud computing. CACM,

June 2021, pp. 54-61.
https://doi.org/10.1145/3453930

Optionals:

* Mark Russinovich. 2023. Confidential Computing: Elevating Cloud Security
and Privacy. CACM, January 2024, pp. 52-53.
https://doi.org/10.1145/3624577

* UN Handbook on Privacy-Preserving Computation Techniques, BigData UN
Global Working Group, https://unstats.un.org/bigdata/task-
teams/privacy/UN%20Handbook%20for%20Privacy-
Preserving%20Techniques.pdf



https://doi.org/10.1145/3453930
https://doi.org/10.1145/3624577
https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf
https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf
https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf
https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf
https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf

For Next Week:

* Enjoyyour break!



For the Week After Break:

* Read Russinovich

* Comment and respond on Perusall
* Take the Reading Quiz on Canvas

 Workon Lab b

®* Due March 30
* DONOTPOSTPONE

* Participate in the Ed Discussion Board

* Enjoy the warm weather!



How we brought DP to the 2020 Census




The US Census is the world’s longest running statistical program.

First US Census:
1790

Purpose:

Apportion the US House of Representatives

Thomas Jefferson

Primary author, US Declaration of Independence
First US Secretary of State

First US Patent Commissioner (reviewed every patent)
Oversaw first US Census

83|
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The 2020 Census asked every household in the US to fill out a survey.

&
%)
@
@)
S
&
S
Q
>
g\i’?
&

Decennial

Counting everyone in your Response
household can shape your future. File
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What else do | need to know? resea rCh tabu IathnS

Responding to the 2020 Census is:

Disclosure Noisy
Avoidan{ 2 System Measv.\ments

> Easy > Safe > Important

Every household in Your persona | Businesses and leaders .
the United States wiill information is in your community will P _I B d t
receive a notice to confidential, is protected use the data collected rlvaCy OSS u e ’
complete the census by law, and can never in the census to make . .
in early 2020. You can be used to identify you. decisions about where A D
complete the form It can never be shared to build new buildings, CCU ra Cy eCI S I O n S
online, by phone, or with law enforcemen t revitalize old ones, open
by mail. agencies or your stores, create jobs,

property manager. and more.
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This was implemented using the TopDown Algorithm

Statistics computed at each geographic layer. The TopDown Algorithm

At each geographic level:

Accurate statistics for each layer determined
ates

by higher layer.
States
The Geographic n
Hierarchy
Census
Blocks .
United States® Internally consistent

Census histogram

e Blireau

Invariants*

Noisy
Measurements

| e *Invariants are counts to
e which no noise is added.
**Constraints are consistency
and reasonableness rules the
post-processing must impose.

Conversion to
Microdata
(MDF)

Input Microdata (CEF) & Post-

processing

Conversion to
Histogram*

Tabulation Geographic
Reference File (Tab GRF-C)

https://www2.census.gov/about/training-workshops/2023/2023-06-15-nmf-presentation.pdf
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The Census Bureau ultimately released multiple data products for the 2020

Census.
Noisy Measurement Files Noisy Measurement Files (NMFs), Privacy-Protected
Raw data with noise added. Microdata Files (PPMFs), Published Tabulations
—Fractional numbers
—Negative numbers (" Redistricting ) @ A (O
Noisy Redistricting Redistricting
e e Tabulations
Four sets of NMFs: - A s \ 7 B g
Census Edited <::J) I I
Block-by-block Redistricting files G — —
—PL-94-171 NMF People N S (e VM [ AN
ols DHC uplishe
—PL-94-171 NMF Housing Units Measurement | MDF/PPME B
Larger geographies with more demographic attributes. Wi enorced consnency ) _ Y - Y,
—DHC NMF People Census
—DHC NMF Housing Units

https://www.census.gov/data/academy/webinars/2023/noisy-measurement-files.html

Privacy Protected Microdata Files

Published tabulations
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Multiple data products creates confusion...

Should | Use the NMF, the PPMF, or the
Tabulations?

2020 Census State Redistricting Data

¢ 100% microdata file e Can be used to produce

e Consistent with published unbiased estimates and
tabulations confidence intervals

e Useful for special tabulations * Can be used to evaluate

and microdata analysis alternate post-processing
mechanisms

e Research product

e Official 2020 Census Statistics

e Higher Accuracy (feature of
TDA)

¢ Does include bias due to
post-processing

CUnited States®

ensus

yessssessssessessy [1i1200 10

https://www.census.qgov/data/academy/webinars/2023/noisy-measurement-files.html
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But this wasn’t the real problem




The Census 2020 DP Backlash




Differential privacy was not widely known or understood.

Many data users wanted highly accurate data

reports on small areas. ARGUMENTS AGAINST DIFFERENTIAL PRIVACY
« Some were anxious about the intentional addition THE MATH 1S HARD
Of nO|Se TO UNDERSTAND. T DOESN'T ALLOW FOR

DATA EXPLORATION

« Some were concerned that previous studies done
with swapped data might not be replicated if they
used DP data.

Many data users believed they require access

to Public Use Microdata. T'S WORST.CASE

S oLD
:“\-LDS osgéi\sméo RATHER THAN PEOPLE WILL DIE
- AVERAGE CASE | BECAUSE OF DP

Users in 2000 and 2010 didn’t know the error 1) Assume Hitler m
introduced by swapping and other protections comes back to
lied to the tables and PUMS " ol
applie O the tables an ' Pratects Privacy 2.) Assume he's E“ded
inds Micsin lar. sponse
t ngCks q popular Dtgg:qc
Cures Cancer -5) Rea“ Get [+
| pupu\ax‘, \
Tg o RALL 2024 \ \




There is a lot more diversity in the US population than people realize.

“About 57 percent of the 2010 Census
population were ‘unique’ at the smallest
census geography, block level, meaning they
were the only people in their block with a
specific combination of sex, age (in years),
race (any of the 63 possible Office of
Management and Budget race combinations),
and Hispanic/Latino ethnicity” (McKenna
2018).

A
e —

WHEN PEOPLE GENERALIZE
ABOUT DATA FROM THEIR
OWN EXPERIENCES, THEY'RE
USUALLY WRONG - BECAUSE.
OF THE DWVERSITY OF THE
HUMAN EXPERIENCE |

I'VE
' D REACHED T e,
»' /’ THE S ( 5
- SAME - ‘

CONCLUSION. /.




Dr. Steven Ruggles voiced concerns about DP in the 2020 Census.
STEVEN RUGGLES

d Population Studies

Directer, Institute for Social Research and Data
A innovaion
+
4 50 Willay Hall
-? Y
Univers ') nesota
’ pu
U

Ruggles made his career distributing public use data.

IPUMS — Integrated Public Use Microdata Series, is the world's largest
level population data.

?‘ Steven Ruggles g
; W% Steven Ruggles

@HistDem w
h @HistDem

| am increasingly convinced that DP will
degrade the quality of data available
about the population, and will make
scientifically useful public use microdata

Impossible. 3/

307 PM - 5 Jul 2019

9 Retweets 32 Likes * Q o e 'w Q e %’ 3

Q 2 2 9 QO 32 M

| also believe that the DP approach is
Inconsistent with the statutory
obligations, history, and core mission of
the Census Bureau. 4/

3:07 PM - 5 Jul 2018

2 Retweets 13 Likes ' @ 8 @ o 0 . 6

O 1 11 2 O 13 |

Steven Ruggles 5 Jul 2019

Ruggles organized a petition with 4000+ signers asking for no DP in 2020 Census.

Ultimately DP was used, but delayed for the American Community Survey.
193]



Errors in the 2020 Census were blamed on DP.

An article in The New York Times stated that
DP was responsible for allocating 13 adults and
one child to Census Block 1002 in downtown
Chicago, a block that “consists entirely of a
700-foot bend in the Chicago River”’(Wines
2022).

In fact, the TopDown algorithm implemented a
constraint such that “the number of
householders (person one on the questionnaire)
cannot be greater than the number of housing
units” (J. Abowd et al. 2022).

» Likely answer: Error in geography file
* Unlikely answer: house boat

|:s.

Ehe New Nork imes ==

The 2020 Census Suggests That People
Live Underwater. There’s a Reason.

Technology advances forced the Census Bureau to use sweeping
measures to ensure privacy for respondents. The ensuing debate
goes to the heart of what a census is.




