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BBC: TikTok won’t use end-to-end encryption.



A newly proposed quantum algorithm might break RSA faster than Shor’s.

https://www.securityweek.com/quantum-decryption-of-rsa-is-much-closer-than-expected/

https://www.preprints.org/manuscript/202510.1649



Intel claims breakthrough on Fully Homomorphic Encryption (thanks, Burhan!)

https://spectrum.ieee.org/fhe-intel



Paper: The Complex Path to Quantum Resistance



Authentication
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Identity authentication relies on establishing that a claim matches an 
enrollment.



Authentication 1: Prove you know a secret (“something you know”).



Passwords can be guessed. “Strength” isn’t the point; good passwords are 
unique.

https://en.wikipedia.org/wiki/List_of_the_most_common_passwords



Passwords can be stolen.



To protect password files, encrypt or hash each password.
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But attackers can use “rainbow tables” to attack hashed passwords.

https://en.wikipedia.org/wiki/Rainbow_table



“Salting” passwords can raise the cost of rainbow tables.



Can you defend against attacks on password-based authentication?

June 2017 July 2025

https://pages.nist.gov/800-63-4/https://doi.org/10.6028/NIST.SP.800-63b



Password managers create and remember unique (strong) passwords for you.



Password managers may not be as perfectly secure as they claim.



It can be easier to attack passwords at the point that the user enters it.

Phishing Keylogging



Authentication 2: Something you have or something you are.



Something you … forgot, lost, or used to be.
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Cryptographic Approaches to Authentication



OAuth proxy authentication



OAuth Example — Gmail Deduplicate



Attacker-in-the-middle and permission attacks on OAuth



Passwords require storing, transmitting, and sharing a secret.
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Public Key

Password



Passkeys require only creating and storing a secret locally.
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Challenge

Response

Private Key Public Key

Password

Passkey



Passkeys can limit phishing attacks.

https://arstechnica.com/information-technology/2022/05/how-apple-google-and-microsoft-will-kill-passwords-and-phishing-in-1-stroke/



Governments are beginning to issue electronic representations of identities.



Government identity architecture: individual, enrollment, claim, verifier.

28AAMVA Mobile Driver’s License Implementation Guidelines, r1.5 



Government-wide online IDs
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https://www.biometricupdate.com/202505/china-approves-cyberspace-ids-as-part-of-
federated-identity-scheme



Human rights groups worry about implications.
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https://www.biometricupdate.com/202507/china-toughens-rules-on-private-frt-while-consolidating-beijings-digital-
rule



There are privacy concerns about mDLs and related systems.

https://www.centerforcybersecuritypolicy.org/insights-and-research/a-new-
approach-to-address-concerns-about-overuse-of-digital-ids



Authentication against government identities
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You’ll never guess what happened next!



Persona functionality and API documentation



An open letter against age assurance technology

https://csa-scientist-open-letter.org/ageverif-Feb2026



Even anonymity/pseudonymity may not be enough.



Privacy and Personal Information

*These are illustrative examples only.



The Privacy Act of 1974 and the FIPPs
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Consumer purchases

Many governments and businesses make public use of confidential data.
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Confidential datasets

Advertisement 
shown by Google

Survey responses
Statistics published 
by the US Census 

Bureau

Medical records Tables in academic 
papers

Public uses



These outputs can result in harms to individuals.
Attackers can “reconstruct” the confidential database.
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Public uses
Potential harm 
to individuals

Leaks sexual 
preference; 

job termination

Identification of 
respondents leads to 
unwanted publicity

Political targeting

Advertisement 
shown by Google

Statistics published 
by the US Census 

Bureau

Tables in academic 
papers



Input Controls – making data safe for statistics
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De-IdConfidential data

safe data

safe data

safe data

safe data

safe data



De-Identification is a common input control.
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An example of de-identified data: The Home Mortgage Disclosure Act.

A list of every mortgage issued in the US!
Location (census tract)
Property type
Purpose of loan
Applicant’s sex, race, ethnicity, income

Download it while you can!
https://www.consumerfinance.gov/data-research/hmda/ 
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https://www.consumerfinance.gov/data-research/hmda/
https://www.consumerfinance.gov/data-research/hmda/
https://www.consumerfinance.gov/data-research/hmda/


There are (legally) no privacy issues with HMDA’s database

44

loan_amount_000s co_applicant_sex_name applicant_race_name_1 applicant_ethnicity_name co_applicant_race_name_1 co_applicant_ethnicity_name

215 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

225 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

266 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

320 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

335 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

342 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

352 Female

355 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

355 No co-applicant No co-applicant No co-applicant

382 Male White Not Hispanic or Latino White Not Hispanic or Latino

399 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

400 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

404 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

404 Female White Not Hispanic or Latino White Not Hispanic or Latino

404 Female White Not Hispanic or Latino White Not Hispanic or Latino

413 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

416 No co-applicant Asian Not Hispanic or Latino No co-applicant No co-applicant

417 Female White Not Hispanic or Latino White Not Hispanic or Latino

417 Male White Not Hispanic or Latino White Not Hispanic or Latino

428 Female White Not Hispanic or Latino White Not Hispanic or Latino

444 Female

450 No co-applicant Asian Not Hispanic or Latino No co-applicant No co-applicant

464 Female

477 Female White Not Hispanic or Latino White Not Hispanic or Latino

486 No co-applicant White Not Hispanic or Latino No co-applicant No co-applicant

511 Female



Problem: de-identified data can be re-identified.
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NYC Taxi License Commission provided Chris Whong with all the data.

175 million trips

Every trip:
Pickup date, time & GPS
Drop-off date, time & GPS
Fare & tip
Encoded medallion number.
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Some pick-up locations were from sensitive locations…
Some drop-offs were identifying….
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http://content.research.neustar.biz/blog/differential-privacy/stripRaw.html

Frequent customer Occasional customer

Google Street view



Location traces can uniquely identify you.
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The official’s data trail also led to a high school, 
homes of friends, a visit to Joint Base Andrews, 
workdays spent in the Pentagon and a ceremony at 
Joint Base Myer-Henderson Hall with President 
Barack Obama in 2017

https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-
phone.html



Year of birth, ZIP code, gender
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https://dataprivacylab.org/projects/identifiability/paper1.pdf

L. Sweeney, Simple Demographics Often Identify People Uniquely. Carnegie Mellon 
University, Data Privacy Working Paper 3. Pittsburgh 2000.
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Output controls 
Because input controls are not enough!



Every published statistic is a constraint on the confidential data.
These constraints can be mathematically solved.

51

S1    S6
S2    S7
S3    S8
S4    S9 
S5    S10

Student Scores
(Hidden variables)

Class Average = 98 (published)

Implies:

If 
S10=80

and

0 ≤ Sn ≤ 100

then:

S1..S9 = 100

Your Score

(𝑆1 + 𝑆2 + 𝑆3 + 𝑆4 + 𝑆5 + 𝑆6 + 𝑆7 + 𝑆8 + 𝑆9 + 𝑆10)
10

= 98



“The Fundamental Law of Information Recovery”

Every statistical release based on confidential data leaks some aspect of the confidential 
data on which it is based.

If the results of enough queries are released, the entire confidential database is eventually 
revealed.

or more simply…

“Overly accurate answers to too many questions will destroy privacy in a spectacular way.”
-  The Algorithmic Foundations of Differential Privacy by Cynthia Dwork and Aaron Roth. 

Foundations and Trends in Theoretical Computer Science. Vol. 9, no. 3–4, pp. 211-407, Aug. 
2014. DOI:10.1561/0400000042

Sometimes “too many questions” is “1 question” (as evidenced here)
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http://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://en.wikipedia.org/wiki/Cynthia_Dwork
https://en.wikipedia.org/wiki/Aaron_Roth
https://doi.org/10.1561/0400000042


What if the teacher said the class average is between 98 and 100?

This is called generalization or coarsening
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= 98 .. 100 

But wait — 
Those other 9 students all got 100!
They are all friends and get together at lunch.

Now they can compute bounds on your grade:

98 ≤
900 + (your	grade)

10
≤ 100

They know you got between an 80 and 100!



Differential privacy adds noise.
Noise creates uncertainty about the confidential data.
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0-60 61-70 71-80 81-90 91-100
West Side kids 10 15 75 95 65
East Side kids 15 45 125 0 0

+ noise →

+ noise →
0-60 61-70 71-80 81-90 91-100

8 16 76 92 68
12 48 121 3 1

96.5% 

database
reconstruction

database
reconstruction

Original confidential 
database

Incorrect 
reconstruction



A common form of differential privacy:
Add a random value (x) to each statistic before it is published.

What we compute:

What we publish:

The more noise that’s added, the more privacy the students get! 
And the worse the statistics…
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+ noise = 96.5

+ x         = 96.5



Differential Privacy is tunable…

The “privacy loss” of differential privacy is a tunable parameter: 0 ≤ ε ≤ ∞

There’s no “right” value for ε — it’s a policy decision
More privacy loss = more accurate statistics.
(Public good) vs. (personal privacy protection)

DP tells data users the accuracy of data.
Accuracy is hidden by other approaches.
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More “privacy loss” 
More accuracy

Less “privacy loss” 
Less accuracy 



There’s a lot more to say…
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Differential Privacy 
Garfinkel
MIT Press
March 25, 2025. (Open Access)

“The Philosophy of Differential Privacy”
Bowen & Garfinkel
Notices of the American Mathematical Society
November 2021

Garfinkel & Bowen
MITSloan Management Review
April 26, 2022



Working in the cloud is dangerous if you can’t trust the host.



Secure Enclaves



Federated Learning

https://blog.ml.cmu.edu/2019/11/12/federated-learning-challenges-methods-and-future-directions/

Federated Learning



https://dataingovernment.blog.gov.uk/2020/08/20/synthetic-data-unlocking-the-power-of-data-and-skills-for-machine-
learning/

Synthetic Data



Lab 4 — Due yesterday!

Virtual machines are graded

Grades are synched to Canvas.

If you got less than a 5 — figure out why.

If you got a zero — something is wrong. Please contact us.

















Lab 5 — Due March 30

Objectives for this lab:
• Learn about S3, Amazon’s Simple Storage service. We’ll use S3 to store images.
• Learn how we allow the JavaScript client to upload directly to S3 with a “signed post,” and how 

we allow it to download directly with a “signed get.”





The CAP Theorem (Brewer’s theorem): 
Consistency, Availability, and Partition Tolerance: Pick Two!

Consistency 
— Every write from every client has an error or success
— Every read from every client receives the same data or the same error
Every write must be replicated to every node

Availability
Every request to a non-failing mode must result in a response.

Partition Tolerance
The system must operate no matter how the network is partitioned.



Signed uploads





lab5/server/

0 Nov 10 14:54 __init__.py
192 Oct 28 06:25 __pycache__/
26 Nov 11 05:04 apikey.py@ -> ../../lab_common/apikey.py
22 Nov 11 05:04 db.py@ -> ../../lab_common/db.py

9156 Jan 13 17:02 image_controller.py
6380 Jan 13 21:18 image_validate.py
25 Nov 10 14:54 main.py@ -> ../../lab4/server/main.py
39 Nov 10 14:54 message_controller.py@ -> ../../lab4/server/message_controller.py
33 Nov 10 14:54 schema_lab4.sql@ -> ../../lab4/server/schema_lab4.sql
746 Dec  9 08:01 schema_lab5.sql
23 Nov 11 05:04 static@ -> ../../lab_common/static
26 Nov 11 05:04 templates@ -> ../../lab_common/templates



Making a presigned post

def make_presigned_post(s3_bucket,s3key):
"""Return the S3 presigned_post fields"""
return s3_client.generate_presigned_post(

Bucket = s3_bucket,
Key = s3key,
Conditions = [

{ "Content-Type": JPEG_MIME_TYPE }
],
Fields = { "Content-Type": JPEG_MIME_TYPE},
ExpiresIn = 120, # in seconds

)



Making a presigned post

def make_presigned_post(s3_bucket,s3key):
"""Return the S3 presigned_post fields"""
return s3_client.generate_presigned_post(

Bucket = s3_bucket,
Key = s3key,
Conditions = [

{ "Content-Type": JPEG_MIME_TYPE },
[ "content-length-range", 1, MAX_IMAGE_SIZE_BYTES]

],
Fields = { "Content-Type": JPEG_MIME_TYPE},
ExpiresIn = 120, # in seconds

)



/*
* Uploads a image using a presigned post. See:
* https://aws.amazon.com/blogs/compute/uploading-to-amazon-s3-directly-from-a-web-or-mobile-application/
* https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-presigned-urls.html
*
* Presigned post is provided by the /api/post-image call (see below)
*/
function upload_image_post(imageFile) {

const formData = new FormData();
formData.append("api_key", (document.querySelector("#api-key") || {}).value || "");
formData.append("api_secret_key", (document.querySelector("#api-secret-key") || {}).value || "");
formData.append("message", (document.querySelector("#message") || {}).value || "");
formData.append("image_data_length", imageFile.size);

setText("#status-message", "Requesting signed upload...");
fetch("api/post-image", { method: "POST", body: formData })

.then((r) => {
if (!r.ok) {

setText("#status-message", `Error: ${r.status} ${r.statusText}`);
return Promise.reject(new Error(r.statusText));

}
return r.json();

})
.then((obj) => {

console.log("api/post-image returned obj=", obj);
if (obj.error) throw new Error(obj.error);

setText("#status-message", `Uploading image ${obj.image_id}...`);
const uploadFormData = new FormData();
for (const [k, v] of Object.entries(obj.presigned_post.fields)) {

uploadFormData.append(k, v);
}
uploadFormData.append("file", imageFile);     // order matters

const ctrl = new AbortController();
const timeout = setTimeout(() => ctrl.abort(), UPLOAD_TIMEOUT_SECONDS * 1000);
return fetch(obj.presigned_post.url, {

method: "POST",
body: uploadFormData,
signal: ctrl.signal,

}).finally(() => clearTimeout(timeout));
})
.then((uploadResponse) => {

if (!uploadResponse.ok) {
setText("#upload_message", `Error uploading image status=${uploadResponse.status} ${uploadResponse.statusText}`);
return Promise.reject(new Error(uploadResponse.statusText));

}
setText("#status-message", "Image uploaded.");
const imageEl = document.querySelector("#image-file");
if (imageEl) imageEl.value = "";             // clear selected file

})



This Week’s Reading

• Mark Russinovich, et al. 2021. "Toward confidential cloud computing. CACM, 
June 2021, pp. 54–61.
https://doi.org/10.1145/3453930

Optional:

• Mark Russinovich. 2023. Confidential Computing: Elevating Cloud Security 
and Privacy. CACM, January 2024, pp. 52–53. 
https://doi.org/10.1145/3624577

• UN Handbook on Privacy-Preserving Computation Techniques, BigData UN 
Global Working Group, https://unstats.un.org/bigdata/task-
teams/privacy/UN%20Handbook%20for%20Privacy-
Preserving%20Techniques.pdf

https://doi.org/10.1145/3453930
https://doi.org/10.1145/3624577
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https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf
https://unstats.un.org/bigdata/task-teams/privacy/UN%20Handbook%20for%20Privacy-Preserving%20Techniques.pdf


For Next Week:

• Enjoy your break!



For the Week After Break:

• Read Russinovich
• Comment and respond on Perusall
• Take the Reading Quiz on Canvas

• Work on Lab 5
• Due March 30
• DO NOT POSTPONE 

• Participate in the Ed Discussion Board

• Enjoy the warm weather!
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How we brought DP to the 2020 Census



First US Census: 
1790

Purpose: 
Apportion the US House of Representatives

The US Census is the world’s longest running statistical program.
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Thomas Jefferson
Primary author, US Declaration of Independence
First US Secretary of State
First US Patent Commissioner (reviewed every patent)
Oversaw first US Census



The US Constitution calls for a census every 10 years. 
2020 was the 23rd US census.
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Each congressional district elects a member to the 
House of Representatives. 

There have been 435 seats since 1912

Each state elects 2 senators



The 2020 Census asked every household in the US to fill out a survey.
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Statistics computed at each geographic layer.

Accurate statistics for each layer determined 
by higher layer.

This was implemented using the TopDown Algorithm
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“Noisy Measurement Files”
Raw data with noise added.

—Fractional numbers
—Negative numbers

Four sets of NMFs:
Block-by-block Redistricting files

—PL-94-171 NMF People
—PL-94-171 NMF Housing Units

Larger geographies with more demographic attributes.
—DHC NMF People
—DHC NMF Housing Units

Privacy Protected Microdata Files

Published tabulations

The Census Bureau ultimately released multiple data products for the 2020 
census. 
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https://www.census.gov/data/academy/webinars/2023/noisy-measurement-files.html   
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Multiple data products creates confusion…
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But this wasn’t the real problem
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The Census 2020 DP Backlash



Many data users wanted highly accurate data 
reports on small areas.
• Some were anxious about the intentional addition 

of noise.
• Some were concerned that previous studies done 

with swapped data might not be replicated if they 
used DP data.

Many data users believed they require access 
to Public Use Microdata.

Users in 2000 and 2010 didn’t know the error 
introduced by swapping and other protections 
applied to the tables and PUMS.

Differential privacy was not widely known or understood.
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“About 57 percent of the 2010 Census 
population were ‘unique’ at the smallest 
census geography, block level, meaning they 
were the only people in their block with a 
specific combination of sex, age (in years), 
race (any of the 63 possible Office of 
Management and Budget race combinations), 
and Hispanic/Latino ethnicity” (McKenna 
2018). 

There is a lot more diversity in the US population than people realize.
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Ruggles made his career distributing public use data.
IPUMS — Integrated Public Use Microdata Series, is the world's largest collection of individual-
level population data.

Dr. Steven Ruggles voiced concerns about DP in the 2020 Census.
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Steven Ruggles 5 Jul 2019

Ruggles organized a petition with 4000+ signers asking for no DP in 2020 Census.
Ultimately DP was used, but delayed for the American Community Survey.



An article in The New York Times stated that 
DP was responsible for allocating 13 adults and 
one child to Census Block 1002 in downtown 
Chicago, a block that “consists entirely of a 
700-foot bend in the Chicago River”(Wines 
2022). 

In fact, the TopDown algorithm implemented a 
constraint such that “the number of 
householders (person one on the questionnaire) 
cannot be greater than the number of housing 
units” (J. Abowd et al. 2022). 

• Likely answer:  Error in geography file
• Unlikely answer: house boat

Errors in the 2020 Census were blamed on DP.
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