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Figure 1: Structure of the conducted long-term study (n = 97). Participants were assigned to 1 of 4 fallback schemes (email, SMS,
PKQ, trusted contacts) and a recall time (6, 12, 18 months). The 2-week callback served the purpose of minimizing dropout rates.

ABSTRACT

Fallback authentication, the process of re-establishing access to
an account when the primary authenticator is unavailable, holds
critical significance. Approaches range from secondary channels
like email and SMS to personal knowledge questions (PKQs) and
social authentication. A key difference to primary authentication is
that the duration between enrollment and authentication can be
much longer, typically months or years. However, few systems have
been studied over extended timeframes, making it difficult to know

how well these systems truly help users recover their accounts.

We also lack meaningful comparisons of schemes as most prior
work examined two mechanisms at most. We report the results of a
long-term user study of the usability of fallback authentication over
18 months to provide a fair comparison of the four most commonly
used fallback authentication methods. We show that users prefer
email and SMS-based methods, while mechanisms based on PKQs
and trustees lag regarding successful resets and convenience.
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1 INTRODUCTION

Fallback authentication (also called account recovery, backup, emer-
gency, or recovery authentication) is the mechanism for restoring
access to an account if the primary authenticator becomes unavail-
able. It plays a central role in real-world account management, i.e.,
a study by Bonneau et al. showed that almost all account owners
of the surveyed sample needed to reset their primary authentica-
tor at least once [13]. Administrators have to deal with forgotten
passwords and lost security tokens regularly [41, 75, 82], highlight-
ing the need for usable mechanisms. Manual account recovery is
usually a last resort as it comes at the highest cost for providers [23].




Encryption




A puzzle from the NSA

NSA/CSSQ
/ @NSAGov

Many famous and not so famous people in history have
written memorable things about the creative human
mind. Some were authors who dabbled in ciphers.

Can you decipher the quote and who said it? No spaces
this time.

Puzzle 4 Secret Message: Innovation is key
Crypto

Boredom W

ENIWUVAPRQLZFUWOOAPNAZNBWNBO

IWLELCALOENUYWLLENYRKLYAXEKYNWYE
JBAPSBEYBBOQIWLELCALQENUY WLLEKN

PAORETA

—AZCWPWFFWLIJEKA

3:11 PM - Apr 28, 2020 - Sprout Social



Cryptanalysis using English letter frequencies.

Letter

Frequency of Letters in an English Corpus

T - ® 0.28%
A - ® 8.04%
O ® 7.64%
| ® 757%
N ® 7.23%
S - ® 5.51%
R - ® 5.28%
H - ® 5.05%
L - ® 407%
D - ® 382%
C 4 ® 3.34%
- ® 2.73%
M ® 251%
F - ® 2.40%
P - ® 2.14%
G - ® 187%
W ® 1.68%
Y ® 1.66%
B - ® 1.48%
V- ® 1.05%
K- @ 054%
X - ® 0.23%
J - ® 0.16%
Q- @ 0.12%
Z-® 0.09%

® 12.40%

| | | |
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The Solution to the NSA Puzzle

B NsA/css @
7 @NSAGov

Replying to @NSAGov

Puzzle 5 Solution: ‘It may be roundly asserted that
human ingenuity cannot concoct a cipher which human
Ingenuity cannot resolve' - Edgar Allan Poe

3:31 PM - May 5, 2020 - Twitter for iPhone

23 Retweets 4 Quote Tweets 68 Likes

® () v, M



Components of a Cryptosystem

A Key

Message/Plaintext
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Codes — Communication with a prearranged secret
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The “Caesar Cipher” substitutes each letter with the third next letter.

Omnia Gallia est divisa 1n partes tres

RPOND LDOOND HVZ GNBNVD NQ SDUZHV ZUHV




With a shift of 13, the same operation reverses the code.

Omnia Gallia est divisa 1n partes tres
Bzavn Tnyyvn rfg gvivifn va cnegrf gerf

Omnia Gallia est divisa 1n partes tres




Change the offset on every character and it gets harder still.

Confederate Army Cipher Disk German Enigma Machine

Images from https://introtcs.org/public/lec_19 cryptography.html
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LENNY ZANSE JRNXE BYNFV KOZAT
VRELTH JPCSV RUSYR JUEX&UN SLOCL
PODYY JJLVJ XFSESENKL KPLSA Z2xVY2Y
TSUJIO XBWNKY NISND NPNPI DZVOZ
CYJPY OB XKR PEKTYY YTKEXR ATOP W
NMNCJK FPNSY SMIIN QAQZYN CYSDE
YIIUJ TURRZ GHRDL YOVR, NOCEY
nALOK NMIIN CAIDY RDTRKH ZDZHP
O1 NDS CHNOFE XGEBYVYy CAYSO T 0B0NM0YV
K 22X 02 J1IN DBRCECY BNUVE LFBAKXKTY
‘l.Lx PP IFN IHNNSF RUVVYE ULTRN
NG ONG ZUBZIHI EPY JL NCZXY FRTEZX
VE 1 0E MDVTHN GES3NG LRZIVYES VUKVEK
POFRI QCFAA NLTKE DXNDA QAINY
MEIRA LOTYP NVEBNX HRUUK ACPXA
AYGFS ZNPOU SYRVYX IYJIPO RUCEK
PREOPO JFUWNIO NYLIZX GUTNC QAKXHN

FSGNA UDTLSE UNKAN HARNKGE TZVXN

VEBOA JUXMFY HTUNN XCTXNH OFLSY

Change the offset for every character and you have a
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Transposition: changing the order of symbols In a text.

LAUNCH
THEMIS
SILES

Launch The Missil#

Arrange plaintext
IN m character rows of
fixed length

» L TSAHIUELNMECISHS

Read text out
by columns

Start with
plaintext



Double Transposition — Even more security!

LAUNCH LTSAHI LUCTEL

THEMIS == UELNME == ST,SANH
SILES. CISHS. HMSIE.



Applications of Encryption




Encryption at rest and In transit




Remote secure storage

Encrypt before write.

Decrypt after read.
Remote system can't read your data! *
o— —o

Amazon S3

Plaintext files




Storing (someone else’s) encrypted data on your system

Website encrypts data and sends it to you.

Website requests encrypted data and decrypts when you send it back.

Used for cookies
Plaintext files
Ciphertext files *
o— —o

Secure Website




Modern Symmetric Encryption Algorithms




Symmetric Encryption

Plaintext

enc. algorithm M" = foncrypt (k, M)

i

dec. algorithm M = faecrype(k, M")

Plaintext




Modern Encryption: AES-256
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are shifted cyclically to the left. The number of places
each byte is shifted differs incrementally for each row.



Someone’s attempt to draw all of AES-256
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Stream Ciphers; Block Ciphers; Modes of Operation

Stream ciphers — encrypt 1 byte at a time

Block ciphers — encrypt 1 block at a time (block size parameter)

Modes of operation — describes how to put the blocks together

Electronic Code Book (ECB) mode
- each block is encrypted the same
Cipher Block Changing (CBC) mode
- first block XORed with Initialization Vector (V)
- each block XORed with previous block
Counter Mode (CTR)
- Each block XORed with block #

Authenticated en cry ptio N Original image Encrypted using ECB mode Modes other than ECB result in
_ pseudo-randomness
) DeteCt message corru ptlon ] The image on the right i1s how the image might appear encrypted with CBC, CTR or any of the other
- The better ones are p ate nted more secure modes —indistinguishable from random noise. Note that the random appearance of the image
on the right does not ensure that the image has been securely encrypted; many kinds of insecure

encryption have been developed which would produce output just as 'random-looking'.



Security of symmetric algorithms

56-bit keys have been brute-forced (EFF; 1998)

64-bit keys were brute forced (distributed.net; 2006)

80-bit keys can be brute-forced

128-bit keys might be brute-forced with a quantum computer.

256-bit keys cannot be brute forced even with quantum computing



Symmetric encryption has a key problem.

3 people, 3 keys .
5 people, 10 keys 1000 people, 499,550 keys!

(n)(n — 1)

# keys =
eys ;



Hash Functions




Message Digests

Message Digests make a “fingerprint” of a file.
Input: 1-264 bytes
Output: 128, 160, 256 bits or more (really not need for more)

AT R
digest




Message Digests — The same input always produces the same hash.

“We the people of the United States, in order to form
a more perfect union, establish justice, insure
domestic tranquility, provide for the common defense,
promote the general welfare, and secure the blessing
of liberty to ourselves and our posterity, do ordain
and establish the Constitution of the United States of
America.”

digest

$ echo -n "We the people of the United States, in order to form a more perfect union, establish justice, insure domestic
tranquility, provide for the common defense, promote the general welfare, and secure the blessing of liberty to ourselves and our
posterity, do ordain and establish the Constitution of the United States of America." \

| openssl sha256

SHA2-256(stdin)= cd098fc401f242aa6bd99bc39b7ed273eelc5741386853e219e069fb8c426f8a
$



Message Digests — change one bit, and half* the output bits change.

$ echo -n "We the people of the United States, in order to form a more perfect union, establish justice, insure domestic
tranquility, provide for the common defense, promote the general welfare, and secure the blessing of liberty to ourselves and our
posterity, do ordain and establish the Constitution of the United States of America." \

| openssl sha256

SHA2-256(stdin)= cd098fc401f242aa6bd99bc39b7ed273eelc5741386853e219e069fb8c426f8a
$

$ echo -n "We the people of the United States, in order to form a more perfect union, establish justice, insure domestic
tranquility, provide for the common defense, promote the general welfare, and secure the blessing of liberty to ourselves and our
posterity, do ordain and establish the Constitution of the United States of America!" \

| openssl sha256
SHA2-256(stdin)= 1a2dd0fd16fb801265a82f2cd7284cd7658e3138edle5d5abaffd4acle82083a

$

* — 1deally



Properties of a good Message Digest

» Digest cannot be predicted from the input.
 |t's hard to find an input that produces a specific digest (“preimage resistance”)

* second preimage resistance — For a given message M1, it’s hard to find a second message M2 that
has the same hash.

» collision resistance — It’s hard to find two message with the same hash.

https://crypto.stackexchange.com/questions/1173/what-are-preimage-resistance-and-collision-
resistance-and-how-can-the-lack-ther
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Now we can trust that the encrypted data wasn’t modified!

Compute the hash of the data
Encrypt the data and the hash

Store the package on the remote system.

I Message

== H(msg)

Encrypted
message and
hash of message

Encrypt




Hash-Based Message Authentication Code (HMAC)

1a2dd0fd16fb80126

5a82f2cd7284cd765

8e3138ed1eb5db5abaf
fd4dac1e82083a

=

Hash

I Message

mmmmm secret key




HMACSs are used as the Lab4 password hash

[ NON ) @ Message Board x  + ”
<« - C 2% simsongacm-lab4.csci-e-11.org o ® 2 @ & @ D D 0

CSCI E-11 LAB #4 About

Message Board

Posted Message

Tue, 24 Dec 2024 21:29:47 GMT yes

Tue, 24 Dec 2024 21:29:45 GMT yes /\ /\ /\

Tue, 24 Dec 2024 21:29:43 GMT yes ey T TNy

Tue, 24 Dec 2024 21:29:37 GMT yes

Tue, 24 Dec 2024 21:18:50 GMT another

Tue, 24 Dec 2024 21:17:30 GMT another one — (e

Tue, 24 Dec 2024 21:17:30 GMT another one S — Message Message Message C——

Tue, 24 Dec 2024 21:17:29 GMT another one +MAC

Tue, 24 Dec 2024 21:17:22 GMT another one . ®

Tue, 24 Dec 2024 21:14:49 GMT get real ———y —_—

Tue, 24 Dec 2024 21:10:12 GMT | —— s | st e

Tue, 24 Dec 2024 21:05:03 GMT  S— S—

Tue, 24 Dec 2024 21:04:59 GMT

Tue, 24 Dec 2024 21:04:34 GMT Message sender Gen'era?e Message Check MAC Recipient
Authentication Code (MAC)

Upload a new message

This form is for testing the upload API. Enter the API_KEY and the API_SECRET_KEY and a message. Both sender and reccplent

use the same key to generate
API_KEY: required and check the MAC

API_SECRET_KEY: required

O

MESSAGE: required

Click to post:

Copyright © 2025 Your Name Goes Here Shared key °kta




Hashing as proof of work

Here is a program to find a number that, when hashed, produces a hash with 'n’ leading zeros:

find a number that, when hashed, produces as SHA256 hash with a specific number of leading zeros.

import argparse

import hashlib

if _ _name__ =="_ main__":
parser = argparse.ArgumentParser(formatter_class=argparse.ArgumentDefaultsHelpFormatter)
parser.add_argument(“--verbose'",action="'store_true')
parser.add_argument("zeros", type=int)

args = parser.parse_args()

zeros = "0" *x args.zeros
found = 0
n =0

while not found:

nasher = hashlib.sha256()

nasher.update(str(n).encode('utf-8'))

nexdigest = hasher.hexdigest()

found = hexdigest[@:args.zeros] == zeros

if found or args.verbose:
print(f"SHA256("'{n}"')={hexdigest}")

n += 1




Public Key (Asymmetric) Cryptography
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2. Alice combines her secret key (a)
with the parameters and sends the
resulting public key (A) to Bob

with her secret key (a)

a s=10"mod 23 =18

Public Channel

1. Alice and Bob agree
on public parameters

p=23,g=5

=

nn

O o >\¢

4. Alice combines (8) \<l> 5. Bob combines (A)

6. Alice and Bob have a
shared secret!

Diffie-Hellman Key Exchange

3. Bob combines his secret key (b)
with the parameters and sends the
resulting public key (B) to Alice

l B=5"mod23=10

with his secret key (b)

°s=43modz3=18

Alice Bob
-

Common paint Q

oL ey

+
(assume that
+

Secret colours

S gt

Public transport

mixture separation
is expensive)
R

Secret colours

=
—

Common secret -



Math Quiz: Choose One

1. What are the prime factors of 1,920,1797?

2.1583 x 1213 =7
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The Rivest-Shamir-Adleman (RSA) Algorithm




Asymmetric (public key) encryption

Two keys: one to encrypt, one to decrypt!
M’ = f(M,K1)
M = f(M’,K2)

\ 4

Plaintext * Algorithm

\ 4

Algorithm * Plaintext

= = =)




Public Key Encryption Uses

Encryption: Locked with receiver’s public key, unlocked with receiver’s private key

Digital signature and non-repudiability: hashed/encrypted by sender’s private key, verified by
sender’s public key

Unlocked
B

Locked Locked
A C



Asymmetric Public Key Cryptography

Public key e

D gy = Private key d
B ) e
| ~HH!

Alice generates a key pair derived from two Bob has a secret message he
prime numbers. One she makes public and Wants to send to Alice

one she keeps secret.



Bob encrypts his message using Alice’s public key and transmits it to

Alice

Alice’s public key e

Private key d




Private key d
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2. Alice wants to send a message to Bob and prove it came from her

Private key d




te key and the message content

IVa

—
O
—
o,
C

ing

Ice signs her message us

Al

Private key d

Alice’s public key e



Alice’s public key e

Private key d
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Secret Key vs. Public Key

secret key public key
algorithm type symmetric asymmetric
: substitution and
basis » math
transposition
speed fast slow
encrypts blocks of data numbers
uses encrypting files encrypting email




Hyb rd Systems — Sending encrypted files

Most public key systems are actually hybrid systems
Use Diffie-Hellman or RSA to exchange a 128-bit session key
Use AES to encrypt bulk information

Hvbrid Cryptograph

Alice Bob

Plain text ‘ > Ciphertext

Secret Key - Secret Key
‘ Encrypted Secret Key ]
rﬂ) |
; -
‘ d
Bob's Public key Bob's Private Key

https://www.researchgate.net/publication/363656300 Secure File Storage On Cloud Using Hybrid Cryptography



https://www.researchgate.net/publication/363656300_Secure_File_Storage_On_Cloud_Using_Hybrid_Cryptography

Hybrid Systems — Digital Signatures

Signing a signature:
Hash the document
Encrypt the hash with the private key
Send both the document and the encrypted hash

Verifying the signature:
Decrypt the document’s encrypted hash with the public key
Hash the document (without the hash)
Compare the decrypted hash to the computed hash

hash(msg)
. » » — msg. # —
?

msg hash hash(M) encrypt Si hash

| decrypt with

public key




Cryptosystem Design

"A cryptosystem should be secure
even If everything about the system,
except the key, Is public
knowledge.”

- Auguste Kerckhoffs, 1883

According to Steve Bellovin, the NSA version is “assume that
the first copy of any device we make is shipped to the
Kremlin.”




Q: What are some vulnerabilities that can occur in cryptographic

systems?

» Simple design flaws can introduce vulnerabilities

» Bugs (or sabotaged) code

» Unsafely padding short messages, e.g., with all 1s or Os

* Resending identical messages

* Poor use of sequence numbers

* Poor choice of random number generators

» Deliberate choice of weak system configuration parameters
« Quantum computers can crack private keys.

« Back doors.



Encrypted in Transitv. End-to-End Encryption

' TLS Encryption in Transit 0 TLS Encryption in Transit '

Mail Stored Encrypted




End-to-End Encryption in Signal

Store identity and keys Store identity and keys

Use keys to securely transmit new ephemeral key

Increment (“ratchet”) key on each message




Will qguantum computers break encryption?

https://www.nature.com/articles/d41586-021-03476-5



Implementation Details




When It Isn’t Random Enough

Setup Wireless Administration Status

Basic Wireless Settings | Wireless Security | Wireless MAC Filter

security Mode: WEP v
Encryption: 40 f64-bit (10 hex digits) v
Passphrase: MySecretkey

= Copy Key 1
Key 1: BASTTIC135 this will be Wour
Key 2 8D5AAI0AAD WEP key.
Key 3. B0AB275993
Key 4 A98B258607
TX Key: 1 ¥

Save Settings Cancel Changes



Want to Learn More?
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News story of the week

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

C: BitLocker on a
== — . Suspend protection
- o - Change how drive is unlocked at startup

% Back up your recovery key
-y Turn off BitLocker

Fixed data drives

D: BitLocker on a

— % Back up your recovery key
- o Change password

% Remove password
-y Add smart card

‘y Turn on auto-unlock
‘y Turn off BitLocker

Removable data drives - BitLocker To Go

E: BitLocker on a

-— Back up your recovery key
- o Change password
Remove password
Add smart card
Turn on auto-unlock

Turn off BitLocker



DAILY COVER

Microsolt Gave I'Bl Keys To Unlock

I'ncrypted Data, I-xposing Major
Privacy I'law

The tech giant said it receives around 20 requests for BitLocker keys a year and
will provide them to governments in response to valid court orders. But
companies like Apple and Meta set up their systems so such a privacy violation
1sn’t possible.

By Thomas Brewster, Forbes Staff. Senior writer at Forbes covering cybercri... v Follow Author

Published Jan 23, 2026, 06:30am EST



Private Computation




PETs can protect data from being accessed, control how it’s used, or

limit output disclosures.

Policy enforcement

Non-disclosure
agreements

Differential
privacy

HE/FHE

7 Aggregation 5
%, \_ ZK Proofs i &
'001; \S&Q
% R

L

Source: UN Handbook on Privacy-Preserving Computing Techniques



Zero Knowledge Proof: Prove something is true without revealing it.

«

!
'.

Verifier




Zero Knowledge Proofs (as told using Sudoku)
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You pick any two squares that are constrained wrt each other, | reveal
the random symbols




Cryptographers have figured out how to do this in one step

SNARK: a Succinct ARgument of Knowledge

A succinct preprocessing argument system is a triple (S, P, V):

* S(C) — public parameters (S5,, 5,) for prover and verifier

* P(S,, x,w) = shortproof m ; || = O(log(|C]), A)

* V(S,, x,m) fasttoverify ; time(V)=0(|x|, log(|C|), A)

SNARK: (S, P, V) is complete, knowledge sound, and succinct

zk-SNARK: (S, P, V) is a SNARK and is zero knowledge




The Millionaire’s Problem
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Private Set Intersection lets two parties discover overlap without

revealing other members.

’ CSAM Hashes Client device iCloud

Upload

———
|
Blinded and . ) |
embedded | | |

Image hashes \ \ : PSI Matching

|
i |

!

iCloud filtered
safety vouchers

!

If threshold
exceeded, decrypt

¢

Check your passwords

A data breach on a site or app exposed your
password. Chrome recommends checking
your saved passwords now.

Close Check passwords




Homomorphic Encryption

Or >




Private Information Retrieval

Search this area rbucks
iy weunss ChOCOlate
mocha latte was perfect.”

Pierce St'NE

st and accurate sgrvnc?, LSt NE NOMA
the coffee sells itself

3.4 _JOE & THE JUICE

Tatte Bakery & Cafe

| Capitol Crossing
"Lovely atmosphere and

Casey's Coffee
delicious coffee, not to..." Y

“Theirhot'caramello
4.1 latte is the best I've had..."

The Ministry

reat coffee, great service, 4.3
and great atmosphere.”

udiciary Square

Café Alice

‘Their coffee is stonger 4.2
than most, Big plus!”

A Browse » Catalog Search » Showing 1 - 20 of 505
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Books eBook Spoken Music Movies
(304) (239) Word (3) (33)
(75)

All Newton Available Available
Minuteman Free Now in Now
Libraries Library Library Online
(505) (327) (85) (256)

& Search Tools

CIVIL

DISOBEDIENCI

HENRY DAVID

THOREAU

1) Civil disobedience

Author

Thoreau, Henry David

Series

Classics of non-violence volume no. 1
Language

English

Formats

Book, eBook, Kindle, eAudiobook
Description

Read Description

FILM

Hot Frosty

& back zits B
2024 TV-PG 1h

e9 Cleveland Clinic
& https://my.clevelandclinic.org » 22756-back-acne

Back Acne (“Bacne”): Symptoms, Causes & Treatment

Apr 15, 2022 — Back acne (or "bacne”) is acne that develops on your back. It causes

pimples that appear as red bumps, whiteheads or blackheads.

People also ask

Why am | having pimples on my back?
How do you make back pimples go away?
Does back acne mean high testosterone?

Are you supposed to pop back pimples?

' 32m ) [=3]

All  Videos Images Shopqg > p|ay

v

Feedback



PIR the easy way!

-
=




PIR a harder way

Request a random slice

Request a random slice

-

Combine slices




Next Week’s Paper: The Complex Path to Quantum Resistance

security lor2

m The
Comlex
| D Ath

~to
Q o
‘Resistance

IS YOUR ATEFEH MASHATAN AND DOUGLAS HEINTZMAN

ORGANIZATION
PREPARED?

hereIs a new technology on the horizon that
will forever change the Information security and
privacy Industry landscape. Quantum computing,
together with quantum communication, will
have many beneficial applications but will also
be capable of breaking many of today’s most popular
cryptographic techniques that help ensure data
protection—in particular, confidentiality and integrity of
sensitive Information. These techniques are ubiquitously
embedded In today’s digital fabric and implemented by
many industries such as finance, health care, utilities, and
the broader Information communication technology (ICT)
community. It Is therefore imperative for ICT executives
to prepare for the transition from quantum-vulnerable to
quantum-resistant technologies.

This transition will be particularly complex, time-

acmqueue |march-april 2021 65




For next week:

« Read “The Complex Path to Quantum Resistance”

* Comment/respond on Perusall
* Take the reading quiz

» Participate in the Ed Discussion board!
* Share a news story, ask a question, answer a question, or continue a conversation in class

* Finish Lab 4 (Due March 9)
* DON'T PUT IT OFF

» Spring Forward! Don’t forget Daylight Saving Time
* Begins March 8 at 2:00 AM



