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Encryption and Private Computation



Does anyone not have a Memento yet? (Or on the way?)



A Comparative Long-Term Study of Fallback Authentication



Encryption



A puzzle from the NSA



Cryptanalysis using English letter frequencies.



The Solution to the NSA Puzzle



Components of a Cryptosystem

A Key Ciphertext

Message/Plaintext



There is a lot to cover!



Classical Cryptography



Codes — Communication with a prearranged secret

https://www.mountvernon.org/george-washington/the-revolutionary-war/spying-and-espionage/the-culper-code-book 

A 219 gun 43
6

offer 655 value

1 a 220 go 43
7

office 656 virtue

2 an 221 gain 43
8

onset 657 visit

3 all 222 guide 43
9

order 658 valiant

4 at 223 gold 44
0

over 659 victory

5 and 224 glory 44
1

obstruct 660 vigilant

6 art 225 gunner 44
2

obtain 661 vigorous

7 arms 226 gloomy 44
3

observe 662 violent

8 about 227 govern 44
4

occur 663 volenteer

9 above 228 grandieure 44
5

offense 664 valuable

10 absent 229 guilty 44
6

ommit 665 voluntary
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The “Caesar Cipher” substitutes each letter with the third next letter.

Omnia Gallia est divisa in partes tres

RPQND LDOOND HVZ GNBNVD NQ SDUZHV ZUHV



With a shift of 13, the same operation reverses the code.

Omnia Gallia est divisa in partes tres

Bzavn Tnyyvn rfg qvivfn va cnegrf gerf

Omnia Gallia est divisa in partes tres



Change the offset on every character and it gets harder still.

Confederate Army Cipher Disk German Enigma Machine

Images from https://introtcs.org/public/lec_19_cryptography.html



Change the offset for every character and you have a “one time pad.”



Transposition: changing the order of symbols in a text.

Launch The Missiles

Start with
plaintext

LAUNCH
THEMIS
SILES

Arrange plaintext
in m character rows of 
fixed length

LTSAHIUELNMECISHS

Read text out
by columns



Double Transposition — Even more security!

LAUNCH
THEMIS
SILES.

LTSAHI
UELNME
CISHS.

LUCTEI
SLSANH
HMSIE.



Applications of Encryption



Encryption at rest and in transit



Remote secure storage

Encrypt before write.

Decrypt after read.

Remote system can’t read your data!

Amazon S3

Plaintext files

Ciphertext files



Storing (someone else’s) encrypted data on your system

Website encrypts data and sends it to you.

Website requests encrypted data and decrypts when you send it back.

Used for cookies
Plaintext files

Ciphertext files

Secure Website



Modern Symmetric Encryption Algorithms



Symmetric Encryption

Plaintext

Ciphertext

enc. algorithmkey

dec. algorithmkey

Plaintext

𝑀 = 𝑓!"#$%&' 𝑘,𝑀(

𝑀( = 𝑓")#$%&' 𝑘,𝑀



Modern Encryption: AES-256



Someone’s attempt to draw all of AES-256



Stream Ciphers; Block Ciphers; Modes of Operation

Stream ciphers — encrypt 1 byte at a time

Block ciphers — encrypt 1 block at a time  (block size parameter)

Modes of operation — describes how to put the blocks together
Electronic Code Book (ECB) mode 
- each block is encrypted the same

Cipher Block Changing (CBC) mode 
- first block XORed with Initialization Vector (IV)
- each block XORed with previous block

Counter Mode (CTR)
- Each block XORed with block #

Authenticated encryption
- Detect message corruption.
- The better ones are patented



Security of symmetric algorithms

56-bit keys have been brute-forced (EFF; 1998)

64-bit keys were brute forced (distributed.net; 2006)

80-bit keys can be brute-forced

128-bit keys might be brute-forced with a quantum computer.

256-bit keys cannot be brute forced even with quantum computing



Symmetric encryption has a key problem.

3 people, 3 keys
5 people, 10 keys 1000 people, 499,550 keys!

#	keys =
(𝑛)(𝑛 − 1)

2



Hash Functions



Message Digests

Message Digests make a “fingerprint” of a file.

Input: 1-264 bytes

Output: 128, 160, 256 bits or more (really not need for more)

File digest



Message Digests — The same input always produces the same hash.

$ echo -n "We the people of the United States, in order to form a more perfect union, establish justice, insure domestic 
tranquility, provide for the common defense, promote the general welfare, and secure the blessing of liberty to ourselves and our 
posterity, do ordain and establish the Constitution of the United States of America." \

| openssl sha256

SHA2-256(stdin)= cd098fc401f242aa6bd99bc39b7ed273ee1c5741386853e219e069fb8c426f8a
$

File
digest

“We the people of the United States, in order to form 
a more perfect union, establish justice, insure 
domestic tranquility, provide for the common defense, 
promote the general welfare, and secure the blessing 
of liberty to ourselves and our posterity, do ordain 
and establish the Constitution of the United States of   
America.”



Message Digests — change one bit, and half* the output bits change.

$ echo -n "We the people of the United States, in order to form a more perfect union, establish justice, insure domestic 
tranquility, provide for the common defense, promote the general welfare, and secure the blessing of liberty to ourselves and our 
posterity, do ordain and establish the Constitution of the United States of America." \

| openssl sha256

SHA2-256(stdin)= cd098fc401f242aa6bd99bc39b7ed273ee1c5741386853e219e069fb8c426f8a
$

$ echo -n "We the people of the United States, in order to form a more perfect union, establish justice, insure domestic 
tranquility, provide for the common defense, promote the general welfare, and secure the blessing of liberty to ourselves and our 
posterity, do ordain and establish the Constitution of the United States of America!" \

| openssl sha256
SHA2-256(stdin)= 1a2dd0fd16fb801265a82f2cd7284cd7658e3138ed1e5d5abaffd4ac1e82083a
$

* - ideally



Properties of a good Message Digest

• Digest cannot be predicted from the input.

• It’s hard to find an input that produces a specific digest (“preimage resistance”)

• second preimage resistance — For a given message M1, it’s hard to find a second message M2 that 
has the same hash.

• collision resistance — It’s hard to find two message with the same hash.

https://crypto.stackexchange.com/questions/1173/what-are-preimage-resistance-and-collision-
resistance-and-how-can-the-lack-ther 
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Now we can trust that the encrypted data wasn’t modified!

Compute the hash of the data

Encrypt the data and the hash

Store the package on the remote system.

Message

H(msg)
} Encrypt

Encrypted 
message and 

hash of message



Hash-Based Message Authentication Code (HMAC)

Message

secret key
} Hash

1a2dd0fd16fb80126
5a82f2cd7284cd765
8e3138ed1e5d5abaf

fd4ac1e82083a



HMACs are used as the Lab4 password hash



Hashing as proof of work

Here is a program to find a number that, when hashed, produces a hash with ’n’ leading zeros:
"""
find a number that, when hashed, produces as SHA256 hash with a specific number of leading zeros.
"""

import argparse
import hashlib

if __name__=="__main__":
    parser = argparse.ArgumentParser(formatter_class=argparse.ArgumentDefaultsHelpFormatter)
    parser.add_argument(“--verbose",action='store_true')
    parser.add_argument("zeros",type=int)
    args = parser.parse_args()
    zeros = "0" * args.zeros

    found = 0
    n     = 0
    while not found:
        hasher = hashlib.sha256()
        hasher.update(str(n).encode('utf-8'))
        hexdigest = hasher.hexdigest()
        found = hexdigest[0:args.zeros] == zeros
        if found or args.verbose:
            print(f"SHA256('{n}')={hexdigest}")
        n += 1



Public Key (Asymmetric) Cryptography



Can Alice communicate securely to Bob if they haven’t exchanged a 
secret?



Diffie-Hellman Key Exchange



Math Quiz: Choose One

1. What are the prime factors of 1,920,179?

2. 1583 x 1213 = ?



One Way Functions



The Rivest-Shamir-Adleman (RSA) Algorithm



Asymmetric (public key) encryption

Two keys: one to encrypt, one to decrypt!
M’ = f(M,K1)
M = f’(M’,K2)

AlgorithmPlaintext Ciphertext

K1

Algorithm

K2

Plaintext



Public Key Encryption Uses

Encryption: Locked with receiver’s public key, unlocked with receiver’s private key

Digital signature and non-repudiability: hashed/encrypted by sender’s private key, verified by 
sender’s public key



Asymmetric Public Key Cryptography

Public key e

Private key d

Alice generates a key pair derived from two
prime numbers. One she makes public and
one she keeps secret.

Bob has a secret message he
Wants to send to Alice



Bob encrypts his message using Alice’s public key and transmits it to 
Alice

Alice’s public key e

Private key d



Alice decrypts the message using her private key

Private key d



2. Alice wants to send a message to Bob and prove it came from her

Public key e

Private key d



Alice signs her message using her private key and the message content

Alice’s public key e

Private key d



Bob uses Alice’s public key to confirm the signature

Alice’s public key e

Private key d



Secret Key vs. Public Key

secret key public key

algorithm type symmetric asymmetric

basis
substitution and 

transposition
math

speed fast slow

encrypts blocks of data numbers

uses encrypting files encrypting email



Hybrid Systems — Sending encrypted files

Most public key systems are actually hybrid systems
Use Diffie-Hellman or RSA to exchange a 128-bit session key
Use AES to encrypt bulk information

https://www.researchgate.net/publication/363656300_Secure_File_Storage_On_Cloud_Using_Hybrid_Cryptography  

https://www.researchgate.net/publication/363656300_Secure_File_Storage_On_Cloud_Using_Hybrid_Cryptography


Hybrid Systems — Digital Signatures

Signing a signature:
Hash the document
Encrypt the hash with the private key
Send both the document and the encrypted hash

Verifying the signature:
Decrypt the document’s encrypted hash with the public key
Hash the document (without the hash)
Compare the decrypted hash to the computed hash

msg hash(M)hash encrypt sig

msg

sig

decrypt with
 public key

= ? 

hash(msg)

hash



Cryptosystem Design

“A cryptosystem should be secure 
even if everything about the system, 
except the key, is public 
knowledge.”
- Auguste Kerckhoffs, 1883

According to Steve Bellovin, the NSA version is “assume that 
the first copy of any device we make is shipped to the 
Kremlin.”



Q: What are some vulnerabilities that can occur in cryptographic 
systems?
• Simple design flaws can introduce vulnerabilities

• Bugs (or sabotaged) code

• Unsafely padding short messages, e.g., with all 1s or 0s

• Resending identical messages

• Poor use of sequence numbers

• Poor choice of random number generators

• Deliberate choice of weak system configuration parameters

• Quantum computers can crack private keys.

• Back doors.



Encrypted in Transit v. End-to-End Encryption

TLS Encryption in Transit TLS Encryption in Transit

Mail Stored Encrypted



End-to-End Encryption in Signal

Store identity and keys Store identity and keys

Use keys to securely transmit new ephemeral key

Increment (“ratchet”) key on each message

A

A

A

S B

B

B



Will quantum computers break encryption?

https://www.nature.com/articles/d41586-021-03476-5



Implementation Details



When It Isn’t Random Enough



Want to Learn More?



News story of the week





Private Computation



PETs can protect data from being accessed, control how it’s used, or 
limit output disclosures.

Source: UN Handbook on Privacy-Preserving Computing Techniques



Zero Knowledge Proof: Prove something is true without revealing it.

Prover Verifier



Zero Knowledge Proofs (as told using Sudoku)



I randomize the symbols I use and write down the complete solution

Ю

Ж
Ф

Ћ

Я

Б

Љ
Ц

Щ

1
2
3
4
5
6
7
8
9



You pick any two squares that are constrained wrt each other, I reveal 
the random symbols

Ю

Ж



Cryptographers have figured out how to do this in one step



The Millionaire’s Problem

?



Private Set Intersection lets two parties discover overlap without 
revealing other members.

a
b

c
f

d

e

g

h
i



Homomorphic Encryption

17 x 23

f(x, y) = x y

391

0x3f7ce81c
0x71b66ca7



Private Information Retrieval



PIR the easy way!



PIR a harder way

Request a random slice

Request a random slice

Combine slices



Next Week’s Paper: The Complex Path to Quantum Resistance



For next week:

• Read “The Complex Path to Quantum Resistance”
• Comment/respond on Perusall
• Take the reading quiz

• Participate in the Ed Discussion board!
• Share a news story, ask a question, answer a question, or continue a conversation in class

• Finish Lab 4 (Due March 9)
• DON’T PUT IT OFF

• Spring Forward! Don’t forget Daylight Saving Time
• Begins March 8 at 2:00 AM


