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Another Replication: No One Can Hack My Mind, Part III

https://www.usenix.org/conference/soups2025/presentation/ortloff



Highlights of the 10-year replication study



Class Updates



How to report an error

• What configuration are you running
• Your location/system

• What commands did you run (exactly, all of them)

• What error messages did you get (exactly, all of them)

• Is the problem persistent, repeatable, intermittent?

• Attach code, screenshots



Amazon uses Kiro, a “vibe-coding” tool



AI coding tool brings down Amazon services. Amazon calls it “user error.”



Batman Hacked My Password

Themes:
• Media conveys the impossibility of 

defense/glamorizes hacking
• Always high-value targets
• Passwords create inherent gaps 

between user behavior and good 
practice

• Too many password changes 
makes it impossible to remember



(Some) Building Blocks of 
Secure Systems



Saltzer & Schroeder — The Protection of Information in Computer Systems (1975)



Saltzer & Schroeder — The Protection of Information in Computer Systems (1975)

https://en.wikipedia.org/wiki/The_Protection_of_Information_in_Computer_Systems 

https://en.wikipedia.org/wiki/The_Protection_of_Information_in_Computer_Systems


OWASP Top Ten 2025

1. A01:2025 - Broken Access Control

2. A02:2025 - Security Misconfiguration
3. A03:2025 - Software Supply Chain Failures
4. A04:2025 - Cryptographic Failures

5. A05:2025 - Injection
6. A06:2025 - Insecure Design

7. A07:2025 - Authentication Failures
8. A08:2025 - Software or Data Integrity Failures
9. A09:2025 - Security Logging and Alerting Failures

10. A10:2025 - Mishandling of Exceptional Conditions

https://owasp.org/Top10/2025/

https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/


Insecure design vs. insecure implementation

“Note that there is a difference between insecure design and 
insecure implementation. We differentiate between design 
flaws and implementation defects for a reason, they have 
different root causes, take place at different times in the 
development process, and have different remediations. A 
secure design can still have implementation defects leading 
to vulnerabilities that may be exploited. An insecure design 
cannot be fixed by a perfect implementation as needed 
security controls were never created to defend against 
specific attacks.”

https://owasp.org/Top10/2025/A06_2025-Insecure_Design/



Security by Design



Secure By Design, Red Hat’s Version

Defense in depth

Secure by default

Least privilege

Separation of duties

Minimize attack surface

Complete mediation

Open design

Isolated compartments

Evidence production

Application coding best practices
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Secure By Design, CISA



Secure By Design, UK Government Security Group

1. Create responsibility for cyber security risk

2. Source secure technology products

3. Adopt a risk-driven approach

4. Design usable security controls

5. Build in detect and respond security

6. Design flexible architectures

7. Minimise the attack surface

8. Defend in depth

9. Embed continuous assurance

10. Make changes securely

https://www.security.gov.uk/policy-and-guidance/secure-by-design/principles/
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Open Security vs. Security through Obscurity



Minimize Attack Surface

https://www.paloaltonetworks.com/cyberpedia/attack-surface-assessment



Microsoft adds exciting new AI-powered features to Notepad!



You won’t believe what happened next!

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-20841



Trust Boundaries

Macher, Georg & Sporer, Harald & Brenner, Eugen & Kreiner, Christian. (2017). An 
Automotive Signal-Layer Security and Trust-Boundary Identification Approach. Procedia 
Computer Science. 109. 490-497. 10.1016/j.procs.2017.05.317. 

https://www.researchgate.net/publication/317546519_An_Automotive_Signal-Layer_Security_and_Trust-Boundary_Identification_Approach



Each outward layer of the system has fewer privileges.



Least Privilege

After the user is authenticated, give them the least necessary access.



Target hack, 2013



Target attackers’ methodology (partial)

https://aroundcyber.wordpress.com/wp-content/uploads/2014/09/aorato-target-report.pdf



Encryption

Symmetric encryption - secret key cryptography - Encryption & Decryption keys are the same

Asymmetric encryption - public key cryptography - Encryption & Decryption keys are different

Encryption
algorithm

Encrypted 
data

Data Decryption
algorithm Data

Encryption 
key

Decryption 
key



Proving (something about) your identity.
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Keep Software Updated



The what now?



Equifax Data Breach, 2017

https://www.marketwatch.com/story/the-equifax-data-breach-in-one-chart-2018-09-07



Formal Methods apply mathematical techniques to system analysis.



There’s a range of formal methods of different complexity and difficulty.



Formal methods are expensive, slow, and difficult.



Case study: Amazon Web Services use of formal methods.



Secure Design vs. Implementation



Secure Coding Standards



Memory Safety and Undefined Behavior

#include <limits.h>
#define LEN 42
int a[LEN] = {1,2,3};

int f(int base, int off) {
if (base < 0 || off < 0) return -1;
int idx = base + off;
if (idx < 0) return -2;
if (idx >= LEN) return -3;
return a[idx];

}

int main() {
return f(INT_MAX,2);

}



Memory Safety

https://media.defense.gov/2023/Dec/06/2003352724/-1/-1/0/THE-CASE-FOR-MEMORY-SAFE-ROADMAPS-TLP-CLEAR.PDF



Safe Programming Languages

https://www.technologyreview.com/2023/02/14/1067
869/rust-worlds-fastest-growing-programming-
language/

https://medium.com/@kaly.salas.7/rust-
performance-optimizations-compared-to-other-
programming-languages-c2e3685163e2



Usability



Usability of Security

PGP: Pretty Good Privacy, Garfinkel, O'Reilly, 1994



Whitten & Tygar analyzed the 1998 Macintosh PGP program.
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—Whitten & Tygar, 1999



With active adversaries, all software is security software, 
and all programmers are security programmers.
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A (Brief) History of Information Security Failures

Guglielmo Marconi Nevil Maskelyne



The film “WarGames” (1983) (Loosely inspired by actual events at NORAD)
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The Morris Worm (1988)



2010 IoT attack — Stuxnet shows that there are no “air gapped” networks.

Iranian President Mahmoud 
Ahmadinejad

inspects nuclear 
centrifuges 

March 8, 2007



October 2018: GAO-19-128
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GAO found systemic security shortcomings.

• “DOD routinely found mission-critical cyber vulnerabilities in systems that were 
under development, yet program officials GAO met with believed their systems 
were secure.”

• “Using relatively simple tools and techniques, testers were able to take control 
of systems and largely operate undetected, due in part to basic issues such as 
poor password management and unencrypted communications.”

• “Vulnerabilities that DOD is aware of likely represent a fraction of total 
vulnerabilities due to testing limitations.”
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Colonial Pipeline Ransomware Attack, 2021



Salt Typhoon, 2024

https://docs.oracle.com/en/industries/communications/session-border-controller/9.1.0/configuration/lawful-intercept.html



Anatomy of a Salt Typhoon Attack

(Ignore advertisements)https://www.vectra.ai/blog/how-typhoon-apts-infiltrate-
infrastructure-without-leaving-a-trace



Why is Security So Hard?



We’ve made incredible progress improving safety in air and automobile travel.



But for cybersecurity, things seem to be getting worse.

https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-
exposed/



Security is a technical problem.



Security is a design problem.



Security is a usability problem.

https://dspace.mit.edu/handle/1721.1/3320
4

“Design principles and patterns for 
computer systems that are simultaneously 
secure and usable,” Simson Garfinkel, 
2005.



Security is an economic problem, 
but companies that have security breaches are not penalized in the long-term.

� Source: https://www.csoonline.com/article/2130877/data-breach/the-biggest-data-breaches-of-the-21st-century.html
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Yahoo breach: 
2013-2014: 3 billion accounts,
revealed Sept. 2016

eBay breach:
May 2014: 145 million users,

Equifax breach:
July 2017: 143 million consumers

The three largest breaches in history.



Cybersecurity is expensive.

61



Security is a legal problem.



Security is a skill problem.

https://ncses.nsf.gov/760/assets/0/files/ncses-cwdi-supply-demand-report.pdf



NSF Report: Key Findings

Current cybersecurity workforce
• 1,180,000 to 1,340,000 (source: Bureau of Labor Statistics)
• 164,000 to 3,492,000 (source: BLS, US Census Bureau, and 

others)
• Unemployment rate: 2,500 to 74,000 individuals

Unfilled positions:
• 480,000 (source: ICS2) to 570,000 (Source: CyberSeek)

Highest concentration of jobs in the DC area.

Degrees are mostly being awarded to men.

Out of 56,000 open jobs on ClearanceJobs, only 4,000 are 
for information technology professionals.



Security is an adversarial problem.



Security is an asymmetric problem.



Cybersecurity is a “wicked problem”

•Wicked Problems: Rittel and Webber, 
“Dilemmas in a General Theory of Planning,” 1973

•No clear definition
— You don’t understand the problem until you have a solution.

•No “stopping rule”
— The problem can never be solved.

•Solutions not right or wrong
— Benefits to one player hurt another — Information security vs. Free speech

•Solutions are “one-shot” — no learning by trial and error
— No two systems are the same. The game keeps changing.

•Every wicked problem is a symptom of another problem
— Dave Clement, “Cyber Security as a Wicked Problem,” Chatham House, 2011
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Cybersecurity is too hard for both users and experts!



Labs

Xenon 3060 (2006)



Labs 1-3 – If you didn’t get a “5,” you were regraded multiple times

Originally we said late labs would not be accepted.

Then we said late labs would have a max score of “4”

We re-graded all labs 1, 2 and 3 that were under “5.”



lab4 builds on lab3

Objectives for this lab:
• Learn about password hashing, an authentication method that combines an identifier and a shared secret.
• Deploy a web-based message board that is built on an API that uses password hashing for authentication and 

an SQLite database for data storage.
• Build in computer security from the start rather than add it as an after-thought.

You create a system that uses an API_KEY and a API_SECRET_KEY
API_KEY is like a username – it identifies the account
API_SECRET_KEY is like a password — it authenticates access to the account.

The password-hashing approach we introduce in Lab4 is the similar one that Amazon uses for 
AWS_ACCESS_KEY and AWS_SECRET_ACCESS_KEY



Reminders…

“smashedemail” is the name we use in our examples
• You need to replace this with parts of your email address, smashed together
• You will find your smashedemail at https://csci-e-11.org/

Once you run e11 check lab4 you must run e11 grade lab4

After you get your 5/5, you can stop your instance
You do not need to stop it! 
If you are at the free tier, you have free credits to leave it running.
Do not terminate — you will need to reinstall everything and re-register your VM.

https://csci-e-11.org/
https://csci-e-11.org/
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Please…

Start lab 4 now!



This Week’s Reading



Fallback Testing



For Next Week

• Read “A Comparative Long-Term Study”
• Comment on Perusall (your own and a response)
• Take the reading quiz on Canvas

• Start Lab 4 (Due Mar. 9)
• Dig out from snow (if you’re in the Northeast)!


