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Data and Network Risks



News story background: L3Harris is a major defense contractor.

https://en.wikipedia.org/wiki/L3Harris https://www.l3harris.com/all-capabilities/trenchant



Feb. 11, 2026: Trenchant manager pled guilty to selling hacking tools.

https://techcrunch.com/2026/02/11/doj-says-trenchant-boss-sold-exploits-to-russian-broker-capable-of-accessing-millions-of-
computers-and-devices/



Class Updates/News

• Reading quiz late policy: no change.
• But we will look at extra credit opportunities at the break.

• You have the do the labs in order!
• In the labs, you must run e11 grade [lab#] to get a grade

• e11 check [lab#] tells you what you would get but it doesn’t submit the grade.



Discussion: Readings

(Optional) Replication: No One Can Hack My Mind Revisiting a Study 
on Expert and Non-Expert Security Practices and Advice, Karoline 
Busse and Julia Schäfer 
https://www.usenix.org/conference/soups2019/presentation/busse

“...No one Can Hack My Mind”: Comparing Expert and 
Non-Expert Security Practices" (SOUPS 2015) 
https://www.usenix.org/conference/soups2015/proceedin
gs/presentation/ion

https://www.usenix.org/conference/soups2015/proceedings/presentation/ion
https://www.usenix.org/conference/soups2015/proceedings/presentation/ion
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https://www.usenix.org/conference/soups2015/proceedings/presentation/ion
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https://www.usenix.org/conference/soups2015/proceedings/presentation/ion


HTTPS Everywhere

2010 - EFF releases “https everywhere” browser 
extension

2012 - Mozilla, EFF and UMich start Let’s Encrypt

2015 - Let’s Encrypt issues first certificate

2020 - Let’s Encrypt issued a billion certificates



Let’s Encrypt has had a huge impact!

https://letsencrypt.org/stats/ 

https://letsencrypt.org/stats/


HTTPS market penetration (of users using Firefox).



Replication Study



Comparison of original and replication study for “top 3.”

2015 2019



Comparison of original and replication study for differences.



Replication study identified “effective but unrealistic practices” for improvement.

• Password security
• 2FA
• Securely handling links and attachments from emails
• Centralizing application updates



CWE Top 25 Most Dangerous Software Weaknesses

2025

CWE-862: 4
CWE-918: 22
CWE-639: 24



CWE-862 



CWE-918



CWE-639



The Internet of Things needs to move a lot of data through the network.



Modern approaches to AI consume huge amounts of data.

https://epoch.ai/publications/trends-in-training-dataset-sizes



Protecting confidentiality & integrity of data in transit and at rest is core to security.

https://www.paloaltonetworks.com/cyberpedia/what-is-data-security



There is an unfathomable amount of data created each day, 
increasing rapidly.



At the same time, the capacity to store data has increased exponentially.

Retail hard drive capacity over time, 1980-2024

https://commons.wikimedia.org/wiki/File:Hard_drive_capacity_over_time.svg



Structured data stores records of data with defined fields



A very brief introduction to databases.

Q: Do you know what this is?



Casey Arias tharris@nielsen.net S36055 3.37 1502

Cameron Kidd brandonbaker@yahoo.com S95137 3.45 1479

Elizabeth Taylor richard93@hotmail.com S71424 2.38 577

Ashley Smith crichardson@miranda-
lewis.com

S86340 3.02 945

Nancy Case christopherdavis@gmail.com S77339 3.59 467

Relational databases store information in tables.

Row
(or Record)

Column (or Field)



Casey Arias tharris@nielsen.net S36055 3.37 1502

Cameron Kidd brandonbaker@yahoo.com S95137 3.45 1479

Elizabeth Taylor richard93@hotmail.com S71424 2.38 577

Ashley Smith crichardson@miranda-
lewis.com

S86340 3.02 945

Nancy Case christopherdavis@gmail.com S77339 3.59 467

The fields of a table are defined in a “Schema”

CREATE TABLE students (name, email, student_id, gpa, sat_score)
* Note: I left out the data types for those fields for simplicity. This statement won’t work as is!



SQL is a language for searching and updating relational databases.

Casey Arias tharris@nielsen.net S36055 3.37 1502

Cameron Kidd brandonbaker@yahoo.com S95137 3.45 1479

Elizabeth Taylor richard93@hotmail.com S71424 2.38 577

Ashley Smith crichardson@miranda-
lewis.com

S86340 3.02 945

Nancy Case christopherdavis@gmail.com S77339 3.59 467

SELECT * from students where student_id = "S71424"



Semi-structured data has some degree of overall structure 
but not every element is fully defined



Unstructured data contains raw unlabeled information 



Metadata is data about data.



Questions to Ask About Data

• Where does it come from?
• How was it generated/created?
• Who owns it?
• How is it acquired?
• Does it contain sensitive data?
• How is it stored and retrieved efficiently?
• Is it labeled? Is it accurate? How do we know?



Free and open availability of data supports research and reproducibility.



paperswithcode.com



Data Cards

https://research.google/blog/the-data-cards-playbook-a-toolkit-for-transparency-in-dataset-documentation/



Data Card example



Data Card example (cont.)



Who owns the data?



Sensitive data gets scraped from the web and incorporated into training sets.

https://arxiv.org/pdf/2506.17185



Only a small number of samples can poison an LLM.

https://arxiv.org/abs/2510.07192



AI reflects the biases in the data that was used to create it.



AWS Storage is provided as “S3 Buckets.”



News Story: Abandoned S3 Buckets

https://www.theregister.com/2025/02/04/abandoned_aws_s3/ https://labs.watchtowr.com/8-million-requests-later-we-made-the-
solarwinds-supply-chain-attack-look-amateur/
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Abandoned code directs users to install JS directly from S3



Even CISA (Federal agency) directed users to code hosted on S3



Routing in the early Internet (~1982) was easy.



By 1994, when the Internet was privatized, it was a lot more complicated.



The Boundary Gateway Protocol communicates routes through the Internet.



2008: Pakistan blocks YouTube for the entire world.



https://arstechnica.com/information-technology/2019/06/bgp-mishap-sends-european-mobile-traffic-through-china-telecom-for-2-
hours/

June 2019: BGP mishap routes traffic through China Telecom.



Impact of Safe Host/China Telecom BGP routes.



Traffic Shaping





Virtual Private Networks “tunnel” your connection through a VPN server.



Tor



Onion Routing



Tor Onion (Hidden) Services



The NYTimes used to maintain a website on Tor.



Case Study: The Death of a Satellite Swarm



Swarm Technologies made “pico-satellites” and petitioned FCC to launch 4 into 
orbit



Detour: Radio Frequencies and Spectrum



Each nation defines acceptable uses for regions of the spectrum.



Swarm operated in 137-138 MHz (down) 148-150 MHz (up)



Specific parts of the spectrum can be controlled by a single entity or shared.



Different frequencies require different amounts of power and propagate differently



Different frequencies also perform differently in the atmosphere.



Swarm Technologies used a “store-and-forward” network architecture



Failing with the US FCC,
Swarm launched on an Indian-built PSLV rocket in January 2018



Career advice (maybe): don’t do that



Swarm Technologies satellite constellation



2021: SpaceX acquired Swarm Technologies for $524 million



But even existing customers can’t use it anymore.



Labs



Allow 5 days to 
complete each lab!



Do not start the lab 
the day it is due.



We just got the ability to initiate the automatic lab grading! 

Lab 1 – Due Feb 9 — We have graded all labs that did not have a 5.0. 

We ended up not penalizing late submissions, but we will soon!

Lab 2 – Due Feb 16

Congrats to everyone who got it in!

We will auto-grade those that did not, with a max score of 4.0

Lab 3 – Due Feb 23

We will start auto-grading 5 days early to give you warnings.

Please start immediately! It’s harder than Lab 2.

Lab 4 – Due Mar 9

Start as soon as you can!



What about the MEMENTO???

Don’t freak out yet… 
If the MEMENTO is not in stock by April 1, we will publish an alternative lab



Intro to This Week’s Reading

https://www.usenix.org/conference/soups2024/presentation/raphael

https://www.usenix.org/conference/soups2024/presentation/raphael


Raphael assessed the success of password hacking attempts in movies.



For Next Week

• Read Raphael
• Comment on Perusall
• Take the Reading Quiz

• Keep working on Lab 3 (Due Feb. 23)
• Comment on Ed Discussion Board

• On any topic related to the class
• Happy Mardi Gras!


