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“Certificates” enable encryption and authentication.

Client Webserver

Certificate Authority
1. Server requests and
receives a certificate

2. Server sends certificate
to client

3. Client authenticates certificate
with certificate authority



Bonus Case Study: Cloudflare DNS story

https://blog.cloudflare.com/unauthorized-issuance-of-certificates-for-1-1-1-1/



DNS and DNS over HTTPS/TLS



So how does your computer know the address of the DNS resolver?



Croatian Certificate Authority fina.hr published a certificate for 1.1.1.1



In 2011, Dutch CA DigiNotar was hacked and issued hundreds of false Certificates.



Certificate Transparency provides public logs of issued Certificates.



Case Study: The Log4J Vulnerability

https://logging.apache.org/log4j/2.x/index.html



A connection to “JNDI” that created the vulnerability was added in 2014.



The vulnerability in JNDI was known fairly early.

https://blackhat.com/us-16/briefings.html#a-journey-from-jndi-ldap-manipulation-to-remote-code-
execution-dream-land



The vulnerability in Log4J was discovered in late 2021. 



The Log4J vulnerability was extremely serious.

https://nvd.nist.gov/vuln/detail/CVE-2021-44228



Attempts to exploit the vulnerability started almost immediately.



“Will be exploited for years to come.”



XKCD #2347: Dependency

https://xkcd.com/2347/



The Cyber Safety Review Board



The CSRB was disbanded in January 2025.



Discussion of “A Systematic Literature Review on… Zero Trust Architecture”

• Practical difficulties of ZTA (“ideals vs. reality”)

• Doesn’t assume perfect users (e.g., vs phishing)

• Risks “security fatigue” and workarounds

• Tradeoff of security and efficiency (esp. in IoT 
devices)

• What’s the role of AI?



Security is the protection of the confidentiality, integrity, and availability of systems 
and data.



Confidentiality

Man holding book, standing in front of sign "Your reports
to the Census Bureau are confidential" at the US Census
Bureau, Harris & Ewing, photographer, ca. 1940.

https://www.loc.gov/item/2016877181/



Integrity



Availability

Potomac Electric Power Co. Building,
cashiers counter. Horydczak, Theodor,
ca. 1920-ca. 1950.
https://www.loc.gov/item/2019671998/



Threat Intelligence is the collection and analysis of data about adversaries and their 
capabilities.

https://www.crowdstrike.com/explore/2025-threat-hunt-report



Different threats focus on different sectors.

https://www.crowdstrike.com/explore/2025-threat-hunt-report



Threat intelligence can include detailed profiles of specific threat actors.



Threat Actors (“Who”)



The top original stock photo of a hacker (about the #73rd ranked result)

https://www.linkedin.com/pulse/funniest-hacker-stock-photos-20-daniel-solove



“Hackers,” Then and Now



Cybercriminals

https://www.wired.com/story/trickbot-trickleaks-bentley/



Cybercrime-as-a-Service



Cyber criminal gangs as businesses

https://slate.com/technology/2022/05/ransomware-customer-service-history.html



Nation-State Cyber Threats



Salt Typhoon — Major APT hack by China

August 27, 2024 — first article in Washington Post — 2 ISPs compromised

Sept/Oct — Attack expanded to include AT&T, Verizon, T-Mobile 

Attack on US telecommunications system.
Leveraged wiretap system required by CALEA (Communications Assistance for Law Enforcement Act) 

Believed to be operated by China’s Ministry of State Security (MSS)

Provided access to:
call metadata — date & time, source, destination, phone numbers
audio of phone calls
SMS messages

Result: CISA, NSA & FBI issues guidance to use end-to-end encryption
https://www.cisa.gov/news-events/news/cisa-nsa-fbi-and-international-partners-publish-guide-protecting-

communications-infrastructure 
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Q: Have you ever been hacked with an APT?

“There are only two types of companies: Those that 
have been hacked and those that will be hacked.” 

— Robert S. Mueller, III (2018)



Insider Threats — Trusted people who use their access to do harm

Snowden Ames Hanssen Tripp



Threat Vectors (“How”)



Social Engineering attacks target the weakest link: people.



Generative AI is making phishing attacks easier, faster, and more convincing.



Malware: Viruses, Trojans, Worms

https://www.popularmechanics.com/culture/web/a27615547/virus-infected-computer-art-project/



Ransomware — a special kind of malware that encrypts your data.

https://www.upguard.com/blog/ransomware-examples 
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Ransomware is not new — First was the AIDS Trojan in 1989

Sent by US Mail to hospitals on a floppy disk called “AIDS Information Introductory Diskette.”

Written by a Harvard AIDS researcher.



Supply chain attacks insert code into packages that get included in applications.



A variant of a supply chain attack is “typosquatting,” slight misspellings of packages.

https://checkmarx.com/blog/typosquatting-campaign-targeting-pythons-top-packages-dropping-
github-hosted-malware-with-dga-capabilities/



Generative AI code assistants are vulnerable to typosquatting attacks.



Compromised devices can be used as elements of a botnet

https://www.crowdstrike.com/en-us/cybersecurity-101/malware/botnets/



Botnets can be used to launch Distributed Denial of Service attacks.

https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/



A Man in the Middle attack allows an attacker to intercept (and modify) traffic.



Vulnerability vs. Exploit



National Vulnerability Database statistics





https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-317a



Top CVEs for 2023



CVE-2020-1472: #12 in 2023 Top CVEs



https://cwe.mitre.org/top25/archive/2020/2020_cwe_top25.html



OWASP Top Ten 2025 List

A01:2025 - Broken Access Control

A02:2025 - Security Misconfiguration

A03:2025 - Software Supply Chain Failures

A04:2025 - Cryptographic Failures

A05:2025 - Injection

A06:2025 - Insecure Design

A07:2025 - Authentication Failures

A08:2025 - Software or Data Integrity Failures

A09:2025 - Security Logging and Alerting Failures

A10:2025 - Mishandling of Exceptional Conditionshttps://owasp.org/Top10/2025/

https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A06_2025-Insecure_Design/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/


SQL Injection

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html




Prompt injection inserts commands into a conversation with a chatbot.



“Zero day” — The number of days since the exploit is released.

https://mixmode.ai/blog/zero-day-attack-strategy/



RAND’s extensive report on the Zero Day marketplace.

https://www.rand.org/pubs/research_reports/RR1751.html 

https://www.rand.org/pubs/research_reports/RR1751.html


Another book to read — This is How They Tell Me The World Ends  (2021)

Nicole Perlroth — cybersecurity reporter for NYT

There are many stories in this book, including:
GUNMAN — KGB implants in US Moscow Embassy 1976-1984

Commercial Zero-day hunters

Bug-bounty programs

Crypto AG — A Swiss encryption company’s machines

Pegasus and other hacks against cell phones



What do attackers do once they’ve gotten inside the system?

Compromised
Device/Account

Lateral MovementExfiltration

Privilege Escalation



“Attribution” is the process of identifying what threat actor is behind an attack.

• Indicators of Compromise/Attack (IOC/IOA)

• Network addresses associated with the origin of the attacks

• Use of particular malware, vulnerabilities, or exploits

• “Tactics, Techniques, and Procedures” (TTPs)

• Evidence within malicious code (names, unique identifiers, language)

• Extrinsic evidence – posts in forums, locations at which stolen information appears, etc.



Challenges to Successful Attribution



Because security software is privileged, failure can disrupt systems.

July 19, 2024 — a bug in CrowdStrike caused widespread outages
8.5 million systems crashed and would not boot
5,078 air flights canceled globally (4.6% of scheduled flights)
Delta airlines impacted particularly hard
Worldwide financial damage: $10B

“A modification to a configuration file which was responsible for screening named 
pipes, Channel File 291, caused an out-of-bounds memory read in the Windows 
sensor client that resulted in an invalid page fault. The update caused machines to 
either enter into a bootloop or boot into recovery mode.”

https://en.wikipedia.org/wiki/2024_CrowdStrike-related_IT_outages 
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Labs

Lab 1 – Due Feb 9
Lab 2 – Due Feb 16
Lab 3 – Due Feb 23



Lab 1 – Getting your VM up and running

Late submissions for Lab #1 are being accepted.

Maximum grade is 4.0

We will grade your lab if you did not receive a 5.0, but …
You must leave your instance running
You must leave “access on”

Please complete Lab #1 if you did not!



Lab 2 – A basic web server

You add a web server to your instance.

You create a TLS certificate with Let’s Encrypt.
This is why we gave you a DNS name in the csci-e-11.org domain — Let’s Encrypt requires a real domain.
This is why you had to register your EC2 instance — The DNS name needs to know your IP address.

20 students have completed Lab 2.

Please post on Ed if you have any problems!



Lab 3 — Due 11:59pm, Monday, Feb. 23 (2 weeks from yesterday, UTC-5)

Objectives for this lab:

Add a second website to your web server.
Multiple servers can be on the same IP address. 
nginx looks at the domain name specified by the web browser to decide how to handle the request.

Certificate - Expand your Let’s Encrypt certificate to include a second website.
You can have dozens of names on a certificate!

Poetry - Install the Poetry python environment
We use “poetry” to manage Python in this class instead of “pip”.
Next year we will move to “uv” if it is stable enough.

Flask - Install Flask to allow for applications to run on your web server.
You create a “reverse proxy” to send the incoming web request to the Flask program.
It’s called a “reverse proxy” because it proxies incoming connections; most proxies proxy outgoing connections.

Deploy a simple application that performs a simple database lookup. 

NOTE: The code we give you contains an SQL injection vulnerability! (You have to fix it.)



csci-e-11.org is not running on an EC2 instance. 
It is ”serverless”, running on Amazon Lambda

https://docs.aws.amazon.com/whitepapers/latest/serverless-multi-tier-architectures-api-gateway-lambda/web-application.html

Harvard Key
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We implemented a redirection system that redirects URLs to Google Docs…



Each time you log in with Harvard Key, you create an authenticated session.
The session ID is stored in a cookie in your browser.



There is a matching cookie in my browser.



Authentication cookies

A cookie can be authenticated many different ways.

• Link to a database entry (in this case)

• Can contain fields properties — “claims” — no database requirement.

• Can be authenticated with a digital signature.

JavaScript Web Tokens (JWT) is a common building block for cookies. 

Cookies can be limited:

• Can be bound to a specific IP address (generally a bad idea these days, esp. for IoT).

• Can be linked to the browser or hardware (makes it hard to copy and steal).

• Can have an expiration.



All of the cookies on the previous page have now been exposed, so I deleted them all.



Next Week’s Reading: “… no one can hack my mind” by Ion, et al.

https://www.usenix.org/conference/soups2015/proceedings/presentation/ion



Optional Reading: “Replication: No One Can Hack My Mind” by Busse et al.

https://www.usenix.org/conference/soups2019/presentation/busse



For next week…

• Finish Lab 1 right away if you haven’t, and answer Lab 1 Quiz

• Finish Lab 2 and answer Lab 2 Quiz

• Start Lab 3

• Read Ion and comment on Perusall

• Answer Reading Quiz on Ion

• Post something on the Ed Discussion Board

• Happy St. Valentine’s Day!



Last week we discussed vulnerabilities.

“Weakness in an information system, system security 
procedures, internal controls, or implementation that could be 
exploited or triggered by a threat source.” (FIPS 200)

“Weakness in a system, system security procedures, internal 
controls, or implementation that could be exploited or triggered by a 
threat.” (SP 1800-17B)

“Weakness in an information system, system security 
procedures, internal controls, or implementation that could be 
exploited or triggered by a threat source.” (SP 800-30R1)

“Weakness in an information system, system security 
procedures, internal controls, or implementation that could be 
exploited or triggered by a threat source. Note: The term weakness 
is synonymous for deficiency. Weakness may result in security 
and/or privacy risks.” (SP 800-128)

https://csrc.nist.gov/glossary/term/vulnerability 

https://csrc.nist.gov/glossary/term/vulnerability


First a Case Study



Mailbag —
Email received Feb 11, 2025 on Simson’s gmail account.



This is a great attack!

Positive indicators:
Email looks authentic
Raises concerns, but not alarming
Potential loss ($1123.98) is large, not huge

Negative indicators:
No name or other identifying information
Price is way too low for a MacBook M4 Max ($3199)

Q: Put in the chat one “positive indicator” that 
make this message seem legit and one “negative 
indicator” that makes it seem questionable.



Form a plan:
Check addresses, check links, look at mail header.

From: address — looks good
Note: Due to DMARC, From: addresses are increasingly reliable.

Check the to: address
Note: To: addresses are not reliable, because you could get mail from bcc:

We’re done. This email is faked.



Let’s look further…

The links look surprisingly legitimate…



The phone number is not!

Something else is wrong with 
this phone number…



The characters are not standard characters — they are UNICODE bold!

Pasted from email message

Typed from keyboard



Use the “Message / Raw Source” command to see the RFC5322 message.

This is a job for ChatGPT…



Q: Why would an attacker use Mathematical San-Serif Bold Digits for the phone 
number?

My answers:
To defeat email scanners.
To defeat searching the phone number with Google/Bing

But not to make it stand out.
A legitimate email would use HTML <b> for that.

NOTE: ChatGPT got the decoding wrong!



Mail headers are also a good tool for analyzing suspicious emails…
But they are now too long to analyze manually.

X-Virus-Scanned: by MailRoute
X-Spam-Flag: NO
X-Spam-Score: 6.714
X-Spam-Level: ******
X-Spam-Status: No, score=6.714 tagged_above=-9999 required=12
 tests=[DKIM_SIGNED=0.1, DKIM_VALID=-0.1, DKIM_VALID_AU=-0.1,
 DKIM_VALID_EF=-0.1, DMARC_PASS=-0.1, FROM_AND_TO_IS_SAME_DOMAIN=0.01,
 HTML_MESSAGE=0.001, JOE_JOB=0.01, J_CONFIRM=0.01, J_FROM=0.01, J_HEADER=0.01,
 KAM_REALLYHUGEIMGSRC=0.5, LOTS_OF_MONEY=0.001, MIME_HTML_ONLY=0.1,
 MR_AR_ARC_PASS=0.01, MR_AR_DKIM_ADSP_PASS=0.01, MR_AR_DKIM_KEY_2048=0.01,
 MR_AR_DKIM_PASS=0.01, MR_AR_DMARC_PASS=0.01, MR_AR_IPREV_PASS=0.01,
 MR_AR_SPF_SOFTFAIL=0.01, MR_AR_X_DKIM_DKSSP_PASS=0.01, MR_AR_X_PTR_FAIL=0.01,
 MR_AR_X_RETURN_MX_PASS=0.01, MR_AR_X_TLS_PASS=0.01, MR_RCVD_TLS=-0.1,
 MR_SUS_FROM=0.5, RCVD_IN_PSBL=2.7, RELAYCOUNTRY_EASTERN_ASIA=0.01,
 RELAYCOUNTRY_FAR=3, RELAYCOUNTRY_HK=0.01, RELAYCOUNTRY_NOT_US=0.01,
 RELAYCOUNTRY_OUTSIDE_NA=0.01, SPF_HELO_FAIL=0.001, SPF_NONE=0.001,
 T_REMOTE_IMAGE=0.01, URI_IMAGES_PARTLY=0.1] autolearn=disabled
X-Spam-ASN: AS8075 MICROSOFT-CORP-MSN-AS-BLOCK
X-Spam-Language: en
X-Spam-Relay-Countries: HK

Mail header length: 397 lines
Total message length: 783 lines

X-Spam-Flag: NO?



MX Toolbox has a mail header analyzer.
It says that the DMARC is not compliant — SPF and DKIM failed.

https://mxtoolbox.com/Public/Tools/EmailHeaders.aspx?huid=9d530250-3a97-45b2-b6c3-f52abbdf4135
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Analysis of this attack

Q: What is the attack? 

Q: What is the Threat Actor?
Criminal hacking group?

Q: What is the Threat Vector?
Email

Q: What is the risk?
Recipient will provide confidential information

Q: What is the vulnerability?
No authentication on phone numbers

Phishing
email

Phone
Call

Social
Engineering

Bank
Info

Login
Credentials



This example shows the complexity of today’s threat landscape.

Vocab from this exercise:
RFC5322 — “Request for Comment #5322” - Internet Message Format (also called RFC 822, RFC 2822)
U+1D7F6 — Unicode notation for “Mathematical Sans-Serif Bold Digit 8” — UNICODE character sets 🤔
DKIM — DomainKeys Identified Mail — A cryptographic approach for validating email
SPF — Sender Policy Framework — Which mail senders can be used
DMARC — Domain-based Message Authentication, Reporting, and Conformance

- Policy on which email security measures are in use and what to do when they fail

Lessons learned
Always be on the lookout for attacks
Use attacks as an opportunity to educate yourself
Use all of your tools
ChatGPT — Useful security tool, but it makes mistakes



APT — Advanced Persistent Threat

APT in 1982 — The Elk Cloner
Boot sector virus for Apple II

(Not the first APT, but the first with a sense of humor.)

Displays poem on every 50th boot

Elk Cloner adds itself to the 
boot sector of a floppy when 

you insert it.

5.25” floppy disk



Modern APTs

Term “APT” coined by analysts at US Air Force in 2006.
Systematized by MITRE ATT&CK framework - https://attack.mitre.org/ 

- Oosthoek, K., Doerr, C. (2019). SoK: ATT&CK Techniques and Trends in Windows Malware. In: Chen, S., Choo, KK., Fu, X., 
Lou, W., Mohaisen, A. (eds) Security and Privacy in Communication Networks. SecureComm 2019. 
https://doi.org/10.1007/978-3-030-37228-6_2

https://attack.mitre.org/


Quantum Computing

Large-scale quantum computers will be able to break the 
public key cryptography used to protect today’s internet.

The attack is “record today, decrypt tomorrow.”

Attack requires:
Record and store everything that might be useful.
Developing a working large-scale quantum computer.
Identifying which encrypted streams to decrypt.
Keeping the capability secret

Is this a real threat? 
NIST wants agencies to stop using vulnerable quantum by 2035.
Nobody knows when (or if) adversaries will have large-scale quantum 

computers.



The RAND report examines a vulnerability research group they called BUSBY




