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Risks and Risk Management



Administrivia

• Quizzes
• Some questions have multiple correct answers!
• We’ve set things to credit you with your highest score, not simply your 

latest. (Labs work this way too.)
• Answers may shuffle between tries.

• Getting Ahead
• All labs and readings are available (but the lectures will provide context).
• The next few reading quizzes are available.

• Perusall
• We’ve experimented with splitting the class up into groups. Let us know 

what you think.
• Participation



One of the best-known client/server protocols is the Hypertext 
Transfer Protocol.

GET /index.html HTTP/1.1

HTTP 1.1 200 OK …

Client Webserver



HTTP is sent in the clear, so is vulnerable to interception and 
surveillance.

GET /index.html HTTP/1.1

HTTP 1.1 200 OK …
Client Webserver



“Certificates” enable encryption and authentication.

Client Webserver

Certificate Authority
1. Server requests and
receives a certificate

2. Server sends certificate
to client.

3. Client authenticates certificate
with certificate authority



Your browser will tell you if you’re using a valid certificate.



Set your browser to use only HTTPS connections for all websites.



The Certificate Authority issues the Certificate to the legitimate 
domain.

WebserverCertificate Authority

1. Server requests and
receives a certificate



The Certificate Authority issues the Certificate for the domain.

WebserverCertificate Authority

2. Server receives a certificate

1. Server requests a certificate



ACME makes sure that Certificates only issue to the legitimate 
domain.

WebserverCertificate Authority
Server receives a certificate

Server requests a token

CA transmits a token

GET http://<DOMAIN>/.well-known/acme-challenge/<TOKEN>

Server returns token



Cloudflare is an Internet security company that provides proxies that 
protect the origin server. This product is a “Web Application Firewall.”



An exploit allowed malicious requests of tokens to get through 
the firewall.



FearsOff, a security research firm, identified the vulnerability.

https://fearsoff.org/research/cloudflare-
acme



The exploit was submitted to Cloudflare’s Bug Bounty program.



This week’s reading: Peter G. Neumann

Discussion themes:
• Emergent properties
• AI as black box
• Systems change and old 

guarantees don’t hold
• Legacy
• Trade-offs
• Catastrophic vs. graceful failure
• “Long-term”
• Over-reliance (e.g. on encryption)
• Is it even possible?



Welcome Survey Results



Welcome Survey Results (cont.)



Welcome Survey Results (cont.)



Welcome Survey Results (cont.)

What do you hope to get out of the class? (selected responses)
• Learn how/where to apply cybersecurity in the world of AI.
• Gather a better understanding of how AI works under the hood.
• Understand cybersecurity risks for IoT.
• Better understanding of practical skills.
• Knowledge of computer and programming languages.
• illumination



SA-6 Survey Results



SA-6 Survey Results



What do we mean by “computer risks?”



The Therac-25 computerized radiation therapy machine killed 
multiple patients.



System failure: Fujitsu Horizon POS software for UK Post Office



AI recognition systems can produce false negatives or false 
positives.

August 8, 2025



Most software development projects fail.



Failure to keep sensitive information secret

https://www.wired.com/story/satellites-are-leaking-the-worlds-secrets-calls-texts-military-and-corporate-
data/



Data or systems can be modified, corrupted, or deleted.



Systems can become unavailable, due to failure or attack.



AWS Outage of 2025



Eight Sleep’s “Pod” smart beds were unable to contact the 
server and overheated.



Technologies or advances could invalidate prior guarantees.

December 9, 2024

https://www.nytimes.com/2024/12/09/technology/google-quantum-computing.html

https://www.nytimes.com/2024/12/09/technology/google-quantum-computing.html
https://www.nytimes.com/2024/12/09/technology/google-quantum-computing.html
https://www.nytimes.com/2024/12/09/technology/google-quantum-computing.html
https://www.nytimes.com/2024/12/09/technology/google-quantum-computing.html
https://www.nytimes.com/2024/12/09/technology/google-quantum-computing.html


Other examples of software/system risks?

• Resource exhaustion
• Battery and power

• Network capacity

• CPU and storage
• Privacy leakage and attacks
• External Harms

• Slop

• Impersonation and deepfakes

• Malicious use, e.g., in assisting hacking attempts



The Risk Management
Lifecycle



The NIST Cybersecurity Framework defines functions that make 
up a security program.

The NIST Cybersecurity Framework

FramerkFebruary 26, 2024
https://doi.org/10.6028/NIST.CSWP.29



Each Function is broken down into sub-categories of activities.

https://doi.org/10.6028/NIST.CSWP.29



The NIST Risk Management Framework (RMF) is a process to 
evaluate risks and choose appropriate controls.

https://csrc.nist.gov/projects/risk-management



What some other people mean by “risk management:”

“Two main findings are that cyber risk is 
difficult to include in the overall enterprise 
risk management process and that a move 
toward cyber resilience is necessary to deal 
with such a complex risk. Both findings 
require a level of interdisciplinary 
collaboration that is currently lacking.”

https://onlinelibrary.wiley.com/doi/epdf/10.1
111/rmir.12169



Risk management involves identifying threats, vulnerabilities, 
and impacts.

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf


NIST defines a template for assessing kinds of risk, e.g., 
adversarial.



Each column in the risk profile has a guide defining levels.



Assess the severity of the vulnerability.



NIST defines ~1200 “controls” that respond to various risk 
scenarios.

https://doi.org/10.6028/NIST.SP.800-53r5

https://doi.org/10.6028/NIST.SP.800-53r5
https://doi.org/10.6028/NIST.SP.800-53r5
https://doi.org/10.6028/NIST.SP.800-53r5


Controls are technical or policy safeguards to limit risk or 
damage.



Incident response includes investigation, containment, 
recovery.

https://www.paloaltonetworks.com/cyberpedia/what-is-incident-response



The National Software Reference Library

https://www.nist.gov/blogs/taking-measure/software-library-helps-law-enforcement-catch-dangerous-criminals



Logs



Log entries capture  information about an event.

https://graylog.org/post/syslog-protocol-a-reference-guide/



Why would you want to log information?

• Discover individual problematic events (can also alert in real time)
• As a tool to debug
• To build a timeline of a related sequence of events
• Data for incident detection or after-the-fact analysis
• Show patterns of usage (planning, legal, compliance)
• Input to threat intelligence



What kind of information would you want to log?

• Errors
• Significant events
• Suspicious events
• Events that you might want to prove happened
• Anything



NIST also has advice on logging (for security).

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-92r1.ipd.pdf



Command-line tools useful for searching/analyzing logfiles

cat
less
grep
tail
wc -l
cut
sort
uniq



CyberChef



journald/systemd uses a binary file format.

“The systemd journal stores log data in a binary format with several 
features:
• Fully indexed by all fields
• Can store binary data, up to 2^64-1 in size
• Seekable
• Primarily append-based, hence robust to corruption
• Support for in-line compression
• Support for in-line Forward Secure Sealing”
- Journal File Format, https://systemd.io/JOURNAL_FILE_FORMAT/



Forward Secure Sealing



journald Forward Secure Sealing may not be secure.



Some journald examples

$ journalctl --list-boots

-3 5a035370cc264015a5afcad6e310769f Sun 2019-06-23 
09:27:30 EDT—Sun 2019-06-23 11:26:45 EDT

-2 ff65fc7baac14b429a4f41828db669d4 Sun 2019-06-23 
11:59:55 EDT—Sun 2019-06-23 12:29:46 EDT

-1 2d54fbdb9fc04087930fd7543f57e922 Sun 2019-06-23 
20:29:15 EDT—Sun 2019-06-23 23:01:43 EDT

0 aa2a1cf3cc2143b2a0245403739a336e Mon 2019-06-24 
09:23:50 EDT—Mon 2019-06-24



journalctl (like systemctl) operates on “units”

journalctl --u unit — outputs logs produced by unit

Example: journalctl --unit ssh



Other useful journalctl arguments

journalctl --g word outputs logs that contain word
journalctl --since timestamp
journalctl --until timestamp
journalctl –f “follows” the log
journalctl -p log level [..log level]

Log levels = {emerg, alert, crit, err, 
warning, notice, info, debug}
journalctl -o output type

Output types = {json-pretty, verbose, cat, 
jsonwill, short-monotonic}



Trust Architectures



ARPANET, the precursor to the Internet, assumed everyone was 
trustworthy.



Security through obscurity



Firewalls and Perimeter-Based Trust Models



Simple firewall implementation: check for the “evil” bit.



We talked about another trust model, built on cryptography, 
earlier tonight.

Client Webserver

Certificate Authority
1. Server requests and
receives a certificate

2. Server sends certificate
to client.

3. Client authenticates certificate
with certificate authority



Zero Trust: Check every access from every device to every 
resource.

NIST SP 800-207: Zero Trust Architecture



Jan. 30, 2026: NSA releases Zero Trust Guides.

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4393480/nsa-
releases-phase-one-and-phase-two-of-the-zero-trust-implementation-guidelines/



NSA organizes ZT implementation into seven “pillars.”

https://media.defense.gov/2026/Jan/30/2003868308/-1/-1/0/CTR_ZIG_PHASE_ONE.PDF



"A Systematic Literature Review on the Implementation and 
Challenges of Zero Trust Architecture Across Domains"



Their methodology for lit review:



Results of lit review (partial):



Labs



Class Stats as of Sunday, Feb 1

Enrolled in class: 74 students
Completed Lab #0: 

Lab #1 — as of Feb 3 at 1:00pm eastern time
Logged into dashboard: 31 students
Registered VM: 24 students



Lab 2 – Create a web server!

Objectives for this lab:
• Install the Nginx webserver on your AWS instance and verify that it works.
• Obtain a Let’s Encrypt server certificate for your web server using the DNS 

name that you obtained in Lab 1.
• Deploy a simple website with two pages — one available to everybody, 

one password-protected.
What we will test when you ask for Lab 2 to be graded with the e11 command:
• We will verify that you are running a web server on port 80.
• We will verify that you are running a “secure” webserver on port 443 with a 

Let’s Encrypt certificate.
• We will verify that you have properly password-protected the "confidential" 

web page.



For next week

• Finish Lab #1: Due Feb. 9th

• Start Lab #2: Due Feb. 16th

• Read “Zero Trust Architecture” and comment on Perusall
• Participate in Ed Discussion
• Stay warm!


