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Welcome to CSCI E-11: AI, IoT and Cybersecurity!

Simson Garfinkel
Visiting Lecturer
Please contact through Canvas

Geoff Cohen
Senior Technologist, PCLOB
geoff_cohen@fas.harvard.edu
(But please use Canvas!)

mailto:geoff_cohen@fas.harvard.edu


Lecture slides with notes available as PDFs from the Canvas Files tab.



This is an Immersive Class!
Use the Zoom Chat+ while watching Immersive Classroom.



You can also chat live with other Immersive Classroom watchers



Let’s try it out! What was your first computer? 
What was your earliest computer experience? 

Simson Garfinkel with his first computer (1978) Geoff with his first computer (1983-84?)



Let’s start with a case study of a security issue in an IoT device. 



In 2017, Amazon introduced “Cloud Cam,” an Internet camera with Alexa.



In 2022, Amazon announced it would no longer support the Cloud Cam.



In 2025, Amazon disclosed a vulnerability that allowed attackers to gain control.



AI capabilities increase the potential impact of the vulnerability.



Please fill out the two surveys.



Results of diagnostic survey
Results of SA-6

Who Are You? (postponed until next week!)

https://docs.google.com/forms/d/1c2wr_uo5aV4G-NnDGIAwfKZ93AB-3BiR7YdtBZJ_R_U/edit
https://docs.google.com/spreadsheets/d/1D4uCDiGC2im1bWxW4760rvWeEKh22ht5uJlMxE11NyM/edit?gid=262833518
https://docs.google.com/spreadsheets/d/1D4uCDiGC2im1bWxW4760rvWeEKh22ht5uJlMxE11NyM/edit?gid=262833518
https://docs.google.com/spreadsheets/d/1D4uCDiGC2im1bWxW4760rvWeEKh22ht5uJlMxE11NyM/edit?gid=262833518


Course Management 1



Canvas can be accessed directly at Canvas.Harvard.edu or by logging into 
MyDCE and clicking the link to Canvas from your Dashboard. 

To log in to the class Canvas page, you must use your HarvardKey. 

If you do not have a HarvardKey, you may claim one at Key.Harvard.edu. 

Please note, your HarvardKey login credential is different from your DCEKey.

Harvard’s Canvas is the central point of our class.

https://canvas.harvard.edu/
https://web.dce.harvard.edu/mydce-extension
https://key.harvard.edu/


Email us or attend (virtual) office
hours

Simson: TBA/by appt
Geoff: Thursdays 5:30 pm*

or by appt
* but not this week

TAs
Guy White
guyewhite@cs50.harvard.edu
Matthew Lena
matthew.lena@hotmail.com

Getting Help – Email, Office Hours, or use the Discussion Board!

Discussion board

mailto:guyewhite@cs50.harvard.edu
mailto:matthew.lena@hotmail.com


The official pre-requisites for this class are:

Any of these:
§ CSCI E-3: Introduction to Web Programming Using JavaScript
§ CSCI E-7: Introduction to Computer Science with Python
§ CSCI E-10A: Introduction to Computer Science Using Java I

And:
§ Familiarity with precalculus

Who Are You, Part 2: Pre-Requisites (Official Version)



We hope that you are:
§ Generally comfortable using the command line. 

—If you aren’t, you will be!

§ Familiar with programming, especially Python
§ Willing to read technical papers
§ Willing to learn

Who Are You, Part 2: Pre-Requisites (Actual)



Course Overview



• The basic building blocks of engineering secure systems, e.g.: 
encryption, access control and privilege, identity and authentication. 

• Various approaches to AI, and the foundations of neural net-based 
systems.

• The various architectural elements and constraints of the Internet of 
Things: power, sensors, networking, processing.

Learning Goal #1: Subject matter knowledge



• Learn about risks and threats to information systems

• Assessing risk likelihood and impact.

• How to design systems to minimize risks and to support the detection 
of, response to, and analysis of incidents.

Learning Goal #2: Experience with risk management



• Using Amazon Web Services, including starting and stopping virtual 
machines in the cloud, setting billing alerts, appropriately sizing VMs, 
and understanding VM and Amazon S3 security models.

• Setting up secure interactive server applications.

• Experience programming and configuring IoT devices.

Learning Goal #3: Practical experience



• Not a programming class (although you should be able to read and 
write Python).

• Not a software engineering class (although many of the things we talk 
about are important to good software engineering)

• Not a system administration class (although you’ll learn some useful 
skills when administering your AWS instance)

• Not a public policy class (although Simson is teaching one this 
semester!)

What this class isn’t



This class will provide a high-level overview of topics in security, AI, and IoT.

IBM Quantum Computer

Shake Alert Sensor

Big Dog Robot (2007)
Boston Dynamics



Modern (socio-) technical systems are extremely vulnerable to serious attacks.



The news is full of incredible claims about AI’s capabilities.



The Internet of Things promises to change industry, healthcare, and consumer 
products (and everything else)



Cybersecurity studies how to detect, respond, and protect against attacks.

William E. Raymond, professional safecracker
Photographers: Harris & Ewing, 1937

https://www.loc.gov/resource/hec.33557/



Security is the protection of the confidentiality, integrity, and availability of systems 
and data.

“CIA Triad”



We’ll cover (some of) the foundational approaches to AI



The Internet of Things connects objects, devices, sensors, and servers.

Google Nest Thermostat Google Nest HubHubitatGE Washer/Dryer



Q: What is an example of a computer security risk analysis that you did recently? 

Risk analysis is the heart of each topic of this class (and the field, if done right).
Risk analysis is hard to get right.

Tacoma Narrows Bridge Collapse (1940)

Lehman Brothers bankruptcy,
September 15, 2008

STS-51-L (Challenger) Disaster, January 28, 1986



Risk management involves identifying threats, vulnerabilities, and impacts.

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf


The RISKS Digest Archive



Generative AI Policy



More Practical Generative AI Policy

It’s okay to:
• Consult chatbots to ask questions about class topics. But be cautious 

about believing their answers.
• Ask chatbots for help debugging assignments (e.g., giving them the error 

messages).

It’s not okay to:
• Use chatbots to write your comments to papers.



Course Management 2



The course has three main activities: lectures and participation; readings; and labs.

Lectures and participation

Readings and quizzes
Labs



Online Synchronous (Live over Zoom): 6:30pm - 8:30 pm EST (GMT -5)
Online Asynchronous (Recorded with Immersive): Any time

You can pick which to do each week!

We also encourage you to self-organize “semi-synchronous” viewing sessions.

You must attend all class lectures (either live or recorded)



Ask Questions, Discuss the Class, or Get Help on Ed Discussion Boards



Ed Discussion board is the best place to get help and to participate in discussions.



Weekly Quizzes on readings:
§ 14 readings @ 2 points each = 28 points

Labs:
§ 8 labs @ 5 points each = 40 points

—The lab assignment provides all of the information you need for a passing grade.
—To get an “A” you need to figure something out.
—For some labs, we give you ideas of how to go further — please feel free to do more and share what you have done in 

the discussion forums!

§ 8 lab quizzes @ 2 points each = 16 points

Class Participation: 15%
—Attend each lecture.
—Participate in Perusall, the immersive classroom, and on the discussion boards.
—Aim for 2-4 interactions each week.

Grading



• Come to class! (Live or recorded)
• Comment in the Zoom chat (works for the recorded session, too)

• Comment on the weekly reading on Perusall
• (At least) one substantive comment
• (At least) one substantive reply to someone else’s comment

• Participate on the Ed Discussion board

• We’ll provide some more guidance next week.

Participation



Submit your work on time to receive credit

*If you have a school-approved accommodation in place, make sure that 
the instructors know, and ask for schedule changes as soon as possible.

Late Work Policy



Stay up to date — We will send out announcements using Canvas



Use Immersive Video to watch recorded lectures.



Use the “Study Lounge” to Zoom chat with other students who are online at the 
same time that you are!



Harvard’s Zoom Code of Conduct



The class readings are on Perusall



Use Perusall to comment on or ask questions about the papers.



After you read the paper, answer the Quiz on Canvas



Labs

YB+ Ion Trapping (Wright-Patterson AFB, 2017)



Lab #0: Please purchase a MEMENTO from AdaFruit



Also get...



You will create an AWS account for this course in Lab #1.
Please do this — even if you already have one! 



All of the labs are linked from our GitHub README file:
§ https://github.com/Harvard-CSCI-E-11/spring26

To use the labs, you must access the lab dashboard at:
§ https://csci-e-11.org/

You need to Harvard Key to access the labs!
§ It’s the same Harvard Key you use to access Canvas!

Once you log in, write down your “course key”

Lab Locations

https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://github.com/Harvard-CSCI-E-11/spring26
https://csci-e-11.org/
https://csci-e-11.org/
https://csci-e-11.org/
https://csci-e-11.org/
https://csci-e-11.org/
https://csci-e-11.org/


The dashboard…



1. Read the lab description on Google Docs
2. If something isn’t clear, post in the lab discussion on the Ed Board

1. Other students can help you!
2. The TAs can help you!

3. Log into your AWS EC2 Instance with “ssh” or the AWS web-based “connect”
4. cd $HOME/spring26/{labN}

5. Work on the lab…
6. $ e11 check {labN} --- Runs the grader locally
7. $ e11 grade {labN} --- Regrade as often as you want; highest grade wins!

We will automatically grade all students that don’t have a 5/5 at day -4, -3, -2, -1 
and 0!

Lab flow…



Please let us know if you have 
problems!

This is the first time we’ve used the 
dashboard and the automatic grader!

(Simson wrote it last fall…)



You will be using git – the distributed source code control system. 



Lab #1
Creating a Server in Amazon Web Services



Create an AWS Account



We will be using the AWS Free Tier in this course.



Be sure to set a budget so you are warned if you start spending money!



Create an “Instance” —a Virtual Server — in Amazon’s Elastic Compute Cloud.



Log in to the Amazon Linux Command Line



We have created a system called “e11” to help you in this course.
It will give you information each time you log in...





If we change e11 during the course, you can type `e11 update` to get the new 
version...



https://canvas.harvard.edu/courses/166148/quizzes/460223

Extra assignment – no credit!

https://canvas.harvard.edu/courses/166148/quizzes/460223


For Next Week



How to read a research paper

Optional reading on Perusall: How to Read a Paper

https://app.perusall.com/courses/artificial-intelligence-the-internet-of-things-and-cybersecurity/how-to-read-a-research-paper


This Week’s Reading: Toward Total-System Trustworthiness, Peter G. Neumann



Optional Reading: ACM Risks Forum Quarterly Summary, October 2025



Start the Labs!



Q&A and Conclusion



For next week:
§ Fill out the Welcome Survey
§ Fill out the SA-6 Survey
§ Introduce yourself on Ed Board
§ Participate in the Ed Board discussions
§ Do the reading on Perusall and comment on the paper
§ Do the Quiz for the first paper
§ (Do the optional reading)
§ Complete Lab #0
§ Start Lab #1 and get as far as you can (Due Feb. 9). Do not put it off!

Thanks for coming to the first class


