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Quantum computers are transitioning from the research laboratory to commercial reality. Within a few years quantum 
computers will likely be able to perform computations in a few hours that today’s “classical” computers could never 
complete within our lifetimes. Quantum computers might make all of the world’s encrypted data suddenly accessible 
to major governments and corporations, which is the reason that governments around the world have adopted 
aggressive timelines for transitioning encryption algorithms to so-called “post-quantum” algorithms. But it’s also likely 
that many of the predictions for quantum computers is ungrounded hype—science fiction predictions that will never 
come to pass. This 90-minute session provides a brief introduction to quantum computing, explores what quantum 
computers will and won’t be able to do, explains why the governments around the world have mandated a transition 
to new “post-quantum” encryption algorithms, and presents the real scientific, technical and business opportunities

Abstract



April 14, 2026 was World Quantum Day!
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“Bloch spheres” are graphical representation of the “qubits”  
that quantum computers use for computation…
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Bloch sphere

Bloch sphere



April 1, 2026 — no joke
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https://www.sciencenews.org/article/quantum-bits-crack-internet-encryption 

https://www.sciencenews.org/article/quantum-bits-crack-internet-encryption


April 1, 2026 — no joke
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qubit

6,100 physical qubits 
10,000 need to break codes 

(but many more needed to crack keys in a reasonable amount of time.)



https://arxiv.org/abs/2603.28627 

https://arxiv.org/abs/2603.28627


https://arxiv.org/abs/2603.28846 

https://arxiv.org/abs/2603.28846


Scott Aaronson, Schlumberger Centennial Chair of Computer Science at  
The University of Texas at Austin, and director of its Quantum Information Center. 
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https://scottaaronson.blog/?p=9665 

https://scottaaronson.blog/?p=9665


Outline for today’s lecture

2026 	 	 Quantum computing: where are we on the hype cycle? 
1500-1910 	 Brief refresher on quantum physics  
1984-2016 	 Quantum cryptography 
2001-2026	 25 years of quantum computers 
2029?		 What a cryptographically relevant quantum computer could do 
	 	 What else could you do with a CRQC? 
2020-2030	 The transition to post-quantum cryptography 
2026	 	 Q&A 
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Quantum Computing:  
Where Are We On the Hype Cycle?



Q-Day in 2029?
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Quantum Apocalypse?

14



Google — we will migrate to post-quantum cryptography migration by 2029
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The threat to encryption is relevant today 
with store-now-decrypt-later attacks, 
while digital signatures are a future threat that 
require the transition to PQC prior to a 
Cryptographically Relevant Quantum 
Computer (CRQC)

https://security.googleblog.com/2024/08/post-quantum-cryptography-standards.html


Gartner Hype Cycle



Quantum computing’s Innovation Trigger: Shor’s algorithm (1994)

1994 	 Peter Shor discovered a way to quickly factor numbers 
	 on a quantum computer 

—Shor was a researcher at AT&T Bell Labs in NJ 

—Today Shor is a professor at MIT 
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Put this into context

1994 	 Peter Shor discovered a way to quickly factor numbers 
	 on a quantum computer 

Why is factoring important? 
Because the difficulty of factoring* is the basis of today’s public key cryptography systems. 
(* quantum computers could also be used for cracking other kinds of codes.) 

What’s a quantum computer? 
A computer that computes using an aspect of quantum mechanics called entanglement*. 
(* Einstein called it “spooky action at a distance.”)
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Just one problem:  

Quantum computers did not exist in 1994



Factoring is important because factoring large number is hard

1994 	 Peter Shor discovered a way to quickly factor numbers 
	 on a quantum computer 

Factoring numbers: 
FACTOR(15)   = 5 x 3	 	 (easy!) 
FACTOR(323) = 19 x 17	 	 (easy!) 
FACTOR(1143816257578888676692357799761466120102182967212423625625618429
35706935245733897830597123563958705058989075147599290026879543541) 
	 = 3490529510847650949147849619903898133417764638493387843990820577 
        × 32769132993266709549961988190834461413177642967992942539798288533 

— 1994 — Took 600 volunteers 8 month in 1994
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Knowledge check…
Raise your hand if understand public key cryptography

21https://www.sectigo.com/resource-library/public-key-vs-private-key



If you have any of these, you have an RSA private/public keypair in your pocket
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(The difficulty of) factoring large numbers is the basis of modern encryption systems.

RSA Encryption — Invented in 1977 by Rivest, Shamir & Adleman
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Adi ShamirRon Rivest Len Adleman

Public Key Directory

AdiRon Len



Today public/private keys are used for signing code,  
authenticating web servers,  and authenticating people
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This copy of 
Word is legit

This is really 
Amazon’s website

This is really  
Jane Marie Doe 



The RSA algorithm was published in Aug 1977  
with a 129-digit number to factor (RSA-129)
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f MATHEMATICAL

GAMES
A new kind of cipher that would
take millions of years to break

by Martin Gardner

i v . ;

"Few persons can be made to believe
that it is not quite an easy thing to invent
a method of secret writing which shall
baffle investigation. Yet it may be
roundly asserted that human ingenuity
cannot concoct a cipher which human
ingenuity cannot resolve."

—EDGAR ALLAN POE

The upward creep of postal rates
accompanied by the deterioration
of postal service is a trend that

> inay or may not continue, but as far as
"[most private communication is con-
cerned, in a few decades it probably will
«ot; matter. The reason is simple. The

: transfer of information will probably be
much faster and much cheaper by "elec-
tronic mail" than by conventional postal

- systems. Before long it should be possi-
ble to go to any telephone, insert a mes-
sage into an attachment and dial a num-
ber. The telephone at the other end will
print out the message at once.

Government agencies and large busi-
nesses will presumably be the first to
make extensive use of electronic mail,
followed by small businesses and pri-
vate individuals. When this starts to
happen, it will become increasingly de-

. sirable to have fast, efficient ciphers to
safeguard information from electronic
eavesdroppers. A similar problem is in-
volved in protecting private information
stored in computer memory banks from
snoopers who have access to the mem-

. ory through data-processing networks.
It is hardly surprising that in recent

years a number of mathematicians have
asked themselves: Is it possible to devise
a cipher that can be rapidly encoded and
decoded by computer, can be used re-
peatedly without changing the key and

A B C D E F G H I J K L M N O P Q R
01 2 3 4 5 6 7 8 9 A B C D E F G H

S T U V W X Y Z 0 1 2 3 4 5 6 7 8 9
I J K L M N O P Q R S T U V W X Y Z

A Caesar cipher with a 10-shift

is unbreakable by sophisticated crypt-
analysis? The surprising answer is yes.
The breakthrough is scarcely two years
old, yet it bids fair to revolutionize the
entire field of secret communication. In-

' deed, it is so revolutionary that all previ-
ous ciphers, together with the tech-
niques for cracking them, may soon
fade into oblivion.

An unbreakable code can be unbreak-
able in theory or unbreakable only in
practice. Edgar Allan Poe, who fancied
himself a skilled cryptanalyst, was con-
vinced that no cipher could be invented
that could not also be "unriddled." Poe
was certainly wrong. Ciphers that are
unbreakable even in theory have been in
use for half a century. They are "one-
time pads," ciphers that are used only
once, for a single message. Here is a sim-
ple example based on a shift cipher,
sometimes called a Caesar cipher be-
cause Julius Caesar used it.

First write the alphabet, followed by
the digits 0 through 9. (For coding pur-
poses 0 represents a space between
words, and the other digits are assigned
to punctuation marks.) Below this write
the same sequence cyclically shifted to
the right by an arbitrary number of
units, as is shown in color in the illustra-
tion on this page. Our cipher consists in
taking each symbol in the plaintext (the
message), finding it in the top row, and
replacing it with the symbol directly be-
low it. The result is a simple substitution
cipher, easily broken by any amateur.

In spite of its simplicity, a shift cipher
can be the basis of a truly unbreakable
code. The trick is simply to use a dif-
ferent shift cipher for each symbol in
the plaintext, each time choosing the
amount of shift at random. This is easily
done with the spinner shown in the top
illustration on the opposite page. Sup-
pose the first word of plaintext is THE.
We spin the arrow and it stops on K. This
tells us to use for encoding T a Caesar
cipher in which the lower alphabet is
shifted 10 steps to the right, bringing A
below K as is shown in the illustration.
T, therefore, is encoded as J. The same
procedure is followed for every symbol
in the plaintext. Before each symbol is

encoded, the arrow is spun and the low-
er sequence is shifted accordingly. The
result is a ciphertext starting with j and
a cipher "key" starting with K. Note
that the cipher key will be the same
length as the plaintext.

To use this one-time cipher for send-
ing a message to someone—call him Z—
we must first send Zthe key. This can be
done by a trusted courier. Later we send
to Z, perhaps by radio, the ciphertext. Z
decodes it with the key and then de-
stroys the key. The key must not be used
again because if two such ciphertexts
were intercepted, a cryptanalyst might
have sufficient structure for breaking
them.

It is easy to see why the one-time ci-
pher is uncrackable even in principle.
Since each symbol can be represented
by any other symbol, and each choice of
representation is completely random,
there is no internal pattern. To put it
another way, any message whatever
having the same length as the ciphertext
is as legitimate a decoding as any other.
Even if the plaintext of such a coded
message is found, it is of no future help
to the cryptanalyst because the next
time the system is used the randomly
chosen key will be entirely different.

One-time pads are in constant use to-
day for special messages between high
military commanders, and between gov-
ernments and their high-ranking agents.
The "pad" is no more than a long list of
random numbers, perhaps printed on
many pages. The sender and receiver
must of course have duplicate copies.
The sender uses page 1 for a cipher, then
destroys the page. The receiver uses his
page 1 for decoding, then destroys his
page. When the Russian agent Rudolf
Abel was captured in New York in
1957, he had a one-time pad in the form
of a booklet about the size of a postage
stamp. David Kahn, who tells the story
in his marvelous history The Codebreak-
ers, says that the one-time pad is the
standard method of secret radio com-
munication used by the U.S.S.R. The fa-
mous "hot line" between Washington
and Moscow also makes use of a one-
time pad, the keys being periodically de-
livered through the two embassies.

If the one-time pad provides absolute
secrecy, why is it not used for all secret
communication? The answer is that it is
too impractical. Each time it is em-
ployed a key must be sent in advance,
and the key must be at least as long as
the anticipated message. "The problem
of producing, registering, distributing
and canceling the keys," writes Kahn,
"may seem slight to an individual who
has not had experience with military
communications, but in wartime the
volumes of traffic stagger even the signal
staffs. Hundreds of thousands of words
may be enciphered in a day; simply to
generate the millions of key characters
required would be enormously expen-
sive and time-consuming. Since each
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message must have its unique key, appli-
cation of the ideal system would require
shipping out on tape at the very least the
equivalent of the total communications
volume of a war."

Let us qualify Poe's dictum by apply-
ing it only to ciphers that are used re-
peatedly without any change in the key.
Until recently all cipher systems of this
kind were known to be theoretically
breakable provided the code breaker
has enough time and enough ciphertext.
Then in 1975 a new kind of cipher was
proposed that radically altered the situ-
ation by supplying a new definition of
"unbreakable," a definition that comes
from the branch of computer science
known as complexity theory. These new
ciphers are not absolutely unbreakable
in the sense of the one-time pad, but in
practice they are unbreakable in a much
stronger sense than any cipher previous-
ly designed for widespread use. In prin-
ciple these new ciphers can be broken,
but only by computer programs that run
for millions of years!

The two men responsible for this re-
markable breakthrough are Whitfield
Difne and Martin E. Hellman, both
electrical engineers at Stanford Univer-
sity. Their work was partly supported
by the National Science Foundation
in 1975 and was reported in their pa-
per "New Directions in Cryptography"
(IEEE Transactions on Information The-
ory, November, 1976). In it Dime and
Hellman show how to create unbreak-
able ciphers that do not require advance
sending of a key or even concealment of
the method of encoding. The ciphers
can be efficiently encoded and decoded,
they can be used over and over again
and there is a bonus: the system also
provides an "electronic signature" that,
unlike a written signature, cannot be
forged. If Zreceives a "signed" message
from A, the signature proves to Z that
A actually sent the message. Moreover,
A's signature cannot be forged by an
eavesdropper or even by Z himself!

These seemingly impossible feats are
made possible by what Dime and Hell-
man call a trapdoor one-way function.
Such a function has the following prop-
erties: (1) it will change any positive in-
teger x to a unique positive integer y; (2)
it has an inverse function that changes y
back to x; (3) efficient algorithms exist
for computing both the forward func-
tion and its inverse: (4) if only the func-
tion and its forward algorithm are
known, it is computationally infeasible
to discover the inverse algorithm.

The last property is the curious one
that gives the function its name. It is like
a trapdoor: easy to drop through but
hard to get up through. Indeed, it is im-
possible to get up through the door un-
less one knows where the secret button
is hidden. The button symbolizes the
"trapdoor information." Without it one
cannot open the door from below, but
the button is so carefully concealed that
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Randomizer for encoding a "one-time pad"

the probability of finding it is practically
zero.

Before giving a specific example, let
us see how such functions make the new
cryptographic systems possible. Sup-
pose there is a group of businessmen
who want to communicate secrets to one
another. Each devises his own trapdoor
function with its forward and backward
algorithms. A handbook is published in
which each company's encoding (for-
ward) algorithm is given in full. The de-
coding (inverse) algorithms are kept se-
cret. The handbook is public. Anyone
can consult it and use it for sending a
secret message to any listed company.

Suppose you are not a member of the
group but you want to send a secret mes-
sage to member Z First you change
your plaintext to a long number, using a
standard procedure given in the hand-
book. Next you look up Z's forward al-
gorithm and your computer uses it for
rapid encoding of the ciphertext. This
new number is sent to Z. It does not
matter at all if the ciphertext is over-
heard or intercepted because only Z
knows his secret decoding procedure.
There is no way a curious cryptanalyst,
studying Z's public encoding algorithm,
can discover Z's decoding algorithm. In
principle he might find it, but in practice
that would require a supercomputer and
a few million years of running time.

An outsider cannot "sign" a message
to Z, but any member of the group can.

Here is the devilishly clever way the sig-
nature works. Suppose A wants to sign a
message to Z. He first encodes the plain-
text number by using his own secret in-
verse algorithm. Then he encodes the
ciphertext number a second time, using
Z's public algorithm. After Z receives
the ciphertext he first transforms it by
applying his own secret decoding algo-
rithm, then he applies A s public encod-
ing algorithm. Out comes the message!

Z knows that only A could have sent
this doubly encoded ciphertext because
it made use of A s secret algorithm. A *s
"signature" is clearly unforgeable. Z
cannot use it to send a message purport-
ing to come from A because Z still does
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A ciphertext challenge worth $100
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17 years later RSA-129 was factored in 1994.

Collaborative 
computation with 600 
people and many, many 
computers. 

The $100 check was given 
to the Free Software 
Foundation.
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In 2015, RSA-129 was factored again by Nathaniel McHugh in 1 day using $30 of 
cloud computing resources

Larger numbers are harder to factor. 

https://natmchugh.blogspot.com/2015/03/the-magic-words-are-squeamish-ossifrage.html 
https://en.wikipedia.org/wiki/RSA_numbers 
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Digits Reward Factored
RSA-129 129 $100 1994
RSA-640 193 $20,000 2005
RSA-250 250 - - 2020
RSA 1024 309 - - ?
RSA 2048 617 - - ?

https://natmchugh.blogspot.com/2015/03/the-magic-words-are-squeamish-ossifrage.html
https://en.wikipedia.org/wiki/RSA_numbers


A quantum computer is a computer that computes with entanglement.

1994 	 Peter Shor discovered a way to quickly factor numbers 
	 on a quantum computer 

“Classical” computers — bits — can be 0 (Off) or 1 (On) 
Computer programs switch the bits on and off as they run. 
One way to factor the number 15 is to look at all the possible combinations of factors. 
0010 x 010 = 4 … 0010 x 011 = 6 …  0011 x 011 = 9 … 0100 x 010 = 8 … 0101 x 010 = 10 
0101 011 = 15 

Quantum computers — qubits — are entangled together in a superposition of 0s and 1s. 
Computer programs prepare the qubits,  send a circuit through them, and measure the answer. 
Circuit:  abcd x efg = 1111  
Measured: 0101 x 011 = 1111

28



1981 Richard Feynman proposed building a “quantum computer”
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FEYNMAN: THE PLEASURE OF 
FINDING THINGS OUT (1981) 
https://vimeo.com/340695809 

International Journal of Theoretical Physics, VoL 21, Nos. 6/7, 1982 

Simulating Physics with Computers 
Richard P. Feynman 

Department of Physics, California Institute of Technology, Pasadena, California 91107 

Received May 7, 1981 

1. INTRODUCTION 

On the program it says this is a keynote speech--and I don't  know 
what a keynote speech is. I do not intend in any way to suggest what should 
be in this meeting as a keynote of the subjects or anything like that. I have 
my own things to say and to talk about and there's no implication that 
anybody needs to talk about the same thing or anything like it. So what I 
want to talk about is what Mike Dertouzos suggested that nobody would 
talk about. I want to talk about the problem of simulating physics with 
computers and I mean that in a specific way which I am going to explain. 
The reason for doing this is something that I learned about from Ed 
Fredkin, and my entire interest in the subject has been inspired by him. It 
has to do with learning something about the possibilities of computers, and 
also something about possibilities in physics. If we suppose that we know all 
the physical laws perfectly, of course we don't  have to pay any attention to 
computers. It's interesting anyway to entertain oneself with the idea that 
we've got something to learn about physical laws; and if I take a relaxed 
view here (after all I 'm here and not at home) I'll admit that we don't  
understand everything. 

The first question is, What kind of computer are we going to use to 
simulate physics? Computer theory has been developed to a point where it 
realizes that it doesn't make any difference; when you get to a universal 
computer, it doesn't matter how it's manufactured, how it's actually made. 
Therefore my question is, Can physics be simulated by a universal com- 
puter? I would like to have the elements of this computer locally intercon- 
nected, and therefore sort of think about cellular automata as an example 
(but I don't  want to force it). But I do want something involved with the 
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Feynman imaged using physical systems to simulate physical systems
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7. POLARIZATION OF P H O T O N S - - T W O - S T A T E S  S Y S TEM S  

I would like to show you why such minus signs cannot be avoided, or 
at least that you have some sort of difficulty. You probably have all heard 
this example of the Einstein-Podolsky-Rosen paradox, but I will explain this 
little example of a physical experiment which can be done, and which has 
been done, which does give the answers quantum theory predicts, and the 
answers are really right, there's no mistake, if you do the experiment, it 
actually comes out. And I 'm going to use the example of polarizations of 
photons, which is an example of a two-state system. When a photon comes, 
you can say it's either x polarized or y polarized. You can find that out by 
putting in a piece of calcite, and the photon goes through the calcite either 
out in one direction, or out in another--actually slightly separated, and 
then you put in some mirrors, that's not important. You get two beams, two 
places out, where the photon can go. (See Figure 2.) 

If you put a polarized photon in, then it will go to one beam called the 
ordinary ray, or another, the extraordinary one. If you put detectors there 
you find that each photon that you put in, it either comes out in one  or the 
other 100% of the time, and not half and half. You either find a photon  in 
one or the other. The probability of finding it in the ordinary ray plus the 
probability of finding it in the extraordinary ray is always 1- -you  have to 
have that rule. That works. And further, it's never found at both detectors. 
(If you might have put two photons in, you could get that, but you cut the 
intensity down-- i t ' s  a technical thing, you don't find them in both  detec- 
tors.) 

Now the next experiment: Separation into 4 polarized beams (see 
Figure 3). You put two calcites in a row so that their axes have a relative 
angle ~, I happen to have drawn the second calcite in two positions, but it 
doesn't make a difference if you use the same piece or not, as you care. Take 
the ordinary ray from one and put it through another piece of calcite and 
look at its ordinary ray, which I'll call the ordinary-ordinary ( O - O )  ray, or 
look at its extraordinary ray, I have the ordinary-extraordinary ( O -  E)  ray. 
And then the extraordinary ray from the first one comes out as the E - O  
ray, and then there's an E - E  ray, alright. Now you can ask what happens.  

Fig. 2. 
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Fig. 3. 

You'll find the following. When a photon comes in, you always find that only 
one of the four counters goes off. 

If the photon is O from the first calcite, then the second calcite gives 
O - O  with probability cos2 ep or O - E  with the complementary probabili ty 
1 - c o s l ~  = sin z ~. Likewise an E photon gives a E - O  with the probability 
sin 2 ~ or an E - E  with the probability cos 2 ~. 

8. T WO-PHOTON CORRELATION EXPERIMENT 

Let us turn now to the two photon correlation experiment (see 
Figure 4). 

What can happen is that an atom emits two photons in opposite 
direction (e.g., the 3s - - ,2p - ,  ls transition in the H atom). They are ob- 
served simultaneously (say, by you and by me) through two calcites set at q~l 
and ~2 to the vertical. Quantum theory and experiment agree that  the 
probability Poo that both of us detect an ordinary photon is 

Poo = k cos2 ( 'h  - q'l) 

The probability t ee  that we both observe an extraordinary ray is the same 

e e e  = ½cos ~ (~'2 - ~ , )  

The probability Poe that I find O and you find E is 

PoE = ½sin 2 (~2 - ~, ) 

oE Jo 

Fig. 4. 
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Feynman’s paper was a talk he had given at the MIT Conference on the  
Physics of Computation (1981).
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Figure 4.9. The Physics of Computation Conference, MIT Endicott House, May 6–8,
1981

roughly 60 researchers attended. Financial support for the confer-
ence was provided by the MIT Laboratory for Computer Science,
the Army Research Office, IBM, the National Science Foundation,
and the XEROX Corporation.55 Norman Margolus, a PhD student
in Fredkin’s group, recorded and took notes of every lecture. These
notes were then turned into articles and eventually published.

Before the conference, Feynman told Fredkin that he refused to
focus his keynote on computers and physics, because computers and
physics had nothing to do with each other. Physics is all about prob-
ability and randomness, Feynman said, whereas the whole goal of
computing for the previous 50 years had been building machines
that were reliable and predictable – the very opposite. Fredkin told
Feynman that he could talk about anything he wanted, just come.

55E. Fredkin, Rolf Landauer, and Tom Toffoli, “Physics of Computation” (1982).
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Shor realized that quantum computer could use superposition to factor. 
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message must have its unique key, appli-
cation of the ideal system would require
shipping out on tape at the very least the
equivalent of the total communications
volume of a war."

Let us qualify Poe's dictum by apply-
ing it only to ciphers that are used re-
peatedly without any change in the key.
Until recently all cipher systems of this
kind were known to be theoretically
breakable provided the code breaker
has enough time and enough ciphertext.
Then in 1975 a new kind of cipher was
proposed that radically altered the situ-
ation by supplying a new definition of
"unbreakable," a definition that comes
from the branch of computer science
known as complexity theory. These new
ciphers are not absolutely unbreakable
in the sense of the one-time pad, but in
practice they are unbreakable in a much
stronger sense than any cipher previous-
ly designed for widespread use. In prin-
ciple these new ciphers can be broken,
but only by computer programs that run
for millions of years!

The two men responsible for this re-
markable breakthrough are Whitfield
Difne and Martin E. Hellman, both
electrical engineers at Stanford Univer-
sity. Their work was partly supported
by the National Science Foundation
in 1975 and was reported in their pa-
per "New Directions in Cryptography"
(IEEE Transactions on Information The-
ory, November, 1976). In it Dime and
Hellman show how to create unbreak-
able ciphers that do not require advance
sending of a key or even concealment of
the method of encoding. The ciphers
can be efficiently encoded and decoded,
they can be used over and over again
and there is a bonus: the system also
provides an "electronic signature" that,
unlike a written signature, cannot be
forged. If Zreceives a "signed" message
from A, the signature proves to Z that
A actually sent the message. Moreover,
A's signature cannot be forged by an
eavesdropper or even by Z himself!

These seemingly impossible feats are
made possible by what Dime and Hell-
man call a trapdoor one-way function.
Such a function has the following prop-
erties: (1) it will change any positive in-
teger x to a unique positive integer y; (2)
it has an inverse function that changes y
back to x; (3) efficient algorithms exist
for computing both the forward func-
tion and its inverse: (4) if only the func-
tion and its forward algorithm are
known, it is computationally infeasible
to discover the inverse algorithm.

The last property is the curious one
that gives the function its name. It is like
a trapdoor: easy to drop through but
hard to get up through. Indeed, it is im-
possible to get up through the door un-
less one knows where the secret button
is hidden. The button symbolizes the
"trapdoor information." Without it one
cannot open the door from below, but
the button is so carefully concealed that
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Randomizer for encoding a "one-time pad"

the probability of finding it is practically
zero.

Before giving a specific example, let
us see how such functions make the new
cryptographic systems possible. Sup-
pose there is a group of businessmen
who want to communicate secrets to one
another. Each devises his own trapdoor
function with its forward and backward
algorithms. A handbook is published in
which each company's encoding (for-
ward) algorithm is given in full. The de-
coding (inverse) algorithms are kept se-
cret. The handbook is public. Anyone
can consult it and use it for sending a
secret message to any listed company.

Suppose you are not a member of the
group but you want to send a secret mes-
sage to member Z First you change
your plaintext to a long number, using a
standard procedure given in the hand-
book. Next you look up Z's forward al-
gorithm and your computer uses it for
rapid encoding of the ciphertext. This
new number is sent to Z. It does not
matter at all if the ciphertext is over-
heard or intercepted because only Z
knows his secret decoding procedure.
There is no way a curious cryptanalyst,
studying Z's public encoding algorithm,
can discover Z's decoding algorithm. In
principle he might find it, but in practice
that would require a supercomputer and
a few million years of running time.

An outsider cannot "sign" a message
to Z, but any member of the group can.

Here is the devilishly clever way the sig-
nature works. Suppose A wants to sign a
message to Z. He first encodes the plain-
text number by using his own secret in-
verse algorithm. Then he encodes the
ciphertext number a second time, using
Z's public algorithm. After Z receives
the ciphertext he first transforms it by
applying his own secret decoding algo-
rithm, then he applies A s public encod-
ing algorithm. Out comes the message!

Z knows that only A could have sent
this doubly encoded ciphertext because
it made use of A s secret algorithm. A *s
"signature" is clearly unforgeable. Z
cannot use it to send a message purport-
ing to come from A because Z still does
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Question for the class —

Why is factoring 
hard?
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🤷
34

Gemini: Factoring is hard because  
it’s a “search” problem  
rather than a “calculation” problem.



What do we mean by 
“hard”?
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Complexity classes are a way of presenting the “hardness” of a problem.

P — Polynomial Time — “Calculation Problems” — “Easy problems” 
Time to solve is a polynomial function of the input size. 
Easy to solve, easy to check the solution 

—What’s 3 x 5? 

—What’s  3490529510847650949147849619903898133417764638493387843990820577 
           × 32769132993266709549961988190834461413177642967992942539798288533 

NP — Nondeterministic Polynominal  — “Search Problems” 
Hard to find the solution — you need to try all possible solutions. 
Easy to recognize when a solution is correct. 

—FACTOR(15) 

—FACTOR(11438162575788886766923577997614661201021829672124236256256184293570693524573389
7830597123563958705058989075147599290026879543541)
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We don’t know how hard factoring is… 
But we know that a large enough quantum computer can do it quickly.
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PSPACE problems
Generalizations of many board games,

including Reversi (Othello) and Gomoku

NP complete problems
traveling salesperson

scheduling
knapsack

SAT

BQP problems
factoring

P problems
greatest common divisor

sorting
primality

NP-Hard 
problems

Figure 3.6. The P, BQP, NP and PSPACE complexity spaces as they are thought to
be if P ! BQP ! NP ! PSPACE. It is currently unproven if PSPACE and NP-complete
problems are in the same complexity class, or if there is a partition between the two.
Likewise, it is unproven if NP and BQP are in the same complexity class, and if BQP
and P or in the same class. If NP = P, then NP, BQP and P are all in the same class.
However, it is straightforward to prove that P and PSPACE are in different complexity
classes.

number of pieces on the board, and it would therefore take exponen-
tially long to check. In fact, the only way to check such a certificate
would be to regenerate the certificate and prove it for yourself, and
so this list-of-all-possible-moves-certificate doesn’t actually accom-
plish its objective of being a certificate – that is, it doesn’t save any
time when you go to check it. Chess is said to be in the complexity
class PSPACE, meaning that it requires polynomial space to solve
– in this case, that space holds all of the possible chess games. In
fact, Chess is said to be PSPACE-complete, actually meaning that
all PSPACE problems can be reduced to the problem of finding a
winning chess game (assuming you have an infinite number of chess
pieces and an arbitrarily large chess board in which to express your
problem). Perhaps there is a dramatically more efficient representa-
tion for all possible moves in a specific Chess instance; perhaps you
will discover it.
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Shor’s 1994 factoring algorithm can run in “polynomial” time

Today’s factoring algorithms run in “sub-exponential” time. 
The difference is substantial…. but we don’t know how substantial. 
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Geovandro Carlos Crepaldi Firmino Pereira, Multivariate and Hash-based Post-Quantum Digital Signatures 
August 2015 DOI:10.13140/RG.2.1.2282.5846 

This graph from 2015 predicted 
factoring RSA1024 in 2017 and 
RSA 2048 in 2048



In December 2001, this quantum computer at IBM factored the number “15”

39



IBM’s quantum computer was a specially-created molecule.

40

perfluorobutadienyl iron complex



Each atom is excited with a precise microwave pulse (the gates).
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The qubits are measured and the result is read out.
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0101 (5) 
011    (3)              5 x 3 = 15



Classical vs. Quantum

43

Classical Quantum

Speed Clock speed (GHz) # of gates/sec

Size of problem working RAM qubits

Size of program RAM # of gates

Limiting factors
size of RAM 

# of processors 
cooling

noise 
# of qubits 
# of gates



qubits are highly sensitive to external noise.
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How do we protect the qubits?

Google & IBM  
Keep them very cold — thermal noise kills qubits  — 0.01ºK - colder than deep space 
Shielded from stray RF and the Earth’s magnetic field — mu metal box  
Google - Error correction with “surface codes” - (100–1000 : 1 ) 
IBM - “Loon” - Error correction with long-range microwave couplers (10–25 : 1) 

Caltech & Oratomic 
Keep them far apart — ultra-high vacuum with atomic tweezers 
Isolate from the Earth’s magnetic field — Active Magnetic Field Compensation 
Error correction with QLDPC (Quantum Low-Density Parity-Check) (5–10 : 1)  
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Error correction — the key to making quantum computers work
Physical qubits are combined into logical qubits

Google 2024 Blog: 
https://research.google/blog/making-quantum-error-correction-work/  
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2023 — IBM “Condor” quantum computer — 1023 qubits



https://newsroom.ibm.com/media-quantum-innovation?keywords=quantum&l=100#gallery_gallery_0:22084 

https://newsroom.ibm.com/media-quantum-innovation?keywords=quantum&l=100#gallery_gallery_0:22084


2029 rendering of multiple quantum computers connected



The size of a quantum computer necessary to break codes is unknown.

Speed of code code-breaking depends on: 
The number of qubits — the size of the numbers that can be cracked 
The logical error rate — the length of the quantum computation that they can perform. 
The encryption code being cracked (RSA vs. Elliptic Curve Cryptography) 

2019 — Google estimated 20M qubits | 8 hours — RSA-2048 
2025 — Google estimated 1M qubits | 1 week — RSA-2048 
2026 — Caltech estimated 10,000 qubits | 3 years — ECC-256  
	 	 (used by Bitcoin and most mobile apps) 
(2026 — Pinnacle estimated 100,000 qubits | 30 days — RSA-2048) 

Operationally, the number of keys that can be cracked depends on: 
The number of quantum computers 
The speed of the quantum gates
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Challenges in building a quantum computer

Quantity of qubits — today’s system have hundreds of physical qubits. 
We need systems with hundreds to thousands of logical qubits. 

Quality of qubits — Today’s qubits are noisy, increasing need for error correction. 
We need systems with qubits that are less susceptible to the outside universe. 

Connectivity between qubits — Today’s systems are limited in their topology. 
Better connectivity allows for more efficient error correction and algorithms. 

The Wiring problem — each qubit requires its own coaxial cable for pulses 
We cannot physically fit millions of cables in a dilution refrigerator 

State Preparation and Measurement (SPAM) Errors 
Each microwave pulse generates heat (noise) which impacts the computation 
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Gartner Hype Cycle
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Brief refresher on quantum physics



We are surrounded by quantum phenomena
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B.1. WAVE MECHANICS

Figure B.1. The colorful swirls in a
soap bubble are the result of construc-
tive and destructive interference of light
reflecting against the inside and out-
side soap film walls. The changing dis-
tance between the two walls at differ-
ent points in the bubble simultaneously
results in constructive interference of
some colors and destructive interference
of others. As a result, the soap film
seems to possess different colors at dif-
ferent points. Image CC-BY-SA Wikime-
dia user Werner100359.

Figure B.2. In this illustration of a young
child jumping rope, the movement of
the rope describes a circular wave. The
rope is the wave’s medium, the rope’s
wavelength twice the child’s arm-span,
and the frequency is the number of
times per second that the rope passes
under the child’s legs. The wave’s ampli-
tude is distance from the line between
the child’s hands and the rope’s mid-
point at the child’s ankle.

electrons from the surface of the metal, producing a slight voltage,
while light from the red end of the spectrum can’t. This is called the
photoelectric effect.

What is odd about the photoelectric effect, though, is that whether
or not light produces electricity when it hits the metal depends en-
tirely on the light’s color – its wavelength or frequency – and not the
light’s brightness or intensity.

There are two numbers that describe a wave propagating through
a medium: the wave’s amplitude and its frequency. The amplitude is
how much the wave displaces the medium from its resting state, also
called its ground state. The frequency is how many times per second
the wave causes the medium to oscillate. (See Figure B.2.)

Classical physics says that the energy transferred by a wave is
proportional to its amplitude. If light were a wave, its brightness
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Light: it’s a particle!  (1672 — Isaac Newton)

Light travels is straight lines and reflects — like little tennis balls. 
Prisms prove light is made of many different colors 
Newton hypothesized it was a substance made of tiny corpuscles.  
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Light: it’s a wave  (1801 – Thomas Young)

The 2-slit experiment shows that light is a wave
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B.1. WAVE MECHANICS

Figure B.5. Thomas Young’s dual-slit experiment demonstrated that light has wave-
like properties. In the double-slit experiment, light from an emitter travels through
two slits and forms an interference pattern on the screen, just as waves passing
through two holes in a water break cause interference on a lake. Image CC-BY-SA
by NekoJaNekoJa with author edits.

Figure B.6. This is a drawing from Thomas Young’s notebook showing how light
rays traveling from two point sources A and B result in constructive and destructive
interference. In the dual-slit experiment, each slit can be thought of as a stack of
point sources that emit light solely in the horizontal plane. Image public domain.
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B.1. WAVE MECHANICS

Figure B.5. Thomas Young’s dual-slit experiment demonstrated that light has wave-
like properties. In the double-slit experiment, light from an emitter travels through
two slits and forms an interference pattern on the screen, just as waves passing
through two holes in a water break cause interference on a lake. Image CC-BY-SA
by NekoJaNekoJa with author edits.

Figure B.6. This is a drawing from Thomas Young’s notebook showing how light
rays traveling from two point sources A and B result in constructive and destructive
interference. In the dual-slit experiment, each slit can be thought of as a stack of
point sources that emit light solely in the horizontal plane. Image public domain.
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Light - it’s really a particle!

1905 - Einstein — Photoelectric effect 
Voltage from a light shining on metal. 
Higher frequency - more voltage 
Brighter light — more current 

 

Explanation: 
Energy of light is delivered in quanta. 
h was discovered by Planck 

—for blackbody radiation 

Light is definitely a particle.

K . E .max = hf − ϕ
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B.1. WAVE MECHANICS

Figure B.3. The photoelectric effect results when light striking metal causes electrons
to eject. Einstein explained the effect by saying that the energy of light was carried
in individual particles, which are now called photons, and that the energy of those
particles is proportional to the frequency of the light, with photons from higher-
frequency light having more energy. Image CC-BY-SA Wikimedia user Wolfmankurd.

487B:�*E9��5+5 "56"9�5F��FFCE���III 75#6D ��9 BD��7BD9�F9D#E ��FFCE���III 75#6D ��9 BD��7BD9�CDB�*7F����,
.0�10�10����
	/,��,
�
��/,/
/BIA"B5�9��:DB#��FFCE���III 75#6D ��9 BD��7BD9 �24�5��D9EE���
 �
� �
� 	���BA��
�3B+������5F��	����

��E*6!97F�FB�F�9�.5#6D ��9�.BD9�F9D#E



https://www.youtube.com/watch?v=oYnp0WZDhYQ 
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By 1927, physicists are clear…

Light is neither a wave nor a 
particle. 

Light is a probability of 
making a particular 
measurement. 

All of reality is merely a 
collection of probabilities.
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B.2. QUANTUM EFFECTS 1: UNCERTAINTY

rear:
A. Piccard E. Henriot P. Ehrenfest E. Herzen
Th. de Donder E. Schrödinger J. E. Verschaffelt W. Pauli
W. Heisenberg R. H. Fowler L. Brillouin
middle:
P. Debye M. Knudsen W.L. Bragg H. A. Kramers
P. A. M. Dirac A. H. Compton L. de Broglie M. Born
N. Bohr
Front:
I. Langmuir M. Planck M. Curie H.A . Lorentz
A. Einstein P. Langevin Ch.-E. Guye C. T. R. Wilson
O. W. Richardson

Figure B.8. Fifth Solvay Conference, Brussels, October 24–29, 1927. Photograph by
Benjamin Couprie, Institut International de Physique Solvay.

This is the thought experiment that Heisenberg devised in 1927,
although to be accurate, Heisenberg’s thought experiment involved
finding the location of a single electron using an optical microscope,
rather than identifying all of the atoms in a coin. But the basic idea
is the same.

By 1927, it was well established that light is quantized – it was
six years after Einstein received his Nobel Prize, after all. So Heisen-
berg’s microscope has to be using photons of some sort. What kind
of photons should the microscope use to measure an electron?

The year 1927 also marked the fifth invitation-only conference of
the International Solvay Institute for Physics and Chemistry, which
is noted for its groundbreaking discussions of quantum theory. Of the
conference’s 29 invited attendees, 17 were or became winners of the
Nobel Prize, including Niels Bohr, Albert Einstein, Marie Curie, Paul
Dirac, Werner Heisenberg, and Erwin Schrodinger. The conference
photo (Figure B.8) has been compared with the Bennett photo from
the 1981 Physics of Computation Conference (Figure 4.9).
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Light “particles” have wavelengths…. The RF spectrum
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APPENDIX A. INTRODUCTION TO THE QUANTUM REALM

Through a Glass Darkly...
QIS forces us to understand just how limited human percep-
tion is. As humans, we indeed see the world through a glass
darkly. Consider what we see of the world – the visible light
spectrum (see below). The quantum realm exists mostly out-
side the world of human experience. QIS and resulting quantum
technologies are counterintuitive because there are few, fleeting
moments when humans see quantum effects. Our entire experi-
ence is based on the physics of relatively large objects.

Will better understanding the physics of the small change
how we perceive our own greatness, and even relevance? The
same passage of the Bible that gives us the lovely metaphor
of seeing through a glass darkly, a reference to the imperfect
mirrors of antiquity, explains the concept that our perception
of god is incomplete: For we know in part, and we prophesy in
part. But when that which is perfect is come, then that which is
in part shall be done away.

Quantum physics is replacing the imperfect mirror of classi-
cal mechanics. That imperfect mirror allowed us to leave many
questions to prophesy. As the quantum physics mirror is per-
fected, what will be left to prophesy?

Sidebar 1. Visible light is a tiny part of the electromagnetic spectrum. Image
CC BY-SA 4.0 by Wikimedia user Horst Frank.

warm from infrared light, which is too far red for the eye to see. Sir
William Herschel discovered this effect in 1800, although he used a
thermometer and not his hand.

Place your hand to the right of the violet and you will get a
suntan, and then a burn, from the ultraviolet light. Johann Wilhelm
Ritter discovered ultraviolet this way in 1801, although Ritter used
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Light can be polarized
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APPENDIX B. INTRODUCTION TO QUANTUM EFFECTS

Figure B.9. Here, linearly polarized light is illustrated as a transverse wave with
electric and magnetic fields oscillating at right angles to the direction of propagation.
Image CC BY-SA by Wikimedia user Gpvos.

As discussed above, light can be described as a transverse wave,
as shown in Figure B.9. If you look at the figure, you’ll see that there
are actually two light waves moving in the direction of the arrow: one
wave that ripples up and down, and a second wave that ripples left
and right. This diagram is more realistic than one might imagine: at
the most fundamental quantum level, light from the Sun, a fire, or
a hot stove is actually a mixture of two kinds of light: that is, light
that is polarized vertically, and light that is polarized horizontally.
We can say that this light is disorganized, but it’s more common to
say that it is not polarized. (This is similar to saying that white light
is not colored light, when in fact, white light is actually made up of
light of many colors.)

The blue light from the sky on a cloudless day is strongly polar-
ized if you measure it in some directions but not others; it’s likely
that some birds that fly long distances use this fact to navigate.24

Light that reflects off flat water tends to be horizontally polarized,
and dragonflies make use of this because their eyes can detect the
imbalance. Polarized sunglasses do the same: whereas traditional sun-
glasses absorb both kinds of polarized light, polarized sunglasses are
positioned so that vertically polarized light can pass through while
horizontally polarized light is blocked. Such sunglasses do a great

24Horváth, Polarization Patterns in Nature: Imaging Polarimetry with Atmospheric
Optical and Biological Applications (2003).
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You can buy a polarizing filter. 
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Polarizing filters let through light with just one polarization
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APPENDIX B. INTRODUCTION TO QUANTUM EFFECTS

Figure B.11. This illustration shows differences in the waves among disorganized,
linearly polarized, and circularly polarized light moving from right to left. Disorganized,
or unpolarized, light, characterized by a mixture of polarizations, appears on the right
side. The first file manipulated the waves into linearly polarized light (center); the
second to circularly polarized light (left). Image public domain by Wikimedia user
Dave3457; see Wikipedia for a more detailed explanation.

polarizing filters. (Don’t use a circular polarizing filter: you won’t
get the same results.)

Experiment 1: A Single Linear Polarizing Filter Take a sin-
gle sheet of a linear polarizing filter and look through it at an incan-
descent light bulb (if you can find one), a burning candle (be careful
not to catch the filter on fire!), or a red-hot stove. All of these objects
emit black-body radiation with roughly equal amounts of photons po-
larized in each direction. (If you don’t have any of those, just use a
white wall.) You’ll see that the filter decreases the intensity roughly
by half, but you shouldn’t see anything special (Figure B.12, left
pane). We will call this the × direction, or a 0° rotation.

What’s happening here is that light that has linear polarization
that’s aligned with the filter passes, while light that is not aligned
with the polarizer does not pass. If you use a light meter, you’ll see
that roughly half of the light is blocked.

Experiment 2: Two Linear Polarizing Filters at (0°, 0°) Now
take two linear polarizing filters (Figure B.12, right pane), hold them
at the same angle, and look through both of them together. You’ll
see that the light passes through, and it’s about the same strength as
when passing through a single filter. Schematically, this is × ×, or
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B.3. QUANTUM EFFECTS 2: POLARIZATION

Figure B.10. The effects of a polarizing filter on the sky in a photograph. The picture
on the right uses the filter. Image CC BY-SA by Wikimedia user PiccoloNamek.

suring the polarization of light with a linear polarizing filter that is
horizontally aligned, the photons that pass through the filter are said
to be horizontally polarized while those that do not are vertically po-
larized. If we are sitting in a 1980s 3D movie, the photons that enter
our right eye might be polarized at 45°, while those that go in our
left would be polarized at ×45° or 135°. And if we are in a modern 3D
movie, then the photons that go into the right eye may be circularly
polarized in the clockwise direction, while those that go in the left
eye may be polarized in the counterclockwise direction. No matter
how you measure it, countless scientific experiments have confirmed
that there is apparently just one bit25 of polarization state within the
photon: the photon can either be aligned with your polarization mea-
surement, or it can be opposed to it. That’s because, at the quantum
level, polarization is simply the manifestation of something called an-
gular momentum. You can think of circularly polarized photons as
tiny spinning corkscrews zipping off at the speed of light in some
particular direction.

B.3.1 Six Experiments with Quantum Polarization
With these concepts of polarization, the next section introduces six
experiments that you can do yourself. You will need three linear

25A bit is a binary digit, colloquially thought of as a 0 or a 1, or as the values “false”
and “true.” Claude E. Shannon (1916–2001), the “father” of information theory,
attributes the word to the American mathematician John W. Tukey (1915–2000),
although the word was in usage before Claude gave it a precise mathematical
definition in 1948. See Garfinkel and Grunspan, The Computer Book (2018). Bits
are discussed on p. 86.
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B.3. QUANTUM EFFECTS 2: POLARIZATION

Figure B.12. Two linear polarizing filters with their polarization angles aligned (ex-
periment 1, left), and overlapping (experiment 2, right) at ×.

two filters at 0° rotation each. Using the logic introduced in Experi-
ment 1, the light that makes it through the first filter is polarized in
the × direction, so it can pass through the second filter as well.

Experiment 3: Two Linear Polarizing Filters at (0°, 90°)
Rotate one of the filters 90°, so that one filter is × and the other is
− (that is, 0° and 90°, as in Figure B.13, right pane). Position the
filters so that you can look through either × filter or both the ×
and the − filter at the same time. You’ll see that the combination of
the two filters blocks nearly all the light. Using the logic introduced
in Experiment 1, the light that makes it through the first filter is
polarized in the × direction, and when it arrives at the second filter
it can’t pass.

Experiment 4: Two Linear Polarizing Filters at (0°, 45°)
Experiment 3 observed the interaction of light and two filters, one
at 0°, one at 90°. If instead the filters are oriented at 0° and 45°,
that is, at − and ←∈, there is still no surprise (Figure B.13, left pane).
Roughly half of the light (50%, or 0.5) passes through the first filter,
and roughly half of that light passes through the second. So the
combination of the 0° and the 45° filter lowers the light to 25% or
.25 of its original intensity.

Experiment 5: Three Linear Polarizing Filters at (0°, 90°,
45°) Now take three filters and arrange them as − × ←∈. You will
see the same lack of light passing through the three filters as you
saw with the two − × filters. There are no surprises here. Only light
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APPENDIX B. INTRODUCTION TO QUANTUM EFFECTS

Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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APPENDIX B. INTRODUCTION TO QUANTUM EFFECTS

Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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Polarization is not like color.

Colored filters absorb light of a different color.
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RedWhite Light Blue Green RedWhite Light BlueGreen

Figure B.15. Photons in the white light from the candle are represented here as
colored lines containing photons from the red, green, and blue regions of the visible
spectrum. These photons are all at different energy levels, with the blue photons
having roughly twice as much energy per-photon as the red photons. When the white
light encounters the red filter, only the red photons can pass through: the rest are
absorbed, which is why the world looks red when you look through the filter. The red
photons, in turn, are blocked by the blue filter (left) or the green filter (right). Thus,
no light can pass through any combination of red, green, and blue filters, no matter
which order the light encounters the filters. (Illustration credit: Simson Garfinkel)

bility that the photon might be reflected off the surface of the filter
– then these two possibilities must sum to 1:

1 = ppass + pabsorb (3)
Recall that the probability of a the photon passing through was

cos2(π). So another way of writing this equation is:

1 = cos2(π) + pabsorb (4)
which is equal to:

1 = cos2(π) + sin2(π) (5)
From a wave mechanics point of view, this is actually a summa-

tion of two wave equations: one that represents the probability that
the photon will pass through the filter, and the other representing
the probability that the photon will be absorbed.

The remainder of this section will discuss why behavior of the
three polarizing filters at 0°, 45°, and 90° seems so strange, by ex-
plaining what’s happening at the quantum level if colored filters were
used instead of polarizing ones.

Most of us have a clear understanding of how light passes through
colored glass as a result of our day-to-day experiences and from color
theory. White is made up of all the colors of the rainbow. Red light
passes through red glass and blue light passes through blue glass
(Figure B.15). This is why blue things look black through a red

520B:�*E9��5+5 "56"9�5F��FFCE���III 75#6D ��9 BD��7BD9�F9D#E ��FFCE���III 75#6D ��9 BD��7BD9�CDB�*7F����,
.0�10�10����
	/,��,
�
��/,/
/BIA"B5�9��:DB#��FFCE���III 75#6D ��9 BD��7BD9 �24�5��D9EE���
 �
� �
� 	���BA��
�3B+������5F��	����

��E*6!97F�FB�F�9�.5#6D ��9�.BD9�F9D#E



Polarizing filters measure the polarization of light .
The light can pass if the light’s polarization matches the filter.
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If the two polarizations are at right angles (orthogonal), the light does not pass.
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0º 45ºWhite Light

100% 50% 25%

0º 90ºWhite Light

100% 50% 0%

Figure B.16. Photons in the white light from the candle are represented here with
black lines that represent the stream of photons leaving the candle. Each photon
contains two possible polarizations (or two possible angular momenta). When this
stream of photons hits a linear polarizing filter at 0°, only 50% of the photons can
pass through. These photons have now been measured to have a linear polarization
of 0°. If these photons interact with a linear polarizing filter that has a 45° offset
(left), 50% of the photons can pass, because cos2(45 deg) = 0.5. Alternatively, if these
photons interact with a linear polarizing filter that has a 90° offset (right), none of
the photons can pass, because cos2(90 deg) = 0.

0º 90º45ºWhite Light

100% 50% 25% 12.5%

0º 45º90ºWhite Light

100% 50% 0%

Figure B.17. In this example, light is directed to travel through three polarizing filters.
On the left, the light passes through the filters that are set at the angles 0°, 45°, 90°,
which means that the photons encounter two transitions of 45°, one after the other.
Each transition reduces the amount of light that passes by 50%. On the right the
light is set to pass through the filters that are set at the angles 0°, 90°, 45°, which
means that the photons should first encounter a transition of 90° and then one of
×45°. However the first transition blocks all of the light.

B.6 The Cat State
The experiments that we’ve presented in this appendix and the ex-
planations for the somewhat paradoxical results are much simpler
(and correspondingly less accurate) than you are likely to find in
other books on quantum information science, let alone on quantum
mechanics. Although many quantum devices are based on polarized
light, they don’t measure whether photons are transmitted or ab-
sorbed: instead, they send the photon into a crystal that either re-
flects or transmits the light depending on its phase, and then they
use two sensors, each capable of detecting a single photon.

Complex two and four-beam systems are not discussed in this
appendix because simplifying the presentation enables one to demon-
strate with experiments using three low-cost and mass-produced lin-
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If we measured at 0º and measure again at 45º, half the light passes.
The measured polarization is random.
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0º 45ºWhite Light

100% 50% 25%

0º 90ºWhite Light

100% 50% 0%

Figure B.16. Photons in the white light from the candle are represented here with
black lines that represent the stream of photons leaving the candle. Each photon
contains two possible polarizations (or two possible angular momenta). When this
stream of photons hits a linear polarizing filter at 0°, only 50% of the photons can
pass through. These photons have now been measured to have a linear polarization
of 0°. If these photons interact with a linear polarizing filter that has a 45° offset
(left), 50% of the photons can pass, because cos2(45 deg) = 0.5. Alternatively, if these
photons interact with a linear polarizing filter that has a 90° offset (right), none of
the photons can pass, because cos2(90 deg) = 0.

0º 90º45ºWhite Light

100% 50% 25% 12.5%

0º 45º90ºWhite Light

100% 50% 0%

Figure B.17. In this example, light is directed to travel through three polarizing filters.
On the left, the light passes through the filters that are set at the angles 0°, 45°, 90°,
which means that the photons encounter two transitions of 45°, one after the other.
Each transition reduces the amount of light that passes by 50%. On the right the
light is set to pass through the filters that are set at the angles 0°, 90°, 45°, which
means that the photons should first encounter a transition of 90° and then one of
×45°. However the first transition blocks all of the light.

B.6 The Cat State
The experiments that we’ve presented in this appendix and the ex-
planations for the somewhat paradoxical results are much simpler
(and correspondingly less accurate) than you are likely to find in
other books on quantum information science, let alone on quantum
mechanics. Although many quantum devices are based on polarized
light, they don’t measure whether photons are transmitted or ab-
sorbed: instead, they send the photon into a crystal that either re-
flects or transmits the light depending on its phase, and then they
use two sensors, each capable of detecting a single photon.

Complex two and four-beam systems are not discussed in this
appendix because simplifying the presentation enables one to demon-
strate with experiments using three low-cost and mass-produced lin-
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Two photons can be entangled.
Entangled photons have complementary polarization
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Quantum cryptography



Two photons can be entangled.
Entangled photons have complementary polarization
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E91 — Both parties measure; compatible measurements build the key.
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Figure B.13. Two overlapping linear polarizing filters with a 90° angle between their
polarization angles (experiment 3, left) and a 45° angle (experiment 4, right). Notice
that at 90°, no light comes through, whereas at 45° roughly half of the light comes
through.

Figure B.14. Three overlapping linear polarizing filters in two different orientations.
In both cases the rearmost filter is at 0°. On the left (experiment 5) the middle filter
is at 90°, and the one closest to the camera is at 45°. Notice that the filter at 0°
combined with the filter at 90° blocks all of the light; the filter at 45° has no effect.
On the right (experiment 6), the middle filter is at 45°, and the one closest to the
camera is at 90°. Notice that the triangle showing where the 0° and 90° filter overlap
is actually darker than the four-sided shape in the middle where the filters are stacked
at 0°, then 45°, then 90°.

that is polarized in the up-down direction passes through the first
filter. That light can’t pass through the second filter. The third filter
is present, but it doesn’t do anything. See Figure B.14.

Experiment 6: Three Linear Polarizing Filters at (0°, 45°,
90°) Given the results of Experiment 5, what happens if one re-
verses the order in which light passes through the 90° and the 45°
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This is the basis of the Chinese quantum satellite
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Quantum Information Science
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INTRODUCTION

Quantum
Computing

Quantum
Communications

Quantum Sensing

Quantum Information Science

Quantum Mechanics and Information Theory

From quantum mechanics and information theory to quantum technologies. Quantum
sensing is a precursor technology to computing and communications.

plains the political relevance of quantum technologies and begins a
policy discussion for their management.

The strategic implications of quantum technologies have ignited
a technology race among stakeholders:

• China and Europe see QIS as an opportunity to leapfrog
US technological superiority. In particular, nations see deploy-
ment of quantum technologies an an opportunity to counter
the asymmetric advantages the US has gained from invent-
ing the Internet. Seeking superiority carries with it themes of
sovereign technology politics, and as a result, the risk of less
scientific openness.
Research groups in China and Europe have achieved funda-
mental, state-of-the-science gains in some quantum technol-
ogy fields, renewing calls for large government investment in
quantum technologies by the US and other countries. Reports
of quantum-enhanced sonar and radar capabilities by Chinese
scientists have rattled some US policymakers. Meanwhile, Ger-
many, the United Kingdom, and the European Union (EU) as a
collective are also making major investments in quantum tech-
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Quantum sensing is here today
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Quantum sensing will be more powerful tomorrow
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INTRODUCTION

Quantum Sensing

Uses quantum effects to acquire
data.

Capabilities

Measurement of magnetic fields,
electric fields, gravity, tempera-
ture, pressure, rotation, acceler-
ation, and time.

Near-term applications

Could change every strategically
important industry: aerospace,
intelligence, military, law en-
forcement, extractive industries,
medical, and others.

Outlook
Highly optimistic because of
multitudinous commercial appli-
cations, government investment
because of strategic applications,
relative simplicity, and increas-
ing commercial availability of
components.

For all these reasons,
quantum sensing, in our
view, is the “killer app” of
quantum technologies for
at least the next decade.
Particularly in the medi-
cal field, quantum sensing
will benefit humankind
in palpable, direct ways.
The application of quan-
tum sensing to intelli-
gence, military, and law
enforcement uses is more
disruptive and harder to
address with countermea-
sures, and thus warrants
significant policy atten-
tion.

The following four chap-
ters unpack quantum com-
puting – the quantum
technology that is most
discussed in the media
and also most challenging
to realize.

To understand quan-
tum computers, it helps
to have a foundation in
the history of classical
computing. This history
elucidates many parallels and lessons for quantum computing. Chap-
ter 3 summarizes humankind’s development of calculation technolo-
gies and the rise of the earliest computers. Like many other technolo-
gies, computing required the creation of wildly expensive prototypes
and was followed by periods of refinement in both theory and engi-
neering. Over time, these refinements resulted in cost-cutting, and
democratization of the technology to large businesses, and ultimately,
the consumer. We will show the success of American and British com-
puting prowess as a result of state patronage, and contrast it with a
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Quantum networking…
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92

25 years of quantum computers



In December 2001, a quantum computer at IBM factored the number “15”
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Qubits!

94

At least, until you measure it…



IBM’s 7-qbit device (2001)

qbits implemented with 
superconductors. 

“artificial atoms” 

gates implemented with 
microwave pulses. 
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IBM 7-qbit device (2001)
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https://exoswan.com/quantum-
computer-visual-guide
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Quantum Processor (Quantum Chip)

98
Google’s 53-qubit Sycamore processor



Dilution Refrigerator

Cooling to 0.035Kº
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Dilution Refrigerators

100

Dilution refrigerator Temperature Sample size

Oxford Instruments 
KelvinoxVT Dilution 
Refrigerator Insert

Base: 35mK
35mm dia. x 40 long 
Or 
Muon Sample Blade 
40x40mm

E18 Dilution Fridge Base: 20mk 200mm dia. x 250mm 
long

TBT Muon Fridge Base: 40mk Muon Sample Blade 
40x40mm

https://www.isis.stfc.ac.uk/Pages/Dilution-Refrigerators.aspx

“Dilution refrigerators are able to cool to temperatures 
below 0.3K. ISIS has a number of dilution 
refrigerators that are able to cool samples down to 
approximately 35mK. They are the equipment of 
choice where temperatures below 2K are required.”

https://www.isis.stfc.ac.uk/Pages/Kelvinox-Dilution-Fridge.aspx
https://www.isis.stfc.ac.uk/Pages/E18-Dilution-Fridge.aspx
https://www.isis.stfc.ac.uk/Pages/Dilution-refrigerator.aspx


Microwave Control Electronics
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Classical Computer Interface
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Cryogenic Isolators and Amplifiers
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IBM 400 qubit device (2022)
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There are many kinds of qubits

Superconducting 
Trapped Ion 
Photonic 
Topological 
Neutral Atom Qubits 
Spin Qubits 
Quantum Dots 
Diamond Nitrogen Vacancy 
Nuclear Magnetic Resonance 

See: 
https://www.spinquanta.com/news-detail/main-types-of-qubits 
https://quantum.microsoft.com/en-us/insights/education/concepts/types-of-qubits 
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Challenges when building a quantum computer.

Maintaining coherence (superposition). 
Noise. 
Number of qubits 
Geometry for connecting qubits with gates. 
Cryogenic engineering 
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What a cryptographically relevant quantum 
computer could do



Harvest now, decrypt later
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Break digital signatures
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Faking signatures
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What else could you do with a quantum 
computer?



Quantum Chemistry



Quantum Optimization & Quantum Machine Learning



Quantum Physics
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International Journal of Theoretical Physics, VoL 21, Nos. 6/7, 1982 

Simulating Physics with Computers 
Richard P. Feynman 

Department of Physics, California Institute of Technology, Pasadena, California 91107 

Received May 7, 1981 

1. INTRODUCTION 

On the program it says this is a keynote speech--and I don't  know 
what a keynote speech is. I do not intend in any way to suggest what should 
be in this meeting as a keynote of the subjects or anything like that. I have 
my own things to say and to talk about and there's no implication that 
anybody needs to talk about the same thing or anything like it. So what I 
want to talk about is what Mike Dertouzos suggested that nobody would 
talk about. I want to talk about the problem of simulating physics with 
computers and I mean that in a specific way which I am going to explain. 
The reason for doing this is something that I learned about from Ed 
Fredkin, and my entire interest in the subject has been inspired by him. It 
has to do with learning something about the possibilities of computers, and 
also something about possibilities in physics. If we suppose that we know all 
the physical laws perfectly, of course we don't  have to pay any attention to 
computers. It's interesting anyway to entertain oneself with the idea that 
we've got something to learn about physical laws; and if I take a relaxed 
view here (after all I 'm here and not at home) I'll admit that we don't  
understand everything. 

The first question is, What kind of computer are we going to use to 
simulate physics? Computer theory has been developed to a point where it 
realizes that it doesn't make any difference; when you get to a universal 
computer, it doesn't matter how it's manufactured, how it's actually made. 
Therefore my question is, Can physics be simulated by a universal com- 
puter? I would like to have the elements of this computer locally intercon- 
nected, and therefore sort of think about cellular automata as an example 
(but I don't  want to force it). But I do want something involved with the 

467 

0020-7748/82/0600-0467503.0£1/0 © 1982 Plenum Publishing Corporation 

Simulating Physics with Computers 481 

7. POLARIZATION OF P H O T O N S - - T W O - S T A T E S  S Y S T E MS  

I would like to show you why such minus signs cannot be avoided, or 
at least that you have some sort of difficulty. You probably have all heard 
this example of the Einstein-Podolsky-Rosen paradox, but I will explain this 
little example of a physical experiment which can be done, and which has 
been done, which does give the answers quantum theory predicts, and the 
answers are really right, there's no mistake, if you do the experiment, it 
actually comes out. And I 'm going to use the example of polarizations of 
photons, which is an example of a two-state system. When a photon comes, 
you can say it's either x polarized or y polarized. You can find that out by 
putting in a piece of calcite, and the photon goes through the calcite either 
out in one direction, or out in another--actually slightly separated, and 
then you put in some mirrors, that's not important. You get two beams, two 
places out, where the photon can go. (See Figure 2.) 

If you put a polarized photon in, then it will go to one beam called the 
ordinary ray, or another, the extraordinary one. If you put detectors there 
you find that each photon that you put in, it either comes out in one  or the 
other 100% of the time, and not half and half. You either find a photon  in 
one or the other. The probability of finding it in the ordinary ray plus the 
probability of finding it in the extraordinary ray is always 1- -you  have to 
have that rule. That works. And further, it's never found at both detectors. 
(If you might have put two photons in, you could get that, but you cut the 
intensity down-- i t ' s  a technical thing, you don't find them in both  detec- 
tors.) 

Now the next experiment: Separation into 4 polarized beams (see 
Figure 3). You put two calcites in a row so that their axes have a relative 
angle ~, I happen to have drawn the second calcite in two positions, but it 
doesn't make a difference if you use the same piece or not, as you care. Take 
the ordinary ray from one and put it through another piece of calcite and 
look at its ordinary ray, which I'll call the ordinary-ordinary ( O - O )  ray, or 
look at its extraordinary ray, I have the ordinary-extraordinary ( O -  E)  ray. 
And then the extraordinary ray from the first one comes out as the E - O  
ray, and then there's an E - E  ray, alright. Now you can ask what happens.  

Fig. 2. 
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The transition to post-quantum cryptography
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DES → AES128 → AES256



Growth of quantum computing

1984 - British physicist David Deutsch hypothesizes that “Computing machines resembling the universal 
quantum computer could, in principle, be built and would have many remarkably properties not 
reproducible by any Turing machine.” 

1985 - Asher Peres at Technion shows how a quantum computer could add two 1-bit numbers. 
Quantum computers would need some kind of error correction. 
Quantum computers need not be digital. 

1992 - Dallas IEEE Computer Society and Texas Instruments sponsored the Workshop on Physics and 
Computation. 

1994 - Peter Shor shows that quantum computers would be able to factor integers and compute 
discrete logarithms in polynomial time.  

1995 - Benjamin Schumacher proposes the word “qubit” in his article “Quantum Coding.” 

1996 - Lov Grover’s “quantum search” algorithm shows most algorithmic search can get a sqrt() speedup.
120



Grover’s algorithm is applicable to searching for mathematical solutions,  
not searching a database.

A safe with a combination 
lock is a good metaphor for 
secret key cryptography 

 Correct combination → safe opens 
 Wrong combination → safe does not open.

121

!
!

“book” — 2021/8/17 — 7:09 — page 214 — #232 !
!

!
!

!
!

CHAPTER 5. QUANTUM COMPUTING APPLICATIONS

cuss this below in Section 5.3.3 (p. 218).

5.3.2 Brute-Force Key Search Attacks
As we mentioned above, messages encrypted with symmetric encryp-
tion algorithms can be forcibly decrypted, or “cracked,” by trying all
possible keys in sequence. In Table 5.1 we show how this works in
practice. We have an 8-character message that has been encrypted
with a key that was specially created for this text. The first few at-
tempts fail, but eventually we find one that succeeds. In an actual
brute force search, the computer stops when it finds a decryption
succeeds, but in the table we keep going until we’ve tried all 72
quadrillion possibilities.

There are two technical challenges to conducting a key search
attack: the time it takes to try all possible keys, and the difficulty of

Figure 5.5. A safe with a combination lock on its door is a good metaphor for secret
key cryptography and symmetric ciphers. To protect your message, just enter the
combination lock on the panel, open the safe, put in your message, and close the
door. To retrieve your message, enter the same combination on the panel, open
the door, and retrieve your message. Photograph by Dave L. Jones (EEVBlog),
Wikimedia Commons Account Binarysequence (CC BY-SA 4.0).
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The Data Encryption Standard (1975) has key that is 56 bits.

Cracking DES requires trying 72,057 trillion keys 
Trial #0 - 00000000 00000000 00000000 00000000 00000000 00000000 00000000 
Trial #1 - 00000000 00000000 00000000 00000000 00000000 00000000 00000001 
Trial #2 - 00000000 00000000 00000000 00000000 00000000 00000000 00000010 
Trial #3 - 00000000 00000000 00000000 00000000 00000000 00000000 00000011 
Trial #4 - 00000000 00000000 00000000 00000000 00000000 00000000 00000100 
Trial #5 - 00000000 00000000 00000000 00000000 00000000 00000000 00000101 
Trial #6 - 00000000 00000000 00000000 00000000 00000000 00000000 00000110 
Trial #7 - 00000000 00000000 00000000 00000000 00000000 00000000 00000111 
Trial #8 - 00000000 00000000 00000000 00000000 00000000 00000000 00001000 

1 billion keys a second = 72,057,000 seconds ~ 834 days 
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In 1998, the EFF built a machine that try 80 billion keys/sec  for $250K
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Deep Crack board Deep Crack computer



Deep Crack helped push the world to strong symmetric cryptography
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DES 
56-bit key

1998

AES 
128-bit key 
256-bit key

2001



It’s a good thing!
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NVIDIA H100 GPU

Cost to try all 56-bit keys on AWS today ~ $272 (@ $9.83/hr spot) 
28 instances for 1 hour



DES has 256 = 72,057,594,037,927,936 keys 
AES-128 has 2128 = 340,282,366,920,938,463,463,374,607,431,768,211,456
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DES 
56-bit key

28 instances for 1 hour 
= $272

AES 
128-bit key

132,226,261,520,350,065,983,488  
instances for 1 hour =  

$35,965,543,133,535,217,947,508,736 
(922 billion times larger than the US national debt)



1996 – Lov Grover discovers “Grover’s Algorithm”

Grover’s algorithm provides a square-root speedup for mathematical “search” 

Not searching in a database! 

A problem that takes ~65,536 steps now takes ~256 
 

 

So cracking AES-128 is now much easier! 

 

~ 256 times harder than DES (56-bits)

65536 = 256

216 = 28

2128 = 264
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To make AES safe for quantum computers, we moved to AES-256

128

AES 
128-bit key

not quantum resistant

AES 
256-bit key

quantum resistant 
(because 2128 is a big 

number!)



In Law and Policy, we compute the speedup of a fictional quantum supercomputer

The perfect AES cracking quantum computer: 
Computing element — nanosphere blob with 2000 atoms, just 
10 nm across 
Cycle time - 1/30 femtosecond  
(the time it takes light to cross the sphere) 
Perfect Grover AES circuit 

Time to crack AES-128: 10 minutes 
Time for a billion of these computers to crack AES-256: 
3.6 years 

“Of course, if you have the kind of technology that can 
make and control a billion of these computers, there are 
probably far more productive things you would be able to 
do than to go after AES-256 keys from the 2020s.” 
(p. 222)
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Transition to “post quantum cryptography”



Post-Quantum Cryptography (PQC) Standardization effort:
We need a public key algorithm for signing and sealing.

Grover’s algorithm poses threat to AES 
Square-root speed up on search operations. 
Simple solution: Move from AES-256 to AES-128 

Shor’s algorithm poses a threat to RSA & Elliptic Curve 
Quantum Fourier transform factor large numbers and compute discrete logarithms. 
Moving to larger keys is not a solution: still only polynomial security (not exponential) 
Hard solution: identifier better public key encryption algorithms. 

Today’s quantum computers pose no threat to today’s hash algorithms. 
There is no quantum implementation of SHA-256 (or any other hash). 
Hashing reduces the number of bits: it’s not a reversible algorithm.
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What is the timeline for a cryptographically relevant quantum computer (CRQC)?

Nobody knows! 

2019 Google —  
20M state-of-the-art (e.g. “noisy”) qubits 
2.6 billion gates for a 2048-bit RSA key. (Google estimated 8 hours.) 
It is “highly unexpected” that a quantum computer that can break a 2048-bit RSA key will 
be built before 2030. 

2026 Google —  
10,000 logical qubits to crack ECC-256 (in 3 years) 
We are deploying post-quantum now. Everybody should be using it by 2029. 
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Moving public key cryptography to quantum resistant algorithms (NIST IR 8547ipd)

Between 2016 - 2020, NIST evaluated 23 signature and 59 KEM schemes. 

2024 — NIST publishes three FIPS (Federal Information Processing Standards): 
FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard
FIPS 204, Module-Lattice-Based Digital Signature Standard
FIPS 205, Stateless Hash-Based Digital Signature Standard

2025 — NIST selects HQC as a fifth PQ algorithm 

2026 — National Quantum Initiative Reauthorization Act Introduced 
Passed Senate Commerce Committee unanimously on April 16. 

2030 — RSA-2048 is no longer approved for encryption (“stop selling”) 
2035 — RSA-2048 is no longer approved for decryption (“stop using”)
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NIST defines “Security Categories”
https://csrc.nist.gov/pubs/ir/8547/ipd - p.12
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NIST IR 8547 ipd (Initial Public Draft)  Transition to Post-Quantum Cryptography Standards 
November 2024    

12 

The terms “acceptable,” “deprecated, “disallowed,” and “legacy use” are used throughout SP 455 
456 

457 
458 

459 
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462 
463 

464 
465 
466 

467 
468 
469 
470 
471 
472 
473 
474 
475 
476 

477 
478 
479 
480 
481 
482 
483 

484 

800-131A to indicate the approval status of an algorithm: 

• Acceptable means that the algorithm and key length/ strength in a FIPS or SP are 
approved for use in accordance with any associated guidance.  

• Deprecated means that the algorithm and key length/strength may be used, but there is 
some security risk. The data owner must examine this risk potential and decide whether 
to continue to use a deprecated algorithm or key length. 

• Disallowed means that the algorithm, key length/strength, parameter set, or scheme is 
no longer allowed for the stated purpose. 

• Legacy use means that the algorithm, scheme, or parameter set may only be used to 
process already protected information (e.g., to decrypt ciphertext data or to verify a 
digital signature). 

 
Transition schedules are primarily driven by the level of cryptographic protection that a given 
algorithm and associated parameter set can provide, which is described as a rough measure 
known as security strength. Historically, the security strength that an algorithm could provide 
was defined in terms of the amount of work (i.e., the number of operations) that is required to 
break the algorithm (i.e., an algorithm has s bits of security strength if breaking the algorithm 
requires 2s operations of some kind, where s = 112, 128, 192, or 256). However, there are 
significant uncertainties in estimating the security strengths of post-quantum cryptosystems 
given the difficulty of accurately predicting the performance characteristics of future quantum 
computers, such as their cost, speed, and memory size. 

While NIST guidelines continue to use bit-length security strengths to describe the level of 
protection offered by an algorithm and parameter set against attacks by classical computers, 
post-quantum security is described using a collection of broad security categories. Each 
category is defined by a comparatively easy-to-analyze reference primitive, whose security 
serves as a floor for a wide variety of metrics that are deemed potentially relevant to practical 
security. NIST based its classification on the range of security strengths offered by the existing 
standards in symmetric cryptography. Table 1 provides a summary of these security categories.  

Table 1: Post-Quantum Security Categories 

Security 
Category Attack Type Example 

1 Key search on a block cipher with a 128-bit key AES-128 

2 Collision search on a 256-bit hash function SHA-256 

3 Key search on a block cipher with a 192-bit key AES-192 

4 Collision search on a 384-bit hash function SHA3-384 

5 Key search on a block cipher with a 256-bit key AES-256 



Timeline to deploying post-quantum crypto

2016 — US NIST announces effort. 

2028 — UK NCSC says to: 
“Define your migration goals” 
“Carry out a full discovery exercise…” 
“Build an initial plan for migration.” 

2030 — NIST deprecates ECDSA and RSA 
2031 — UK NCSC target date for initial migration 
2035 — UK NCSC target date for complete migration; NIST disallows ECDSA and RSA 

Sources: 
https://www.ncsc.gov.uk/guidance/pqc-migration-timelines  
https://csrc.nist.gov/pubs/ir/8547/ipd 
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Am I safe today?

https://radar.cloudflare.com/post-quantum 
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Q&A



For further reading…

Great photos:  
https://www.cnet.com/pictures/take-a-look-at-googles-quantum-computing-technology/ 
https://www.popsci.com/quantum-computer-photos/ 
https://ardentconcepts.com/quantum-overview/ 
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