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Al and Digital Forensics: Two Possible Meanings

Al for Digital Forensics
Helping forensic practitioners

Interpreting evidence
Performing investigations

Are you ready for it?

ooooooooooooooooooooooooooooo

Digital Forensics for Al Systems

Explaining an Al decision (XAl)

Analyzing an Al system — for
example, at an accident or crime
scene

https: //wwwrntsb gov/mvestlgatlons/Pages/HWY1 9FHO008.aspx
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Al for Digital Forensics

Let's consider how Al might be used in:

« Translation (human text)

« Translation (machine text)
» Tool recommendation

* Report writing



Translation (human text) is a traditional Al task.
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Autopsy open source digital forensics platform
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Just hold your phone up to the computer screen and use the Google
Translate app...
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This works surprisingly well...

X Google Lens

but it's awkward! (and hard to take into court)
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Options:
- Build translation into every forensic tool
- Build translation into the OS Translated text

- Send to Translate Home T Select text

« Web browsers do this already!
Do we need “validated translation” for forensics?

[Z]  Are these results useful? YES NO




We can't update every tool — but a “forensic CoPilot” could watch the screen,

look for non-English text, and provide translation in overlays
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The Forensic CoPilot could provide additional context.
Consider a hypothetical case involving Apple Messenger...
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The examiner encounters information that is unfamiliar...

x .\~  ‘ < - \ N
> » : < . - ‘.\-- \
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£ -
b «
Q Search
+1(646) 992 23
U urtl mar-\ for letting me know. h 1 200 22
cecays Are you ready for it?
+1(571) 493
U Stop n 5
e
+1(917) 999-0125 /
U ) code is 139252. Happy




Al can watch the investigator’s screen and provide context.

Q Search

_ +1(646) 992 6/13/23
got it. thanks for letting me know. have a
nice day &

~ +1(571) 493
B Stop

_ +1(917) 999-0125 6/13/23
Your security code is 139252, Happy
Dropboxing!

o:
-
-

-—" ’ s ——
\k\‘ he K\
* 4(‘&-‘ d

Note OSINT CoPllot isah pothetlcal investigative tool
- NG

O
i S

5 W

e NEDS - Nedbank Group LTD
ZA - South Africa
\ J - Johannesburg
8 - (active)
146 - Branch Code
more info

Are you ready for it?

146 200 2200 - Account #
Owner: Fictional Group Ltd.
more info

o OSINT CoPilot




Al can recommend tools for cyber investigations.

me :
Al:
me :
Al:

system sluggish.
Are you on the (C) Console or accessing via (S) SSH?

S
try: htop
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Al:

Al

[ NON ] htop
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16042 simsong 24 5 389G 83527 1.8 0.0 0:00.00 wget https://digitalcorpora.s3.amazonaws.com/corpora/files/CC-MAIN
16063 simsong 24 5 389G 809 ? 1.7 0.0 0:00.00 wget https://digitalcorpora.s3.amazonaws.com/corpora/files/CC-MAIN
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2980 simsong 17 @ 421G 123M 7 1.1 0.4 1h31:09 /Applications/Google Chrome.app/Contents/Frameworks/Google Chrome
S y S t‘ 2961 simsong 17 @ 423G 787M 7 1.1 2.4 5h17:04 /Applications/Google Chrome.app/Contents/Mac0S/Google Chrome
4361 simsong 17 @ 400G 145M 7 1.1 ©.4 1h@9:17 /System/Applications/Messages.app/Contents/MacOS/Messages
913 simsong 24 0 39.3G 26336 ? 0.8 0.1 45:47.00 /Library/Application Support/TrendMicro/TMAFM/AFMMainUI.app/Conten
A r' e 196736 simsong 24 0 37.0G 64768 7 ©.7 0.2 53:24.00 /Applications/Zotero.app/Contents/Mac0S/zotero d H ?
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try: htop
Sluggishness may be Chrome or wget; try: +iftop 15



iftop ®2
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| |
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<= ob 258b 215b
seasons = 168.142.204.15 208b 2.99Kb 2.49Kb __
<= 4.94Kb 1.47Kb 1.23Kb __
seasons => 187.121.232.35.bc.googleusercontent. com @b 942b 785b
<= ob 775b 646b
2600:4040:98b9:6800: : 1 => 2600:4040:98b9:6800: :1 1.24Kkb  6@4b 657b
<= 1.72Kb  832b 915b
seasons => 17.188.169.196 816b 492b 631b
me:. S y st <= 816b  492b  622b
seasons = 192.168.1.154 208b 336b 280b
<= 160b 394b 329b -
AI : A F @ ' 2600:4040:9809:6800: :1 => bi-in-f188.1e100.net 1.33kb  320b 267 ) H 7
i <= 1.31Kb  326b 272b
me: S
TX: cum: 212KB  peak: 171Kb rates: 143Kb  142Kb  141Kb
RX: 225MB 169Mb 159Mb  159Mb  150Mb
Al: t ry : Tom: 225M8 169Mb 159%Mb  159vb  150Mb
| ]

AI: Sluggishness may be Chrome or wget; try: +iftop
AI: .. Checking IP addresses .. 16



WHOIS Details Download (>

Al can recommend tools for cyber i

WHOIS Lookup ( 52.92.161.57 )

#

# ARIN WHOIS data and services are subject to the Terms of Use

# available at: https://www.arin.net/resources/registry/whois/tou/

#

# If you see inaccuracies in the results, please report at

# https://www.arin.net/resources/registry/whois/inaccuracy_reporting/

#

# Copyright 1997-2023, American Registry for Internet Numbers, Ltd.
#

NetRange: 52.84.0.0 - 52.95.255.255

CIDR: 52.88.0.0/13, 52.84.0.0/14

NetName: AT-88-Z

NetHandle: NET-52-84-0-0-1

Parent: NET52 (NET-52-0-0-0-0)

NetType: Direct Allocation

OriginAS: AS16509, AS14618

Organization: Amazon Technologies Inc. (AT-88-Z)

RegDate: 1991-12-19

Updated: 2022-03-21

Ref: https://rdap.arin.net/registry/ip/52.84.0.0

me: system sluggish.
AI : A re y ou oOn 't h e ( C ) C onso 1 @  OroName: Amazon Technologies Inc.

OrgId: AT-88-Z
Address: 410 Terry Ave N.
. S City: Seattle
m e . StateProv: WA
PostalCode: 98109
Country: us

A I . -t . h RegDate: 2011-12-08
. r y . t o p Updated: 2022-09-30

AIl: .. Checking IP addresses ..

AIl: Major data flows are from Amazon Web Services via wget 17



Al can recommend tools for cyber investigations.

00 -zsh %2

y(base) simsong@Seasons ~ % ps auxww | grep wget |

simsong 16050 3.0 0.0 408932384 4816 s00@ SN 9:47AM  0:06.48 wget https://digitalcorpora.s3.amazonaws.com/

corpora/files/CC-MAIN-2021-31-PDF-UNTRUNCATED/zipfiles/2000-2999/2001.z1p

simsong 16080 2.7 0.0 408818720 4848 s000 SN 9:47AM  0:04.65 wget https://digitalcorpora.s3.amazonaws.com/
mi corpora/files/CC-MAIN-2021-31-PDF-UNTRUNCATED/zipfiles/2000-2999/2004.zip

simsong 16063 2.5 0.0 408817696 4672 s00d SN 9:47AM  0:06.10 wget https://digitalcorpora.s3.amazonaws.com/
A ' corpora/files/CC-MAIN-2021-31-PDF-UNTRUNCATED/zipfiles/2000-2999/2002.zip

' simsong 17358 0.0 0.0 408645328 1680 s001 S+ 9:52AM  0:00.00 grep wget

/(base) simsong@Seasons ~ % killall -c wget :
M, (base) simsong@Seasons ~ % ps auxwww | grep wget

simsong 17393 0.0 0.0 408644304 1632 s001 S+ 9:52AM  0:00.00 grep wget
A‘r(base) simsong@Seasons ~ % I

ATl ;'Chétking IP addresses ..
AIl: Major data flows are from Amazon Web Services via wget

AIl: Recommended action: document and terminate wget
processes. 18



Al for Digital Forensics

What | promised:
« Translation (human text) v
« Translation (machine text) v/
» Tool recommendation v/
| didn't get to this:
* Report writing )
- Didn't get to this!

Sorry!
Please ask ChatGPT for ideas!!!

19



Digital Forensics for Al

% BasisTech



Forensics will be used to bring data from Al failures into court.

mImEm BACKCHANNEL BUSINESS CULTURE GEAR IDEAS  MORE v MY ACCOUNT v RENEW Q

Why did the Al fail?

» Was the failure in this particular system?
» Was the failure in the system’s design?

TN BUSINESS MAY 27, 2822 7:88 AM

An Autonomous Car Blocked a Fire Truck
Responding to an Emergency

he incident in San Francisco cost first responders valuable time, and underscores the
hallenges Cruise and other companies face in launching driverless taxis.

What was the source of this particular incident?

» Hardware design

 Hardware failure (sensor; computer; network)
« Software design

« Software error

* Training data coverage or bias

* A specific piece of training data

* Over-the-air update to software or model?

What kind of forensic investigation protocol would reliably
answer these questions?

e e
PHOTOGRAPH: DAVID PAUL MORRIS/BLOOMBERG/GETTY IMAGES

https://www.wired.com/story/cruise-fire-truck-bIock-san-francisco-autonomous-vehicles]2 !



If attacks on driverless cars become more aggressive,
forensics will be used for assessing fault

SSSSSSSS

Armed with traffic cones, protesters are
immobilizing driverless cars

August 26,2023 - 7.01 AMET

Q DaraKerr



https://www.npr.org/2023/08/26/1195695051/driverless-cars-san-francisco-waymo-cruise

Researchers and practitioners need to develop new techniques for Al

forensics.

Develop and validate approaches to acquire and stabilize forensic evidence from Al-
enabled cyber-physical systems.

Develop the equivalent of “file hashing” for Al models:

* Detect identical or equivalent models
 Quantify model divergence and impact of model changes

Wide Field Cameras

Distinguish model changes and behaviors that are:

* benign vs. malicious S e
« emergent vs. directed

https://en.wikipedia.org/wiki/Slaughterbots
23



Al forensics is not limited to cyber-physical systems —

and it's about more than simply auditing algorithms for fairness or explanation.

. . . . - ® © ® | 5 Machine Bias— ProPublica X |+ o
There is growing interest in auditing Al > o CEEEEEEEEE < o+ 0z c .0 !
systems for “fairness.” AY® Do

Overlaps with Explainable Al (XAl)

DoD and non-DoD
AI System Applications
Transportation
Security
+ We are entering a new Medicine * Why did you do that?
age of Al applications * Why not something else?
* Machine learning is the Finance + When do you succeed?
core technology + When do you fail? o o
« Machine learning models Legal * When can I trust you? ac I n e Ias
are opaque, non- * How do I correct an error?
intuitive, and difficult for Military There's software used across the country to predict future criminals. And it's
people to understand biased against blacks.
=
Dm PA Explai n able Artificial I ntel I ige nce (XA | ) by Julia Angwin, Jeff Larson, a Mattu and Lauren Kirchner, ProPublica

ProPublica 2016 24

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing



IBM includes Al detection in Al forensics

EEE Research Focus areas v Publications Collaborate Careers Events » Q

Jo

ﬁ 24 Jul 2023 L—& Explainer @ 5 minute read

Did an AI write that? If so, which one?
Introducing the new field of Al forensics

IBM researchers are developing Al-text detection and attribution tools to make
generative AI more transparent and trustworthy.

https://research.ibm.com/blog/Al-forensics-attribution

24 July 2023



The First targets for “forensics of Al systems” might be Al systems that are

used for conventional Forensics.

NIST Study Shows Face
Recognition Experts Perform
Better With Al as Partner

Multidisciplinary study provides scientific underpinnings for accuracy of forensic
facial identification.

scientific reports

www.nature.com/scientificreports

OPEN A comparative analysis of human
and Al performance in forensic
estimation of physical attributes

Sarah Barrington3 & Hany Farid23*

Human errors in criminal investigations have previously led to d ing miscarriages of justice. For
example, flaws in sic identification based on physical or p graphic evidence are i y
unreliable. The criminal justice system has, therefore, started to turn to artificial intelligence (Al) to
improve the reliability and fairness of forensic identification. So as not to repeat history, it is critical
to evaluate the appropriateness of deploying these new Al forensic tools. We assess the feasibility

of measuring basic physical attributes in a photo using a state-of-the-art Al system, and compare
performance with human experts and non-experts. Our results raise concerns as to the use of current

“Our results raise concerns as to the use of
current Al-based forensic identification.”

Barrington, S., Farid, H. A comparative analysis of human and Al
performance in forensic estimation of physical attributes. Sci Rep 13,
4784 (2023). https://doi.org/10.1038/s41598-023-31821-3 26

https://www.nist.gov/news-events/news/2018/05/nist-study-
shows-face-recognition-experts-perform-better-ai-partner



Al and Digital Forensics: An agenda

Al for Digital Forensics
Opportunities:

Make investigators more productive.

» Tool recommendations

« [dentify important artifacts
« Correlate information

« Write reports

Needed:
Policies for Al usage and scope.
Validation for bias & error

Digital Forensics for Al
Opportunities:

Understand how Al works and fails
« Pre-deployment certification
« Accountability

Needed:
Improved understanding of:

« How & why deep learning
systems work

« How hardware & software interact

27



