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Disclaimer

This presentation is based on:
e Working with Amazon Web Services (AWS) since August 2006 (S3 and EC2)

e Cloud Forensics course at George Mason University
—http://bit.ly/Cloud_Forensics_2018

e Work at US Census Bureau in AWS GovCloud.

—Elastic Compute Cloud (EC2)

—Simple Storage Service (S3)

—Elastic Map Reduce (EMR)

—Largest Cluster size: 50 r5d.24xlarge nodes = 4,800 CPU cores & 38.4 TiB RAM

This presentation focuses on Amazon Web Services
e Microsoft Azure and Google Cloud Platform have many competitive services.
¢ |[BM and Oracle also have significant offerings. Alibaba Cloud has great prices!
e US Census Bureau has adopted AWS GovCloud.

e | use Dreamhost for my personal stuff (limited to compute & storage).
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http://bit.ly/Cloud_Forensics_2018

Disclaimer 2 —
| will not cover AWS Security Guides or AWS “digital forensics”

AWS Security Incident Response Guide

aws_security_incident_response.pdf g ——— x

i Apps @ GWEmail [@ Login [ Grades [@ Announcements @ Discuss Wikipedia

R
aws Contact Sales Support v English ¥ My Account + Create an AWS Account
)

relnvent  Products  Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Detecting and Responding to Security issues in

To quickly and effectively respond to security issues

° Security > Snpity securty nciden dewction and response I yous AWS environment.
on AWS, it is important for you to have a
yo u r AWS e nVI ro n m e nt Intrusion Detection and Prevention > comprehensive understanding of what is happening G :’
Search across all Log Data > across your cloud architecture. When combined with T
Dioital Forensice AWS services, logging and monitoring solutions from A y 5 9

AWS Marketplace sellers give you the visibility
IDaas for Single Sign-on > needed to perform digital forensics in your AWS

environment.

security/SEC_11_TSB_Final.pdf

Download PDF ‘ Contact us

“Margaritashotgun”
¢ Claims to be a “Python Remote Memory
Acquisition” for EC2

e Actually logs into the EC2 instance and performs a
memory acquisition...

margaritashotgun

AccessData Lab
¢ “Bring your own lab.”
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Fortinet FortiAnalyzer-VM Centralized
Security Logging and Reporting

Fortinet FortiAnalyzer-VM securely
aggregates log data from Fortinet devices
and other syslog-compatible devices.
Using a comprehensive suite of easily-
customized reports, users can filter and
review records, including traffic, event,
virus, attack, Web content, and email data,
mining the data to determine your security
stance and assure regulatory compliance.
FortiAnalyzer is one of several versatile
Fortinet Management Products that
provide a diversity of deployment types,
growth flexibility, advanced customization
through APIs and simple licensing.

CLOUD

SOPHOS

Sophos UTM 9 (PAYG)

Sophos Unified Threat Management (UTM)
is a complete security platform that helps
you secure your infrastructure in AWS.
Sophos UTM provides multiple security
tools like Next-Gen Firewall (NGFW), Web
Application Firewall (WAF), Intrusion
Prevention System (IPS), and Advanced
Threat Protection (ATP) in one solution,
saving you money and making deployment
easy. Sophos UTM helps customers comply
with AWS Security Best Practices and
regulations such as PCl, HIPAA, and
FedRAMP with security tools constantly
updated to provide comprehensive real
time protection, delivered through Sophos
Labs, our 24x7 analytics organization and
one of the world's leading threat
intelligence labs.

@ ACCESSDATA

AccessData Lab

For the first time ever, manage your digital
forensic investigations in the cloud with
AD Lab for AWS. AD Lab helps you power
through massive data sets, handle various
data types and run multiple cases at the
same time, all within a collaborative,
scalable environment. By enabling
distributed processing, investigators can
utilize additional hardware to dramatically
increase their case processing and
resolution speed.
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https://d1.awsstatic.com/whitepapers/aws_security_incident_response.pdf
https://d1.awsstatic.com/whitepapers/aws_security_incident_response.pdf
https://d1.awsstatic.com/Marketplace/scenarios/security/SEC_11_TSB_Final.pdf
https://d1.awsstatic.com/Marketplace/scenarios/security/SEC_11_TSB_Final.pdf
https://github.com/ThreatResponse/margaritashotgun
https://github.com/ThreatResponse/margaritashotgun

Level Setting — Show of Hands

Who has worked with AWS EC2 instances?
Collected RAM from an EC2 instance?
Imaged EBS volumes?

Collected data from Amazon S3?

Used Amazon’s internal APIs to perform undocumented functions?
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Cloud Forensics: Definitions
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We are all using the cloud

https://www.pexIs.com/photo/interior—of—office—building—325229/

The Internet

Apps on
end-user
devices

https://www.pexels.com/photo/facebook-like-mi-mobile-325053/
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Cloud forensics: It's where the data are!

"Everything is moving to the cloud.”
That means digital evidence is moving to the cloud.

Digital evidence on end-user-devices is increasingly encrypted.

ata are in the cloud.

This works less and less. All of the
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Cloud forensics: It's where the research is.

The "cloud" is just a bunch of data centers.

Forensics tools for data centers are poorly developed.
e Most “cloud forensics” is really traditional incident response running in AWS.

This is an excellent opportunity!

e Virtualization
e Software Defined Networks (SDN)
¢ Big data analysis techniques.
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Cloud computing is more than just “big, remote data centers.”

NIST Special Publication 800-145: The NIST Definition of Cloud Computing

https://csrc.nist.gov/publications/detail/sp/800-145/final

Essential Characteristics:
e On-demand self-service
e Broad network access
e Resource pooling
e Rapid elasticity
e Measures service

Deployment Models:
e Private cloud

e Community cloud
e Public cloud
e Hybrid cloud
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ler Special Publication 800-145
National Instrute of

$tondards ond Technology

US Deoortrmeet of Commence

The NIST Definition of Cloud
Computing

Recommendations of the National Institute
of Standards and Technology

Peter Mell
Tmothy Grance
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Cloud hosting models

On-Premises

You mfnage
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https://www.hostingadvice.com/how-to/iaas-vs-paas-vs-saas/

Software

(as a Service)

Applications

Data

Runtime

Middleware

O/S

Virtualization

|
sabeuewy 19410

Servers

Storage

Networking

CLOUD - FORENSICS

11


https://www.hostingadvice.com/how-to/iaas-vs-paas-vs-saas/

Different kinds of data are at each layer

Program Layer — code that runs in the cloud to manipulate the data
e Desktop applications (cloud-based desktops) (e.g. Amazon WorkSpaces & AppStream)
e Custom applications written in python, Scala, C++, Go, Java, etc.
e Back-ends for websites and mobile apps.

Software Infrastructure Layer — where the code runs
e YARN, Hadoop, MapReduce, Spark, etc.
e Databases: HBase, RDS

Operating System Layer — what you log into

e Linux (Centos), Windows

Virtualization Layer — the runtime environment
e “Bare Iron” or Xen

Hardware Layer — the physical hardware on which the VMs run
e [ntel or AMD systems; GPUs

United States®
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Other services common in cloud computing environments

“Functions as a Service” — Serverless Computing
e [solates business logic from the problem of running servers.
e Amazon Lambda; Google Cloud Functions; Azure Functions

Hadoop & Apache Spark — Big Data Computing
e Designed for processing data larger than the largest server.
e Amazon Elastic Map Reduce — automatically scales cluster with workload

Other big data services:
e Amazon Athena — “serverless interactive query service.”
—Runs queries on data stored in Amazon S3.
e Amazon Redshift — Cloud data warehouse for structured and semi-structured

data.
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AWS Architecture
EC2
Non-EC2 Services

adhnazon
webservices™

United States
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Amazon Web Services — Brief History

web services

July 5, 1994 — Amazon.com was founded by Jeff Bezos
e (Originally named “Cadabra”)
e Renamed “Amazon” in 1995 with goal of being the “biggest” store in the world.
e First book ordered in 1995, Fluid Concepts and Creative Analogies.

By 1998, more than 100 computers processed data for every rendered page.
e Authentication; shopping cart; search results; recommendations; feedback; ...
e Amazon made organizing thousands of computers an institutional priority.

In 2006, Amazon started making its systems available as a commodity
e March: Simple Storage Service (S3) — unlimited storage
e July: Simple Queue Service (SQS) — Reliable messages up to 256KB in size.
e August:

—Elastic Compute Cloud (EC2) — virtual machines
—Elastic Block Store (EBS) — disks for virtual machines I

US De p artment of Commerce Amazon EC2

and Statistics Administratio 15
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AWS Global Infrastructure:
22 Regions; 69 Availability Zones

Location matters:
e Speed of light: 300,000 Km/sec
e Distance to Seattle: =5,000 Km
e Minimum time to Seattle: = 1.6 msec

e Distance to Reston: = 30Km
e Minimum time to Reston: 30 Km =+ 300,000 Km/sec = 99usec

6’0 %0 ° °°° o

O Regions
O Coming Soon

https://aws.amazon.com/about-aws/global-infrastructure/
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AWS is divided into “regions” and “availability zones”

'a ™\
Amazon Web Services
DD s O 0 DONE
( \ ( \ e A ODd d - (e U el d U D D UE - - O - DLE - dDLE dildl)
) (ﬁ ) /ﬁ = - U U U 1) U e U e - U - . d JiOoDd - U De U d -
Region Availability Region Availability —
Zone / Zone ale . 1 do N cae e
e ~ 4 N R N
Availability Availability Availability Availability ' ‘8 S
Zone Zone Zone Zone 1
\ J \. J )
. J . J ’
. J

us-east-1 US East (N. Virginia)
us-east-2 US East (Ohio)
us-west-1  US West (N. California)
us-west-2  US West (Oregon)

10
|
10

110

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
CUnited States®
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Manage AWS with the Graphical User Interface (GUI) or the
Command Line Interface (CLI)

CLI:

$ aws ec2 create-volume --size 10 --region $aws_region --availability-zone us-east-1b

{
"AvailabilityZone": "us-east-1b",
"Encrypted": false,
"VolumeType": "standard",
"VolumeId": "vol-46cdb6as"”,
"State": "creating",
"SnapshotId": "",
"CreateTime": "2015-12-05T719:01:38.5487Z2",
"Size": 10

Volume Type = General Purpose SSD (gp2) v €@

Size (GiB) 100 (Min: 1 GiB, Max: 16384 GIB) (i}
IOPS 300 /3000 (Baseline of 3 IOPS per GiB with a
minimum of 100 IOPS, burstableto €@
3000 IOPS)
Availability Zone* = us-east-1a v O

Throughput (MB/s) Not applicable €)

SnapshotID = Select a snapshot - C O

ensus
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Virtual machines in the cloud

EC2 is based on “Instances”
e Horizontal Scaling — Create many VMs.
e VVertical Scaling — Create small and large VMs (cores, RAM, networking)
e Geographical Diversity — Create in different locations (“availability zones”)

Amazon EC2 — Elastic Compute Cloud || I

Each instance has:
e Unique Instance ID (e.g. i-04f679de246dc9c10)
e AMI — Amazon Machine Image — the initial “boot volume”
e Network interface(s) and firewall
e Instance Type (e.g. “t2.micro”) with specific CPU and RAM (1 vCPU; 1.0 GiB)
e Security Groups (what is can and cannot do)
e Key pair (used for accessing)

Instances optionally have:
e Virtual drives — Elastic Block Store; can survive shut-down.

e Attached physical drives — in the box; lost when VM terminates
United States®
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EC2 Instance life cycle:

EBS-backed instances only

- [ } r———F—>FF~F~~>~—>——7——7 777777777
EEI:] Launch q pending < Start
AMI l

Reboot
<
- running

}
|
|
|
|
}
|
Terminatel |
|
|
|
|
|
|
|
|

Stop

> stoppin
Stop-Hibernate PRy

shutting-down

Terminate

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-lifecycle.html

All instances boot from an AMI (you can upload your own.)
You specify if the EBS volume is kept or lost on termination.

You pay for:
e [nstances that are running™
e EBS-backed storage

e Bandwidth from EC2=¥Rest of Internet
United States®
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-lifecycle.html

EC2 Instance control panel:

Name

Persistent EC2

TLSA Tester
Reminance ...

Quicken

Public DNS

C United States®

ensus
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and attributes or searc

Actions ¥

h '(J",‘ Re‘,v word

v Instance ID ~ |Instance Type ~ Availability Zone ~

i-5c306beb t2.micro us-east-1b @ stopped
i-eba98616 t2.micro us-east-1b @ stopped
i-9a48aa2c t2.micro us-east-1b @ stopped
i-8e0b764 t2.micro us-east-1b @ running
v  Public IP v Key Name ~  Monitoring v

mucha disabled

mucha disabled

mucha disabled

52.4.178.24 windows1 disabled

U.S. Department of Commerce
Economics and Statistics Administration

U.S. CENSUS BUREAU
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Instance State ~

o

Status Checks -

& 2/2 checks passed

Launch Time

November 15, 2015 at 2:34....
May 8, 2015 at 5:06:32 PM ...
November 25, 2015 at 5:07:...
April 26, 2015 at 10:40:59 A...

S % 0
1to40f4
Alarm Status Public D
None “.5
None “4
None ‘.4,-
None W

Security Groups -

default
default
residual-study

default

CLOUD FORENSICS
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Accessing an instance: AWS key pairs

Linux instances are accessed via SSH (Secure Shell)
e AWS uses SSH “public key authentication.”
e Two ways to get your public key to Amazon:

—You create a public/private keypair with “ssh keygen -t rsa -f mykey.pem” & import

—Amazon will create the pair and you download it.
e You use the private key to authenticate.

Key pairs:
e Each key is identified by a “Fingerprint.”
e If you lose your private key, you can’t access your server.

Create "8 Import Key Pair Delete
= Sy o % O
1to1of1

[ ] Key pair name 4«  Fingerprint

[ mucha 30:90:8a:71:cd:1d:f0:58:86:c7:c1:c4:3d:21:cc:4f

Once an instance starts up, you can add additional users.
You can also access using network-based exploits.

United States®
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Each instance has at least 1 “virtual” interface,

but possibly 2 IP addresses.

Amazon assigns a private IP address and (optionally) a public IP address.
e Private IP address is the “real” address on your private subnet.
e Amazon uses two-way NAT to provide the “public” address.
e NAT implements firewall through “security groups.”

Other options:
¢ You can have only private addresses. (More secure.)
¢ VPN to your organization.

Create Network Interface Actions v o 4 ©

1to40f4
Name Network interf, «+ Subnet ID Security groups Description Instance ID Status Public IP Primary private
eni-30b8687c¢ subnet-b1de03... residual-study Primary netwo... i-9ad8aa2c & in-use 172.30.1.247
eni-7cd9c431 subnet-b1de03... default Primary netwo... i-5¢306beb @ in-use 172.30.1.33
eni-9f546be9 subnet-b1de03... default Primary netwo... i-8e0b7f64 @ in-use 52.4.178.24 172.30.1.89
eni-d79fdbof subnet-b1de03... default Primary netwo... i-eba98616 @ in-use 172.30.1.209
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EC2 Instance forensic targets

. Logs & ACL violations
Service-based Y
acquisition: S3: Simple Storage Service Redshift
Acquire from
anywhere within RDS: Relational Database Service IAM
AWS

EFS: Elastic File System Cloud Watch

EBS: Elastic Block Service Instance-based
acquisition:
Jetwork ) Acquire from
Public Internet instance the EC2
: Attached SSDs instance.
Many acquisition
methodologies
United StateS® U.S. Depar‘cment of qumercel . .
Censys 0S OENGUS BUREAG e CLOUD - FORENSICS 24
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Instance-Based Acquisition
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Instance-Based Acquisition: RAM

Traditional approaches for RAM acquisition in a virtualized environment:
e Suspend VM and access .vmem file
e Acquisition through the hypervisor
e Log into VM and run a RAM-dumping tool.

XenServer has the ability to dump memory too!

Acquisition on Amazon:
¢ Log into the VM and run a RAM-dumping tool.

e Amazon might be able to use the hypervisor to dump, but users can’t!
—You may wish to discuss this privately with Amazon under NDA...

United States®
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Instance-Based Acquisition: Disk
EC2 has two kinds of storage

Ephemeral storage / Instance Storage
e part of the instance (local drives) faster.

EBS — separate devices — slower, but can persist.

s ™
Amazon EC2 Instance a )
o D
é C /dev/sdal > ’
s ( /dev/sdh >\ VOI-XXXXXXXX
; ) - Root device volume
3 ( /dev/sdj
§ ( /dev/sdb ) T

\
N\ — N
/ \ VOl-XXXXXXXX

S\

VOI-XXXXXXXX

|

ephemeral0 ephemerall ephemeral2 ephemeral3

\ Instance store

/
Host Computer Amazon EBS Volumes

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html
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Instance-Based Acquisition:
Instance Storage / Ephemeral Storage

Some EC2 instance types include internal storage

EBS-Optimized

Instance Name vCPUs Memory Local Storage Bandwidth Network Bandwidth
r5d.large 2 16 GiB 1 x 75 GB NVMe SSD Up to 3.5 Gbps Up to 10 Gbps
r5d.xlarge 4 32GiB 1 x 150 GB NVMe SSD Up to 3.5 Gbps Up to 10 Gbps
r5d.2xlarge 8 64GiB 1 x 300 GB NVMe SSD Up to 3.5 Gbps Up to 10 Gbps
r5d.4xlarge 16 128 GiB 2 x 300 GB NVMe SSD 3.5 Gbps Up to 10 Gbps
r5d.12xlarge 48 384 GiB 2 x900 GB NVMe SSD 7.0 Gbps 10 Gbps
r5d.24xlarge 96 768 GiB 4 x900 GB NVMe SSD 14.0 Gbps 25 Gbps

The only way for you to acquire the NVMe SSD is to log into the instance.
e (Amazon might be able to acquire it using Xen hypervisor)
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Instance storage cannot be used for the root file system.
Most instance storage is now hardware encrypted.

® O Launch instance wizard | EC2 M X +

“— C ()} @& console.aws.amazon.com/ec2/v2/home?region=us-east-1#LaunchinstanceWizard: w @ SR - B G O 0

Services v  Resource Groups v ) ec2 183 || Lambda DynamoDB @ WorkSpac % /[\® SimsonL. Garfinkel v  N.Virginia v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Throughput Delete on
Volume Type (i Device (i Snapshot (i Size (GIB) (i Volume Type (i IOPS (i (MB /s)g ‘: Termination Encryption (i
i
Root /dev/xvda snap-020ec4f43b42c0023 8 General Purpose SSD (gp2) s 100/3000 N/A Not Encryptec =
ephemeral0 /dev/nvmeOn1 N/A 75 NVMe SSD N/A N/A N/A Hardware Encrypted

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel Previous Review and Launch Next: Add Tags

@ Feedback (@ English (US) © 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy ~ Terms of Use
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Instance store is lost when an instance is stopped

Stop Instances

Are you sure you want to stop these instances?

e -03d91a8eea%94d6849

A Note that when your instances are stopped:
e Any data on the ephemeral storage of your instances will be lost.

U.S. Department of Commerce
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EBS volumes can be initialized from snapshots...

O O EC2 Management Console X GMU

< C {) | & Secure | https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#LaunchinstanceWizard: w|l @©

:** Apps [ [D CFRS780 [X Discussion Board -... Schedule £ AWS {9 EC2 Instance Pricing... i $$ [ GMU

Q sgarfinZ@gmu.edu v N. Virginia v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Delete on

Volume Type (i Device (i)  Snapshot (i Sizie S Volume Type (i) IOPS (i '(l';rBo/:)gh;:ut Termination Ep;:rypted
. ¥ |
Root /dev/xvda snap-0fae6f7252388fc12 40 General Purpose SSD (GP2) | 120/3000 N/A - Not Encrypted
EBS H /dev/sdb 3 Search (case-insensit 8 General Purpose SSD (GP2) | 100/3000 N/A B B (%]
Add New Volume Desoription Snapshot ID
Created by Createlmage(i-f45e0d23) for ami-1d2bd976 from vol-ae64...snap-1d1b6157
snapshot of image.rootpart snap-0273df398...
Free tier elig.;iblle customers can get prod-crxintl-win-30May15 snap-5b7falce eligibility and
usage restrictions.
amzn-ami-pv-2015.09.0.x86_64 snap-39941fad
fedimg-snap-Fedora-Cloud-Base-Rawhide-20180117.n.1.x86_64 snap-0aeb415a5...
pvlinux-redhat-5.5-x86_1.3.0.148_121231_130201 snap-96f541da
Created by Createlmage(i-07ale2da744e6e6c5) for ami-8971f8f3 fro... snap-019a8e578...
hvm/ubuntu-trusty-amd64-server-20170104 snap-0faSbfe69...
mdimiv_radhot_& B_.vAR 1 2N 144 191904 1RRA1R onan_R~RNORO7 Previous Next: Add Tags

@ Feedback (J English (US) © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy  Terms of Use
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Forensic Acquisition: EBS (NETWORK ATTACHED STORAGE)

Option #1: Acquire through EC2 instance:
e Log into EC2 instance
e Run a traditional disk imaging program (e.g. dd, ewfacquire, etc.)
e Write disk image to:
—Another device ¢ Amazon S3 e Network socket

Option #2: Acquire through Amazon infrastructure:
e Use AWS GUI or CLI to snapshot the EBS volume.
¢ You can snapshot a running volume
e Snapshots are fast: 8GiB in a few seconds
e Restore the snapshot on a new volume on another system (CLI or GUI)

Simson L. Garfinkel N. Virginia v Support v

205

Modify Volume o

QQ Filter by tags a 1to30f3
¥ Create Snapshot
Name Delete Volume Snapshot v Created v Availability Zone -~ State +  Alarm Status Attachment Informatii~ Monitoring Volume Status ~
Attach Volume
[ Detach Volume snap-020ec4fd... December 7, 2019 ... us-east-1c ) in-use None %% i-Oeef204c35c3ceabe... . & Okay
Force Detach Volume snap-010d360... November 9, 2019 ... us-east-1b & in-use None ‘14, i-04f679de246dc9c1... & Okay
Change Auto-Enable 10 Setting snap-010d360... November 9, 2019 ... us-east-1b @ available None \.¢ & Okay

Add/Edit Tags



More on EBS snapshots

Snapshots and be Public or Private:

Modify Permissions X

This is an unencrypted snapshot. When you share an unencrypted snapshot, you give another account
permission to both copy the snapshot and create a volume from it.

This snapshot is currently: Public @ Private

AWS Account Number

This snapshot currently has no permissions.

AWS Account Number Add Permission

ﬂ Cancel F

To read an EBS snapshot, restore it onto a new volume:

Create Snapshot J-Vo[:], 138

Owned By Me v rch by keyword

1to1of1

Create Volume
< @ Name Manage Fast Snapshot Restore v Description -~ Status v  Started
Create Image
- Copy demo 1 ) completed December 7, 2019 at 4:51:3...

Modify Permissions
Add/Edit Tags

available (100%)

https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EBSSnapshots.html

GCCIHIDOUD |uscensussureas CLOUD
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EBSSnapshots.html

AWS EC2 Rescue Tool

Analyzes offline instances to perform reset, restore, and log capture

File
Select Offline Instance Option

View Help

System Information:

EC2Rescue

Choose offline instance option:

CUnited States®

ensus

cassssssssse Bureau

U.S. Department of Commerce

Operating System: Windows Server 2012 R2 Standard
Service Pack:
Version: 6.3.9600

Computer Name:

Time Zone: UTC

EC2Config Version: 3.18.1118

h

ttps://docs.aws.amazon.com/AWSEC?2/latest/ WindowsGuide/Windows-Server-EC2Rescue.htm

Economics and Statistics Administration

U.S. CENSUS BUREAU

census.gov

Diagnose and Rescue

Diagnose selected volume to detect possible issues.

Restore

Set windows to boot into last good known configuration

mode or restore registry from registry backup.

Capture logs

Collect required logs for further troubleshooting the issue.

CLOUD

FORENSICS
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Windows-Server-EC2Rescue.html

Many forensic capabilities!

Collect logs!
e https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2rw-cli.html

FixAll — Fix things that tend to break on AWS
e System Time
e WWindows Firewall
e Remote Desktop
e EC2 Config
e DHCP

ResetAccess —Reset the Administrator Password

United States®

Census

cassssssssse Bureau

USDprtm nt of Commerce

and Statistics Administratio
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2rw-cli.html

Service-based Acquisition: S3

CUIlltEd StateS® U.S. Department of Commerce
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S3is an object-based storage system

Every S3 bucket has:
e Name
e Owner
e Access permissions
e Region where located
e Optional event notifications
e Optional logging
e Optional static web hosting
e Optional “requester pays”
e Policy

Amazon S3

AWS Regions

Buckets

Every S3 object has:
e Size . '
e URL
e Access permissions

—e.g. world readable
e Optional encryption

e Optional policy

Objects in the bucket

United States®

Census

cassssssssse Bureau

U.S. Department of Commerce
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Accessing S3 data

Uses of S3:
e Storing logs p—
e Distributing data
e Objects for large-scale web apps (documents, JPEGs, etc.) \

Advantages of S3: »
—permanence; S3 outlasts your EC2/EMR cluster ‘
—Pay only for what you need, rather than for virtual drives capacity.

Disadvantage of S3
—No data locality. S3 data always moves over the network.
—High-latency to access each object
—Bulk data transfer must be done in parallel.

United States®

Census

cassssssssse Bureau

U.S. Department of Commerce

Economics and Statistics Administration
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S3 access protocol: REST

REST is built on top of HTTP.

—~—
HTTP PUT HTTP GET
puts object int gets object from
bucke’t/(J Nket

United States®
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Many ways to access data on Amazon S3

AWS GUI
e Simple object inspection can be done from a
web browser

AWS CLI

aws s3 ls s3://bucketname/prefix/

e Allows for parallelized upload and download.

HTTP / REST — Representational State Transfer
e Uses HTTP methods (with a bit of JSON)
e HTTP GET — Reads a resource without causing
any side effects
e HTTP DELETE — Deletes a resources
e HTTP PUT (or POST) — Creates a new resources
e HTTP POST (or PUT) — Modify a resource’s value

HTTP Hosting
e Different from REST
e Must be explicitly enabled

U.S. Department of Commerce
Economics and Statistics Administration

U.S. CENSUS BUREAU
census.gov

CUnited States®
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00

$3 Management Console X

€« C' [ https://console.aws.amazon
iiapps [@VA K @ FRAMOLESE RO =@ Y @ Clwks (lapes

1] AWS v  Services v  Edit v

.com/s3/home?region=us-east-1&bucket=govdocs18&prefix=fil... (P2

s (et

Simson L. Garfinkel v

Simson

- IE

@ 0

D news D Learn D GMU

Global v Support v

Create Folder  Actions v Q

All Buckets / govdocs1 / files / 002

Name Storage Class

[ 002000.htmi Standard
[ 002001.htmi Standard
[ o002002.htmi Standard
[ 002003.htmi Standard
[ 002004.htmi Standard
[ 002005.htmi Standard
[ 002006.htmi Standard
[ 002007.htmi Standard
[ oo2008.htmi Standard
[ o002009.htmi Standard
[ ooz010.htmi Standard
[ oo2011.htmi Standard
[ ooz2012.htmi Standard
[ 002013.htmi Standard

size
105.4 KB
82 KB
14.5 KB
35.6 KB
41.1KB
45.7 KB
13.6 KB
642 bytes
60.5 KB
9.2KB
36 KB
15.5 KB
31.9KB
10KB

Last Modified
Wed Dec 02 19:04:30 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:31 GMT-500 2015
Wed Dec 02 19:04:32 GMT-500 2015
Wed Dec 02 19:04:32 GMT-500 2015
Wed Dec 02 19:04:32 GMT-500 2015

HTTP / SOAP — Simple Object Access Protocol

e Structure XML-based protocol

e Heavy weight; increasingly not used.

BitTorrent

e S3 can host a “tracker” and “seeds”

e Limited to objects 5GB in size

CLOUD
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Amazon Snowball and Snowball Edge

50TB or 80TB of storage in a ruggedized container
e-ink shipping label

Snowball Edge includes:
e Amazon S3
e Amazon EC2
e Amazon Lambda

https://aws.amazon.com/blogs/aws/aws-importexport-snowball-transfer-1-petabyte-per-week-
using-amazon-owned-storage-appliances/

United States®
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Backup Slides
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Creating an instance
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Putting it all together...

00 EC2 Management Console | ANLY 1

€& — C' | 8 nttps://us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#LaunchinstanceWizard: e

2

Simson Garfinkel ANLY502 v Oregon v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You
can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start 1 to 22 of 22 AMIs
o T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T ST S TS 1
My AMIs : Amazon Linux AMI 2015.09.1 (HVM), SSD Volume Type - ami- :
I Amazon Linux Go1d I
1 1
el e : The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default 64-bit :
) I image includes AWS command line tools, Python, Ruby, Perl, and Java. The I
Community AMIs : repositories include Docker, PHP, MySQL, PostgreSQL, and other packages. :
) : Root device type: ebs Virtualization type: hvm :
| Free tier only (i) L e e e e e e e, ————— J
) Red Hat Enterprise Linux 7.1 (HVM), SSD Volume Type - ami-
4dbfle7d
Red Hat )
Red Hat Enterprise Linux version 7.1 (HVM), EBS General Purpose (SSD) Volume 64-bit
Type
Root device type: ebs Virtualization type: hvm
o | SUSE Linux Enterprise Server 12 (HVM), SSD Volume Type - ami-
) d7450be7
SUSE Linux )
64-bit

SUSE Linux Enterprise Server 12 (HVM), EBS General Purpose (SSD) Volume
Type. Public Cloud, Advanced Systems Management, Web and Scripting, and

Legacy modules enabled.

Root device type: ebs Virtualization type: hvm

@ Ubuntu Server 14.04 LTS (HVM), SSD Volume Type - ami-5189a661
Ubuntu Ubuntu Server 14.04 LTS (HVM), EBS General Purpose (SSD) Volume Type.

e
!

R4 -hit

C United Sta
e n S @ Feedback (@ English Privacy Policy  Terms of Use




Putting it all together...
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) @) Launch instance wizard | EC2 M X -+

“ C ()} & console.aws.amazon.com/ec2/home?region=us-east-1#LaunchinstanceWizard: w @ ] B 6 B ® O 0
Services v Resource Groups v * JAl Simson L. Garfinkel v  N. Virginia v  Support v
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review F
Step 1: Choose an Amazon Machine Image (AMI) Gancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user
community, or the AWS Marketplace; or you can select one of your own AMISs.

Q, Search for an AMI by entering a search term e.g. "Windows" X
Quick Start 1 to 40 of 40 AMIs
My AMIs Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-00068cd7555f543d5 (64-bit x86) / ami-035240afa793cddbb Select
(64-bit Arm)

Amazon Linux .
AWS Marketplace —— . o ) ) ) © 64-bit (x86)
Al Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned for optimal performance on Amazon EC2,

) 64-bit (Arm
_ systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras. ( )
Community AMIs
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
~| Free tier only (i) . .
: Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-00eb20669e0990cb4 Select
Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, 64-bit (x86)
Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages.
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
(S) Red Hat Enterprise Linux 8 (HVM), SSD Volume Type - ami-0c¢322300a1dd5dc79 (64-bit x86) / ami- Select
03587fa4048e9eb92 (64-bit Arm)
Red Hat © 64-bit (x86)
Red Hat Enterprise Linux version 8 (HVM), EBS General Purpose (SSD) Volume Type - .
64-bit (Arm)
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
) SUSE Linux Enterprise Server 15 SP1 (HVM), SSD Volume Type - ami-0547b1fd62b28a111 (64-bit x86) / ami- Select
SUSE Linux 008a07c569b8dabca (64-bit Arm) © 6451t (186
SUSE Linux Enterprise Server 15 Service Pack 1 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems - 64-bit (Arm)
Management, Web and Scripting, and Legacy modules enabled.
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
® Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-04b9e92b5572fa0d1 (64-bit x86) / ami- Select
Unit © 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved Privacy Policy Terms of Use
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< c 0

1. Choose AMI

Launch instance wizard | EC2 M X +

Services v

2. Choose Instance Type

Resource Groups v *

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory,
storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing

needs.

Filter by:

All instance types

v

3. Configure Instance

Current generation Vv

4. Add Storage

5. Add Tags

Show/Hide Columns

@ console.aws.amazon.com/ec 2/home?region=us-east-1#LaunchinstanceWizard:

6. Configure Security Group

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family

census.gov

v Type v

t2.nano

t2.micro

Free tier eligible

t2.small

t2.xlarge

t2.2xlarge

t3a.nano

t3a.micro

t3a.small

t3a.medium

t3a.large

Economics and Statistics Administration
U.S. CENSUS BUREAU

vCPUs

v

Memory (GiB)

0.5

16

32

0.5

Instance Storage (GB)

EBS only

EBS only

EBS only
EBS only
EBS only
EBS only
EBS only
EBS only
EBS only
EBS only
EBS only

EBS only

Cancel

Q

7. Review

EBS-Optimized
Available

Previous

w O H

Simson L. Garfinkel v

Yes

Yes

Yes

Yes

Yes

© 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

CLOUD

0 6 © B ®

Network Performance

Low to Moderate

Low to Moderate

Low to Moderate

Low to Moderate

Low to Moderate

Moderate

Moderate

Up to 5 Gigabit

Up to 5 Gigabit

Up to 5 Gigabit

Up to 5 Gigabit

Up to 5 Gigabit

N. Virginia v

Privacy Policy

- @

Support v

IPv6
Support ~
i )

Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

) ‘ Next: Configure Instance Details

Terms of Use
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Launch instance wizard | EC2 M X +

@ console.aws.amazon.com/ec 2/home?region=us-east-1#LaunchinstanceWizard:

Simson L. Garfinkel ~ N. Virginia v Support v

Resource Groups v % JAl

Services v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review | 7

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role
to the instance, and more.

Number of instances (j 1 Launch into Auto Scaling Group (j

Purchasing option (j ~I Request Spot instances

Network (j

vpc-8e73cfeb 4| C create new VPC

subnet-8357abda | us-east-1c = Create new subnet

251 IP Addresses available

Subnet (j

<>

Auto-assign Public IP  (j Use subnet setting (Enable)

Placement group (j ~|Add instance to placement group

Capacity Reservation (j Open v C Create new Capacity Reservation
IAM role (i None 4| C Create new IAM role
Shutdown behavior (j Stop é

Enable termination protection

Monitoring

Tenancy

Elastic Inference

T2/T3 Unlimited

census.gov

Economics and Statistics Administration
U.S. CENSUS BUREAU

~| Protect against accidental termination

~|Enable CloudWatch detailed monitoring
Additional charges apply.

Shared - Run a shared hardware instance
Additional charges will apply for dedicated tenancy.

~1Add an Elastic Inference accelerator
Additional charges apply.

_|Enable
Additional charges may apply

<»

© 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cancel Previous Review and Launch Next: Add Storage

Privacy Policy
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) @) Launch instance wizard | EC2 M X +

& C 0O @ console.aws.amazon.com/ec2/home?region=us-east-1#LaunchinstanceWizard: ph e ® e € B @ O 6

Services v Resource Groups v * [\® Simson L. Garfinkel v  N. Virginia v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review | 7

Step 3: Configure Instance Details

Shutdown behavior (i Stop v
Enable termination protection (i _| Protect against accidental termination
Monitoring (i ~1 Enable CloudWatch detailed monitoring

Additional charges apply.

<>

Tenancy (i Shared - Run a shared hardware instance
Additional charges will apply for dedicated tenancy.

Elastic Inference (i ~|Add an Elastic Inference accelerator
Additional charges apply.

T2/T3 Unlimited (i I Enable
Additional charges may apply

File systems (i C Create new file system

v Network interfaces (i

Device Network Interface Subnet Primary IP Secondary IP addresses IPv6 IPs
etho New network interfac: 5 subnet-8357abdi ¥ Auto-assign Add IP Add IP
Add Device

v Advanced Details

Userdata (i OAs text () Asfile ("] Input is already base64 encoded

(Optional)

Cancel Previous Review and Launch Next: Add Storage

Ld
Unlt © 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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) @) Launch instance wizard | EC2 M X +

& C 0O @ console.aws.amazon.com/ec2/home?region=us-east-1#LaunchinstanceWizard: ph e ® e € B @ O 6

Services v Resource Groups v * [\® Simson L. Garfinkel v  N. Virginia v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

7 7 7 7 7 : Throuahput Delete on !
Volume Type (i Device (i Snapshot (i Size (GIB) (i Volume Type (i) IOPS (i (MB /s)g ‘: Termination Encryption (i
i \
Root /dev/xvda snap- 8 General Purpose SSD (gp2) 100 /3000 N/A Not Encrypte w

020ec4f43b42c0023

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (S or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

v General Purpose SSD (gp2)
Provisioned IOPS SSD (io1)
Magnetic (standard)

ancel  Previous Review and Launch Next: Add Tags

Privacy Policy Terms of Use

Ld
Unlt © 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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) @) Launch instance wizard | EC2 M X +

& C 0O @ console.aws.amazon.com/ec2/home?region=us-east-1#LaunchinstanceWizard: ph e ® e € B @ O 6

Services v Resource Groups v * [\® Simson L. Garfinkel v  N. Virginia v  Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review | 3

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

v AMI Details Edit AMI

Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-00068cd7555f543d5

S @ Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and
S the latest software packages through extras.

Root Device Type: ebs  Virtualization type: hvm

¥ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.micro Variable 1 1 EBS only - Low to Moderate
v Security Groups Edit security groups
Security group name launch-wizard-2
Description launch-wizard-2 created 2019-12-07T14:42:36.940-05:00
Type (i) Protocol (i) Port Range (i Source (i Description (i

This security group has no rules

» Instance Details Edit instance details
» Storage Edit storage
» Tags Edit tags

Cancel Previous m

Ld
Unlt © 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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o0 e §# Launch instance wizard | EC2 M X -

& > C (Y #& console.aws.amazon.com/ec2/home?region=us-east-1#LaunchinstanceWizard: % O E B e BE oo @

Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required

to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair
Select a key pair
(dra %

11 acknowledge that | have access to the selected private key file (id_rsa.pem), and that
without this file, | won't be able to log into my instance.

Cancel Launch Instances

U.S. CENSUS BUREAU
census.gov




) @) Launch instance wizard | EC2 M X +

& C 0 @ console.aws.amazon.com/ec2/home?region=us-east-1#LaunchinstanceWizard: ph g ® c 6 B @ O 0

Services v Resource Groups v * [\® Simson L. Garfinkel v  N. Virginia v  Support v

Launch Status

@ Your instances are now launching
The following instance launches have been initiated: i-Oeef204c35c3ccabc  View launch log

©® Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue
to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

¥ Here are some helpful resources to get you started
« How to connect to your Linux instance « Amazon EC2: User Guide

« Learn about AWS Free Usage Tier « Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)

Manage security groups

Unit © 2008 - 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use
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Launchinstance « Connect Actions »

_ , Connect
Q Filter by tags and attributes or searc

< Name v Instance ID Create Template From Instance ility Zone ~ Instance State -~ Status Ch
Launch More Like This
Centos i-04f679de246dd 1b @ running & 2/2chi
Instance State
. i-Oeef204c35¢3¢ Instance Settings Add/Edit Tags

Image Attach to Auto Scaling Group

Networking Attach/Replace |IAM Role

ClassiclLink

CloudWatch Monitoring Change Termination Protection

View/Change User Data

Change Shutdown Behavior

Change T2/T3 Unlimited
Get System Log
Get Instance Screenshot

Instance: | i-Deef204c35c3ccabce Public IP: 107.20.122.243

Description Status Checks Monitoring Tags

Instance ID  i-Oeef204c35c3ccabe
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System Log: i-04f679de246dc9c10 (Centos)

System.

Starting Reload Configuration from the Real Root...
32m OK Om] Started Reload Configuration from the Real Root.
32m OK Om| Reached target Initrd File Systems.
32m OK Om| Reached target Initrd Default Target.

Starting dracut pre-pivot and cleanup hook...
OK [@m] Started dracut pre-pivot and cleanup hook.
Starting Cleaning Up and Shutting Down Daemons.
OK Stopped target Timers.
OK Stopped Cleaning Up and Shutting Down Daemons.
OK Stopped dracut pre-pivot and cleanup hook.
OK Stopped target Remote File Systems.
OK Stopped target Remote File S{stems (Pre).
Stopped dracut initqueue hook.
Stopped target Initrd Default Target.
Stopped target Basic System.
Stopped target Sockets.
Stopped tar System Initialization.
Stopped App%y Kernel Variables.
Stopped udev Coldplug all Devices.
Stopped dracut pre-trigger hook.
Stopped tar%et Swap.
Stopplng udev Kernel Device Manager.
OK Stopped target Local File Systems
OK Stopped target Slices.
OK Stopped target Paths.
OK Stopped Dispatch Password Requests to Console Directory Watch.
Stopped udev Kernel Device Manager.
Stopped Create Static Device Nodes 1n /dev.
Stopped Create list of required sta...ce nodes for the current ke
dracut pre-udev hook.
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Below is a screenshot of i-Oeef204c35c3ccabc at 2019-12-071714:46:08.141-05:00.

C Refresh

mazon Linux 2
Kernel 4.14.152-127.182.amzn2.x86 64 on an x86 64

ip—-172-30-4-236 login:




Instance is running...

Launch Instance Connect Actions v

Q F

@ Name v Instance D ~ Instance Type ~ Availability Zone ~ Instance State - Status Checks -~ Alarm Status
- i-3b4c05ff t2.micro us-west-2b @ running & 2/2checks ... None “4;
@ 1to1o0f 1
Public DNS v Public IP v Key Name ~  Monitoring v Launch Time v Security Groups ~
ec2-52-33-99-98.us-we...  52.33.99.98 anly502 . disabled November 29, 2015 at 4:04:... launch-wizard-1
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Connect...

simsong@nimi ~ % ssh ec2-user@107.20.122.243

The authenticity of host '107.20.122.243 (107.20.122.243)' can't be established.
ECDSA key fingerprint is SHA256:MK1TMdgi3FvK9rCSe++Q0Bt+/MQfgicf63pkVsD9YDK.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '107.20.122.243' (ECDSA) to the list of known hosts.

o« / Amazon Linux 2 AMI

https://aws.amazon.com/amazon-linux-2/

5 package(s) needed for security, out of 13 available
Run "sudo yum update" to apply all updates.
[ec2-user@ip-172-30-4-236 ~]$

U.S. Department of Commerce
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We have a running instance!

[ec2-user@ip-172-30-4-236 ~]$ df -h

Filesystem Size Used Avail Use%
devtmpfs 475M 0 475M 0%
tmpfs 492M 0 492M 0%
tmpfs 492M 400K 492M 1%
tmpfs 492M 0 492M 0%
/dev/xvdal 8.0 1.3G 6.8G 16%
tmpfs 99M 0 99M 0%

[ec2-user@ip-172-30-4-236 ~]$ top

Mounted on
/dev

/dev/shm

/run
/sys/fs/cgroup
/
/run/user/1000

top - 19:50:44 up 6 min, 1 user, load average: 0.00, 0.05, 0.03
Tasks: 83 total, 1 running, 46 sleeping, 0 stopped, 0 zombie
$Cpu(s): 0.0 us, 0.0 sy, 0.0 ni,100.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem : 1007276 total, 610048 free, 60176 used, 337052 buff/cache
KiB Swap: 0 total, 0 free, 0 used. 807136 avail Mem
PID USER PR NI VIRT RES SHR S %CPU %$MEM TIME+ COMMAND
1 root 20 0 125512 5500 4064 s 0.0 0.5 0:01.59 systemd
2 root 20 0 0 0 0s 0.0 0.0 0:00.00 kthreadd
4 root 0 -20 0 0 0TI 0.0 0.0 0:00.00 kworker/0:0H
5 root 20 0 0 0 01 0.0 0.0 0:00.02 kworker/u30:0
6 root 0 -20 0 0 01l 0.0 0.0 0:00.00 mm percpu wq
7 root 20 0 0 0 0s 0.0 0.0 0:00.04 ksoftirqgd/0
8 root 20 0 0 0 0I 0.0 0.0 0:00.15 rcu_sched
9 root 20 0 0 0 0I 0.0 0.0 0:00.00 rcu bh
10 root rt 0 0 0 0s 0.0 0.0 0:00.00 migration/0
11 root rt 0 0 0 0s 0.0 0.0 0:00.00 watchdog/0
12 root 20 0 0 0 0s 0.0 0.0 0:00.00 cpuhp/0
14 root 20 0 0 0 0s 0.0 0.0 0:00.00 kdevtmpfs
15 root 0 -20 0 0 0I 0.0 0.0 0:00.00 netns
21 root 20 0 0 0 0s 0.0 0.0 0:00.00 xenbus
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EC2 Command Line Tools
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Amazon provides command line tools

Can be run from any Linux, Mac or Windows computer.
e Faster interaction than web interface.
e Can be scripted.

AWS Command Line Interface
e Run through “aws” command
e Flexible output — JSON, text, tables
e List EC2 instance: $ aws ec2 describe-instances

https://aws.amazon.com/cli/
http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

Elastic Comput Cloud CLI
e Run through 176 different ec2-* commands
e List EC2 instances: $ ec2-describe-instances

http://docs.aws.amazon.com/AWSEC2/latest/CommandLineReference/ApiReference-cmd-DescribeVolumes.html

Credentials:
e Credentials kept in $HOME/.aws/ directory
e Credentials kept in AWS_USERNAME, AWS_ACCESS_KEY, AWS_SECRET_KEY environment variables.

Both are pre-installed on Amazon’s AMls. Use the AWS CLI if possible.
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http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
http://docs.aws.amazon.com/AWSEC2/latest/CommandLineReference/ApiReference-cmd-DescribeVolumes.html

C
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AWS CLI command:

S aws ec2 describe-regions
ec2.eu-north-1.amazonaws.comeu-north-1
ec2.ap-south-1.amazonaws.com ap-south-1

REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS
REGIONS

ec2.eu-west-3.amazonaws.com eu-west-3
ec2.eu-west-2.amazonaws.com eu-west-2
ec2.eu-west-1l.amazonaws.com eu-west-1
ec2.ap-northeast-2.amazonaws.com
ec2.ap-northeast-1.amazonaws.com
ec2.sa-east-1l.amazonaws.com sa-east-1
ec2.ca-central-1.amazonaws.com
ec2.ap-southeast-1.amazonaws.com
ec2.ap-southeast-2.amazonaws.com
ec2.eu-central-1.amazonaws.com
ec2.us-east-l.amazonaws.com us-east-1
ec2.us-east-2.amazonaws.com us-east-2
ec2.us-west-1.amazonaws.com us-west-1
ec2.us-west-2.amazonaws.com us-west-2

U.S. Department of Commerce
Economics and Statistics Administration

U.S. CENSUS BUREAU
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Set up your environment variables and test:

ap-northeast-2
ap-northeast-1

ca-central-1
ap-southeast-1
ap-southeast-2
eu-central-1
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EC2 has a command-line interface

Show running instances:

[ec2-user@ip-172-30-4-236 ~]$ aws ec2 describe-instances

RESERVATIONS 376778049323 086189789714 r-08090e555597ca8cd
INSTANCES 0 x86 64 157333535705912490 False True xXen
ami-02eac2c0129£6376b 1-04£f679de246dc9cl0 t2.micro id rsa
2019-11-15T19:18:05.000%Z ip-172-30-1-55.ec2.internal 172.30.1.55
18.212.220.250 /dev/sdal ebs True subnet-blde03c6 hvm
vpc-8e73cfeb
BLOCKDEVICEMAPPINGS /dev/sdal
EBS 2019-11-09T21:36:00.000Z False attached vol-0aab795976166105¢c
CAPACITYRESERVATIONSPECIFICATION open
CPUOPTIONS 1 1
HIBERNATIONOPTIONS False
MONITORING disabled
NETWORKINTERFACES Primary network interface 0a:e8:03:05:29:67
eni-094d36080627el676 376778049323 172.30.1.55True in-use subnet-
blde03c6 vpc-8e73cfeb
ASSOCIATION amazon 18.212.220.250
ATTACHMENT 2019-11-09T21:35:59.000%Z eni-attach-092f65b6f1f7f26be True
0 attached
GROUPS sg-06ec94cd40903890a CentOS 7 -x86_ 64- - with Updates HVM-1901 01-
AutogenByAWSMP-1
PRIVATEIPADDRESSES True 172.30.1.55
ASSOCIATION amazon 18.212.220.250
PLACEMENT us-east-1b default
PRODUCTCODES aw0evgkw8e5clqg413zgy5pjce marketplace
SECURITYGROUPS sg-06ec94cd40903890a CentOS 7 -x86 64- - with Updates HVM-1901 01-
AutogenByAWSMP-1
STATE 16 running
TAGS Name Centos
United States® U.S. Department of Commerce
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Use “help” to get help

S aws ec2 describe-instances help

ensus

cassssssssse Bureau

NAME
describe-instances -

DESCRIPTION
Describes one or more of your instances.
If you specify one or more instance IDs, Amazon EC2 returns information
for those instances. If you do not specify instance 1IDs, Amazon EC2
returns information for all relevant instances. If you specify an
instance ID that is not wvalid, an error is returned. If you specify an
instance that you do not own, it is not included in the returned
results.
Recently terminated instances might appear in the returned results.
This interval is usually less than one hour.
describe-instances 1is a paginated operation. Multiple API calls may be
issued in order to retrieve the entire data set of results. You can
disable pagination by providing the --no-paginate argument. When using
--output text and the --query argument on a paginated response, the
—-—-query argument must extract data from the results of the following
query expressions: Reservations
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$ ec2-describe-instance-status — see what’s running

$ aws ec2 describe-instance-status --output=text
INSTANCESTATUSES us-east-1b i-5c306beb

INSTANCESTATE 16 running
INSTANCESTATUS ok

DETAILS reachability passed
SYSTEMSTATUS ok

DETAILS reachability passed
INSTANCESTATUSES us-east-1b i-9a48aa2c
INSTANCESTATE 16 running
INSTANCESTATUS ok

DETAILS reachability passed
SYSTEMSTATUS ok

DETAILS reachability passed

$
Change output format:

[ec2-user@ip-172-30-4-236 ~]1$ aws ec2 describe-instances --output table

| DescribeInstances |
| Reservations |
OwnerId | 376778049323
RequesterId | 086189789714
ReservationId | r-08090e555597ca8cd
| Instances
AmilLaunchIndex 0
Architecture x86_64
ClientToken 157333535705912490
EbsOptimized False
EnaSupport True
Hypervisor xen
ImageId ami-02eac2c0129f6376b
Instanceld i-04f679de246dc9c10
InstanceType t2.micro
KeyName id_rsa
LaunchTime 2019-11-15T19:18:05.000Z
PrivateDnsName ip-172-30-1-55.ec2.internal
PrivateIpAddress 172.30.1.55

United States® |us. Department of Commerce
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JSON output is more useful for scripting

$ aws ec2 describe-instance-status —--output=json
"Reservations":

CUnited States®
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{

[

"Instances": [

{

"Monitoring": {
"State": "disabled"

I
"PublicDnsName": "",
"State": {
"Code": 16,
"Name": "running"
}

"EbsOptimized": false,
"LaunchTime":
"PublicIpAddress': "18.212.220.250",
"PrivateIpAddress": "172.30.1.55",
"ProductCodes": [

{

"ProductCodeId": "aw@evgkw8e5c1q413zgy5pjce”,

"2019-11-15T19:18:05.000Z",

"ProductCodeType'": "marketplace"

b
1,
"VpcId": "vpc-8e73cfeb",
"CpuOptions": {

"CoreCount": 1,
"ThreadsPerCore": 1

by

tateTransitionReason": )
"InstanceId": "i-04f679de246dc9cl10",
"EnaSupport": true,

"Imageld": "ami-02eac2c0129f6376b",
"PrivateDnsName": "ip-172-30-1-55.ec2
"KeyName": "id_rsa",
"SecurityGroups": [

U.S. Department of Commerce
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Get console output!

S aws ec2 get-console-output --instance-id i-0042ccOb3e4175345 --output text

1-0042cc0b3e4175345

build-60009) (gcc version 7.2.1 20170915 (Red Hat 7.2.1-2) (GCC)

0.000000] Linux version 4.9.76-3.78.amznl.x86 64 (mockbuild@gobi-

[ 0.000000] Command line: root=LABEL=/ console=ttyl console=ttyS0 selinux=0

nvme core.io timeout=4294967295

000000] x86/fpu: Supporting XSAVE feature 0x001:
.000000] x86/fpu: Supporting XSAVE feature 0x002:
.000000] x86/fpu: Supporting XSAVE feature 0x004:
.000000] x86/fpu: xstate offset[2]: 576, xstate sizes[2]: 256

.000000] x86/fpu: Enabled xstate features 0x7, context size is 832 bytes, using
'eager' FPU context switches.

0.

.~~~ e e e e e e -sm,ms e e e e e e e
O O O O O O O O O O O o o o oo

0.

.000000] x86/fpu: Using
.000000] e820: BIOS-provided physical RAM map:
.000000] BIOS-e820: [mem
.000000] BIOS-e820: [mem
.000000] BIOS-e820: [mem
.000000] BIOS-e820: [mem
.000000] BIOS-€820: [mem
.000000] NX (Execute Disable) protection: active
.000000] SMBIOS 2.7 present.

.000000] Hypervisor detected: Xen

.000000] Xen version 4.2.

000000] Netfront and the Xen platform PCI driver

emulated NICs.

[ 0.

000000] Blkfront and the Xen platform PCI driver

emulated disks.

0.

.~ -~ e e e e
O O O O O O

CUnited States®
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000000] You might have to change the root device
.000000] from /dev/hd[a-d] to /dev/xvd[a-d]

.000000] in your root= kernel command line option
.000000] e820: last pfn

.000000] RAMDISK: [mem 0x371el000-0x37feffff]

U.S. Department of Commerce
Economics and Statistics Administration
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0x0000000000000000-0x000000000009d£££]
0x000000000009e000-0x000000000009££££]
0x00000000000e0000-0x00000000000£££££]
0x0000000000100000-0x000000003fffffff]
0x00000000£fc000000-0x00000000ff£f£f£f£fff]

0x40000 max _arch pfn = 0x400000000

usable
reserved
reserved
usable
reserved

.000000] x86/PAT: Configuration [0-7]: WB WC UC- UC WB WC UC- WT
.000000] found SMP MP-table at [mem 0x000fbc20-0x000fbc2f] mapped at [f£££8800

'x87 floating point registers'
'SSE registers'
'AVX registers'

CLOUD

have been compiled for this kernel: unplug
||)‘|| oS 67

) #1 SMP Fri Jan 12 19:51:35 UTC 2018

'standard' format.

have been compiled for this kernel: unplug



Per-instance metadata:
Letting the instance know what it is

HTTP API:

$ curl http://169.254.169.254/latest/meta-data/instance-id
1-5¢c306beb$

$ aws_instance=$ (wget -q -O- http://169.254.169.254/latest/meta-data/instance-id)
$ aws_region=$ (wget -q -O- http://169.254.169.254/latest/meta-data/hostname)

$ echo $aws_instance $aws_region

1i-5¢306beb ip-172-30-1-33.ec2.internal

$

ec2-metadata:

S ec2-metadata -i
instance-id: i-5c306beb
$ ec2-metadata -i| awk '{print $2;}'

i-5¢c306beb
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Instance devices show up in the console

2 block devices:

C

United States®
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Instance: | i-08f7f8534c056d39b

Description

U.S. Department of Commerce
Economics and Statistics Administration
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Status Checks

Instance ID
Instance state
Instance type
Elastic IPs
Availability zone
Security groups
Scheduled events
AMI ID

Platform
|IAM role

Key pair name

EBS-optimized
Root device type
Root device

Block devices

Public DNS: ec2-54-165-59-97.compute-1.amazonaws.com

Monitoring Tags
i-08f7f8534c056d39b
running
c3.large
us-east-1a

launch-wizard-4 . view inbound rules

No scheduled events

amzn-ami-hvm-2017.09.1.20180115-x86_64-gp2 (ami-

97785bed)

CFRS780

False
ebs
/dev/xvda

/dev/xvda
/dev/sdc
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Here's what it looks like

[ec2-user@ip-172-31-30-242 ~]1S df -h

Filesystem Size Used Avail Use% Mounted on
devtmpfs 1.9G 72K 1.9G 1% /dev

tmpfs 1.9G 0 1.9G 0% /dev/shm
/dev/xvdal 7.8G6 1.1G 6.7G 14% /

/dev/xvdb 15G 39M 15G 1% /media/ephemerall

[ec2-user@ip-172-31-30-242 ~]$
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Redo the benchmark

$ sudo time dd if=/dev/zero of=/bigfile bs=65536 count=16384 conv=fdatasync
16384+0 records in

16384+0 records out

1073741824 bytes (1.1 GB) copied, 16.1457 s, 66.5 MB/s

0.00user 0.72system 0:16.17elapsed 4%CPU (0Oavgtext+0avgdata 2184maxresident)k
8inputs+2097152outputs (Omajor+100minor)pagefaults Oswaps

$

$ sudo time dd if=/dev/zero of=/media/ephemeralO/bigfile bs=65536 count=16384
conv=fdatasync

16384+0 records in

16384+0 records out

1073741824 bytes (1.1 GB) copied, 11.6586 s, 92.1 MB/s

0.02user 1.06system 0:11.68elapsed 9%CPU (0Oavgtext+0avgdata 2192maxresident)k
64inputs+2097152outputs (Omajor+l100minor)pagefaults Oswaps

$
United States® |us. Department of Commerce
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Working with EBS volumes

EBS volumes are virtual disks. Each one has:
e Volume ID: vol-0490630760213a246
e Size
e \Volume Type
e |OPS
e Snapshot it was created from
e Created Time
e Availability Zone
e State
e Alarm Status
e Attachment Information — the EC2 instance it's attached to
¢ VVolume Status
e Encryption Status
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[ @ EC2 Management Console X GMU

& C 1) | & Secure | https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#Volumes:sort=desc:createTime Wl ®

:** Apps [ [D CFRS780 [N Discussion Board -... Schedule g AWS EC2 Management C... & EC2 Instance Pricing... i $$ [5GMU

aWS, Services v Resource Groups v * [\  sgarfin2@gmu.edu v  N.Virginia v  Support v

EC2 Dashboard Create Volume Actions v

< o B 0

Tags Q Filter by tags and attributes or search by keyword Q 1to6of6

Events

Reports
P Name v Volume ID v Size v Volume Type ~ IOPS ~  Snapshot v  Created v Availability Zone -~ State ~  Alarm Status Attachment Ir

Limits
vol-0490630760213a246 8 GiB gp2 100 / 3000 February 4, 2018 at... us-east-1a @ in-use None “¢ i-08f7f8534c0¢
=] INSTANCES
Instances vol-04a9113e2d24e8856 8 GiB gp2 100 / 3000 snap-0fae6f72... February 4, 2018 at... us-east-1a @ in-use None “4, i-08f7f8534c0¢

[ ] vol-091efb4f63d7ab302 8 GiB gp2 100 / 3000 February 4, 2018 at...  us-east-1a O in-use None %  i-03d91a8eeat
Launch Templates

vol-0b5255f9ddda9a6b5 40 GiB gp2 120/ 3000 snap-0fae6f72... February 4, 2018 at...  us-east-1a @ in-use None %  i-03d91a8eeat
Spot Requests

vol-028aedee7d1484adc 8 GiB gp2 100 / 3000 snap-0fae6f72... January 27,2018 at...  us-east-1d @ in-use None \‘¢ i-081fdbc58fet
Reserved Instances

) vol-04bf5bc86534143f1 8 GiB gp2 100 / 3000 snap-0fae6f72... January 27,2018 at...  us-east-1d @ in-use None “9 i-065¢cbef0d60
Dedicated Hosts
Scheduled Instances
=] IMAGES
AMIs
Bundle Tasks
=] ELASTIC BLOCK STORE
Volumes

Snapshots

=] NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups

Key Pairs
Y Volumes: || vol-091efb4f63d7ab302 |
Network Interfaces

=] LOAD BALANCING Description Status Checks Monitoring Tags
Load Balancers

Target Groups Add/Edit Tags

=] AUTO SCALING

Launch Configurations ot Value

Auto Scaling Groups This resource currently has no tags

SYSTEMS MANAGER
SERVICES

Diwn M

mmanA

@ Feedback (@ English (US) © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy  Terms of Use
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Actions for EBS Volumes

Modify Volume —
e Migrate to a different storage
e Make it bigger or smaller.
e Coordinate with OS!
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Create Volume

Actions »~

ify Vi
Q) Filter by tags a i
Create Snapshot
Name Size
Detach Volume 8 GiB
Force Detach Volume 8 GiB
- Change Auto-Enable |0 Setting Py
Add/Edit Tags _
40 GiB
vol-028aedee7d1484adc 8 GiB
Modify Volume

Volume ID vol-091efb4f63d7ab302
Volume Type General Purpose SSD(GP2) ¥ €
(Min: 1 GiB, Max: 16384 GiB) (1 )

Size 8

(Baseline of 3 IOPS per GiB with a
minimum of 100 IOPS, burstable to (1 )
3000 IOPS)

lops 100 /3000

Cancel = Modify

v

CLOUD

Volume Type
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gp2
gp2
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Actions and terminology

From a live VM, you can:
e Snapshot — A copy of just the blocks
e Image — A bootable AMI (Amazon Machine Image)

Snapshots can be turned into an AMI by:
e Registering it with metadata
e Specifying the correct kernel

AMI includes:
¢ Disk image
e Metadata — architecture, kernel, AMI name, description, device mappings

EBS volume:
e Can start as a blank volume or as a copy of an image.

e Can be mounted on a device.
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All of these commands, and more, can be run from the CLI
$ aws ec2 help 336 commands!

cassssssssse Bureau

accept-reserved-instances-exchange-
quote
accept-vpc-peering-connection
allocate-address

allocate-hosts
assign-ipvé-addresses
assign-private-ip-addresses
associate-address
associate-dhcp-options
associate-iam-instance-profile
associate-route-table
associate-subnet-cidr-block
associate-vpc-cidr-block
attach-classic-link-vpc
attach-internet-gateway
attach-network-interface
attach-volume
attach-vpn-gateway
authorize-security-group-egress
authorize-security-group-ingress
bundle-instance
cancel-bundle-task
cancel-conversion-task
cancel-export-task
cancel-import-task
cancel-reserved-instances-listing
cancel-spot-fleet-requests
cancel-spot-instance-requests
confirm-product-instance
copy-image

copy-snapshot
create-customer-gateway
create-default-vpc
create-dhcp-options
create-egress-only-internet-gateway
create-flow-logs
create-fpga-image

create-image
create-instance-export-task
create-internet-gateway
create-key-pair
create-nat-gateway
create-network-acl
create-network-acl-entry
create-network-interface
create-network-interface-permission
create-placement-group
create-reserved-instances-listing
create-route

create-route-table
create-security-group

create-snapshot
create-spot-datafeed-subscription
create-subnet

create-tags

create-volume

create-vpc
create-vpc-endpoint
create-vpc-peering-connection
create-vpn-connection
create-vpn-connection-route
create-vpn-gateway
delete-customer-gateway
delete-dhcp-options
delete-egress-only-internet-gateway
delete-flow-logs
delete-internet-gateway
delete-key-pair
delete-nat-gateway
delete-network-acl
delete-network-acl-entry
delete-network-interface
delete-network-interface-permission
delete-placement-group
delete-route
delete-route-table
delete-security-group
delete-snapshot
delete-spot-datafeed-subscription
delete-subnet

delete-tags

delete-volume

delete-vpc
delete-vpc-endpoints
delete-vpc-peering-connection
delete-vpn-connection
delete-vpn-connection-route
delete-vpn-gateway
deregister-image
describe-account-attributes
describe-addresses
describe-availability-zones
describe-bundle-tasks
describe-classic-link-instances
describe-conversion-tasks
describe-customer-gateways
describe-dhcp-options
describe-egress-only-internet-
gateways
describe-elastic-gpus
describe-export-tasks
describe-flow-logs
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describe-fpga-images
describe-host-reservation-offerings
describe-host-reservations
describe-hosts
describe-iam-instance-profile-
associations

describe-id-format
describe-identity-id-format
describe-image-attribute
describe-images
describe-import-image-tasks
describe-import-snapshot-tasks
describe-instance-attribute
describe-instance-status
describe-instances
describe-internet-gateways
describe-key-pairs
describe-moving-addresses
describe-nat-gateways
describe-network-acls
describe-network-interface-attribute
describe-network-interface-
permissions
describe-network-interfaces
describe-placement-groups
describe-prefix-lists
describe-regions
describe-reserved-instances
describe-reserved-instances-listings
describe-reserved-instances-
modifications
describe-reserved-instances-offerings
describe-route-tables
describe-scheduled-instance-
availability
describe-scheduled-instances
describe-security-group-references
describe-security-groups
describe-snapshot-attribute
describe-snapshots
describe-spot-datafeed-subscription
describe-spot-fleet-instances
describe-spot-fleet-request-history
describe-spot-fleet-requests
describe-spot-instance-requests
describe-spot-price-history
describe-stale-security-groups
describe-subnets

describe-tags
describe-volume-attribute
describe-volume-status

describe-volumes
describe-volumes-modifications
describe-vpc-attribute
describe-vpc-classic-link
describe-vpc-classic-link-dns-support
describe-vpc-endpoint-services
describe-vpc-endpoints
describe-vpc-peering-connections
describe-vpcs
describe-vpn-connections
describe-vpn-gateways
detach-classic-link-vpc
detach-internet-gateway
detach-network-interface
detach-volume
detach-vpn-gateway
disable-vgw-route-propagation
disable-vpc-classic-link
disable-vpc-classic-link-dns-support
disassociate-address
disassociate-iam-instance-profile
disassociate-route-table
disassociate-subnet-cidr-block
disassociate-vpc-cidr-block
enable-vgw-route-propagation
enable-volume-io
enable-vpc-classic-link
enable-vpc-classic-link-dns-support
get-console-output
get-console-screenshot
get-host-reservation-purchase-
preview

get-password-data
get-reserved-instances-exchange-
quote

help

import-image

import-key-pair

import-snapshot

modify-hosts

modify-id-format
modify-identity-id-format
modify-image-attribute
modify-instance-attribute
modify-instance-placement
modify-network-interface-attribute
modify-reserved-instances
modify-snapshot-attribute
modify-spot-fleet-request
modify-subnet-attribute
modify-volume

CLOUD

modify-volume-attribute
modify-vpc-attribute
modify-vpc-endpoint
modify-vpc-peering-connection-
options

monitor-instances
move-address-to-vpc
purchase-host-reservation
purchase-reserved-instances-offering
purchase-scheduled-instances
reboot-instances

register-image
reject-vpc-peering-connection
release-address

release-hosts
replace-iam-instance-profile-
association
replace-network-acl-association
replace-network-acl-entry
replace-route
replace-route-table-association
report-instance-status
request-spot-fleet
request-spot-instances
reset-image-attribute
reset-instance-attribute
reset-network-interface-attribute
reset-snapshot-attribute
restore-address-to-classic
revoke-security-group-egress
revoke-security-group-ingress
run-instances
run-scheduled-instances
start-instances

stop-instances
terminate-instances
unassign-ipvé-addresses
unassign-private-ip-addresses
unmonitor-instances

wait
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EBS: Virtual Disk Volumes

EBS volumes:
e Created automatically when EC2 instance starts up.
e Snapshots on the fly.

Options: .—> — —>.
e Magnetic or SSD

e Destroy or persist on instance termlnatlon
e Not Encrypted / Encrypted
e Provisioned |IOPS

Uses:
e Boot drives
e Read-only drives to share static databases. (Make 1 TB drive and mount)
e Database drives for MySQL, etc.. (But you should use Amazon’s managed
service.)
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EBS offers three classes of service.

Characteristic General Purpose (SSD) Provisioned IOPS (SSD) Magnetic
Use cases e System boot e Critical business e Cold workloads
volumes applications that where data is
e Virtual desktops require sustained infrequently
e Small to medium IOPS performance, accessed
sized databases or more than
e Development and 10,000 IOPS or 160 e Scenarios where
test environments MiB/s of the lowest storage
throughput per cost is important
volume

e Large database

workloads, such

Volume size 1 GiB-16TiB 4 GiB- 16 TiB 1 GiB-1TiB

Maximum throughput 160 MiB/s 320 MiB/s 40-90 MiB/s

IOPS performance Baseline performance of Consistently performs at Averages 100 IOPS, with
3 IOPS/GiB (up to provisioned level, up to the ability to burst to

10,000 IOPS) with the 20,000 IOPS maximum hundreds of IOPS

APl and CLI volume gp2 iol standard
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
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Pricing — you are probably best off with SSD General Purpose.

C United States®
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Amazon EBS Pricing

With Amazon EBS, you only pay for what you use. The pricing for
Amazon EBS volumes is listed below.

Region: | US East (N. Virginia) s

Amazon EBS General Purpose (SSD) volumes
« $0.10 per GB-month of provisioned storage

Amazon EBS Provisioned IOPS (SSD) volumes
« $0.125 per GB-month of provisioned storage

« $0.065 per provisioned IOPS-month
Amazon EBS Magnetic volumes
» $0.05 per GB-month of provisioned storage
« $0.05 per 1 million I/O requests

Amazon EBS Snapshots to Amazon S3
« $0.095 per GB-month of data stored

U.S. Department of Commerce
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EBS volumes can be created and used for:
extra storage, sharing data

Each EBS volume has:

e Size e.g. 40GB

e Name e.g. vol-65202e2d

e Region / AvailabilityZone e.g. us-east-1 / us-east-1b

e Attributes e.g. CreateTime, Encrypted, lops,

Volumes can be mounted:
e read/write on a single instance
e read-only on multiple instances
Create and share an instance:

$ aws ec2 create-volume --size 10 --availability-zone us-east-1la
You must specify a region. You can also configure your region by running "aws configure".
$ aws ec2 create-volume --size 10 --region us-east-1 --availability-zone us-east-1b

{
"AvailabilityZone": "us-east-1b",
"Encrypted": false,
"VolumeType": "standard",
"VolumeId": "vol-95cabl76",
"State": "creating",
"SnapshotId": "",
"CreateTime": "2015-12-05T18:55:28.05272",
"Size": 10
}
$
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Attach the EBS volume to your VM
(Be sure EBS is in same region & availability zone)

First get a volume...

$ aws_ zone=$(curl -s http://169.254.169.254/latest/meta-data/placement/availability-zone)

$ aws_instance=$(curl -s http://169.254.169.254/latest/meta-data/instance-id)

$ aws region=$(curl -s http://169.254.169.254/latest/dynamic/instance-identity/document|grep
region|awk -F\" '{print $4}'")

$ aws ec2 create-volume --size 10 --region $aws_region --availability-zone $aws_zone

{

"AvailabilityZone": "us-east-1b",
"Encrypted": false,
"VolumeType": "standard",
"VolumeId": "vol-46cdbé6a5",
"State": "creating",
"SnapshotId": "",
"CreateTime": "2015-12-05T719:01:38.5482",
"Size": 10
}
$ aws ec2 attach-volume --volume-id=vol-46cdb6a5 --instance-id=$aws_instance \
--device=/dev/sdb --region=$aws_region

{
"AttachTime": "2015-12-05T19:02:11.5412",
"InstancelId": "i-5c306beb",
"VolumeId": "vol-46cdbé6a5",
"State": "attaching",
"Device": "/dev/sdb"
}
$

Now we need to make a file system...
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Create a file system on the volume

$ sudo mkfs -t ext4 /dev/sdb
mke2fs 1.42.12 (29-Aug-2014)
Creating filesystem with 2621440 4k blocks and 655360 inodes

Filesystem UUID:

Superblock backups stored on blocks:

32768, 98304,

163840,

229376, 294912,

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting information: done

S sudo mount /dev/sdb /mnt/extra/
[ip-172-30-1-33 ~ 19:04:441$ df

Filesystem 1K-blocks
/dev/xvdal 41151788
devtmpfs 500712
tmpfs 509724
/dev/xvdb 10190136
S 1lsblk
NAME
xvda 202:0 0 40G
L xvdal 202:1 0 40G
xvdb 202:16 0 10G
$
United States® U.S. Department of Commerce
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Used Available Use$%
6506728 34544812 16%
60 500652 1%

0 509724 0%

23028 9626436 1%

MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

0 disk
0 part /
0 disk /mnt/extra

819200,

681c57f0-1461-4dae-b956-032656ba82a9

884736, 1605632

Mounted on

/

/dev
/dev/shm
/mnt/extra
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© @ |4 s3Management Console X CloudTrail Management Cons: x GMU

C 1 @ Secure  https://console.aws.amazon.com/cloudtrail/home?region=us-east-1#/configuration w @© :
=2 Apps CFRS780 8 Discussion Board ... Schedule £ AWS EC2 Management C... [ EC2 Instance Pricing... £ $$ 3 GMU
Services v  Resource Groups v J EC2 s EMR * [\  sgarfin2@gmu.edu ~  N. Virginia v  Support ~
CloudTrail Trails
Dashboard Deliver logs to an Amazon S3 bucket. CloudTrail events can be processed by one trail for free. There is a charge for processing events with ad
4 trails. For more information, see AWS CloudTrail Pricing.

Event history

I Trails Create trail

Name 4 Region ¥ 83 bucket 4 Logfile prefix 4 CloudWatch Logs Log group 4  Status

No trails have been added

Learn more

Pricing
Documentation
Forums

FAQs

@ Feedback (@ English (US) © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy = Terms of Use
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CloudTrail log validation

® ® I ! S3 Management Console X ) CloudTrail Management Cons: X GMU —

= C 1 @ Secure  https://console.aws.amazon.com/cloudtrail/home?region=us-east-1#/configuration/new w @© :

::° Apps 3 CFRS780 Discussion Board -... Schedule 4 AWS EC2 Management C... [ EC2 Instance Pricing... £ $$ 5 GMU

Services v  Resource Groups v ) EC2 s EMR % [\  sgarfin2@gmu.edu ~  N. Virginia ~  Support ~

CloudTrail Create a new S3 bucket © Yes No

Dashboard

\ S3 bucket*  crfs780-trails o
Event history

I Trails v Advanced

Log file prefix (i}

Location: /AWSLogs/309467262965/CloudTrail/us-east-1

Encrypt log files Yes © No (i)

To determine whether a log file was
modified, deleted, or unchanged after

i idati Ye N
Enable log file validation @ Yes o CloudTrail delivered i, you can use

CloudTrail log file validation. Learn more.

Send SNS notification for Yes © No
every log file delivery

* Required field Additional charges may aj

Learn more

1O

Pricing
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AWS CloudTrail
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Documentation - This Guide

C O @& Secure | https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html?icmpid=docs_cloudtrail... ¥ | @®

aws
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What Is AWS CloudTrail?
Getting Started with CloudTrail

& Working with CloudTrail Log Files
O Create Multiple Trails

U Logging Data and
Management Events for Trails

0J Receiving CloudTrail Log Files
from Multiple Regions

Monitoring CloudTrail Log Files
with Amazon CloudWatch Logs

Receiving CloudTrail Log Files
from Multiple Accounts

Sharing CloudTrail Log Files
Between AWS Accounts

Encrypting CloudTrail Log Files
with AWS KMS-Managed Keys
(SSE-KMS)

w  Terms of Use | © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Schedule @ AWS |1 EC2 Management C... I EC2 Instance Pricing... il $$ £33 GMU

English

a
»

AWS Documentation » AWS CloudTrail » User Guide » Working with CloudTrail Log Files » Validating CloudTrail Log File
Integrity

v ‘ Sign In to the Console

Validating CloudTrail Log File Integrity

To determine whether a log file was modified, deleted, or unchanged after CloudTrail
delivered it, you can use CloudTrail log file integrity validation. This feature is built using
industry standard algorithms: SHA-256 for hashing and SHA-256 with RSA for digital signing.
This makes it computationally infeasible to modify, delete or forge CloudTrail log files
without detection. You can use the AWS CLI to validate the files in the location where
CloudTrail delivered them.

Why Use It?

Validated log files are invaluable in security and forensic investigations. For example, a
validated log file enables you to assert positively that the log file itself has not changed, or
that particular user credentials performed specific API activity. The CloudTrail log file
integrity validation process also lets you know if a log file has been deleted or changed, or
assert positively that no log files were delivered to your account during a given period of
time.

How It Works

When you enable log file integrity validation, CloudTrail creates a hash for every log file that
it delivers. Everv hour. CloudTrail also creates and delivers a file that references the log files
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Services v  Resource Groups v J EC2 s EMR * [\  sgarfin2@gmu.edu ~  N. Virginia v  Support ~
CloudTrail Trails
Dashboard Deliver logs to an Amazon S3 bucket. CloudTrail events can be processed by one trail for free. There is a charge for processing events with ad
4 trails. For more information, see AWS CloudTrail Pricing.

Event history

I Trails Create trail

Name 4 Region Y S3bucket 4 Logfile prefix 4 CloudWatch Logs Log group 4  Statuy

CRFS780_Trails All crfs780-trails (V]

Learn more

Pricing
Documentation
Forums

FAQs

@ Feedback (@ English (US) © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy = Terms of Use
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Cloud Trails Works!

CloudTrail — the raw files

CloudTrail-Digest — metadata about the raw files

Note spelling error!

[hadoop@ip-172-31-49-78 ~]$ aws s3 1ls crfs780-trails/AWSLogs/309467262965/

2018-02-19 00:56:16
[hadoop@ip-172-31-49-78 ~]$ aws s3 1ls crfs780-trails/AWSLogs/309467262965/CloudTrail/
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PRE CloudTrail-Digest/

PRE
0

PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
PRE
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CloudTrail/

ap-northeast-1/
ap-northeast-2/
ap-northeast-3/
ap-south-1/
ap-southeast-1/
ap-southeast-2/
ca-central-1/
eu-central-1/
eu-west-1/
eu-west-2/
eu-west-3/
sa-east-1/
us-east-1/
us-east-2/
us-west-1/
us-west-2/
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Cloud Trails Works!

CloudTrail — the raw files
CloudTrail-Digest — metadata about the raw files
aws s3 Is crfs780-trails/AWSLogs/309467262965/CloudTrail-Digest/us-east-1/2018/02/19/

[hadoop@ip-172-31-49-78 ~]$ aws s3 1ls crfs780-trails/AWSLogs/309467262965/CloudTrail-Digest/us-east-1/2018/02/19/

2018-02-19
2018-02-19
2018-02-19
2018-02-19
2018-02-19
2018-02-19
2018-02-19
2018-02-19
2018-02-19

01:
02:
03:
04:
05:
06:
07:
08:
09:

47 :
47 :
47 :
:26
47 :
47 :
47 :
47 :
47 :

47

32
38
23

34
30
27
31
36

342
4037
4192
4124
4114
4128
4186
4122
4202

309467262965 CloudTrail-Digest us-east-1 CRFS780_ Trails us-east-1 20180219T005615%Z.
309467262965 CloudTrail-Digest us-east-1 CRFS780 Trails us-east-1 20180219T015615Z.
309467262965 CloudTrail-Digest us-east-1 CRFS780 Trails us-east-1 20180219T025615Z.
309467262965 CloudTrail-Digest us-east-1 CRFS780_ Trails us-east-1 20180219T035615%Z.

309467262965 CloudTrail-Digest us-east-1 CRFS780

309467262965 CloudTrail-Digest us-east-1 CRFS780 Trails us-east-1 20180219T055615Z.

309467262965 CloudTrail-Digest us-east-1 CRFS780_ Trails us-east-1 20180219T065615%Z.

309467262965 CloudTrail-Digest us-east-1 CRFS780 Trails us-east-1 20180219T075615Z.

309467262965 CloudTrail-Digest us-east-1 CRFS780 Trails us-east-1 20180219T085615Z.

Trails us-east-1 20180219T045615Z.

json.
json.
json.
json.
json.
json.
json.

json

gz
gz
gz
gz
gz
gz
gz

.gz
json.

gz

[hadoop@ip-172-31-49-78 ~]$ aws s3 cp s3://crfs780-trails/AWSLogs/309467262965/CloudTrail-

Digest/us-east-1/2018/02/19/309467262965_CloudTrail-Digest_us-east-1_CRFS780_Trails_us-

east-1_20180219T015615Z.json.gz trails.json.gz

download: s3://crfs780-trails/AWSLogs/309467262965/CloudTrail-Digest/us-
east-1/2018/02/19/309467262965_CloudTrail-Digest_us-east-1_CRFS780_Trails_us-
east-1_20180219T015615Z.json.gz to ./trails.json.gz
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[hadoop@ip-172-31-49-78 ~]$ 1ls -1 trails.json.gz

-rw-rw-r—-—- 1 hadoop hadoop 4037 Feb 19 02:47 trails.json.gz
[hadoop@ip-172-31-49-78 ~]$ gunzip trails.json.gz
[hadoop@ip-172-31-49-78 ~]$ 1ls -1 trails*

-rw-rw-r—-- 1 hadoop hadoop 17833 Feb 19 02:47 trails.json
[hadoop@ip-172-31-49-78 ~]$ more trails.json

{"awsAccountId":"309467262965"," "digestStartTime":"2018-02-19T00:56:15Z", "digestEndTime":"
2018-02-19T01:56:15Z", "digestS3Bucket":"crfs780-trails", "digestS30bject" : "AWSLo
gs/309467262965/CloudTrail-Digest/us-east-1/2018/02/19/309467262965 CloudTrail-Digest us-
east-1 CRFS780 Trails us-east-1 20180219T015615Z.]json.gz","digestPublicKeyFinge
rprint":"3£c64187ed954b65bd053279%9acc75d70", "digestSignatureAlgorithm":"SHA256withRSA", "ne
westEventTime":"2018-02-19T01:52:22Z", "oldestEventTime":"2018-02-19T00:44:472",
"previousDigestS3Bucket":"crfs780-trails", "previousDigestS30bject":"AWSLogs/309467262965/
CloudTrail-Digest/us-east-1/2018/02/19/309467262965 CloudTrail-Digest us-east-1

_CRFS780 Trails us-

east-1 20180219T005615Z.json.gz", "previousDigestHashValue":"cc6026c8656ab9d6£f295bfaed9d27
60b969487a8b8148704£27455e344ed27£f4" , "previousDigestHashAlgo

rithm":"SHA-256", "previousDigestSignature":"76£4d42d0bl12bd9f4fad874c95adaafébal5£f66c6adc8
f9ed7c1d22fa827b8c8de516bll2bcalbad76d9833bcd3e040beb4c321a25bb765505ddecafbObl
32db53edc4el22eed34c4932fb4441b86589dec382d2356157d457e9d3a5114d53761£629bb9e4487e764d312
1dfcdb1lbb79d274b497161b9%9a44143560704249d75dd57150b42e4d757602¢c92637aa704£822c89
9acf4f47f9e1166ae0692590087eb2ea3aaec97e6e937efded34e36739f37a2eac372e8b83d37£354cb7953d5
4d85780ea5aabd430c6d4£132edf83e9525644fe595f77ca6987£491da7524a8f5a66779bab7el3
c9cf5494e2d064105c592cf2aa332dcabc734ba5b8a8c49a0fd4”,"logFiles":[{"s3Bucket":"crfs780-
trails","s30bject":"AWSLogs/309467262965/CloudTrail/us-east-1/2018/02/19/30946726

U.S. Department of Commerce

Economics and Statistics Administration 91
U.S. CENSUS BUREAU CLOUD FORENSICS

census.gov




If you don’t have a JSON viewer, you an use Python...

[hadoop@ip-172-31-49-78 ~]$ python3.6

Python 3.6.2 (default, Nov 2 2017, 19:34:31)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-11)] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> import json

>>> data = json.loads(open("trails.json"”,"r").read())

>>> data.keys ()

dict keys([ 'awsAccountId', 'digestStartTime', 'digestEndTime', 'digestS3Bucket',
'digestS30bject’', 'digestPublicKeyFingerprint', 'digestSignatureAlgorithm',
'newestEventTime', 'oldestEventTime', 'previousDigestS3Bucket',
'previousDigestS30bject', 'previousDigestHashValue',
'previousDigestHashAlgorithm', 'previousDigestSignature', 'logFiles'])

>>> len(data["logFiles"])

46

>>> data["logFiles"][1]

{'s3Bucket': 'crfs780-trails', 's30bject': 'AWSLogs/309467262965/CloudTrail/us-
east-1/2018/02/19/309467262965 CloudTrail us-

east-1 20180219T0135Z 8bl6vp5CfHoaB2Lh.json.gz', 'hashValue':
'£4151aa6d39999c32e6a0be3adc9807839861291f75ac30d4a376698caef5230",
'hashAlgorithm': 'SHA-256', 'newestEventTime': '2018-02-19T01:30:35Z"',
'oldestEventTime': '2018-02-19T01:28:39Z'}

>>>
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We can get that file...

$ aws s3 cp s3://crfs780-trails/AWSLogs/309467262965/CloudTrail/us-
east-1/2018/02/19/309467262965 CloudTrail us-

east-1 20180219T0135Z 8bl6vp5CfHoaB2Lh.json.gz data2.json.gz
download: s3://crfs780-trails/AWSLogs/309467262965/CloudTrail/us-
east-1/2018/02/19/309467262965 CloudTrail us-

east-1 20180219T0135Z 8blé6vp5CfHoaB2Lh.json.gz to ./records.json.gz
S gunzip records.json.gz

hadoop@ip-172-31-49-78 ~]1$ python3
Python 3.6.2 (default, Nov 2 2017, 19:34:31)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-11)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import json

>>> records = json.loads(open(“records.json").read())
>>> len(records[ 'Records'])
11
>>>
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Here is one record (keys in bold)

>>> records[ 'Records'][0]

{'eventVersion': '1.05', 'userIdentity': {'type': 'AWSService', 'invokedBy':
'elasticmapreduce.amazonaws.com'}, 'eventTime': '2018-02-19T01:29:36Z', 'eventSource':
'sts.amazonaws.com', 'eventName': 'AssumeRole', 'awsRegion': 'us-east-1',
'sourceIPAddress': 'elasticmapreduce.amazonaws.com', 'userAgent’':
'elasticmapreduce.amazonaws.com', 'requestParameters': {'roleArn':
'arn:aws:iam::309467262965:role/EMR DefaultRole', 'roleSessionName': 'CCSSession’,
'durationSeconds': 1500}, 'responseElements': {'credentials': {'accessKeyld':
'ASTAJPGNR7QOAKKOM5HQ', 'expiration': 'Feb 19, 2018 1:54:36 AM', 'sessionToken':
'AgoGb3JpZ21uEA0aCXVzLWVhc3QtMSKAAFISKkvkNsX7M9SG1nHC/
yT6DFQDLZZ8Ek9dty2WpgQbpgPmn6TE+VLEUz1ftZPIJXrHLOOHS5RLM27GI9XIxXQXpRrrwInleeZ50yw62cp9B0O8ex
TwNViYCIsVWN3AngQqlmHwKU+WDd/mVX+c4Uu7EKYY1ijLB6pFUECW6 rHXWCWqQLyJ/
0zIgbZgHpHd7nUyaCMOzlinte450FKew/eSfvI2LIYEOOM/0Sh/X3p2/dwa5rIDwuSdxnN/
aTyTHiLTrMF54J+Z7R4zA+qV5KSeHHjS/S04MIJOELKWIO1MjpxgMd4GADIKUV/
whzREuTjqvxsQ118tvvm90coRc1LLlcd7wghgMId4d///////////
ARAAGgwzMDkONjcyNjI5SNjUiDHfHO8I1YigjkzXwOyraAu/Xisb8QiIzgl3/JG81uLwS1tEw/
QFuqgtPNQOpJ7s0z6m3DMubsEOOc6E6HEJThNf9VMRjrNsgEH2JuMPG9TzDgjFivoc9X2QEH3SWrK68E7waPTH+35
6ngIueXWiLiatJiWCEUS526URB78kQyvC2KdYaTDnmtgml4/3fM98a+eV3iRBwIGrz1+RGvZ20Z29Sm+RgFOtMtLc
MYEIHo5gqn6odJpid4wIF+qdtkl/Qp/
Unylqf1FJJO0E80oemhcwIFr23ROIBDNWIc71NK+MEYWZES5XaXSF3J71g9IH74X1w0O5dScPEipiKUJKTTXoxbUk5v
USbPWMI9FWeKYtbGHRovOk jaDRqgD5y5ehiF2gqF8mDBXLZ2F1W0HaktfC1lwnZ6GKznVGYCTzJsa2R3/EG/
dgx6YaZXRoOutlijlMPtAg+azHhhVIBjGiMtL9PKFXwCN3jh7ENwY1lyJZvIwgNGolAU="},
'assumedRoleUser': {'assumedRoleId': 'AROAILDJTGTBO4WIJMRFDS:CCSSession', 'arn':
'arn:aws:sts::309467262965:assumed-role/EMR DefaultRole/CCSSession'}}, 'requestID':
'58b0al75-1514-11e8-9166-8b01e23al6a9', 'eventID': '6bc67694-fef9-4f49-85e3-

efdbbcb0d855', 'resources': [{'ARN': 'arn:aws:iam::309467262965:role/EMR DefaultRole',
‘accountId': '309467262965', 'type': 'AWS::IAM::Role'}], 'eventType': 'AwsApiCall’,
'recipientAccountId': '309467262965', 'sharedEventID': '692le72e-aadc-4336-

a822-928ea82f2c3a'}
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Working with CloudTrails
—If you can avoid it, don’t write your own analysis tools

Amazon partners have tools for processing CloudTrails:
e https://aws.amazon.com/cloudtrail/partners/

Amazon Athena is an analysis platform provided by Amazon:
e https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-
dive-deep-to-analyze-security-compliance-and-operational-activity/

Amazon Glue and QuickSight also provide tools:
e https://aws.amazon.com/blogs/big-data/streamline-aws-cloudtrail-log-
visualization-using-aws-glue-and-amazon-quicksight/

Multiple Amazon Blog entries:
¢ https://aws.amazon.com/blogs/mt/category/management-tools/aws-
cloudtrail/
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Amazon Athena

Start querying data instantly. Get results in seconds. Pay only for the queries you run.

Get Started with Amazon Athena

Product Details Pricing Getting Started FAQs Documentation Big Data Blog

Amazon Athena is an interactive query service that makes it easy to analyze data in Amazon S3 using standard SQL.
Athena is serverless, so there is no infrastructure to manage, and you pay only for the queries that you run.

Athena is easy to use. Simply point to your data in Amazon S3, define the schema, and start querying using standard SQL.
Most results are delivered within seconds. With Athena, there's no need for complex ETL jobs to prepare your data for

analysis. This makes it easy for anyone with SQL skills to quickly analyze large-scale datasets.
Display a menu
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Amazon Athena looks like SQL...
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Querying AWS CloudTrail Logs - Amazon Athena
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Amazon Athena

User Guide
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0 What is Amazon Athena?
Release Notes

0 Setting Up

0 Getting Started
Integration with AWS Glue

Connecting to Amazon Athena with
ODBC and JDBC Drivers

Security
Working with Source Data

Querying Data in Amazon Athena
Tables

Querying Geospatial Data

& Querying AWS Service Logs
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T-—--%Use | © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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English v

of these fields, use JSON_EXTRACT functions. For more information, see Extracting Data From
JSON.

@
CREATE EXTERNAL TABLE cloudtrail_logs (
eventversion STRING,
userIdentity STRUCT<
type:STRING,
principalid:STRING,
arn:STRING,
accountid:STRING,
invokedby:STRING,
accesskeyid:STRING,
userName:STRING,
sessioncontext:STRUCT<
attributes:STRUCT«
mfaauthenticated:STRING,
creationdate:STRING>,
sessionIssuer:STRUCT<
type:STRING,
principalId:STRING,
arn:STRING,
accountId:STRING,
userName:STRING>>>,
eventTime STRING,
eventSource STRING,
eventName STRING,
awsRegion STRING,
sourceIpAddress STRING,
userAgent STRING,
errorCode STRING,
errorMessage STRING,
requestParameters STRING,
responseElements STRING,

Did this page help you? @ Yes No 3 Feedback




Once you have a the tables created, you can SQL away!

SELECT
useridentity.arn,
eventname,
sourceipaddress,
eventtime

FROM cloudtrail logs

LIMIT 100;

Pricing:
e $5 per TB of data scanned
e Can scan CloudTrails, text files, Parquet files. and more.
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Other options: AWS Glue & Quicksight

(and

splunk, too!)
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Visualize AWS Cloudtrail L... ’ AWS CloudTrail Amazon QuickSight Now S... Querying AWS CloudTrail L... AWS CloudTrail - Splunk ’ New AWS Big Data Blog P... ‘ +
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Blog Home

‘ | Display a menu

Category v Edition ~ Follow ~ Search Blogs Q

AWS Big Data Blog

Visualize AWS Cloudtrail Logs using AWS Glue and Amazon Quicksight

by Luis Caro Perez | on 10 NOV 2017 | in Amazon Athena*, Amazon QuickSight*, AWS CloudTrail*, AWS Glue* | Permalink | ® Comments | # Share

Being able to easily visualize AWS CloudTrail logs gives you a better understanding of how your AWS infrastructure is being used. It can also help you
audit and review AWS API calls and detect security anomalies inside your AWS account. To do this, you must be able to perform analytics based on your
CloudTrail logs.

In this post, | walk through using AWS Glue and AWS Lambda to convert AWS CloudTrail logs from JSON to a query-optimized format dataset
in Amazon S3. | then use Amazon Athena and Amazon QuickSight to query and visualize the data.

Solution overview

To process CloudTrail logs, you must implement the following architecture:

L R SIS ¢ * B

S3 log files Lambda Funceon 83 files DATA CATALOG GLUE 83 files DATA CATALOG Athena Quick Sight
Several Folders log fles Crawler ™ Parquet format Crawler Query Visualization
json.gz format Single Folder compressed
json.gz Format

CloudTrail delivers log files in an Amazon S3 bucket folder. To correctly crawl these logs, you modify the file contents and folder structure using an
Amazon S3-triggered Lambda function that stores the transformed files in an S3 bucket single folder. When the files are in a single folder, AWS Glue
scans the data, converts it into Apache Parquet format, and catalogs it to allow for querying and visualization using Amazon Athena and Amazon
QuickSight.

ureau census.gov




QuickSight can log to CLoudTralil...

Amazon QuickSight Now Supports Audit Loggi... } Querying AWS CloudTrail Logs - Amazon Athena AWS CloudTrail - Splunk New AWS Big Data Blog Post: Analyze Secur...
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Build a social media Amazon QuickSight Audit Amazon Aurora Visualize AWS Cloudtrail Amazon QuickSight Adds = Use Amazon QuickSight
dashboard using machine = Update — Geospatial Database Logs for Logs using AWS Glue and = Support for Combo Federated Single Sign-On
learning and Bl services Visualization, Private VPC = Connections, Query Amazon Quicksight Charts and Row-Level with Amazon Cognito

Access, and More Patterns, and More, using Security User Pools
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Amazon Athena and
Amazon QuickSight

AWS Big Data Blog

Amazon QuickSight Now Supports Audit Logging with AWS CloudTrail

by Jose Kunnackal | on 28 APR 2017 | in Amazon QuickSight* | Permalink | #® Comments | # Share

We launched Amazon QuickSight to democratize BI. Our goal is to make it easier and cheaper to roll out advanced business analytics capabilities to
everyone in an organization. Overall, this enables better understanding of business, and allows faster data-driven decisions in an organization. In the
past, the ability to share data presented an administrative challenge - that of knowing who has access to what data. Solving this problem ensures
compliance with policies, and also provides an opportunity for businesses to see how employees use data to drive crucial decisions.

Today, we are happy to announce support for AWS CloudTrail in Amazon QuickSight, which allows logging of QuickSight events across an AWS account.
Whether you have an enterprise setting or a small team scenario, this integration will allow QuickSight administrators to accurately answer questions
such as who last changed an analysis, or who has connected to sensitive data. With CloudTrail, administrators have better governance, auditing and risk
management of their QuickSight usage

You can get started with CloudTrail with just a few clicks. Any AWS account that is enabled for CloudTrail will automatically see QuickSight activity
included in the CloudTrail logs. When enabled, CloudTrail starts logging events including:

e Account subscribe/unsubscribe
e Data source create/update/delete
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Start today for free

Pub/Sub Messaging Mobile Notifications Product Details Getting Started FAQs

Pricing

Amazon Simple Notification Service (SNS) is a flexible, fully managed pub/sub messaging
and mobile notifications service for coordinating the delivery of messages to subscribing
endpoints and clients. With SNS you can fan-out messages to a large number of
subscribers, including distributed systems and services, and mobile devices. It is easy to set

httpsy//aws.amazon.comysneloeting started) - ~~*===*~all your endpoints — at any scale. You can get v
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| SNS dashboard ¢
Topics

Applications

Subscriptions

Text messaging (SMS)
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SNS dashboard

Common actions

Create topic

Create a communication channel to send messages and
subscribe to notifications

Create platform application
Create a platform application for mobile devices

Create subscription

Subscribe an endpoint to a topic to receive messages
published to that topic

Publish message
Publish a message to a topic or as a direct publish to a
platform endpoint

Publish text message (SMS)

Publish a text message to a phone number

© 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Oregon ~ Support ~

Resources

You are using the following Amazon SNS resources in the

us-west-2 region:
Topic
Subscriptions
Applications
Endpoints

o O O O

More info

Getting started
Documentation
API reference
Forums
Service health

Privacy Policy
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Create new topic

A topic name will be used to create a permanent unique identifier called an Amazon Resource Name (ARN).

Topic name AWSLogs

Display name AWSLogs ’ o

Cancel Create topic

L
‘ e n S u S Economics and Statistics Administration - 1
U.S. CENSUS BUREAU CLOUD = FORENSICS 03

eassssssssm Bureau census.gov



AWS EFS

C United States®

ensus

cassssssssse Bureau

U.S. Department of Commerce
Economics and Statistics Administration

U.S. CENSUS BUREAU
census.gov




Options for storing forensic data results:

EBS — Elastic Block Store
e \Very fast
e Read/write on a single VM at a time
¢ Snapshot capability
e Restricted to an availability zone within a region

S3 — Simple Storage Service
e Stores objects, logfiles, etc.
¢ Integrates with Amazon Athena
e Doesn’t have file permissions

EFS — Elastic File System
e A consistent read-write file system
e Can be mounted on many servers at once
e Works across availability zones
e NFS4 (Network File System) interface
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Amazon Elastic File System (EFS)

Amazon EFS provides file storage for use with your EC2 instances.

Create file system

Getting started guide

ﬂ
(¢ =

Create Access Manage
Create an Amazon EFS file system to store your files in the Write files to and read files from your Amazon EFS file system by You can easily administer your file system using the Amazon EFS
Amazon cloud. A file system grows and shrinks automatically using the NFSv4 protocol. Any number of EC2 instances can console, CLI, and SDK.
with the files you put in, and you pay only for what you use. work with your file system at the same time, and your instances

can be in multiple Availability Zones in a region.

Elastic File System documentation & support

Getting started guide | Documentation | Support | Forums

Terms of Use

@ Feedback (@ English (US)

© 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Policy

Read the documentation:

e https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
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Create file system

| Step 1: Configure file system access Configure file system access

Step 2: Configure optional settings An Amazon EFS file system is accessed by EC2 instances running inside one of your VPCs. Instances connect to a file system by using a network

Step 3: Review and create interface called a mount target. Each mount target has an IP address, which we assign automatically or you can specify.

VPC | ypc-1aaba062 (default)y | ©

Create mount targets

Instances connect to a file system by using mount targets you create. We recommend creating a mount target in each of your VPC's Availability Zones
so that EC2 instances across your VPC can access the file system.

Availability Zone Subnet O 1P address (i) Security groups i
v us-east-1a subnet-e22613a9 (default) ~ Automatic &' sg-29f4f65d - default *
v us-east-1b subnet-e51676b8 (default) Automatic &' sg-29f4f65d - default *
v us-east-1c subnet-92c892f6 (default) ~ Automatic #' sg-29f4f65d - default *
v us-east-1d subnet-90523ebf (default) ~ Automatic &' sg-29f4f65d - default *
v us-east-1e subnet-66324259 (default) ~ Automatic &' sg-29f4f65d - default *
v us-east-1f subnet-ec31cced (default) ~ Automatic &' sg-29f4f65d - default *

| Cancel Next Step
Un e
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You must use security groups to restrict access to your access
points.

Create mount targets

Instances connect to a file system by using mount targets you create. We recommend creating a mount target in each of your VPC's Availability Zones
so that EC2 instances across your VPC can access the file system.

Availability Zone Subnet O P address e Security groups i
v us-east-1a subnet-e22613a9 (default) ~ Automatic & sg-29f4f65d - default *
v us-east-1b subnet-e51676b8 (default) ~ Automatic # sg-29f4f65d - default *
v us-east-1c subnet-92c892f6 (default) ~ Automatic &' sg-29f4165d - default *
v us-east-1d subnet-90523ebf (default) ~ Automatic # sg-29f4f65d - default *
v us-east-1e subnet-66324259 (default) ~ Automatic &' sg-29f4f65d - default *
v us-east-1f subnet-ec31cce3 (default) ~ Automatic # sg-29f4f65d - default *

Cancel Next Step



| created a SLG Analysis security group

| manually added to it the IP address of each of my VMs.
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) EC2

Create Security Group .01, T4
4

'11 Filter by tags and attributes or search by keyword

Name v

Demo01

Group ID

sg-19cdb26e
sg-29f4f65d

sg-2a84595¢
sg-2d373959
$g-74498502
sg-91bec9e6
sg-c59459b3
sg-f0c5ba87

sg-f68a4780

Security Group: sg-74498502

Description Inbound Outbound
Edit
Type (i Protocol
Custom TCP Rule TCP

5 EMR

Tags

-

Group Name

ElasticMapReduce-master

default

launch-wizard-13

Demo01-WebServerSecurity...

SLG Analysis

open

launch-wizard-11

ElasticMapReduce-slave

launch-wizard-12

Port Range

0

VPC ID

vpc-1aaba062
vpc-1aaba062
vpc-1aaba062
vpc-1aaba062
vpc-1aaba062
vpc-1aaba062
vpc-1aaba062
vpc-1aaba062
vpc-1aaba062

[\ sgarfin2@gmu.edu ~

~ Description

Master group for Elastic MapReduce created on 2018-02-13T00:57

default VPC security group

N. Virginia ~

Q O & 0

1to90f9

Support ~

launch-wizard-13 created 2018-03-03T09:49:33.380-05:00

Enable connection from your IP

For bulk_extractor analysis

open

launch-wizard-11 created 2018-03-03T09:45:17.235-05:00

Slave group for Elastic MapReduce created on 2018-02-13T00:57:£

launch-wizard-12 created 2018-03-03T09:47:39.379-05:00

Source (i

172.31.26.133/32

Description (i

-
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Now, create the EFS with my added security group

® © ® | @ Elastic File System Managem« x ' & What Is Amazon Elastic File S\ X { 'z Mounting Automatically - Am X { | EC2Management Console X ' GMU

& C {) | & Secure | https://console.aws.amazon.com/efs/home?region=us-east-1#/wizard/1 Q % ©
i Apps [@ [D CFRS780 [X Discussion Board -.. [E] Schedule 1§ AWS EC2 EMR ) EC2 Instance Pricing... i $8 E5 GMU

Services ~ Resource Groups ~ : [\ sgarfin2@gmu.edu ~  N.Virginia ~  Support ~

Create file system

| Step 1: Configure file system access Conﬁgure file system access

Step 2: Configure optional settings An Amazon EFS file system is accessed by EC2 instances running inside one of your VPCs. Instances connect to a file system by using a network interface

Step 3: Review and create called a mount target. Each mount target has an IP address, which we assign automatically or you can specify.

VPC | ypc-1aaba062 (default) S i )

Create mount targets

Instances connect to a file system by using mount targets you create. We recommend creating a mount target in each of your VPC's Availability Zones so that
EC2 instances across your VPC can access the file system.

Availability Zone Subnet O P address (i) Security groups (i)

sg-29f4f65d - default *

v us-east-1a subnet-e22613a9 (default) ~ Automatic 4
$g-74498502 - SLG Analysis *
sg-29f4f65d - default *

v us-east-1b subnet-e51676b8 (default) ~ Automatic #
sg-74498502 - SLG Analysis *
sg-29f4f65d - default *

v us-east-1c subnet-92c892f6 (default) ~ Automatic ¢
$g-74498502 - SLG Analysis *
sg-29f4f65d - default *

v us-east-1d subnet-90523ebf (default) ~ Automatic &'
$g-74498502 - SLG Analysis *
sg-29f4f65d - default *

v us-east-1e subnet-66324259 (default) ~ Automatic #
$g-74498502 - SLG Analysis *
sg-29f4f65d - default *

v us-east-1f subnet-ec31cce3 (default) ~ Automatic 4

sg-74498502 - SLG Analysis * ||

United § Cancel
ens e RENSICS

eassssssssmm Bureau census.gov
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My file system info:

Name File system ID

® v fs-1a3ac552

Other details
Owner ID
Life cycle state

Performance mode

Encrypted

File system access

DNS name

309467262965

Available

Metered size
6.0 KiB

General Purpose

No

fs-1a3ach52.efs.us-east-1.amazonaws.com @

Amazon EC2 mount instructions
AWS Direct Connect mount instructions

Mount targets
Availability
VPC Zone

us-east-1c
us-east-1e
us-east-1a

vpc-1aaba062
(default) us-east-1d
us-east-1b
Unite us-east-1f

Cen

Subnet
subnet-92c892f6 (default)

subnet-66324259
(default)

subnet-e22613a9
(default)

subnet-90523ebf
(default)

subnet-e51676b8
(default)

subnet-ec31cce3
(default)

Number of mount targets
6
Tags
No tags added
IP address Mount target ID
172.31.10.234 fsmt-
31589779
172.31.51.122 fsmt-
3358977b
172.31.23.151 fsmt-
3658977¢e

172.31.82.201

172.31.44.94

172.31.69.36

fsmt-3f589777

fsmt-
9589781

fsmt-
cb589783

Creation date

2018-03-03T21:27:12Z

Manage tags

Manage file system access

Network interface Security Life cycle

ID groups state
eni-3a715cba Creating
eni-29a76493 Creating
eni-3b82d622 Creating
eni-49a05186 Creating
eni-cae9091b Creating
eni-1811f2bd Creating
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Mount the file system

$ sudo yum install -y nfs-utils

$ df

Filesystem 1K-blocks Used Available Use% Mounted on
devtmpfs 72071020 84 72070936 1% /dev

tmpfs 72080004 0 72080004 0% /dev/shm

/dev/nvmeOnlpl 8123812 1075712 6947852 14% /

/dev/nvmelnl 82438832 3356568 74871576 5% /mnt

$ sudo mkdir /efs

S sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2
fs-la3ac552.efs.us-east-1.amazonaws.com:/ /efs

S df -h
Filesystem Size Used Avail Use% Mounted on
devtmpfs 69G 88K 69G 1% /dev
tmpfs 69G 0 69G 0% /dev/shm
/dev/nvmeOnlpl 7.86 1.1G 6.7G 14% /
/dev/nvmelnl 79G 3.3G 72G 5% /mnt
fs-la3ac552.efs.us-east-1.amazonaws.com:/ 8.0E 0 8.0E 0% /efs
$
UnitEd StatES® U.S. Department of Commerce
Economics and Statistics Administration
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You can set the file system to mount on reboot.
Be careful — if you damage /etc/fstab, the system won’t boot!

Add the boot instructions to the /etc/fstab

S sudo bash
# cat >> /etc/fstab

fs-la3ac552.efs.us-east-1.amazonaws.com:/ /efs nfs4
nfsvers=4.1,rsize=1048576 ,wsize=1048576,hard, timeo=600,retrans=2, netdev 0 O
~d

and test:

# umount /efs
# mount /efs

# df -h
Filesystem Size Used Avail Use% Mounted on
devtmpfs 69G 88K 69G 1% /dev
tmpfs 69G 0 69G 0% /dev/shm
/dev/nvmeOnlpl 7.86 1.1G 6.7G 14% /
/dev/nvmelnl 79G 7.3G 68G 10% /mnt
fs-la3ac552.efs.us-east-1.amazonaws.com:/ 8.0E 0 8.0E 0% /efs
#
United States® U.S. Department of Commerce
Economics and Statistics Administration
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Running bulk_extractor in AWS

United StateS® U.S. Department of Commerce

‘ e n S u S Economics and Statistics Administration
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There is no reason to run bulk extractor on a small machine.

® O EC2 Management Console X GMU

& C () | & Secure | https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#LaunchinstanceWizard: @ % @

::° Apps [ LD CFRS780 [N Discussion Board -... Schedule [ AWS EC2 EMR {9 EC2 Instance Pricing... i $$ E3GMU

Resource Groups ~ J EC2 » EMR C [\ sgarfin2@gmu.edu ~  N.Virginia ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

ATIHITI Al PUl PUDT L. 1aryc < o cCoo vy - LUW WU vivuoiale e

General purpose t2.xlarge 4 16 EBS only - Moderate Yes
General purpose t2.2xlarge 8 32 EBS only - Moderate Yes
General purpose mb.large 2 8 EBS only Yes Up to 10 Gigabit Yes
General purpose mb.xlarge 4 16 EBS only Yes Up to 10 Gigabit Yes
General purpose mb.2xlarge 8 32 EBS only Yes Up to 10 Gigabit Yes
General purpose mb.4xlarge 16 64 EBS only Yes Up to 10 Gigabit Yes
- General purpose m5.12xlarge 48 192 EBS only Yes 10 Gigabit Yes
General purpose mb5.24xlarge 96 384 EBS only Yes 25 Gigabit Yes
General purpose m4.large 2 8 EBS only Yes Moderate Yes
General purpose mé4.xlarge - 16 EBS only Yes High Yes
Cancel @ Previous Next: Configure Instance Details

@ Feedback (3 English (US) © 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy  Terms of Use

CUIllted StateS® U.S. Department of Commerce

Economics and Statistics Administration
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The spot advisor is a useful tool for finding spot instances.

® O I EC2 Management Console X GMU

& C 1) | & Secure | https://console.aws.amazon.com/ec2sp/v1/spot/advisor?region=us-east-1 Q % O©

% Apps [ [D CFRS780 [ Discussion Board -... Schedule [ AWS EC2 EMR ) EC2 Instance Pricing... i $$ [£3GMU

Resource Groups ~ ) _ Q sgarfin2Z@gmu.edu ~ N. Virginia ~ Support ~

Spot Advisor Cancel

What kind of application or task will these instances support?

v Default Web Service MapReduce job
Obtain instances of a consistent Secure and maintain capacity Acquire low-cost, single AZ
CPU/memory ratio at the best using instances of a similar size to instances for your MapReduce job
price run your Web service

e.g. Hadoop, Spark, eftc.

Enter your compute specifications (minimal requirements) and we’ll recommend a fleet

vCPU Memory GiB Platform Avalilability Zone Amount required
64 s 120 4| Linux Any B S

4

Or inherit values from an instance type

Your recommended fleet

The selected instance pools will be used interchangeably to fulfill and maintain your specified compute requirements. The actual instance pools and quantities used from this fleet are dynamic to ensure
that your capacity is maintained and that your specified fulfillment priority is honored.

Instance type @ = your base compute unit Average Spot price Interruption likelihood
4 m4.16xlarge 64 VCPU, 256GiB ulx1 $0.9827/hr Low
4  c5.18xlarge 72 VCPU, 144GiB (U] x1 $1.0953/hr Low
7 r4.16xlarge 64 VCPU, 488GiB ulx1 $1.1111/hr Low

Total (18 instance pools) Availability Zones Estimated fleet price Low

+ Strong breadth of instance types to fulfill/maintain us-east-1a, us-east-1b, us-east-1c, us-east-1d, us- $1.063 /hr

your request east-1e, us-east-1f -

71% savings

‘ ‘ Configure your fleet




G bureau census.gov

Be careful! If you have a standing spot request, it will relaunch
iInstances when you terminate them.

® ® iy EC2 Management Console X GMU

& > C () | & Secure | https://console.aws.amazon.com/ec2sp/v1/spot/home?region=us-east-1# Q w @

i Apps [@ [Q CFRS780 [X Discussion Board -... Schedule g AWS EC2 EMR @ EC2 Instance Pricing... i $$ [E5 GMU

Resource Groups ~ J EC2 » EMR C sgarfin2@gmu.edu ~  N. Virginia ~  Support ~
EC2 Dashboard Request Spot Instances Spot Advisor Actions ~ Pricing History < &
Events
Tags Y Request type: all+ State:all+ Search by keyword « < Viewing 1to1of 1requests > »
Reports
Limits Request Id Request type Instance type State Capacity Status Persistence Created !
sir-zdzi74bg instance t2.micro O active i-0607a3045ec9... fulfilled one-time 14 hours ago §

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Scheduled Instances
=] IMAGES

AMIs Select a Spot request above to see more details
Bundle Tasks

=] ELASTIC BLOCK STORE
Volumes

Snapshots

=] NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

=] LOAD BALANCING
Load Balancers

-[ Target Groups

=| AUTO SCALING



Hibernate interrupt behavior

stance details

Monitoring € .} Enable CloudWatch detailed monitoring
Health check €) .| Replace unhealthy instances
Interruption behavior € |
Stop r
Hibernate
User data @ e —
Instance tags €) Key Value

U.S. Department of Commerce
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Give the EC2 instance a sufficient IAM role.

Set keypair and role

Q

Key pair name §) mucha Create new key

(optional)

IAM instance profile @ EAEILESERCIMSGE ) ‘ < | Create new AV

EMR_EC2_DefaultRole

IAM fleet role @ aws-ec2-spot-fleet-tagging-role ¢*

Manage firewall rules

U.S. Department of Commerce
Economics and Statistics Administration
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Here is standing request creates the analysis VM.

® © ® /@ ec2 Management Console X GMU

& C {3} | & Secure | https://console.aws.amazon.com/ec2sp/v1/spot/dashboard?region=us-east-1&requestld=sfr-8807fbf6-fdff-48a0-9b69-c0456192d8 2f Q % @

i Apps [ [D CFRS780 [X Discussion Board -... Schedule [ AWS EC2 EMR ) EC2 Instance Pricing... i $8 [£3 GMU

Resource Groups ~ " 2 sgarfin2Z@gmu.edu ~ N. Virginia ~ Support ~
EC2 Dashboard et Bl Spot Advisor | Actions ~ Pricing History 2|l
Events
Tags Y Requesttype:all~ State:all~ Search by keyword « < Viewing 1to 2 of 2requests > »
Reports
Limits Request Id Request type Instance type State Capacity Status Persistence Created Max price
. ¢/ » sfr-8807fbf6-fdff-48... fleet m4.16xlarge,c5....  submitted 0of1 maintain afew seconds a... $4.256
= |
Instances sir-zdzi74bg instance t2.micro ) active i-0607a3045ec9... fulfilled one-time 14 hours ago $0.02

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

= IMAGES
AMis Request Id: sfr-8807fbf6-fdff-48a0-9b69-c0456192d82f
Bundle Tasks S
Description Instances History Auto Scaling
=] ELASTIC BLOCK STORE
Volumes Requestid @  sfr-8807fbf6-fdff-48a0-9b69-c0456192d82f Maxprice @  $4.256
Snapshots
Request type € fleet Persistence € maintain
=/ NETWORK & SECURITY
:06: i h
Security Groups Created 3/3/2018, 10:06:30 AM Key pair name € mucha
Elastic IPs State submitted IAM role @ Bulk_Extractor_Experiment
Placement Groups Status EBS-optimized €@ no
Key Pairs
Target capaci 1 Monitorin no
Network Interfaces e pacity @ 90
Allocation strategy @ diversified Health check @ no
=] LOAD BALANCING
Load Balancers Instance type(s) m4.16xlarge $3.83, c5.18xlarge $3.06, r4.16xlarge $4.256 Tenancy € default
Target Groups AMIID @ ami-55ef662f Interruption behavior €  terminate
=] AUTO SCALING Subnet @ subnet-66324259,subnet-80523ebf,subnet-ec31cce3,subnet- Classic load balancers € -
Launch Configurations 92c892f6,subnet-e22613a9,subnet-e51676b8

Target groups -
‘ Auto Scaling Groups _ rget groups €@
U.S. CENSUS BUREAU
(M Bureau census.gov



The request is submitted, and a VM has been created.

| NON I EC2 Management Console

< cC 0

% Apps [ [ CFRS780 [ Discussion Board -... Schedule [ AWS EC2
-\,

=

S —

X

GMU

Resource Groups ~

EMR ) EC2 Instance Pricing... [l $$ GMU

@ Secure | https://console.aws.amazon.com/ec2sp/v1/spot/dashboard?region=us-east-1&requestid=sfr-8807fbf6-fdff-48a0-9b693-c0456192d82f

[\  sgarfin2@gmu.edu ~

N. Virginia ~  Support ~

EC2 Dashboard
Events
Tags
Reports
Limits

=| INSTANCES
Instances
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

= IMAGES
AMIs
Bundle Tasks

=] ELASTIC BLOCK STORE
Volumes

Snapshots

=/ NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

=] LOAD BALANCING
Load Balancers

Target Groups

=] AUTO SCALING
Launch Configurations
Auto Scaling Groups

Request Spot Instances Spot Advisor

Actions ~ Pricing History

Y Request type: all+ State: all+ Search by keyword

Request Id

sir-wssr6a6h

sir-zdzi74bg

Request type
¢/ « sfr-8807fbf6-fdff-48... fleet
instance

instance

Instance type State Capacity

m4.16xlarge,c5....  submitted 0 of 1

c5.18xlarge ) active i-0d1ab43350cd...

t2.micro ) active i-0607a3045ec9...

Request Id: sfr-8807fbf6-fdff-48a0-9b69-c0456192d82f

Description Instances

Requestid @
Request type €
Created

State

Status

Target capacity €@
Allocation strategy @
Instance type(s)
AMIID @

Subnet €

IAM fleet role €

History

Auto Scaling

sfr-8807fbf6-fdff-48a0-9b69-c0456192d82f
fleet
3/3/2018, 10:06:30 AM

submitted

y
diversified

m4.16xlarge $3.83, c5.18xlarge $3.06, r4.16xlarge $4.256
ami-55ef662f

subnet-66324259,subnet-90523ebf,subnet-ec31cce3,subnet-
92c89216,subnet-e22613a9,subnet-e51676b8

aws-ec2-spot-fleet-tagging-role

< | =

&« < Viewing 1to2of 2requests > »

Status Persistence
maintain
fulfilled persistent
fulfilled one-time
Max price @
Persistence €

Key pair name €

IAM role @
EBS-optimized @
Monitoring €

Health check @

Tenancy €

Interruption behavior €)
Classic load balancers €

Target groups €

Created Max price

afew seconds a... $4.256

a minute ago $3.06
14 hours ago $0.02
$4.256
maintain
mucha

Bulk_Extractor_Experiment
no
no
no

default

terminate
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Iscpu shows that this instance has 72 CPUs!

[ec2-user@ip-172-31-26-133 ~]$ lscpu

Architecture:
CPU op-mode(s):
Byte Order:
CPU(s):

On-line CPU(s) list:

Thread(s) per core:
Core(s) per socket:
Socket(s):

NUMA node(s):
Vendor ID:

CPU family:

Model:

Model name:
Stepping:

CPU MHz:

BogoMIPS:
Hypervisor vendor:

Virtualization type:

LLl1d cache:
L1i cache:
L2 cache:
L.3 cache:
NUMA nodeO CPU(s):
NUMA nodel CPU(s):

x86 64
32-bit, 64-bit
Little Endian
72

0-71

2

18

2

2
Genuinelntel
6

85

Intel(R) Xeon(R) Platinum 8124M CPU @ 3.00GHz

3

3000.000
6000.00
KVM

full

32K

32K

1024K
25344K
0-17,36-53
18-35,54-71

[ec2-user@ip-172-31-26-133 ~]$
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The IAM Role works:
No configuration required for ‘aws’ command!

[ec2-user@ip-172-31-26-133 ~]1$ aws s3 1ls

2018-02-24 18:28:03 aws-athena-query-results-309467262965-us-east-1
2018-02-13 02:31:54 aws-10gs-309467262965-us-east-1

2018-02-19 00:39:21 cfrs780

2018-02-19 00:55:04 crfs780-trails

[ec2-user@ip-172-31-26-133 ~]$ 1ls -al .aws

ls: cannot access .aws: No such file or directory
[ec2-user@ip-172-31-26-133 ~]1$ aws s3 cp s3://cfrs780/bin/bulk_extractor
bulk_ extractor

download: s3://cfrs780/bin/bulk extractor to ./bulk extractor

U.S. Department of Commerce
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Change the hostname to make identifying the hosts easier

[ec2-user@ip-172-31-26-133 ~]$ sudo hostname beefy
[ec2-user@ip-172-31-26-133 ~]$ logout

Connection to 107.23.131.99 closed.

[Dance ~ 10:19:54]S ssh -A ec2-user@107.23.131.99

Last login: Sat Mar 3 15:16:22 2018 from 68.33.78.230

| _ )
|« / Amazon Linux AMI

N

https://aws.amazon.com/amazon-linux-ami/2017.09-release-notes/
6 package(s) needed for security, out of 12 available

Run "sudo yum update" to apply all updates.

[ec2-user@beefy ~]$
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Performing an experiment with bulk_extractor and EC2

United States® |us.pe p artment of Comme
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Experimental design: are we getting clean EBS boot volumes?

Experimental outline:
e Create VMs with 40GB, 100GB and 1000GB boot volumes
e Specify that volumes are to be kept after machine termination.
e Terminate each machine after boot
e Attach the volumes to a “beefy” VM
e Run bulk_extractor on each volume, storing the results in a single file system.
e Compare the results.
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Wrong availability zone...

$ zone="curl -s http://169.254.169.254/latest/meta-data/placement/availability-
zone

$ region="echo $zone | sed s/.$//°

$ id="curl -s http://169.254.169.254/latest/meta-data/instance-id"

$ aws ec2 attach-volume --device /dev/sdf --instance-id $id --region $region --
volume-id vol-08baaf673£f8051ab6

An error occurred (InvalidVolume.ZoneMismatch) when calling the AttachVolume
operation: The volume 'vol-08baaf673f805l1lab6' is not in the same availability
zone as instance 'i-0dlab43350cd3elee’

[ec2-user@beefy ~]$
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To move a volume to a different availability zone:
Create a snapshot, and create a volume from the snapshot.

[ec2-user@beefy ~]$ aws ec2 create-snapshot --description stats_ snap --volume-id
vol-08baaf673£f8051ab6 --region Sregion

{
"Description”: "stats snap",
"Tags": [],
"Encrypted": false,
"VolumeId": "vol-08baaf673f8051abé6",
"State": "pending",
"VolumeSize": 80,
"StartTime": "2018-03-03T15:24:36.000z2",
"Progress": "",
"OwnerId": "309467262965",
"SnapshotId": "snap-0fa3clOefa5cdadef”
}

[ec2-userl@beefy ~]$ aws ec2 create-volume --availability-zone $zone --region
Sregion --snapshot-id snap-0fa3clOefa5cdadef
{
"AvailabilityZone": "us-east-1la",
"Encrypted": false,
"VolumeType": "standard",
"VolumeId": "vol-07ac3927385281d53",
"State": "creating",
"SnapshotId": "snap-0fa3clOefaS5cdadef"”,
"CreateTime": "2018-03-03T15:27:30.96272",
"Size": 80
}
[ec2-user@beefy ~]$
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Now we can attach the volume

[ec2-user@beefy ~]$ aws ec2 attach-volume --device /dev/sdf --instance-id $id --

region S$region --volume-id vol-07ac3927385281d53

{

"AttachTime":
"InstanceId":

"VolumeId":

"State":

"Device":

}

"2018-03-03T15:28:08.830Z2",
"i-0dlab43350cd3elee”,

"attaching",
"/dev/sdf"

[ec2-user@beefy ~]$ 1ls -1 /mnt/
total 28
-rw-r—--r-- 1

drwxr-xr-x 5
drwxr-xr-x 5
drwxr-xr-x 5
[ec2-user@beefy ~]$

CUnited States®
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root
root
root
root
root

root
root
root
root
root
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16384
4096
4096
4096

Mar
Mar
Mar
Mar
Mar

w W w ww

14:

02

"vol-07ac3927385281d53",

57 0_VOLUME FOR STATS
222
02:
03:
03:

35
08
21

lost+found
vin_expl
vin_exp2
vin_exp3
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Now attach the volumes for the 40GB, 100GB and 1000GB

All needed to be moved to the availability zone of the beefy:

S aws ec2 create-volume --availability-zone $zone --region Sregion --snapshot-id
snap-0e0bfd05ae61cc002

S aws ec2 create-volume --availability-zone $zone --region Sregion --snapshot-id
snap-07£508ledb3e0£f6c5

S aws ec2 create-volume --availability-zone $zone --region Sregion --snapshot-id
snap-0e70b2b58d662e10b

$ aws ec2 attach-volume --device /dev/sdi --instance-id $id --region $region --volume-id
vol-0a9d462b1£4229dcd

$ aws ec2 attach-volume --device /dev/sdj --instance-id $id --region $region --volume-id
vol-0c7e4831leale04585

$ aws ec2 attach-volume --device /dev/sdk --instance-id $id --region $region --volume-id
vol-04297e43473766836

Don’t mount them!
[ec2-userl@beefy ~]$ df -h

Filesystem Size Used Avail Use% Mounted on

devtmpfs 69G 84K 69G 1% /dev

tmpfs 69G 0 69G 0% /dev/shm
/dev/nvmeOnlpl 7.8G 1.1G 6.7G 14% /

/dev/nvmelnl 79G 1.7G 73G 3% /mnt

[ec2-user@beefy ~]$ 1ls -1 /mnt/

total 28

-rw-r--r-- 1 root root 0 Mar 3 14:57 0 _VOLUME FOR STATS
drwx-----—- 2 root root 16384 Mar 3 02:22 lost+found

[ec2-userl@beefy ~]$
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Get the docs for create-volume

https://docs.aws.amazon.com/cli/latest/search.htmi

® © ® /| search — AWS CLI 1.14.50 Cc x\D oMy

& C 1) | & Secure | https://docs.aws.amazon.com/cli/latest/search.html?q=create+volume&check_keywords=yes&area=default w @
::: Apps CFRS780 Discussion Board -... Schedule @ AWS &7 EC2 &7 EMR W EC2 Instance Pricing... i 88 [£5GMU
AWS CLI Command Reference Home  UserGuide Forum  GitHub () star 6,090

1L
“iramazon Search
“F web services , _
From here you can search these documents. Enter your search words into the box below and click
Feedback "search". Note that the search function will automatically search for all of the words. Pages containing fewer
words won't appear in the result list.

Did you find this page useful?

Do you have a suggestion? create volume

Give us feedback or send us a
pull request on GitHub.

User Guide Searching..
See. the User Guide for help ...nd establishes the bid price for the instances. * **[EbsConfiguration]'* - Specifies additional
getting started. Amazon EBS storage volumes attached to EC2 instances using an inline JSON structure. *

“[AutoScalingPolicy]’" - Specifies an automati...

(5] add-tags-to-resource
...u can add tags to the following AWS Storage Gateway resources: * Storage gateways of all
types * Storage Volumes * Virtual Tapes You can create a maximum of 10 tags for each
resource. Virtual tapes and storage...

[ bundle-instance
...tilon =========== Bundles an Amazon instance store-backed Windows instance. During
bundling, only the root device volume (C:\) is bundled. Data on other instance store volumes is
not preserved. .. note:: This action is not...

[ copy-image
...An identifier for the AWS Key Management Service (AWS KMS) customer master key (CMK)
( to use when creating the encrypted volume. This parameter is only required if you want to use a

mmsm olombmdd MRAALS . L bl v b i ik o eillmad Al e


https://docs.aws.amazon.com/cli/latest/search.html

Now we can run bulk extractor!

$ aws s3 cp s3://cfrs780/bin/bulk extractor bulk extractor

[ root@beefy ec2-user]# 1ls -1

total 21924

-rw-rw-r—-- 1 ecZ2-user ec2-user 22450072 Mar 3 02:04 bulk extractor
[root@beefy ec2-user]# chmod +x bulk extractor

[ root@beefy ec2-user ]#

[root@beefy ec2-user]# ./bulk extractor -o /mnt/vm_40G -e wordlist /dev/sdi
bulk extractor version: 1.6.0-dev

Hostname: beefy

Input file: /dev/sdi

Output directory: /mnt/vm 40G

Disk Size: 42949672960

Threads: 72

Attempt to open /dev/sdi

15:44:35 Offset 67MB (0.16%) Done in 0:47:28 at 16:32:03

15:44:39 Offset 150MB (0.35%) Done in 0:39:35 at 16:24:14
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Once we have results in EBS, we could copy them to S3 for safe
keeping...

[ec2-user@beefy mnt]$S du -sh .

du: cannot read directory ‘./lost+found’: Permission denied

3.2G .

[ec2-user@beefy mnt]$ time aws s3 cp --recursive . s3://cfrs780/

bulk extractor results/

warning: Skipping file /mnt/lost+found. File/Directory is not readable.
upload: ./0 VOLUME FOR STATS to s3://cfrs780/bulk extractor results/
0_VOLUME FOR_STATS

upload: vm 1000G/ether.txt to s3://cfrs780/bulk extractor results/vm 1000G/
ether.txt

upload: vm 1000G/exif.txt to s3://cfrs780/bulk extractor results/vm 1000G/
exif.txt

upload: vm 1000G/find.txt to s3://cfrs780/bulk extractor results/vm 1000G/
find.txt

upload: vm exp3/wordlist split 000.txt to s3://cfrs780/bulk extractor results/
vm_exp3/wordlist split 000.txt

upload: vm exp3/wordlist.txt to s3://cfrs780/bulk extractor results/vm exp3/
wordlist.txt

real Om31.065s
user 0m13.972s
sys Om7.476s
[ec2-user@beefy mnt]$
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We could also save the result in EFS

[ec2-user@beefy mnt]$ sudo mkdir /efs/results
[ec2-user@beefy mnt]$ sudo chown SUSER /efs/results
[ec2-user@beefy mnt]$ time cp -r * /efs/results/

Cp: cannot access

real Om50.788s

user Om0.016s
sys Om3.176s

[ec2-user@beefy mnt]$

total 32
—-rw—-Yr—--r—-—
drwx——-——---—

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

1
2

OO0 0 O O

5

ec2-user
ec2-user
ec2-user
ec2-user
ec2-user
ec2-user
ec2-user
ec2-user

[ec2-user@beefy mnt]$

‘lost+found’: Permission denied

S3 copy times:

real Om31.065s
user O0ml13.972s

sys Om7.476s
ls -1 /efs/results/

ec2-user 0 Mar
ec2-user 6144 Mar
ec2-user 6144 Mar
ec2-user 6144 Mar
ec2-user 6144 Mar
ec2-user 6144 Mar
ec2-user 6144 Mar
ec2-user 6144 Mar

21:33 0 _VOLUME FOR_STATS
21:33 lost+found

21:33 vm _1000G

21:33 vm 100G

21:34 vm _40G

21:34 vm _expl

21:34 vm_exp2

21:34 vm _exp3

W W W wWwwwww

Compared to copying to S3
¢ Slower to send data
e Easier to use data once sent
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Speed:
Let’s compare running bulk_extractor out of EBS and EFS.

$ sudo mkdir /mnt/work /efs/work

$ sudo chown $USER /mnt/work /efs/work

$ time wget -0 /mnt/work/nps-2009-domexusers.E01 \
http://downloads.digitalcorpora.org/corpora/drives/nps-2009-domexusers/

nps-2009-domexusers.EO1

| started the download...
e To /mnt/work and got 27MB/sec
e After 1GB, | started a simultaneous download to /efs/work in another window
e Download rate remained 27MB in both windows...

| ran bulk_extractor sequentially, same conditions:
e reboot
e mount file system
e run bulk_extractor from /efs/work or /mnt/work
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http://downloads.digitalcorpora.org/corpora/drives/nps-2009-domexusers/nps-2009-domexusers.E01
http://downloads.digitalcorpora.org/corpora/drives/nps-2009-domexusers/nps-2009-domexusers.E01
http://downloads.digitalcorpora.org/corpora/drives/nps-2009-domexusers/nps-2009-domexusers.E01

from /mnt (EBS)

S c¢d /mnt/work

S 1ls -al

total 4268484
X 2 ec2-user root
root

drwxXr-xXr-

drwxr-xr-x 10 root

- Irw=Irw—Ir-—-—

bulk extractor version:
ip-172-31-18-68
Input file: nps-2009-domexusers.EQ1

Hostname:

Output directory: out

Disk Size:

Threads:
2:16:06
2:16:009
2:16:11
2:16:13
2:16:15
2:16:17
2:16:20
2:16:22
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72

Offset
Offset
Offset
Offset
Offset
Offset
Offset
Offset

42949672960

67MB (0.16%) Done in

150MB
234MB
318MB
402MB
486MB
570MB
654MB
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(0.
(0.
(0.
(0.
(1.
(1.
(1.

35%)
55%)
74%)
94%)
13%)
33%)
52%)

Done
Done
Done
Done
Done
Done
Done

in
in
in
in
in
in
in

4096 Mar
4096 Mar
1l ec2-user ec2-user 4370913825 May 14
$ ~/bulk extractor -o out -e wordlist nps-2009-domexusers.EO1l

1.6.0-dev

3 21:42
3 21:40

2012 nps-2009-domexusers.EQ1

0:38:19 at 02:54:25

O O O O O O O

:30:
:26:
:23:
222
221
221
:20:

14
31
54
47

:50
222

44

at
at
at
at
at
at
at

02:
02:
02:
02:
02:
02:
02:

46:
42:
40:
39:
38:
37:
37:

23
42
07
02
07
42
06
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P T A B i il i PR A AR . D S .
- 9000 3. ec2-user@ip-172-31-18-68:~ (ssh)

; top - ©2:17:54 up 4:07, 2 users, load average: 7.07, 2.76, 1.13

( Tasks: 586 total, 1 running, 584 sleeping, 1 stopped, @ zombie

A Cpu(s): 15.3%us, 0O.@%sy, ©0.0%ni, 83.9%id, ©.8%wa, 0.0%hi, ©0.0%si, 0.0%st
< Mem: 144160008k total, 6518480k used, 137641528k free, 35388k buffers

1 Swap: Ok total, Ok used, Ok free, 3574404k cached

‘ 16 root 20 . . 100. kworker/1:0

PID USER
2696 ecZ-user 20
26 root 20
2794 ecZ2-user 20
3687 root 20
1 root 20
2 root 20
3 root 20
5 root 0
6 root 20
8 root 20
9 root 20
10 root RT
11 root 0
12 root 20
13 root 20
14 root RT
15 root 20

U.S. Department of Commerce
Economics and Statistics Administration
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PR NI VIRT RES SHR S %CPU %MEM

TIME+ COMMAND

@ 5826m 2.6g Sm D 1103.7 1.5 14:53.52 bulk_extractor

% % % S 0.3 0.0 0:00.05 kworker/3:0

® 15716 2648 1928 R ©.3 0.0 0:00.05 top

® 6476 100 S 0.3 0.0 0:00.27 rngd

@ 19648 2652 2320 S 0.0 0.0 0:02.06 init

% % % S 0.0 0.0 0:00.00 kthreadd

% % % S 0.0 0.0 0:00.00 ksoftirqd/©@
-20 % % @S 0.0 0.0 0:00.00 kworker/@:0H

0 0 (%] S 0.0 0.0 0:00.00 kworker/ul44:0

% % % S 0.0 0.0 0:00.99 rcu_sched

% % % S 0.0 0.0 0:00.00 rcu_bh

% % % S 0.0 0.0 0:00.00 migration/@
-20 % % S 0.0 0.0 0:00.00 lru-add-drain

% % % S 0.0 0.0 0:00.00 cpuhp/@

% % % S 0.0 0.0 0:00.00 cpuhp/1

% 0 (%] S 0.0 0.0 0:00.00 migration/1

% % % S 0.0 0.0 0:00.00 ksoftirqd/1

(%] (%] (%] S 0.0 0.0 0:00.00
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2:21:36 Offset 42849MB (99.77%) Done in 0:00:00 at 02:21:36
2:21:36 Offset 42932MB (99.96%) Done in 0:00:00 at 02:21:36
All data are read; waiting for threads to finish...
Time elapsed waiting for 3 threads to finish:
(timeout in 60 min.)
All Threads Finished!
Producer time spent waiting: 0 sec.
Average consumer time spent waiting: 302.728 sec.
kkhkkhkhkkhkkhkhkkhkhkkhhkhkhkhhkhkhkhhkhkhhhkhkhhhkhkhhhkhkhkhhkhkhkkkikik*x
** bulk extractor is probably I/O bound. **
* % Run with a faster drive * %
* % to get better performance. *k
R e b b b b b b b b b b b b b b i i b b i b b b i b b i b b b b b b b i b b b i
MD5 of Disk Image: 8e7176524a64376631cd7dc9d90339f1
Phase 2. Shutting down scanners
Phase 3. Uniquifying and recombining wordlist
Phase 3. Creating Histograms
Elapsed time: 391.168 sec.
Total MB processed: 42949
Overall performance: 109.799 MBytes/sec (1.52498 MBytes/sec/thread)
Total email features found: 8757

$
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Run bulk extractor from/to EFS

Reboot instance, then:

$ sudo mkdir /efs

S sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2
fs-la3ac552.efs.us-east-1.amazonaws.com:/ /efs

[ec2-user@ip-172-31-18-68 work]$ ~/bulk extractor/src/bulk extractor -o out -e

wordlist nps-2009-domexusers.EO1

bulk extractor version: 1.6.0-dev

Hostname: ip-172-31-18-68

Input file: nps-2009-domexusers.E01

Output directory: out

Disk Size: 42949672960

Threads: 72

2:30:42 Offset 67MB (0.16%) Done in 0:17:58 at 02:48:40
2:30:42 Offset 150MB (0.35%) Done in 0:10:05 at 02:40:47
2:30:43 Offset 234MB (0.55%) Done in 0:07:59 at 02:38:42
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6. ec2-user@ip-172-31-18-68:~ (ssh)

6. ec2-user@ip-172-31-18-68:~ (ssh)

0.2%sy,
otal,
tal,

2 users,
2 running, 561 sleeping,
0.0%n1, 83.4%id,
8094272k used, 136065276k free,

Pk free,

0.2%wa,

Ok used,

PR NI VIRT RES SHR S %(CPU %MEM

load average: 17.31, 7.67, 2.87
2 stopped,

@ zombie

0.0%hi, ©0.0%si, 0.0%st
9172k buffers

4752948k cached

TIME+ COMMAND

@ 6334m 2.6g 9924 R 1171.7 1.9 47:47.95 bulk_extractor

-20 %) %) S 5.0 0.0
0 0 %) S 1.0 0.0
0 0 %) S 0.3 0.0
0 6476 100 S 0.3 0.0
0 0 0 S 0.3 0.0

@ 15708 2468 1768 R ©.3 0.0
0 19644 2500 2176 S 0.0 0.0

0
0
%)

-2

)

top © O
Task top - ©2:32:29 up 4 min,
Cpu( Tasks: 565 total,
Mem: Cpu(s): 16.1%us,
SWaf Mem: 144159548k t
Swap: Ok to
I8 PID USER
41¢ 3986 ec2-user 20
3961 root %
2504 root 20
466 root 20
3592 root 20
4059 root 20
4104 ecZ2-user 20
1 root 20
2 root 20
3 root 20
1 4 root 20
1 5 root (%
1 6 root 20
1 7 root 20
1 8 root 20
1 9 root 20
1 10 root RT

]

‘ 11 root - S 0.0 0.0 0:00.00 lru-add-drain

U.S. Department of Commerce
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OO0

N
)

0

OO0 000000

)

%) oS 0.0
S 0.0
S 0.0
S 0.0
S 0.0
oS 0.0
oS 0.0
S 0.0
S 0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

S IS S B S S N

0:02.64 kworker/7:1H
0:00.44 kworker/7:1
0:00.04 kworker/ul45:3
0:90.11 rngd

0:00.04 kworker/19:2
0:00.08 top

0:02.08 init

0:00.00 kthreadd
0:00.00 ksoftirqd/0
0:00.00 kworker/0:0
0:00.00 kworker/@:0H
0:00.00 kworker/uld44:0
0:00.00 kworker/uld45:0
9:00.03 rcu_sched
0:90.00 rcu_bh

0:00.00 migration/@
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2:33:52 Offset 42765MB (99.57%) Done in 0:00:00 at 02:33:52
2:33:52 Offset 42849MB (99.77%) Done in 0:00:00 at 02:33:52
2:33:52 Offset 42932MB (99.96%) Done in 0:00:00 at 02:33:52
All data are read; waiting for threads to finish...
Time elapsed waiting for 5 threads to finish:
(timeout in 60 min.)
All Threads Finished!
Producer time spent waiting: 0 sec.
Average consumer time spent waiting: 142.452 sec.
R e b b b b b b b b i b b b b b b b b b i b b b e b b b b b b b b b b i b b b i
** bulk extractor is probably I/O bound. **
* % Run with a faster drive * %
* % to get better performance. **
khkkhkkhkkhkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhkhkhkikhkhkkhkhhkhkhkhkhkhkikhkkhkikkkikik%k
MD5 of Disk Image: 8e7176524a64376631cd7dc9d90339f1
Phase 2. Shutting down scanners
Phase 3. Uniquifying and recombining wordlist
Phase 3. Creating Histograms
Elapsed time: 263.151 sec.
Total MB processed: 42949
Overall performance: 163.213 MBytes/sec (2.26685 MBytes/sec/thread)
Total email features found: 8757
[ec2-user@ip-172-31-18-68 work]$
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Another example:
m5.4xlarge

[ec2-user@beefy2 work]$ ./bulk extractor -e wordlist -S write feature_sqlite3=NO

-o jo _nosql jo-2009-12-11-001.EO01

bulk extractor version:
Hostname: beefy2
Input file:

Output directory: jo nosqgl

Disk Size:

Threads:
0:35:39
0:35:40
0:35:41
0:35:44
0:35:44

CUnited States®
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16

Offset
Offset
Offset
Offset
Offset

15382241280

1.6.0-dev

jo-2009-12-11-001.E01

67MB (0.44%) Done in 0:05:42 at 00:41:21

150MB
234MB
318MB
402MB

U.S. Department of Commerce
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(0.98%)
(1.53%)
(2.07%)
(2.62%)

Done
Done
Done
Done

in
in
in
in

0:03:45
0:03:16
0:04:49
0:04:009

at 00:39:25
at 00:38:57
at 00:40:33
at 00:39:53
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® 0 6. ec2-user@beefy2:~ (ssh)

top - ©0:39:57 up 3:44, 3 users, load average: 12.32, 6.13, 2.54
Tasks: 195 total, 1 running, 194 sleeping, © stopped, © zombie

Cpu(s): 99.0%us, 0.3%sy, ©0.0%ni, 0.5%id, ©.1%wa, 0.0%hi, ©0.0%si, 0.@%st
Mem: 64471744k total, 14419864k used, 50051880k free, 33020k buffers
Swap: @k total, Ok used, Ok free, 13089796k cached
PID USER PR NI VIRT RES SHR S %CPU ¥MEM TIME+ COMMAND
19892 ec2-user 20 © 1716m 939m 10m S 1587.8 1.5 42:29.42 bulk_extractor
2686 root 0 -20 (%] (%] S 1.3 0.0 0:03.51 kworker/5:1H
680 root 20 © (%] (%] S 0.3 0.0 0:02.86 kworker/5:1
1 root 20 © 19644 2448 2116 S 0.0 0.0 0:01.82 init
2 root 20 © (%] (%] S 0.0 0.0 0:00.00 kthreadd
3 root 20 © (%] (%] S 0.0 0.0 0:00.00 ksoftirqd/0
4 root 20 © (%] (%] S 0.0 0.0 0:00.00 kworker/0:0
5 root 0 -20 %) 0 S 0.0 0.0 0:00.00 kworker/0:0H
7 root 20 © 0 0 S 0.0 0.0 0:00.28 rcu_sched
8 root 20 © (%] (%] S 0.0 0.0 0:00.00 rcu_bh
9 root RT © (%] (%] S 0.0 0.0 0:00.00 migration/0
10 root 0 -20 (%] (%] S 0.0 0.0 0:00.00 lru-add-drain
11 root 20 © (%] (%] S 0.0 0.0 0:00.00 cpuhp/@
12 root 20 0 (%] 0 S 0.0 0.0 0:00.00 cpuhp/1
13 root RT © (%] (%] S 0.0 0.0 0:00.00 migration/1
14 root 20 © (%] (%] S 0.0 0.0 0:00.00 ksoftirqd/1
16 root 0 -20 (%] (%] S 0.0 0.0 0:00.00 kworker/1:0H
17 root 20 © (%] (%] S 0.0 0.0 0:00.00 cpuhp/2
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Time elapsed waiting for 1 thread to finish:
18 sec (timeout in 59 min42 sec.)
Thread 14: Processing 11475615744

All Threads Finished!

Producer time spent waiting: 198.711 sec.

Average consumer time spent waiting: 31.1094 sec.
khkkhkkhkkhkhkkhkhkhkkhkhhkhkkhkhkhkhkhkhkhkhkikhkhkkhkhhkhkhkhkhkhkikhkhkkhkikkkikik%k

** bulk extractor is probably CPU bound. **

**x Run on a computer with more cores **

* ok to get better performance. *k
kkhkkhkhkkhkkhkhkhkhkhhkhkhkhhkhkhkhhkhkhhhkhkhhhkhkhhhkhkhkhkkhkhkhkkikik*x

MD5 of Disk Image: a6c44b7387a67333b8566955dcad6£50
Phase 2. Shutting down scanners

Phase 3. Uniquifying and recombining wordlist

Phase 3. Creating Histograms

Elapsed time: 416.436 sec.

Total MB processed: 15382

Overall performance: 36.9378 MBytes/sec (2.30861 MBytes/sec/thread)
Total email features found: 8480
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Try same run with SQL output as well

[ec2-user@beefy2 work]$ bulk extractor -e wordlist -S write_feature_sqlite3=YES

-0 jo_sql jo-2009-12-11-001.EO1
bulk extractor version: 1.6.0-dev

Hostname: beefy2
Input file:

jo-2009-12-11-001.E01

Output directory: jo sql

Disk Size:

Threads:
0:50:32
0:50:33
0:50:33
0:50:36
0:50:37

CUnited States®
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16

Offset
Offset
Offset
Offset
Offset

15382241280

67MB (0.44%) Done in 0:52:05 at 01:42:37

150MB
234MB
318MB
402MB
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(0.98%) Done
(1.53%) Done
(2.07%) Done
(2.62%) Done

in
in
in
in

0:24:17 at 01
0:16:23 at 01
0:14:20 at 01
0:11:37 at 01

:14:50
:06:56
:04:56
:02:14
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® 0 6. ec2-user@beefy2:~ (ssh)

top - 00:50:55 up 3:55, 3 users, load average: 3.29, 1.99, 2.01
Tasks: 189 total, 1 running, 188 sleeping, © stopped, © zombie

Cpu(s): 89.6%us, 0.7%sy, ©0.0%ni, 9.7%id, ©.0%wa, 0.0%hi, ©0.0%si, 0.0%st
Mem: 64471744k total, 15685696k used, 48786048k free, 34792k buffers
Swap: @k total, Ok used, Ok free, 14142948k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
25912 ecZ2-user 20 © 2013m 1.1g 1Om S 1443.6 1.8 3:22.97 bulk_extractor
1 root 20 © 19644 2448 2116 S 0.0 0.0 0:01.82 init
2 root 20 © (%] (%] S 0.0 0.0 0:00.00 kthreadd
3 root 20 © (%] (%] S 0.0 0.0 0:00.00 ksoftirqd/0
4 root 20 © (%] (%] S 0.0 0.0 0:00.00 kworker/0:0
S root 0 -20 (%] (%] S 0.0 0.0 0:00.00 kworker/0:0H
7 root 20 0O (%] (%] S 0.0 0.0 0:00.32 rcu_sched
8 root 20 © (%] (%] S 0.0 0.0 0:00.00 rcu_bh
9 root RT © (%] (%] S 0.0 0.0 0:00.00 migration/@
10 root 0 -20 (%] (%] S 0.0 0.0 0:00.00 lru-add-drain
11 root 20 © (%] (%] S 0.0 0.0 0:00.00 cpuhp/@
12 root 20 © (%] (%] S 0.0 0.0 0:00.00 cpuhp/1
13 root RT © (%) (%] S 0.0 0.0 0:00.00 migration/1
14 root 20 © (%] (%] S 0.0 0.0 0:00.00 ksoftirqd/1
16 root 0 -20 (%] (%] S 0.0 0.0 0:00.00 kworker/1:0H
17 root 20 © (%] (%] S 0.0 0.0 0:00.00 cpuhp/2
18 root RT © (%] (%] S 0.0 0.0 0:00.00 migration/2
19 root 20 © (%] (%] S 0.0 0.0 0:00.00 ksoftirqd/2
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The SQLite3 output has 25% performance penalty when
combined with with feature file output .

All Threads Finished!

Producer time spent waiting: 260.394 sec.

Average consumer time spent waiting: 28.6439 sec.
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** bulk extractor is probably CPU bound. **

**x Run on a computer with more cores **

** to get better performance. * &
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MD5 of Disk Image: a6c44b7387a67333b8566955dcad6£50
Phase 2. Shutting down scanners

Phase 3. Uniquifying and recombining wordlist

Phase 3. Creating Histograms

Elapsed time: 567.171 sec.

Total MB processed: 15382

Overall performance: 27.121 MBytes/sec (1.69506 MBytes/sec/thread)
Total email features found: 8480

MD5 of Disk Image: a6c44b7387a67333b8566955dcad6£50

Phase 2. Shutting down scanners

Phase 3. Uniquifying and recombining wordlist

Phase 3. Creating Histograms

Elapsed time: 416.436 sec.

Total MB processed: 15382

Overall performance: 36.9378 MBytes/sec (2.30861 MBytes/sec/threas
U.S. Department of Cor Total email features found: 8480
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Class demonstration: show the results of the runs
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