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Inside Risks

The Cybersecurity Risk

Increased attention to cybersecurity has
not resulted in improved cybersecurity.

HE RISK OF being “hacked”—

whatever that expression ac-

tually means—is at the heart

of our civilization’s chronic

cybersecurity problem. De-
spite decades of computer security
research, billions spent on secure op-
erations, and growing training require-
ments, we seem incapable of operating
computers securely.

There are weekly reports of pen-
etrations and data thefts at some of
the world’s most sensitive, impor-
tant, and heavily guarded computer
systems. There is good evidence that
global interconnectedness combined
with the proliferation of hacker tools
means that today’s computer systems
are actually less secure than equiva-
lent systems a decade ago. Numerous
breakthroughs in cryptography, se-
cure coding, and formal methods not-
withstanding, cybersecurity is getting
worse as we watch.

So why the downward spiral? One
reason is that cybersecurity’s goal of re-
ducing successful hacks creates a large
target to defend. Attackers have the
luxury of choice. They can focus their
efforts on the way our computers rep-
resent data, the applications that pro-
cess the data, the operating systems
on which those applications run, the
networks by which those applications
communicate, or any other area that
is possibly subverted. And faced with
a system that is beyond one’s techni-
cal hacking skills, an attacker can go
around the security perimeter and use
a range of other techniques, including
social engineering, supply-chain inser-
tion, or even kidnapping and extortion.

http://simson.net/clips/academic/2012.CACM.Cybersecurity.pdf

It may be that cybersecurity appears
to be getting worse simply because
society as a whole is becoming much
more dependent upon computers.
Even if the vulnerability were not in-
creasing, the successful hacks can have
significantly more reach today than a
decade ago.

JUNE 2012

Simson L. Garfinkel

Views of Cybersecurity
The breadth of the domain means
many different approaches are being
proposed for solving the cybersecurity
problem:

» Cybersecurity can be viewed solely
as an insider problem. What is needed,
say advocates, are systems that prevent
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| have spent 29 years trying to secure computers...

An Introduction to
Computer Security
{Part 1]

Simson L. Garfinkel

“Spies,” “vandals,” and “crackers” are out there,
waiting to get into—or destroy—your databases.

AWYERS MUST UNDERSTAND is- Lawyers today must automatically
sues of computer security, both  recognize insecure computer systems
for the protection of their own inter- and lax operating procedures in the
ests and the interests of their clients. same way as lawyers now recognize
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Today’s systems are less secure than those of the 1970s.

The lack of security is inherent in modern information systems.
 Attack is easier and cheaper than defense.

» Cyber “defense in depth” does not work

— a single vulnerability compromises. olicies, Procedures,

Awareness

Physical

Internal
Network

Defense in depth of nuclear reactors

http://www.nrc.gov/about-nrc/regulatory/research/soar/soarca-accident-progression.html

Cyber can directly target
inner defenses

It's easier to break things than to fix them.
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A fatal exception BE has occurred at 8828:CHB11E36 in UXD UMM(B1) -«
HBB18BE36. The current application will be terminated.

* Press any key to terminate the current application.
* Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _



Today we expect computers to crash

We also expect them to be hacked.

A fatal exception BE has occurred at 8828:CBB11E36 in UXD UMM(B1) -«
BBB18BE36. The current application will be terminated.

* Press any key to terminate the current application.
* Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _

The solution is not better security



Today we expect computers to crash

We also expect them to be hacked.
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The solution is not better security



Cybersecurity impacts the real world.

(Cyber is In Real Life.)



May 2013 —

$45 million stolen from US banks with phony ATM cards

RISK ASSESSMENT / SECURITY & HACKTIVISM

How hackers allegedly stole “unlimited”
amounts of cash from banks in just hours

by Dan Goodin - May 9 2013, 3:45pm EDT

Wikipedia

Federal authorities have accused eight men of participating in 21st-Century Bank heists that netted a
whopping $45 million by hacking into payment systems and eliminating withdrawal limits placed on
prepaid debit cards.

The eight men formed the New York-based cell of an international crime ring that organized and
executed the hacks and then used fraudulent payment cards in dozens of countries to withdraw the
loot from automated teller machines, federal prosecutors alleged in court papers unsealed Thursday.
In a matter of hours on two separate occasions, the eight defendants and their confederates
withdrew about $2.8 million from New York City ATMs alone. At the same times, "cashing crews" in
cities in at least 26 countries withdrew more than $40 million in a similar fashion.

http://arstechnica.com/security/2013/05/how-hackers-allegedly-stole-unlimited-amounts-of-cash-from-banks-in-just-hours/ 8
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March 2014:

IRS Employee Took Home Data on 20,000 Workers

en0a IRS Frepleyes Tewk Herne Bota on 20,000 Werkers ot Acency - Blnombery
|n Ihe Cybersecunt . J:j IRS Emp oyee To. . ¥ lﬁ»‘ F-35 secrets no... ¥ JB farget Missed W... u% Chira's Hackers .. ¥ ]

T

Rrirs emolayer ook Fomwe diota o 20 000 wocker Lamgency c ‘ ! E' conyl

[ﬁummm- 2. © | itmy [Cwvaw Q B » o= Js- (Calgsa~ [Jwhkis= [Capps~ Jrep

(4 ) weaw Binomberg.com (rews 2014

A US. Internal Revenue Service employee
tock home a computer thumb drive

- INTERNAL

(£ ] containing unencryptec data on 20,000 REVENUE

Facnnoek  fellow workers, the agency sad ina SERVICE
(] statement tccay.

Twiner

S The tax agency's systams that hold parsonal
Google-  data on hundreds of millions of Amaricans

(in ] waran't breached, the statamant sad.
Linkzdin

Pholog e oher: Ardnes Har e Bloeribery

“This incident 's a pewerful reminder to o/l of
us that we must do everything we can to
prolect sensitive data —- whether i involves
our fellow employees or taxpayers! IRS
Commissioner John Koskinen said n a
message to employees. "This wes not a problem with our network cr systems, but rather an
isolated incidenl.”

The lnternel Reveanue Sendce’s deta breach is much
narrowar in scope than the zzcuty... Read More

The IRS is contacting tha currant ana farmar employaes involvad, aimost all of whom warkad
in Pannsylvania, Dalaware and New lersey. Tha infarmation datas to 2007, bafora the
IRS started using automatic encrygtion.

IRS cfficials were told of the breach “a few days age!” Koskinen'’s message said
The Socal Security numbers, names and addresses of employees and contract workers

were polentially access ble online because the thumb drive was pluggec into the employee's
“unsecure home netwoerk,” Koskinen's message se d.

The IRS said it had no knowledge of the infarmatian being used to commit identity theft.

http://www.bloomberg.com/news/2014-03-18/irs-employee-took-home-data-on-20-000-workers-at-agency.html
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March 2014:

Stolen F-35 secrets show up in China’s stealth Fighter

e 00 F 35 sccrots now showing up in China's stealth fighter Wash
' n The Cybersecurity Me... ‘ ™ F-35 secrets now sho... * l n Target Missed Warnin... IQ Ckina's Hackers to Ta...

i WY .m’hing(onlr‘lt).iom 1ews3 [ 2Cl4/mar/ 13 /f-35-secrets-now-showing-chinas-stealtk -fighter ~
D MstVisied~ L, @ Ty [Jva~ ) B @D EE w m (s~ [ algsdy T wikisv [ Jan
T

Top Gun takeover: Stolen F-35 secrets showing up in
China’s stealth fighter

Design data on F-35 stolen 1in 2007

$37 AaSEEE: 4+ /= &b PRIN
p —

)
US. Ar Torce Tech Ggt Drian Weat waichez er Air Force M-3 Lightiing |l jaizt strike Sghter airaraft epproach jor e first fime
July “4, 2011 at EQIn Ar Force Base. Fla. IULS. Air Force cho'o by SaTual King .r.)

By 3ill Genz - Washington Free Bgacon Thureday, March 13, 2014

A cyber espionage operation by Chra seven years ego producad
sensitive 1echnoldgy and aircratt SeCrals "hat wase incomporaled into me

s s & S o S Iatact varclrn ~F Ohina'c raw 19N ctaalith flahtcsr ot anvnrfinas ta 11 Q
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March 2014: Target ignored alarms before hack.

®0n Targer Misced Warnings 14 Fpie Hark of Credir Card Dam - 0

_ﬂ The Cybersecurioy Mess - 5. = | [ Targes Wissed waraings in £.. = |@ Cinra's Hackers 2o Targer U... = | - For

| <] )i v Daainess ek, arl hes LU= 3= 11 Largul-T

BRMeavisied - & ©& Ty T yva- 0 B O EH » m T o5~ T agsa~ T wks~ Ty

seU-garmy- M- epte—"Hoes—ei=Lredil-card-ud [

mbergcow | Bushessweeccow | BoocrbtepTV N | Fremum -

BloombergBusinessweek
Technology

= e [ —

Fralures

Missed Alarms and 40 Million Stolen Credit
Card Numbers: How Target Blew It

fry Nizawal Ny, Ten DCain Donn  savsrca are Cams Matis  Narch 10, 2ma

00000 O =

The bigpest retuil huck In US, history wasn™ particidarly imentive, nor did it sppesr
destined far suecess. In the davs prine to Thanksgiving 2013, snmeone installed

malvare in Target’s (1'G1) 2eurity and payments system designed to steal every
credit card used &t the company's 1,707 ULS. stares. At the eritieal moment—when
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June 2015: OPM Data Breach

19.7 million individuals applying for security clearances

®_® M & WAWLORM. ¢ Yty hersaaurity ey hasaasirity inciden s, o @ @ (t L L

kN A-Z 0oy Comact Ja Forma | FAQS OPLRATIG STATUS: Bl e | Search A - d N

AEQUT POLICY INSURANCE RETIREMENT INVESTIGATIONS AGENCY SERVICES NEWS

CPNM gon Mai- Cybesecuity Reszurce Ceniar

BT SECTION Cybersecurity Resource Center
Sign Up for Sarvices CYBERSECURITY INCIDENTS

Yhil Hupoened

How You May Be A%ecled WT\at Happened

Whai You Can 2¢

What W fwee Caing 10 Heln

Racant Upriates OPM recently discovered two separate but related cybersecurity incidents that have

Fraquently Asked Questions impacted the data cf Federal gevernment employees, contractors, end others:

Stay Informed

a In June 2015, OPM discovered that the background investigation records of current, former,

M =RINT PAGE and prospective Federal employees and contractors had been stolen. OPM and the
interagency ircdent response team have concluded with high confidence thal senstive
information, including the Social Security Numbers (SSNs) of 21.6 million ‘ndividuals, was stolen
from the bacxgrounc Irvestigation databases. This ncludes 18.7 millica Individuals that appliad
for & background investigetion, and 1.8 millior non-applicents, ormarnily spouses or co-habilants
of applicanis. Some records also include findings from interviews cenducted by background
invastigators and approximataly 5.6 million include fingerprints. Usarnamas and passwards 1hat
background Investigation applicants used to fill out their background investigation forms were
&lso siclen. Notifications for this incident started on September 30, 2015. We estimate
nolifications will continue for approximately 12 weeks.

Whlle background Investigat on records do cort@an seme Information regarding mental health
and financia! history provided by epplicants and people coniacted durng the background
investigabion, there is na evdence that health, Ainancial, payroll and retirement records of

R Fadaral narennral arthace wha have annllad énr a2 Fadaral Iah urare Imeacted s thile [acldant 1 3




OPM's Strong Authentication Capabilities before hack: 1%

— OMB FISMA Report, Feb. 27, 2015

ANNUAL REPORT TO CONGRESS: FEBRUARY 27, 2015 | 20

As seen in Table 4 below, numerous agencies have made no progress meeting the Strong
Authentication CAP goal. SBA, NRC, HUD, Labor, and State were all at 0% Strong Authentication
implementation at the end of FY 2014. The blue cells indicate performance that fell below the 75% target
across all CFO Act agencies. Excluding DOD, the percentage of CFO Act agency users for whom Strong
Authentication is required is 41%.°

Table 4: Strong Authentication Capabilities FY 2013 & FY 2014

Strong Authentication Strong Authentication

FY 2013 (%) FY 2014 (%)
Labor

HUD
NRC
SBA
State
OPM
USAID
USDA
VA
NSF
Energy
DOT
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OPM's Strong Authentication Capabilities before hack: 1%

— OMB FISMA Report, Feb. 27, 2015

ANNUAL REPORT TO CONGRESS: FEBRUARY 27

As seen in Table 4 below, numerous agencies have 1
Authentication CAP goal. SBA, NRC, HUD, Labor, an
implementation at the end of FY 2014. The blue cells in
across all CFO Act agencies. Excluding DOD, the perce
Authentication is required is 41%.°

Table 4: Strong Authentication Capabilities FY 2013

Strong Authent

FY 2013 (¢
Labor

HUD

NRC

SBA

State

OPM

USAID

USDA

VA

NSF

Energy

—|EEE Security & Privacy, Sept/Oct 2016

THE SECURITY-USABILITY TRADEOFF MYTH

Secure a

N

a

Lessons from the Field

4

nd Usable Enterprise Authentication:

Mary Theofanos, Simson Garfinkel, and Yee-Yin Choong | National Institute of Standards and Technology

Surveys of US Defense and Commerce department employees show that using Personal Identity
Verification and Common Access Cards for two-factor authentication results in improved usability

and security.

O ver the past 15 years, the US government has
deployed millions of multifunction smart cards

to its workforce with the goal of using the cards to grant
both physical access to facilities and logical access to
information systems. The deployment and use of these
cards has been inconsistent across different government
agencies. The Department of Defense (DoD), with its
Common Access Card (CAC), recently announced that
98 percent of its information systems had been adapted
to use the smart cards, thus providing these systems
with strong two-factor user authentication. Other parts
of the government are significantly behind the DoD,
with logical authentication deployment rates ranging
from 0 to 95 percent.!

Practical systems for multifactor authentication have
been on the market for roughly 30 years, but it's only
in the past few years that industry and academia have
made a concerted effort to migrate users away from
pure password systems. These groups can benefit from
the US government’s experience in deploying multi-
factor systems and by comparing the results of different
deployment strategies.

In this article, we present the historical background
that led to different deployment strategies within the
US’s defense and civilian executive branch agencies.

We then present the results of two large-scale surveys of
password usage in the DoD and the US Department of
Commerce (DoC). Both surveys were completed before
the US government’s 2015 Cyber Sprint program, initi-
ated by the Office of Management and Budget (OMB)
to address that year’s high-profile cyberintrusions.? The
DoD aggressively implemented the CAC on many of its
business systems, while DoC was less aggressive in its
Personal Identity Verification (PIV) implementation.
Thus, comparing these two departments’ employee
reports and attitudes about password usage provides
insight into the effect of successfully deploying an easy-
to-use, strong, two-factor authentication method in a
large organization. Our sample includes responses from
28,481 DoD and 4,573 DoC employees.

Smart Card-Based Authentication

Smart card-based authentication relies on the card and
a six- to eight-digit numeric PIN. Unlike passwords
that must be changed routinely, PINs are generally
not changed for the life of the card. Our survey found
that it was rare for DoD users to mistype or forget their
PINs—common failure modes with passwords. The
security advantage comes from the use of public-key
infrastructure (PKI)-based authentication, rather than

September/October 2016 Copublished by the IEEE Computer and Reliability Societies 1540-7993/16/$33.00 © 2016 IEEE
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Summer 2016...
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What we've learned from the hacked
en’sails of Hillary Clinton's campaign (so
far

By IKop nd Dan Merlca, CNN
D Updlate v ET, Tuc October 18, 20186
" -
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John [Podesta] needs to change his password immediately,

and ensure that two-factor authentication is turned on...

From: Charles Delavan <cdelavan@ hillaryclinton.com:>>

Date: March 19, 2016 at 9:54:05 AM EDT
To: Sara Latham <slatham@hillaryclinton.com>, Shane Hable <shable @hillaryclinton.com>
Subject: Re: Someone has your password

Sara,

This is a legitimate email. John needs to change his password immediately, and ensure that two-
factor authentication is turned on his account.

He can go to this link: https://myaccount.google.com/security to do both. It is absolutely
imperative that this is done ASAP.

The New York Times, December 13, 2016

16



“The cyber” Is mess: it’s technical and social.

Most attention is focused on technical issues:
« Malware and anti-viruses
« Access controls, authentication & cryptography
* Supply chain issues
« Cyberspace as a globally connected “domain”

Non-technical issues are at the heart of the cyber security mess.

* Education & career paths
* Immigration
* Manufacturing policy

We will do better when we want to do better.

17



What do we know
about cyber security
today?



Cyber Security... IS undefined. “Cybernetics” “Cyberspace”

There is no good definition for “cyber”
. S i o o with el .

« Computers?

N AT 4
[ el £ X 5
3G &, ety

 Computer networks? Norbert Weiner  William Gibson
. 1948
« Hacking? 1982

« Using “network security” to secure desktops & servers?

There is no way to measure the security of the “cyber”
« Which OS is more secure?
* Which computer is more secure? (“”‘
* |s “open source™ more secure? "

—A system that seems “more secure”
can suffer a total compromise from a single unknown attack.

19



We can measure expenditures.

Cyber Security is expensive.

Global cyber security spending: $60 billion in 2011
» Cyber Security M&A, pwc, 2011

172 Fortune 500 companies surveyed:
« Spending $5.3 billion per year on cyber security.

« Stopping 69% of attacks.

Bloomberg
GOVERNMENT

If they raise spending...
« $10.2 billion stops 84%
« $46.67 billion stops 95%
* “highest attainable level”

95% is not good enough.
Spending more money does not make a computer more secure.

20



Expenditures are increasing...

$73.7 billion in 2016

—International Data Corporation
http.//fortune.com/2016/10/12/cybersecurity-global-spending/

$1 trillion spent globally from 2015 to 2021 = $200B/year

—Cybersecurity Ventures, http.//cybersecurityventures.com/

= CSO oo |

C»yb'ersecuritv spending outlook: $1 trillion
from 2017 to 2021

Cybercrime growth Is making It difficult for researchers end IT analyst firms to accuretely
rorecast cybersecLrity spending.

0 unib 016 TESANPT

CO0QO0Q© OO0

21



http://fortune.com/2016/10/12/cybersecurity-global-spending/
http://cybersecurityventures.com/

Paradox:

Cyber security research makes computers less secure!

Data

Encoding

Apps

OS (programs & patches)
Network & VPNs

DNS, DNSSEC

IPv4 | IPv6

Embedded Systems

mine inch nails: the downward spiral

Human operators
Hiring process
Supply chain
Family members

The more we learn about securing computers,
the better we get at attacking them

22



Cyber Security is an “insider problem.”

S VT
, b B '1.: .\
) - ( ‘-_1‘ e i .

bad actors

good people with bad instructions
remote access

malware

http://www.flickr.com/photos/shaneglobal/5115134303/

If we can stop insiders, we might be able to secure cyberspace....
—but we can'’t stop insiders.

Ames Hanssen Manning Snowden
23



Cyber Security is a “network security” problem.

We can’t secure the hosts, so secure the network!
 Isolated networks for critical functions.
« Stand-alone hosts for most important functions.

PP e TR FEVECTTE TR T EC O @ UCERIITIINITIG

('! ‘ g 2

http://www.flickr.com/photos/dungkal/2315647839/

But strong crypto limits visibility into network traffic, and...

24



... Stuxnet shows that there are no isolated hosts.

4

o ) SR
/14/232048549/are-irans-centrifuges-just-few-turns-from-a-nuclear-bomb

AR | e
b

http://www.lrlll [-)r.Aor/201 3/10

Iranian President Mahmoud Ahmadinejad
inspects nuclear centrifuges

March 8, 2007 )5



“to a first approximation, every computer in the world is
connected to every other computer.”

http://www.nytimes.com/2011/06/30/technology/30morris.html

—Robert Morris (1932-2001), to the National Research Council’s Computer
Science and Technology Board, Sept. 19, 1988

26
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“Computer Insecurity”, Peter G. Neumann

Issues In Science & Technology, Fall 1994

“Action is needed on many fronts to protect computer systems and
communications from unauthorized use and manipulation.”

| INTRODUCTION

Daninl Yanka cvieh  SCIZNCE ANC THE PUBLIC PROCZSS Why the Ser
V_:1C c3e (Fall 19B84)

PETER G.NEUMANN

Computer Insecurity

| REBEARCH & TECHNOLOGY

L. Allan Bromley S aaae, Seinnizie 114 “he Sainnen Budget (Fall 1992)
ATMIL ar "DF

The wonders of the Internet and the promise of the worldwide information infrastruc-

—— ture have recently reached headline status. Connectedness has become the Holy Grail

Action is needed on many of the 1990s. But expansion .of the electronic nctwqu brings with it ipcrcascd potential

for harm as well as good. With a broader cross section of people logging on to the elec-

fronts to protect computer tronic superhighway and with the enhanced interconnectedness of all computer sys-

systems and tems, the likelihood of mischievous or even criminal behavior grows, as does the poten-
communicationsfrom tial extent of the damage that can be done.

But in spite of the higher risks and higher stakes, little attention has been paid to

unauthorized use and the need for enhanced security. The stories that appear in the press from time to time
manipulation. about prankster hackers breaking into a computer network or computer viruses
infecting government systems focus more on the skill of the culprit than the harm
done. The popular assumption is that break-ins are relatively harmless. Most
computer users complacently believe that if there was real cause for alarm,
government or corporate computer experts would recognize the problem and take

appropriate action.

Unfortunately, experts and neophytes alike have their heads in the sand on this
issue. In spite of repeated examples of the vulnerability of almost all computer
systems to invasion and manipulation, very few people recognize the magnitude of
the damage that can be done and even fewer have taken adequate steps to fix the
problem.

Lowis V Emoaenmh  Jowers & LS. 12zhrclogy olicy 1S rmer 1541

lalan —. Comory AL slogue on Compeliiveiazs (Summer 19688)
Bir ¢ Tahupi -TML or FDF

Erch Bloch

ATML or EDE

John A Anmstuny  Jniversity Rasearh Now Gan s, Now Practinns
«“TMI ar FDF

Bolaad W Sarmit -y - ling tha ‘romize of Academic [2eg23¢n |Summa”
T437)
11 ML or I'DI

-~ -

Larry 1Y Johnson 2ulting Vaclevon Tac< (S211q 1550)
4TML or FDF

Peter G.Neumann is a principal scientist in the Computer Science Laboratory at SRI
International in Menlo Park, California. His new book, Computer-Related Risks (ACM
Press/Addison-Wesley, 1994), discusses reliability and safety problems as well as

http://issues.org/19.4/updated/neumann.html .j =

o s < ~
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http://issues.org/19.4/updated/neumann.html

Cyber Security is a “process” problem.

Security encompasses all aspects
of an organization’s IT and HR
operations.

“Security is a process,
not a product”

Microsoft Security Development Lifecycle

What is the Security Development Lifecycle ?

The Security Development Lifecycle (SDL) is a software development security
assurance process consisting of security practices grouped by seven phases:

training, requirements, design, implementation, verification, release, and
response.

=

'Those practicing SDL specifically reported visibly better ROI results
than the overall population.” Forrester Consulting

—FeW Organizations can afford SDL | http://en.wikpedia.org/wiki/FiIe:Buce_Schneier_1 JpPg
' ' 8 Windows 10 is still hackable...

28



Windows 10: 215 vulnerabilities...

CVE Details
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Cyber Security iIs a money problem.

Security is a cost.....Not an “enabler”
* No ROI

Chief Security Officers are in a no-win situation:
« Security = passwords = frustration
* No reward for spending money to secure the infrastructure
* Money spent on security is “wasted” if there is no attack

—“If you have responsibility for security but have no authority to set rules or
punish violators, your own role in the organization is to take the blame when
something big goes wrong.”

» Spaf’s first principle of security administration
Practical Unix Security, 1991
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Cyber Security is a “wicked problem”

No clear definition
—You don't understand the problem until you have a solution.

No “stopping rule”
—The problem can never be solved.

Chatham House ¢ Oct. 2011
Cyber Security
As a Wicked Problem

Solutions not right or wrong
—Benefits to one player hurt another — Information security vs. Free speech

Solutions are “one-shot” — no learning by trial and error
—No two systems are the same. The game keeps changing.

Every wicked problem is a symptom of another problem

—Rittel and Webber, “Dilemmas in a General Theory of Planning,” 1973
—Dave Clement, “Cyber Security as a Wicked Problem,” Chatham House, 2011
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Is it the technology?

Why is the cyber so hard?
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Cyber Security has an active, malicious adversary.

The adversary...
Turns your bugs into exploits
Adapts to your defenses
Waits until you make a mistake
Attacks your employees when your systems are secure

enon (17) The Adversary 8 o
4 = oal A 0|+ Elktesy waw.faccbcok.comy TheAdversaryMusic ¢ Q- Congle | D |
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Bugs in CPU silicon are remotely exploitable!

This means:
* Programs that are “secure” on one CPU may be vulnerable on another.
 Auditing the code & the compiler isn’t enough.

Kaspersky:
 “Fact: malware that uses CPU bugs really does exist;”
 “not apocalypse, just a new threat;”

Remote Code Execution
through Intel CPU Bugs

Kris Kaspersky, Alice Chang
Endeavor Security, Inc.

HITBSECCDNF2o0D08
27h - 30h Ockober 200 I L AYWSIA
ok e
= wmmse @end eaNgor

SREE/IRSVERRE | ¢ C U Gt

www.cs.dartmouth.edu/~sergey/cs258/2010/D2T1 - Kris Kaspersky - Remote Code Execution Through Intel CPU Bugs.pdf
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The supply chain creates numerous security vulnerabilities

App
Developers\
3rd Party
Kits _ﬁApps’)\q
Open :

Source I iOS | —> |

Aoole /
Developers
Wireless/

Carrier

(«
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There are more attackers than defenders, they are smarter,

and they have the time to find really good attacks.

Smartphone designers were sure that there was no privacy leakage
In accelerometers. \We now know they can:

* Reveal your position
* Reveal your PIN

T T T T T T T =7
Motion Trajectory
o Mapped Points

ACComplice: Location Inference using R N ——GPS H
Accelerometers on Smartphones

Jun Han, Emmanuel Owusu, Le T. Nguyen, Adrian Perrig, Joy Zhang
{junhan, eowusu, lenguyen, perrig, sky}@cmu.edu

Carnegie Mellon University — g ! Y.

Abstract—The security and privacy risks posed by smartphone Accelerometers are a particularly interesting case because of

sensors such as microphones and cameras have been well docu-
mented. However, the importance of accelerometers have been
largely ignored. We show that accelerometer readings can be
used to infer the trajectory and starting point of an individual
who is driving. This s concerns for two main re ns.
First, una i access to an indivi s locati us
invasion of privacy and security. Second, current smartphone
operating systems allow any application to observe accelerometer
readings without requiring special privileges. We demonstrate that
accelerometers can be used to locate a device owner to within a
200 meter radius of the true location. Our results are comparable
to the typical accuracy for handheld global positioning systems.

1. INTRODUCTION

Location privacy has been a hot topic in recent news after it
was reported that Apple, Google, and Microsoft collect records
of the location of customers using their mobile operating sys-
tems [12]. In some cases, are seeking i
in civil suits against the companies [8]. Xu and Teo find
that, in general, mobile phone users express lower levels of
concern about privacy if they control access to their personal
information. Additionally, users expect their smartphones to
provide such a level of control [20].

There are situations in which people may want to broadcast
their location. In fact, many social networking applications in-
corporate location-sharing servi such as geo-tagging photos
and status updates, or checking in to a location with friends.
However, in these instances, users can control when their
location is shared and with whom. Furthermore, users express
a need for an even richer set of location-privacy settings than
those offered by current location-sharing applications [2]. User
concerns over location-privacy are warranted. Websites like
“Please Rob Me” underscore the potential dangers of exposing
one’s location to malicious parties [5]. The study presented here
demonstrates a clear violation of user control over sensitive
private information.

This research was supported by CyLab at Camegie Mellon under grants
DAADI9-02-1-0389 and W1 INF-09-1-0273, from the Army Research Office,
and by support from NSF under TRUST STC CCF-0424422, IGERT DGE-
0903659, and CNS-1050224, and by a Google research award. The views
and conclusions contained here are those of the authors and should not be
interpreted as necessarily representing the official policies or endorsements,

their pervasiveness in a large assortment of personal electronic
devices including tablet PCs, MP3 players, and handheld gam-
ing devices. This array of devices provides a large network for
spyware to exploit.

Furthermore, by correlating the accelerometer readings be-
tween multiple phones it is possible for an adversary to de-
termine whether the phones are in close proximity. Because
phones undergoing similar motions can be identified by their
accelerations, events such as earthquakes or even everyday
activities like public transportation (e.g., bus, train, subway)
produce i i motion sig that can be
with other users. As a consequence, if one person grants GPS
access, or exposes their cellular or Wi-Fi base station, then they
essentially expose the location of all nearby phones, assuming
the adversary has access to these devices.

@) Contributions: Our key insight is that accelerometers
enable the identification of one’s location despite a highly
noisy trajectory output. This is because the idiosyncrasies of
roadways create globally unique constraints. Dead reckoning
can be used to track a user’s location long after location services
have been disabled [6]. But as we show, the accelerometer can
be used to infer a location with no initial location information.
This is a very powerful side-channel that can be exploited even
if location-based services on the device are disabled.

b) Threat Model: We assume that the adversary can
execute applications on the mobile device, without any special
privileges except the capability to send information over the
network. The application will use some legitimate reason to
obtain access to network communication. This is easily accom-
plished by mimicking a popular application that many users
download; e.g., a video game. In the case of a game, network
access would be needed to upload high scores or to download
advertisements. We assume that the OS is not compromised,
50 that the malicious application simply executes as a standard

ication. The ication can i with an external
server to leak acceleration information. Based on the leaked
information, the adversary can extract a mobile user’s trajectory
from the compromised device via data analysis

Our goal is to determine the location of an individual driving
in a vehicle based solely on motion sensor measurements. The

6 accelerometers
no privacy

https://sparrow.ece.cmu.edu/group/pub/han ACComplice comsnetsi2.pdf

Jun Han, Emmanuel Owusu, Thanh-Le Nguyen, Adrian Perrig, and Joy Zhang
"ACComplice: Location Inference using Accelerometers on Smartphones" In Proceedings
of the 4th International Conference on Communication Systems and Networks
(COMSNETS 2012), Bangalore, India, January 3-7, 2012.

either express or implied, of ARO, CMU, Google, NSF or the U.S. Government  general approach that we take is to first derive an approximate
or any of its agencies. motion trajectory given acceleration measurements—which we

978-1-4673-0298-2/12/$31.00 © 2012 IEEE discuss in §II. We then correlate that trajectory with map
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Many people liken cyber security to the flu.

DHS calls for “cyber hygiene
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Another model is obesity....

Making people fat is good business:
» Farm subsidies Obesity Rates
- Restaurants Increase
_ . _ During the past 20 years, there has
* Healthcare and medical utilization T N e
* Weight loss plans

Few make money when Americans stay
trim and healthy.

Lax security is also good business:
« Cheaper cost of deploying software
* Private information for marketing
 Selling anti-virus & security products
 Cleaning up incidents
Few benefit from secure computers
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Some people say that cyber war is like nuclear watrr.
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Biowar may be a better model for cyberwar.

Cheap to produce
Easy to attack
Hard to control
Hard to defend
No clear end




Security problems are bad for society as a whole...

... because [wireless] computers are everywhere.

’ "-'f . FRY

50 microprocessors
per average car

http://www.autosec.org/

—Comprehensive Experimental Analysis of
Automotive Attack Surfaces (2011)

—Experimental Security Analysis of a Modern
Automobile (2010)

Remote take-over of EVERY safety-critical system from
ANY wired or wireless interface

Fﬂ[
2008: demonstrated wireless
attack on implantable pacemakers

2012: demonstrated wireless

attack on insulin pump 9,@((\\
e S
00‘\“
e“d
xe
S
oV°
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[Android] Cell phones eannret have not be secured.

Cell phones have:
* Wireless networks, microphone, camera, & batteries
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Cell phones can be used for:
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How do we address the cybersecurity challenge?

1. Deploy technology that works.

2. Address the non-technical issues.
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We have made major advances in cyber security.

Major security breakthroughs since 1980:
 Public key cryptography (RSA with certificates to distribute public keys)
« Fast symmetric cryptography (AES)
 Fast public key cryptography (elliptic curves)
« Easy-to-use cryptography (SSL/TLS)
« Sandboxing (Java, C# and virtualization)
* Firewalls
* BAN logic
* Fuzzing.

None of these breakthroughs has been a “silver bullet,”
but they have all helped.

—“Why Cryptosystems Fail,” Ross Anderson,
15t Conference on Computer and Communications Security, 1993.
http.//www.cl.cam.ac.uk/~rja14/Papers/wcft.pdf
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We must continue to deploy technology that works,

because adversaries are not all powerful.

Adversaries are impacted by:
—Economic factors
—Attention span
—CQOther opportunities

You don’t have to run faster than the bear....

o e
[ ® \ ' ;
i = b :

http://forums.corvetteforum.com/off-topic/2824193-i-only-have-to-outrun-you-polar-bear-tag.html 45
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There are solutions to many cyber security problems...
We should use them!

8.63% of the desktop computers still run Windows XP

—http.//netmarketshare.com/
« Support was ended in 2014!

Apple users don’t run anti-virus.

o ' : I-Vlblre- than 600,000 Macs
Yes, Apple tries to fix bugs, but infected with Fl’ashback botnet

m 2

aware gesgned 10 sieal personal nformanon are In the U.S. --wih
cated in Cuoertimo

Most “SSL” websites only use it for logging in.

' Ualed Seaes et e

DNSSEC lags

Smart Cards aren’t

a7 VISA!

- 4
"~ SIENATURE
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Example: Google Authenticator’s 2-factor authentication

protections against password stealing.

s 1048 AN

0 Authenticator

869893
691896

836913

T3 00% . +

I'

® 00 Drcnm—iost : Login

-

i** Apps

C 2 https://panel.dreamhost.com/index cgi

DVA@Qﬁmyﬂﬁm:)wids ] apps

] 2ps

s 1o [@news |

&) DreamHost

,, Error! Multifactor Authentication is required on this account.

Current Users: Log ...

Email Address or Web ID:
slg

Web Panel Password:

Multifactor Authentication Code:
691896

Remember this computer?

Tnis allows you 0 skip Tultfactor autherticatior for
Future lagine From this computer. Your Web Panel
password mll still be requi-ed.

1 morth

NOTZ: Cookies ard ZavaScript are -equirzd for accourt
cont-cl panel access.
Furgul passwourc or luosb/Ta lec imu Lifaclor aulher Licalicn?
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We must address non-technical factors that impact cyber.

These factors reflect deep divisions within our society.
« Shortened development cycles

» Education: Not enough CS graduates; not enough security in CS.

e Labor:
—Immigration Policy: Foreign students; H1B Visa
—HR: Inability to attract and retain the best workers

 Manufacturing Policy: Where we are building our computers.

Solving the cyber security mess requires addressing these issues.
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Short development cycles
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Short development cycles
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Insufficient planning:
« Security not "baked in” to most products
* Few or no security reviews
« Little Usable Security

Insufficient testing:
 Testing does not uncover security flaws
* No time to retest after fixing

Poor deployment:
« Little monitoring for security problems

* Difficult to fix current system when new
system is under development
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Education is not supplying enough security engineers.

Security HR Pipeline
* High School — College — Graduate School — career

It takes years to master security...
* Many professional programmers learn their craft in college

 College English graduates: 16 years’ instruction in writing

» College CS graduates: 4 years’ instruction in programming
—Is it any wonder their code has security vulnerabilities?
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73% of states require computer “skills” for graduation.

Only 37% require CS “concepts”

Concepts Adoption Rates
ol

B 100% to 81% [P 80%i061% [ |60%to41% 40% to 21% [20% to 0%

CS teachers are paid far less than CS engineers.
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High school students are not taking AP computer science!

/ \P Exal I lS 1 997 Female ve. Male Enrollment 2011 AP Exams
- 20 1 1 AP Statistics AP Computer Science

&

olog AP Biolopy AP Calculus AB
P'wsm:s

Enviranment Science

Computer Science

Source: College Board, Advanced Placement (AP)
Exam Data 2011, available at
http://professionals.collegeboard.com/data-reports-research/ap/data

Calculus

150,000

2005
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Good news:

Computer Science BS production is once again at its-peak!

Figure B1. BS Production (CS & CE)
CRA Taulbee Survey 2015
22000
20000 ’-\'I/\ E
o
: /
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o / \ /.//
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g /
8000
G000 r r r r r r r .
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Year
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Table D10. PhD Enroliment by Gender and Ethnicity, From 153 Departments Providing Breakdown Data

60.5% of PhDs awarded in 2015 to nonresident aliens

CS CE | Ethnicity Totals
Male | Fem | NR| % | % | Male | Fem [ NR| % | % | Male | Fem | NR| % | % | Total %
of | of of | of of | of
M* F* M* F* M* F*

Nonresident Alien 5583 | 1,405| 79 | 61 | 64 604 111 0 | 66 | 64 435 214 | 0 | 55 | 46 | 8,431 | 60.5%
Amer Indian or 29 10 O 0| 1 4 2 0 0 1 0 2| 0 0 0 47 | 0.3%
Alaska Native
Asian 706 194 | 16 8| 9 64 12| 0 7 7 56 401 0 7 9 | 1,088 | 7.8%
Black or African- 95 50| 5 1| 2 9 9| 0 1 5 22 26| 0 3 6 216 | 1.5%
American
Native Hawaiian/ 5 2| 0 0] O 1 0| O 0 0 6 1 0 1 0 15| 0.1%
Pac Islander
White 2,585 482 | 75 | 28 | 22 203 34| 0|22 | 20 258 155 0 | 33 | 34 | 3,792 | 27.2%
Multiracial, not 55 1 3 1] 1 10 1 0 1 1 5 8| 0 1 2 93 | 0.7%
Hispanic
Hispanic, any race 162 32| 10 2| 2 22 41 0 2 2 13 15| 0 2 3 258 | 1.9%
Total Res & 9,220 | 2,186 | 188 917 173 795 461 0 13,940
Ethnicity Known
Resident, ethnicity 469 103 | 16 9 1 208 431 0 849
unknown
Not Reported (N/R) 373 72 1165 17 0 41 13| 0 608
Gender Totals 10,062 | 2,361 | 296 943 174 1,044 917 | O 15,397
% 81.0% | 19.0% 84.4% | 15.6% 66.9% | 33.1%
* % of M and % of F columns are the percent of that gender who are of the specified ethnicity, of those whose ethnicity is known

—We did not train Russia’s weapons scientists in Boston during the Cold War.
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60.5% of PhDs awarded in 2015 to nonresident aliens

Table D10. PhD Enroliment by Gender and Ethnicity, From 153 Departments Providing Breakdown Data

CS CE I Ethnicity Totals
Male | Fem | N/R | % | % | Male | Fem % | Male | Fem | NR | % | % | Total %
of | of of | of
M* F* M* F*
Nonresident Alien 5583 | 14 ke v g 0 | 55 | 46 | 8,431 | 60.5%
Amer Indian or 29 N ASSACHUS], *m T {ECHNOLOGY g | o | o | 47 o3
Alaska Native oo ARG RS Ty
Asian 706 | 1 S g e O n 0| 7| 9 1088 7.8%
Black or African- 95 T 4 0 3 6 216 | 1.5%
American DOCTOR OF PHILOSOPHY
Native Hawaiian/ 5 IO o SCIENTIIC MTANMENTS N e Asury 0 1 0| 15 0.1%
Pac Islander IN THE FIELD OF
White 2,585 | 4 Lomputer Seience 0 | 33 | 34 | 3792 27.0%
Multiracial, not 55 GIVEN THIS DAY UNDER THE SEAL OF THE INSTITUTE AT CAMBRIDGE 0 1 2 93 0.7%
HiSpaniC IN THE COMMONWEALTH OF MASSACHUSETTS
JUNE 3, 2005

Hispanic, any race 162 _ 0 2 3 258 | 1.9%
Total Res & 9,220 | 2,1 4%Q&“U“‘AﬂA””““’”'Z’ 4’“’“%‘ x 0 13,940
Ethnicity Known A fe
Resident, ethnicity 469 | 1 . 0 849
unknown |
Not Reported (N/R) 373 72 [ 165 17 0 41 g 608
Gender Totals 10,062 | 2,361 | 296 943 174 | 1,044 517 0 15,397
% 81.0% | 19.0% 84.4% | 15.6% 66.9% | 33.1%
* % of M and % of F columns are the percent of that gender who are of the specified ethnicity, of those whose ethnicity is known

—We did not train Russia’s weapons scientists in Boston during the Cold War.
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60.5% of PhDs awarded in 2015 to nonresident aliens

Table D10. PhD Enroliment by Gender and Ethnicity, From 153 Departments Providing Breakdown Data

CS CE | Ethnicity Totals
Male | Fem | NNR | % | % | Male | Fem Male | Fem | NR| % | % | Total %
of | of of | of
M* F* M* F*
Nonresident Alien 5,983 | 14 <R WL L 0 | 55 | 46 | 8,431 | 60.5%
¥ ASSACHUS] oam " ! ECHNOLOGY
Amer Indian or 29 ) i o ) 0 0 0 47 | 0.3%
Alaska Native UPON. . § e
. .~ - i< ~ ,.,‘ V: 1?
Asian | 706 | 1 o M L it Ke 0| 7| 9| 1,088 7.8:/0
Black or African- 95 R T 4 0 3 6 216 | 1.5%
American DOCTOR OF PHILOSOPHY
Native Hawaiian/ 5 O TION SR SN ATAINME NS AN e ATy 0 ) 1 0 15 0.1%
Pac Islander IN THE FIELD OF
White 2,585 4 Sfomputer facwnce 0 | 33 | 34 | 3,792 | 27.2%
Multiracial. not 55 GIVEN THIS DAY UNDER THE SEAL OF THE INSTITUTE AT CAMBRIDGE 0 1 2 93 0.7%
HiSpaniC ’ IN THE COMMONWEALTH OF MASSACHUSETTS
JUNE 3, 2005

Hispanic, any race 162 _ 0 2 3 258 | 1.9%
Total Res & 9,220 | 2,1 W‘?}“‘MW 4"‘“’“% #4 0 13,940
Ethnicity Known
Resident, ethnicity 469 1
Residert ‘ Clip a green card
Not Reported (\/R) || 373 | 72 17 tO eve ry F) h D d | p | oma
Gender Totals 10,062 | 2,361 | 296 943 174 =3 : . TR
% 81.0% | 19.0% 84.4% | 15.6% 66.9% | 33.1%

* % of M and % of F columns are the percent of that gender who are of the specified ethnicity, of those whose ethnicity is known

—We did not train Russia’s weapons scientists in Boston during the Cold War.

54



Just 67 /1275 (5%) PhDs went into Information Assurance

21 professors & postdocs; 41 to industry & government

Table D4. Employment of New PhD Recipients By Specialty

S ) 2
g S | & = 3

Q %x g = § - @ QEJ & § g g g S >0 5 §

SI185 E| = || €| 2|5 2| 2| B g |5 c | & |s=| & | 5

s |85/ S| 2|2 |E|E2g2|8| 2 22 | 2| 5|88 2|2

ElsE 8|5 2|S|E€g |8 S e|2|Eg3| 2|88 | 8

EES £ 8 5| E| 5|82 8| &8|&8|5| 2|85 8| 2|gg/ &£|8| £ E

<< OO O S T T = (Eo| £ = = = O || N Ll n — o =
North American PhD Granting Depts P
Tenure-track 10| O 7 6| 4]12| 5 / 8,12 2 8| 4] 9| 3| 0| 5| 14 8| 17 | 140| 10.0%
Researcher 2| 0 1 2 0 1 5/ 20 14 2] 0 21 1 21 2| 1 0 0 1 1 26| 1.8%
Postdoc 22, 0| 10| 13, 7| 3| 6128 5| 4| 2 41 1| 11 9| 3| 1 2 9| 13| 137| 9.7%
Teaching Faculty 6| 0 5 2| 1 2| 2| 08 54 1 3 8| 2| 3| 2| 2| 4 3 2| 11 64| 4.6%
North American, Other Academic
Other CS/CE/I Dept. 2| 0 2| 1] 0] 0, 2| 0f 2% 4] O 3 2] 3] 0| 1 1 2 3] 5 33| 2.3%
Non-CS/CE/I Dept 0| O 0| 0| 0] O 1 1 0y 2| 0 o 0] 0] 1 1 0 0 1 1 8| 0.6%
North American, Non-Academic
Industry 77| 2| 67| 47| 46| 21 | 23| 35 |/34'| 11 6| 57| 31| 31|48 9] 29|111| 35| 86| 806| 57.3%
Government 41 0 1 11 3] 6 1 3f 64 0| 3 of 0] 3] 3| 3| 1 3 2| 4 47| 3.3%
Self-Employed 1 0 0| 2| 1 0| 0| 2f 1 0| 1 0| 1 1 1 0| 2 5 0| 4 22| 1.6%
Unemployed 1 0 2/ 0] 0] O 1 o8 o4 0] O 1 o 0 1 0] O 0 1 0 7! 0.5%
Other 0| O o 1) 0] 0, O] 1 0y 1 0 1 0o 0] 1 0| O 0 0] 2 70 0.5%
Total Inside North America

125 2| 95| 75,64 | 37| 53| 61| 62| 37| 17| 84| 42| 63| 71| 20| 43 | 140 | 62| 144 [1,297 | 92.2%

Security should be taught to everyone, but we need specialists
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Manufacturing policy —
The US did not buy WW2 aircraft from Germany

Boeing Whichata B-29 Assembly Line, 1944
http://en.wikipedia.org/wiki/File:Boeing-Whichata_B-29 Assembly Line - 1944 .jpg
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But we buy nearly all of our computers from China.
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It's easy to put backdoors in hardware and software.
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There is no obvious way to secure cyberspace.

We trust computers...

—but we cannot make them trustworthy.
(A “trusted” system is a computer that can violate your security policy.)

We know a lot about building secure computers...
—but we do not use this information when building and deploying them.

We know about usable secuirity...
—but we can’t make any progress on usernames and passwords

We should design with the assumption that computers will fall...
—but it is cheaper to design without redundancy or resiliency.

Despite the new found attention to cyber security,
our systems seem to be growing more vulnerable every year.

Thank you! 58



Backup Slides:
HCI-SEC



Major Themes in HCI-SEC Academic Research

UserAuthentication
» Text Passwords
« Graphical Authentication
» Biometrics

* Token-based Authentication
« CAPTCHASs

Email Security and PKI
« Automatic, Transparent Encryption

Anti-PhishingTechnology
Password Managers

Device Pairing

Web Privacy

Policy Specification and Interaction
Security Experts

Mobile Security and Privacy

* Location Privacy
 Application platforms
* Mobile authentication

Social Media Privacy
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HCI-SEC Lessons and Challenges

Lessons Learned:
« Users need better information, not more information
* To make good decisions, users require clear context
 Plain Language Works,Even if it is less precise
* Where Possible, Reduce Decisions and Configuration Options
« Education Works, but cannot overcome economics

Research Challenges
« Authentication Challenges
« Administration Challenges
 Privacy Challenges
» Challenge of Modelling the Adversary
* The Challenge of Social Media and Social Computing
« Teaching Challenges
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HCI-SEC Conclusion: The Next 10 years

More HCI-SEC Research Centers

More HCI-SEC ResearchTargets

ncreased Researching on Nudges and Pusuasion
ncreased Emphasis on Offensive Work

ncreased demand for HCI-SEC from non-technical sectors
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2013 IEEE International Conference on |
echnologies for Homeland Security

12-14 November 2013, Westin Hotel, Waltha'm, MA

DETECTING THREATENING
INSIDERS WITH LIGHTWEIGHT

MEDIA FORENSICS

Naval Postgraduate School &
The University of Texas at San Antonio

Dr. Simson Garfinkel (NPS) & Dr. Nicole Beebe (UTSA)

8am, Wednesday November 13th, 2013

USA




Team Profile

Naval Postgraduate School

« Simson L. Garfinkel
Assoc. Prof
Computer Science

—simsong@acm.org
—+1.202.649.0029

The University of Texas at San Antonio

* N. Beebe, Asst. Prof.
Info Systems/Cyber Security
—Nicole.Beebe@utsa.edu

—+1.210.269.5647



mailto:simsong@acm.org
mailto:Nicole.Beebe@utsa.edu

The current approaches for finding hostile insiders are based

on “signatures.”

Sample signature to find a problem employee:

(CERT 2011)
® if the mail is from a departing insider

* and the message was sent in last 30 days

* and the recipient is not in organization’s domain
* and the total bytes summed by day is more than X,

=> send an alert to security operator
These signatures are typically hand written.

—Birittle
—Don’t scale

—NMiss new patterns

66



We propose a new approach for finding threatening insiders —

storage profile anomalies.

Hypothesis 1:
Some insiders hoard before exfiltration

* Manning

« Snowden

Copying 851 items (3.56 GB)

from Research (E:\\Users\Nicole\D...\Research) to Ten S
Discovered 851 items (3.56 GB)...
g

’ . )\‘\ A
‘ S
| .{.,‘

by 5 # o

- \\ ‘

o ‘ \ )
(\V'I:. ¢
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We also want to detect other kinds of illegal employee activity.

Hypothesis 2:
Some illegal activity has storage indicators:

« Contraband software (hacking tools) and data

« Large amount of:
—qraphics
—PII; PHI; account numbers
—Encrypted data

» Stolen documents

CMN Justice

”Iegal employee aCtiVity IS: Pentagon reopening probe into
 Bad for business employ_ees allegedly tied to child porn

Eepramnar “E AN 18 am =)

A% 2 (CNN) -- The Defznse Capartment will
5 fecpan itz avestigation intd empleyeas whe
\ g are al eged ¢ nave downicadec child
W5 pornography, a spokesman <ad
Wednesday.

 Exploitation threat
* Fraud risk

Ihe HFeatlagon's Detense Unmina
Investigative Sarvce wil review 254 casas,
accord ng 1o spe<esman Gary Comerford.
The department had stopoed {he eviews

The Dafenz e Dapa—mer. wi revew 261 cc2ee of peeeinie
rarckng n Chid parncQ zphy bacauz2 ¢f a lack of resour22s, ha seid.
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Our plan: look for storage devices that are different than their

peers.

We build a “storage profile” from features:
« # of credit card numbers, phone #s; SSNs, DOBs, etc.

* % pictures; %video
* % Doc files; %PDFs:

“Different” relative to:
» User’s history
» User’s organization
 Others in role.

400000 Numbelr of CCNs pelr drive

350000} 1 Total CCNs

300000+ Bl Distinct CCNs |

250000
200000
150000}
100000}

50000

1400}
1200}
1000}

800}

# CCNs

\

250

Garfinkel, S. and Shelat, A., "Remembrance of Data Passed: A Study of Disk
Sanitization Practices," IEEE Security & Privacy, January/February 20083.



http://simson.net/clips/academic/2003.IEEE.DiskDriveForensics.pdf
http://simson.net/clips/academic/2003.IEEE.DiskDriveForensics.pdf

Our approach:

Collect “storage profiles” and look for outliers.

We profile storage on the hard drive/storage device:
* Allocated & “deleted” files; Unallocated space (file fragments)

Hostile insider

Q‘ Outlier Analysis

=~ and identification

Lightweight Management Console

Media Forensics
Reports

Normal insiders

* Frequently, at “random” times

* Securely — by going to raw media
 Centrally — at management console



We cluster the storage profiles to find “outliers.”

What's an outlier?
« Something that's different from its peers
« Something different from its own history

atie!

+ o(O
qe’
ovw™

“Normal” Storage Profile



Outlier detection should have significant benefits:

* Not signature based
* Not reliant on access patterns
* Not reliant on policy definition, discovery, auditing

Design constraints:

- Agent must be scalable and cannot interfer with operations
—Desktop: background process, samples disk data
—Network load: small, aggregated data transfer
—Management console: scalable algorithms used

atte’

» Must work with isolated systems qiers
ot |

* Must be OS agnostic
 Must includes deleted data in collection/analysis

“Normal” Storage Profile



Our system has three parts:

1. Sample disk to collect desired data

* bulk_extractor
— a lightweight media forensics tool

Garfinkel, Simson, Digital media triage with bulk data analysis and
bulk extractor. Computers and Security 32: 56-72 (2013)

2. Client-server, enterprise response framework
« Google Rapid Response (GRR)

3. Anomaly detection agent g '’

GRR Rapid Response is an Incident Response Framework

 Univariate and multivariate outlier detection


http://simson.net/clips/academic/2013.COSE.bulk_extractor.pdf
http://simson.net/clips/academic/2013.COSE.bulk_extractor.pdf

Random sampling is a great way to analyze data.

Simple random sampling can determine % free space

Garfinkel, Simson, Vassil Roussev, Alex Nelson and Douglas White, Using purpose-built functions and block
hashes to enable small block and sub-file forensics, DFRWS 2010, Portland, OR

Data characterization can determine the kind of stored data

Capacity
148.87 GB Audio M Photos | Other [ Free
22568 | sisce 202568 | 11820 Ga
Audio Data reported by iTunes: 2.25 GiB 2.42 GB
MP3 files reported by file system: 2.39 GB
Estimated MP3 usage with random sampling : 249 GB 10,000 random samples
Iflr\ fg rnpf fllp q 271 GB 5,000 random samples
11 .v-la\r'- 11 G

Young J., Foster, K., Garfinkel, S., and Fairbanks, K.,
Distinct sector hashes for target file detection, IEEE
Computer, December 2012
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http://simson.net/clips/academic/2010.DFRWS.SmallBlockForensics.pdf
http://simson.net/clips/academic/2010.DFRWS.SmallBlockForensics.pdf
http://simson.net/clips/academic/2012.IEEE.SectorHashing.pdf

It takes 3.5 hours to read a 1TB hard drive.

In 5 minutes you can read:
« 36 GB in one strip
* 100,000 randomly chosen 64KiB strips (assuming 3 msec/seek)

Minutes
Data 1TB 36 GB 6.5 GB
# Seeks 1 1 100,000

% of data 100% 3.6% 0.65%
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The statistics of a randomly chosen sample

predict the statistics of a population.

US elections can be predicted by samphingiheitesidsfbe predicted by
households: sampling thousands of sectors:

2008 President Election Resulls

w7 |
'
[N
Rl |
| CT |
| N |
| DE |
a
3
The challenge is identifying The challenge is identifying the sector
likely voters. content that is sampled.
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We think of computers as devices with files.

3 B riobilc Applications o [= ]
. G o_ | v Vusic v iTires ~ Mchie Applcations v l‘aJ I Searck Mobile Apolizaticns O
: <5 l ‘
Organize ~  Nzw folder = ~ [ @
. Tony Bifl_‘_J Name “ V=te modifed | Type Size | ILJ
. lori Amo __|iBooks 2.1 L.ipa 3/12/2012 4:04 AM I2A File 50,045 KB
. Trance ¢ | iNisk 1.72.1.p= 3/30/AN11 4:13 AM 124 File 1,95A KR
| TY Show | Kevnote 1.6.ipa 3/30/20124:20 AM  IPAFile 375,233 KB
. Unknowr
| Kindle Z.C. 1ipa 3/30/2012 1:20 AM IA File 20,719 KB
. Vaneeza
Various £ | MadPad 1.1.0.ipa 12/3/2011 5:59 FM IA Tile 20,096 KD
| Vengabo | Majic Fano 40 2 Ipa 3/30/20 12 4:20 AM 174 Flle 25,085 KB
. Vera Eet | MagicPlar 1.5.ica 3/31/2012 12:35PM I2A File 19,025 KB
/ Vivadi | MarbleMast 1.9.ica 5/5/2011 1:01 °M I°A File 7,550 KB
§ Vv Nals | MarketDask 1.2 Lipa 2/14/20128:37PM  IPAFile 4,022 KB
. Voodoo !
| Memory Carde <,Z.0.ipa 5/5/2011 1:01°M I2/ File 1,691 KB
. Wandal
. " _ -
| Washing __| Modile News.ipa 7/13/2000 4:20 PM I°ATile J88 KD
. Whie De | Muewilzs 2.02.pg 5/3/2011 1:01>M I?4 File 972 kB
| William F | Moeculzs.ipa 3/3/2008 10:02 AM 124 Hle 273 KB
; WithinT: __| MustEatBrcs. pa 11/22/2C10 2:54PM I2A File 9,.77KB
§ : Vol 'gany | MyFitnessPal 2.2.1.in7 R/11/MN117:45PM T4 File 77,449 kR
. Yeah Ve
can e  My?ad 2.5.4.pa 202017 6:53 9M I24 File 8,025 KB
. yellowes —
Yes __ | Nearby 1ipa 2/17/20C8 10:49PM I"A File 709 KB
b vola ten | Nelix 2.1.2.i0¢ 3/30/2012 3:02 PM I24 File 7,896 KB
. Zack Eor | NightSzand 2 02.pz 3/LY20117:3.PM 174 Flle 153,563 KB
. R85 | Nightstand 1.2.2.pz 3/11/20117:32PM I>A File 14,745 KB
c | AR HERE | rook 3.1.2.1%.ipa 2/27/0128:40PM  DPAFile 19,344 KB
| BAD | NPR. 2.2.idz 11/27/2011 7:33AM  IPAFile 3,740 KB
J iTares Muc
. NYTimes 2.2.ipa 3/30/2012 4:20 AM I/ File 6,715 KB
. Mokile App —
Previa 1€ '-TLI __| Op=nTablke 1.7 L.ida 3/12/2012 4:04 AM I”ATile 4,070 KD LJ
| 70 Kemrs
!
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Current status —

bulk extractor updated v1.4 just released
« Added features & GRR integration preparation

Sceadan data type classifier updated v1.2 released

Extraction, transformation, loading of datesets
« M57 Patents (digitalcorpora.org) case

Progress on anomaly detection algorithm
« Real Data Corpus extraction, translation and loading near complete
* Theoretical development
« Empirical data descriptive analyses (test assumptions)
« Univariate anomaly detection performing well on synthetic data set
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We are in year 1 of a 3-year effort.

- NPS Lead UTSA Lead

Outlier detection algorithm
Year 1  bulk extractor upgrades Synthetic data experimentation
Real Data Corpus experimentation

Integrate GRR Develop/test data outlier detection
Year 2 . L
Develop/test management console Develop/test visualization component

Final dev. of outlier detection
Year 3 Large-scale testing on partner net  algorithm

Final dev. of visualization agent
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Many challenges remain.

“Anomalous” suggests “normal” exists

_arge, diverse, dislocated organizations
High fluidity and variety in workforce

Remote, mobile, multi-device access requirements

« Uninterruptible, critical computational operations

Clustering algorithm selection/development
» Accuracy and speed trade-off of extant algorithms

* Develop combinatorial algorithm to improve accuracy
* Need for automated parameter selection amidst noise

* Feature selection
Engineering of visualization component

suet
atier® W
0 ([ J

“Normal” Storage Profile
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In conclusion, we are developing a system that uses

“lightweight media forensics” to find hostile insiders.

We use random sampling to build a storage profile of media

We collect these profiles on a central server

We cluster & data mine to find outliers.

Hostile insider

‘}3 N and identicaion
Contact . 3
« Simson L. Garfinkel simsong@acm.org <.
* Nicole Beebe Nicole.Beebe@utsa.edu ou‘\"e‘f“\a‘\e‘

“Normal” Storage Profile
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