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A bit about me
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Associate Professor, 2006—
Naval Postgraduate School, 
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“The views expressed in this presentation do not 
necessarily reflect those of the Department of 
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A bit about NPS.

Located in: Monterey, CA
Campus Size:  627 acres
Student:         1500
 US Military (All 5 services)
 US Civilian (Scholarship for Service & SMART)
 Foreign Military (30 countries)

Schools:
 Business & Public Policy
 Engineering & Applied Sciences
 Operational & Information Sciences
 International Graduate Studies

ASK ME ABOUT OUR MS AND PHD PROGRAM!
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http://www.simson.net/clips/academic/2007.ACM.Domex.pdf

My current research: 
Automated Document & Media Exploitation
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http://www.simson.net/clips/academic/2007.ACM.Domex.pdf

I am also active in HCI-SEC and IRB issues.

Symposium On Usable Privacy and Security
July 15-17, 2009
Mountain View, CA

http://cups.cs.cmu.edu/soups/2009/
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Goals for this tutorial.

This tutorial assumes you know more about security than usability.

• Understand how usability is relevant to security.

• Basics of usability design.

• Understand why HCI-SEC is hard.

• Review research on HCI-SEC

• Understand what works.
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Outline for this morning’s tutorial.

9:00 — 10:30 What is HCI-SEC and why is it so hard?

• Understanding Security, Usability, and HCI-SEC

• What makes HCI-SEC different?

• 10 years of HCI-SEC research

10:30 — 11:00 Coffee!

11:00 — 12:30 HCI-SEC in practice

• Principles for aligning security and usability

• Specific approaches

• Where to go for more information.
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What is Usable Security...
...and why is it so hard?

Security
Usability
Usable Security
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What is Usable Security...
...and why is it so hard?

Security
Usability
Usable Security
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What is computer security?

Traditionally, computer security was:

• Confidentiality

• Integrity

• Availability

Then we added:

• Non-repudiation

• Risk management

• Incident Response

• Disaster planning
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What is security?

“A computer is secure if you can depend 
on it and its software to behave as you 
expect. (PUS, ’91)

Systems are secure if they are 
trustworthy.
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What is computer security?

Traditionally, computer security was:

• Confidentiality

• Integrity

• Availability

Then we added:

• Non-repudiation

• Risk management

• Incident Response

• Disaster planning

• Usability
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Usability & Security is typically called HCI-SEC.
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But in fact, 

• "usability" has always been a security requirement.

• "security" has always been a usability requirement.

&

Human

Computer

Interaction

SECurity



13

Why the recent interest in HCI-SEC?

Security is getting worse, not better.

• Increased number of security incidents

• Increased variety of security problems

Why?

• Demilitarization of cyberspace.

• End users are system managers.

• Increased connectivity.

• More financial incentives (home banking, phishing, etc.)

• Proliferation of passwords, pins, challenge questions, etc.



How do you build a trustworthy system?

In 1975 Jerome Saltzer and Michael Schroeder formulated three design 
principles for building secure systems:

1. Economy of mechanism.

2. Fail-safe defaults.

3. Complete mediation.

4. Open design.

5. Separation of privilege.

6. Least privilege.

7. Least common mechanism.

8. Psychological acceptability.
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Two of these principles involve usability.

Fail-safe defaults 

• “Base access decisions on permission rather than exclusion.” 

• Make the system secure by default.

• [Implies control of user-initiated configuration changes.]

Psychological acceptability

• “It is essential that the human interface be designed for ease of use, so 
that users routinely and automatically apply the protection mechanisms 
correctly.”

• If the security system is not easy to use, people will circumvent it.
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So what is usability?

Usability: “I know it when I see it.”

Jakob Nielsen identified five elements in a usable interface:

1. satisfaction: Interfaces we enjoy using 

2. efficiency: Interfaces we are fast at using 

3. learnability: Interfaces we can use without asking for help 

4. memorability: Interfaces we can use after time

5. few and non-catastrophic errors: 
mistakes are rare and easily recovered 

(Notice that “usability” is different than from “accessibility.”)



"Catastrophic errors" are about security.

Many security problems seem difficult because there is no way to recover 
from the error.

Information Disclosure 

• You can’t make the adversary forget a secret once it has been revealed.

• You can’t stop somebody from spending $$ if your credit card is 
revealed.

Information Destruction 

• You can’t get data back once it has been erased.
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Why is HCI-SEC hard?

User interfaces are hard to design.

Security is hard to understand.

There just aren't that many people with both skills.

Is something else going on as well?
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HCI-SEC: Usability in the face of an adversary

The adversary can exploit usability features.

The adversary can exploit usability problems.

The adversary can masquerade as tech support.

Security features make systems harder to use—so 
people disable them.

Adversaries adapt faster than legitimate users.

People have a hard time distinguishing attacks from 
system errors.
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Security professionals traditionally blamed users 
(and administrators!)

Users were expected to:

• Use passwords that were too difficult to 
guess, but could be remembered 
without writing them down.

Administrators were expected to:

• Maintain system & apply patches

Developers were expected to:

• Securely code.

• Understand crypto.

Like blaming plane crashes on "pilot error."
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Confidentiality is an important aspect of computer security. It
depends on authentication mechanisms, such as passwords, to safeguard access to infor-

mation [9]. Traditionally, authentication procedures are divided into two stages: identifi-

cation (User ID), to identify the user; and authentication, to verify that the user is the

legitimate owner of the ID. It is the latter stage that requires a secret password. To date,

research on password security has focused on designing technical mechanisms to protect 

Why users compromise computer security mechanisms and 
how to take remedial measures.
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access to systems; the usability of these mecha-
nisms has rarely been investigated. Hitchings [8]
and Davis and Price [4] argue that this narrow per-
spective has produced security mechanisms that
are, in practice, less effective than they are generally
assumed to be. Since security mechanisms are
designed, implemented,
applied and breached by
people, human factors
should be considered in
their design. It seems that
currently, hackers pay more attention to the
human link in the security chain than security
designers do, for example, by using social engi-
neering techniques to obtain passwords. 

The key element in password security is the
crackability of a password combination. Davies
and Ganesan [3] argue that an adversary’s ability
to crack passwords is greater than usually believed.
System-generated passwords are essentially the
optimal security approach; however, user-gener-
ated passwords are potentially more memorable
and thus less likely to be disclosed (because users

do not have to write them down). The U.S. Fed-
eral Information Processing Standards [5] suggest
several criteria for assuring different levels of pass-
word security. Password composition, for example,
relates the size of a character set from which a
password has been chosen to its level of security.

An alphanumeric
password is therefore
more secure than one
composed of letters
alone. Short password

lifetime—changing passwords frequently—is sug-
gested as reducing the risk associated with unde-
tected compromised passwords. Finally, password
ownership, in particular individual ownership, is
recommended to:

• Increase individual accountability;
• Reduce illicit usage;
• Allow for an establishment of system usage

audit trails; and 
• Reduce frequent password changes due to

group membership fluctuations. 

! A n n e  A d a m s  a n d  
M a r t i n a  A n g e l a  S a s s e

USERS ARE NOT
THE ENEMY

 

A. Adams & M. A. Sasse (1999): Users Are Not The Enemy: Why users compromise 
security mechanisms and how to take remedial measures,  in: Communications 
of the ACM, 42 (12), pp. 40-46 December 1999



A usability study of PGP 5.0.

PGP 5.0 was a:

• Mature program.

• “Easy-to-use” GUI

• Integrated with Eudora on the Mac.

Whitten & Tygar performed:

• Cognitive walk-through of program.

• Laboratory study with 12 users.

Conclusion: Designing interfaces for “security software” is 
inherently more difficult than designing ordinary software.
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“Why can’t Johnny Encrypt?” 
(Whitten & Tygar, 1999 Usenix Security)



1. The Secondary Goal Property

• “People do not generally sit down at their computers wanting to manage 
their security; rather, they want to send mail, browse web pages, or 
download software.”

2. The Abstraction Property

• “Security policies are usually phrased as abstract rules that are easily 
understood by programmers but “alien and unintuitive to many members 
of the wider user population.”
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Why is HCI-SEC so hard?
Whitten and Tygar proposed five reasons.



3. The Hidden Failure Property

• “It is difficult to provide good feedback for security management and 
configuration because configurations are complex and not easy to 
summarize”

4. The Barn Door Property

• “Once a secret has been left accidentally unprotected, even for a short 
time, there is no way to be sure that it has not already been read by an 
attacker.”

5. The Weakest Link Property

• “The security of a networked computer is like a chain: it is only as strong 
as the weakest component. If a cracker can exploit a single error, the 
game is up.”
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Why is HCI-SEC so hard?
Whitten and Tygar proposed five reasons.



HCI and SEC conflict when addressed separately:
Total cost = [Security Costs] + [Usability Costs] 
   + [Documentation Costs] + [Marketing Costs]
   + [Functionality Costs]

But without usability, systems cannot be operated securely.

Usability is necessary for "effective security."
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Increasing HCI-SEC ➠

Security and Usability are often presented as 
having conflicting goals.
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Security & Usability practitioners 
have adopted similar approaches.

"Design in from the beginning:"

• “We agreed that security was not optional, and that it needed to be 
designed in from the beginning.” 

“Report of the IAB Security Architecture Workshop,” RFC 2316, S. Bellovin, April ’98

• “Usability must be designed in from the beginning.”
“The Importance of Designing Usable Systems,” Susan M. Dray, Interactions Magazine, January 1995 
(Volume 2, issue 1), pp. 17-20

"Iterative Design:"

• “Security is a process, not a product”
Bruce Schneier, Crypto-Gram, May 15, 2000

• “Use an iterative design process”
John Gould and Clayton Lewis, 1983

“25 Years in Usability,” Jakob Nielsen,  April 21, 2008
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HCI-SEC approach #1:  
Make catastrophic errors hard.

Confirmation boxes: 

Simplify configuration and management:

• Remove user options

This is the traditional approach to HCI-SEC.
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HCI-SEC approach #2:
Make catastrophic events reversible.

You can’t make the adversary forget a secret once it has been revealed.

Make the secrets not matter:

• Anti-fraud systems

• Change keys; Get a new credit card

• DRM systems for document control

You can’t get data back once it has been erased 

• Backups

• Multiple Servers

This is the new, enlightened approach to HCI-SEC.

27
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The big problem with much of this work

Which of these is “Security Software?”

❏ PGP 5.0 for Macintosh

❏ Microsoft Word 2007 for Windows

❏ Internet Explorer 7.0

❏ Ubuntu Linux 8.10

❏ Apache 2.0?

Answer: all software is security software.
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HCI-SEC research areas

Most HCI-SEC research has been in one of these areas:

• Authentication

• Anti-phishing

• Secure pairing of wireless devices.

What's been missing:

• Redesigning underlying operating system

• Physical Authentication

29



Recent Publications:
“What Instills Trust? A Qualitative Study of Phishing”

Markus Jakobsson, Alex Tsow, Ankur Shah, Eli Blevis, and Youn-Kyung Lim
Usable Security 2007

• 17 subjects from 18 to 60 participated in “think out loud” study.

• Shown legitimate and “phishy” emails, web pages, & phone calls.

Conclusions:

1. Spelling and design matter.

• phising email dismissed based on spelling.

• Emails signed by a person (Jim Smith) more credible than those signed by 
roles (e.g. “Account manager, Paypal.”)

• Security awareness more credible when confined to portion of web page.
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Is this a Phishing Site?

31



Jakobsson et. al additional findings

2. Too much emphasis on security can backfire.

3. People look at URLs.

• Phishy: http://65.33.213/    http://www-chase.com/

• Not phishy:  http://www.chase-alerts.com/

4. Third party endorsements depend on brand recognition.

5. People judge relevance before authenticity.

• Verisign good; TRUST-e bad

6. Pesonalization creates trust

• Any personalization: 4246-XXXX-XXXX-XXXX; ZIP Code; ‘4432

7. Phone calls are not phishy. 

• Not even voice response systems

• Not even when phone number is in email.

8. Padlocks in chrome create trust—sometimes.
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Other recent titles from literature:

“An Evaluation of Extended Validation and Picture-in Picture Phishing Attacks.”

• EV certificates help if users are told what they mean.

“Empirical studies on software notices to inform policy makers and usability 
designers.”

• Surprisingly, some people actually read EULAs.  (but not many)

• Most EULAs are too long to be useful.

“Low-cost  Manufacturing, Usability, and Security: An Analysis of Bluetooth 
Simple Pairing and Wi-Fi Protected Setup.”

• In-band is too susceptible to attack. 

• Industry should push for a single out-of-band channel for setup.

• Decoy devices or scanners to detect attackers can improve security.
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Usability Design in 5 minutes
34
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You are not the user!

• Most software engineering is about communicating with other 
programmers

• UI is about communicating with users

The user is almost always right

• Consistent problems are the system’s fault

... but the user is not always right

• Users can change through training and experience.

• User’s aren’t designers

User Interfaces are hard to design
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Who is the designer? Who is the user?

In most cases, programmers design for themselves... 

• This can be a good thing:

✓Developer tools

✓ Interfaces for “power users.”

✓Programmers that have an innate sense of design.

• This can be a bad thing:

✓Small projects that can’t afford a proper designer.

✓Legacy systems designed for experts, migrating to larger user base.

In most cases, security experts design for themselves...

• The security issues frequently aren’t understood or known.

• This is invariably a bad thing.



Jeff Johnson’s usability design principles are 
relevant to HCI-SEC.

#1 - Focus on the users and their tasks, not the technology

#2 - Consider function first, presentation later.

#3 - Conform to the users’ view of the task

#4 - Don’t complicate the user’s task

#5 - Promote learning Inside the Interface

#6 - Deliver information, not just data

#7 - Design for responsiveness

#8 - Try it out on users, then fix it!
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For whom is this product being designed?

What is the product for?

What problems do the users have now?

What are the skills and knowledge of the users?

How do users conceptualize and work with their data?

Principle #1: 
Focus on the users and their tasks, not the technology
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Does not mean “worry about the user interface later!”

1.Develop a conceptual model

2.Keep the model as simple as possible, but no simpler

3.Develop a lexicon.

One of the most significant problems in HCI-SEC is the lack of a consistent 
lexicon!

Principle #2:
Consider function first, presentation later.
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Common tasks should be easy.

This is especially a problem with passwords 
and captchas:

• The purpose of passwords is to 
complicate tasks!

• CAPTCHAS exist because computer 
time is more valuable than human time!

Principle #4:
Don’t complicate the user’s task
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The user wants to solve a problem, not learn how to use your program!

• Think “outside-in,” not “inside-out”

Be careful of ambiguity

Icons do not naturally make sense...

Be consistent so there is something to learn!

Principle #5:
Promote learning inside the interface
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Design displays carefully.

The screen belongs to the user.

Preserve display inertia.

Certificate dialogues do not follow this principle at all...

Principle #6: Deliver information, not just data

Certificate Dialogs

• No consistency 
• Can average user make heads or tails of info 
provided?

Certificate Dialogs

• No consistency 
• Can average user make heads or tails of info 
provided?

Certificate Dialogs

• No consistency 
• Can average user make heads or tails of info 
provided?



HCI-SEC is about more than user interfaces.

Underlying system design:

• What functionality is provided?

• Where is the functionality provided? 

✓Client?  Server?  

User expectations and education:

• Marketing materials

• Documentation

Economics and user incentives:

• What encourages the user to act in a secure manner?

• What is the price/penalty for unsecure behavior?

43Questions or comments?



HCI-SEC: 
10 years of research
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Many security systems fail invisibly. 

Which of these is encrypted?
U2FsdGVkX1/XlRf6Gt1czLSd9VgyKQatH76f4VFoF5w=

VGhpcyBpcyBhIHRlc3QK==

Which of these actually erases data?
format c:      (Windows 95)

format c:      (Windows XP)

format c:      (Vista)
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The lack of transparency makes it hard to 
understand online privacy & security.

Hidden Information at the Server:

• Log files

• Third-party Image Servers 

• Web Bugs

Hidden Information at the Client:

• Cookies

• Browser History

• Browser Cache

DNS is opaque to most users:

• Many DNS names can map to one IP address

• Many IP addresses can map to one DNS name

• No relationship between a DNS name and a company
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File-sharing programs encourage reckless sharing. 

"A study of Kazaa P2P file Sharing," Good & Krekelberg, 2003

• Lab study of users.

• Searched Kazaa for potentially confidential files.

• Made "Credit Cards.xls" file available; people tried to download it!
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Kazaa study main conclusions:
Users can't believe programmers are so dumb.

Easier to share entire hard drive than a specific 
directory.

Users confused by specific program behavior:

• Sharing a directory automatically shares 
sub-directories.

• Sharing a directory with "movies" shared all 
file types in directory.

"You mean it shares all files?"
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3. do not make dangerous errors that can lead to 

unintentionally sharing private files ; and 

4. are sufficiently comfortable with what is being 

shared with others and confident that the system 

is handling this correctly. 

During the cognitive walkthrough and the user study, we 

paid close attention to whether or not the interface was 

able to meet these guidelines, and if not why were they 

inefficient. 

4. SUMMARY OF COGNITIVE WALKTHROUGH 

Recent versions of the Kazaa application have made some 

progress in addressing these issues. A default installation 

of Kazaa for users using the latest version of Kazaa 1.7.1 is 

relatively safe, it creates a shared file folder, assigns this 

as the default download file and indexes these folders for 

the My Kazaa library.  Previous versions of Kazaa offered 

to search for files to share with users during the initial 

setup. The program would then start and search for files 

such as audio, video and image files. All of this is done 

through a wizard interface that walks the user through the 

steps of setting up an account or using an existing one, 

software agreement and installing add software. Whereas 

the default configuration in the past enabled sharing, the 

latest configuration of Kazaa comes with sharing disabled. 

 While a default setup is relatively safe, user modification 

of various settings are not. By adding or changing 

directories to be shared,  there were potential interface 

issues that could create misunderstandings about what 

files the system was sharing with other users, regardless 

of the version of Kazaa that the user is using. There are a 

number of reasons why a user would change default 

settings. Three common scenarios are driven by a user’s 

desire to save the files being downloaded to a different 

location, share more files with other users or add files to 

the My Media. In the following sections, we will walk 

through each of these scenarios and the various ways that 

Kazaa allows these to be accomplished.  We will look at 

the various safegaurds that Kazaa employs to prevent 

users from sharing private files or files that they do not 

want others to see, and describe where they fail. 

Changing the Download file directory 

In Kazaa, as in most P2P applications, the share directory 

provides the dual purpose of specifying the files that the 

user decides to share with the network (if the user decides 

to share files), and the place where these files will be 

stored.  The shared directory is referred to as the 

download directory in Kazaa, and is managed through the 

Options menu, in the tool tab (Figure 4). Additionally, the 

Options->Tools tab also contains a checkbox for users to 

determine whether they would or would not like to share 

files with the Kazaa community. Users may type in the 

directory they would like to download files to, or 

alternately browse their file system and select the folder 

they would like to use to store downloaded files (Figure 3).  

 

Figure 3 Browsing and selecting interface for the 

Shared/Download Folder. Note that the interface says 

browse for folder, and does not mention that the folders will 

be recursively searched for fi les. 

If the user has decided to share files with others, then all 

files in this directory as well as the directories below it are 

recursively shared, and added to My Media files (Figure 

11). The wording of the download folder (which doubles 

as the My Shared Folder) is confusing and misleading. 

The word “folder” is singular, implying one folder, and 

does not hint that all folders below it will be recursively 

selected to be shared with others. Also “download folder” 

implies that it will be used to store files that are 

downloaded and has nothing to do with sharing. It does 

not mention that this folder (and the folders and files 

underneath) will also be shared with others, if sharing is 

enabled. 

 

Figure 4 The traffic tab in the options folder. Here is where 

users specify the download and My Shared directory as well 

as toggle sharing of all files. 



"Why Phishing Works"
(Dhamija, Tygar & Hearst, CHI 2006)

Hypothesis: specific strategies are effective at deceiving users.

Researchers:

• Analyzed a large number of phishing attacks.

• Performed laboratory usability study with 22 participants and 20 web sites.

Key Results:

• 23% of participants did not look at browser-based cues

• Users made incorrect choices 40% of the time.
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veals that correct judgment scores differed significantly as 

a function of strategy (F(4, 17) = 7.83, p =.001).  A Tukey 

post-hoc test reveals that the scores for Type 1 strategy 

users - those who use only the website content to deter-

mine legitimacy - differ significantly from Type 2, 4 and 

5 strategy users. 

Website Difficulty 

After participants judged each website as legitimate or 

not, we asked them to rate how confident they were of 

this decision (on a scale of 1 to 5, where 1 was the least 

confident and 5 was the most confident). In general, par-

ticipants were very confident of their decisions, whether 

they were correct or incorrect.  The lowest average confi-

dence level is 3.0. 

Table 2 shows the websites ranked from most difficult 

(highest number of incorrect judgments) to least difficult 

(highest number of correct judgments), the average confi-

dence level for each judgment, and the spoofing (fraudu-

lent sites) or security (legitimate sites) strategies used.  

Figure 3: Bank of the West Phishing Site 

Phishing Websites 

Figure 3 shows the phishing website that fooled the most 

participants is an exact replica of the Bank of the West 

homepage. The website is hosted at 

“www.bankofthevvest.com”, with two “v”s instead of a 

“w” in the domain name.  

90.9% (20 participants) incorrectly judged this to be the 

legitimate Bank of the West website.  17 participants 

mentioned the content of the page as one reason for their 

decision.  For many participants the “cute” design, the 

level of detail and the fact that the site does not ask for a 

great deal of information were the most convincing fac-

tors.  Two participants mentioned the animated bear video 

that appears on the page, (e.g., “because that would take a 

lot of effort to copy”).  Participants in general found this 

animation appealing and many reloaded the page just to 

see the animation again.  

8 participants relied on links to other sites to support their 

decisions.  6 of these clicked on the Verisign logo:  when 

clicked, a window popped up a window displaying an 

SSL protected webpage, hosted at Verisign, that shows 

the SSL certificate status of www.bankofthewest.com.  

Unfortunately, any site can provide a link to this popup 

page
3
 in order to gain credibility.  A participant must 

compare the URL displayed in the popup to the URL in 

the address bar to detect that they are not referring to the 

same website. 

One participant clicked on a link to display the Chinese 

version of this website, which linked to the actual Bank of 

the West website.  Her native language is Chinese, and 

she believed that a “fake website could never be this 

good”.  One participant clicked on a link to a “consumer 

alert”, a link to the real website that describes tips for 

protecting against phishing attacks.  

In fact, three participants said the correctness of the URL 

was the primary factor in deciding that this was a legiti-

mate site. One of these was a Bank of the West account 

holder.  He used a Type 5 strategy (i.e., used all browser 

security indicators) and had expert security knowledge. 

He stated that the use of “BOW/index.html” in the URL 

matched his memory of the legitimate web site.  This in-

dicates that even users who are knowledgeable and have 

familiarity with the website can be fooled by visual de-

ception attacks.   

9.1% (2 participants) correctly judged this to be a spoof 

site.  Only one participant detected the double “v” in the 

domain name (she was the oldest participant in the 53-58 

age range and used a Type 2 strategy with no security 

knowledge). One participant noticed an outdated date in 

the content of the webpage (many phishing sites display 

the date at which the page was copied from the original). 

Participant Knowledge of Phishing and Security 

We used participant responses to the websites to guide a 

semi-structured interview about their knowledge of 

browser security indicators and of phishing in general. 

Knowledge and Experience with Phishing. 7 participants 

had never heard the term “phishing” before this study 

(some participants seemed genuinely surprised that these 

attacks even occur). However, all participants said that 

they do receive spam email that asks them to visit a web 

                                                             

3
https://seal.verisign.com/splash?form_file=fdf/splash.fdf&dn=

WWW.BANKOFTHEWEST.COM&lang=en 



Why does phishing work? 
(Dhamija, Tygar & Hearst, CHI 2006)

1. Lack of knowledge

• Users do not understand how computer systems work.

• Users do not understand security. 

• Users do not understand security indicators.

• For example:

✓What does SSL do?

✓What's browser "chrome?"
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Why does phishing work? 
(Dhamija, Tygar & Hearst, CHI 2006)

2. Visual Deception

• Visually deceptive text (homographs)

• î vs. i vs. l

• http://www.bankofthevvest/

• images masking text

• images mimicking windows

• pop-up windows

• deceptive look and feel
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veals that correct judgment scores differed significantly as 

a function of strategy (F(4, 17) = 7.83, p =.001).  A Tukey 

post-hoc test reveals that the scores for Type 1 strategy 

users - those who use only the website content to deter-

mine legitimacy - differ significantly from Type 2, 4 and 

5 strategy users. 

Website Difficulty 

After participants judged each website as legitimate or 

not, we asked them to rate how confident they were of 

this decision (on a scale of 1 to 5, where 1 was the least 

confident and 5 was the most confident). In general, par-

ticipants were very confident of their decisions, whether 

they were correct or incorrect.  The lowest average confi-

dence level is 3.0. 

Table 2 shows the websites ranked from most difficult 

(highest number of incorrect judgments) to least difficult 

(highest number of correct judgments), the average confi-

dence level for each judgment, and the spoofing (fraudu-

lent sites) or security (legitimate sites) strategies used.  

Figure 3: Bank of the West Phishing Site 

Phishing Websites 

Figure 3 shows the phishing website that fooled the most 

participants is an exact replica of the Bank of the West 

homepage. The website is hosted at 

“www.bankofthevvest.com”, with two “v”s instead of a 

“w” in the domain name.  

90.9% (20 participants) incorrectly judged this to be the 

legitimate Bank of the West website.  17 participants 

mentioned the content of the page as one reason for their 

decision.  For many participants the “cute” design, the 

level of detail and the fact that the site does not ask for a 

great deal of information were the most convincing fac-

tors.  Two participants mentioned the animated bear video 

that appears on the page, (e.g., “because that would take a 

lot of effort to copy”).  Participants in general found this 

animation appealing and many reloaded the page just to 

see the animation again.  

8 participants relied on links to other sites to support their 

decisions.  6 of these clicked on the Verisign logo:  when 

clicked, a window popped up a window displaying an 

SSL protected webpage, hosted at Verisign, that shows 

the SSL certificate status of www.bankofthewest.com.  

Unfortunately, any site can provide a link to this popup 

page
3
 in order to gain credibility.  A participant must 

compare the URL displayed in the popup to the URL in 

the address bar to detect that they are not referring to the 

same website. 

One participant clicked on a link to display the Chinese 

version of this website, which linked to the actual Bank of 

the West website.  Her native language is Chinese, and 

she believed that a “fake website could never be this 

good”.  One participant clicked on a link to a “consumer 

alert”, a link to the real website that describes tips for 

protecting against phishing attacks.  

In fact, three participants said the correctness of the URL 

was the primary factor in deciding that this was a legiti-

mate site. One of these was a Bank of the West account 

holder.  He used a Type 5 strategy (i.e., used all browser 

security indicators) and had expert security knowledge. 

He stated that the use of “BOW/index.html” in the URL 

matched his memory of the legitimate web site.  This in-

dicates that even users who are knowledgeable and have 

familiarity with the website can be fooled by visual de-

ception attacks.   

9.1% (2 participants) correctly judged this to be a spoof 

site.  Only one participant detected the double “v” in the 

domain name (she was the oldest participant in the 53-58 

age range and used a Type 2 strategy with no security 

knowledge). One participant noticed an outdated date in 

the content of the webpage (many phishing sites display 

the date at which the page was copied from the original). 

Participant Knowledge of Phishing and Security 

We used participant responses to the websites to guide a 

semi-structured interview about their knowledge of 

browser security indicators and of phishing in general. 

Knowledge and Experience with Phishing. 7 participants 

had never heard the term “phishing” before this study 

(some participants seemed genuinely surprised that these 

attacks even occur). However, all participants said that 

they do receive spam email that asks them to visit a web 

                                                             

3
https://seal.verisign.com/splash?form_file=fdf/splash.fdf&dn=

WWW.BANKOFTHEWEST.COM&lang=en 



Why does phishing work? 
(Dhamija, Tygar & Hearst, CHI 2006)

3. Bounded Attention

• Lack of attention to security indicators

• Lack of attention to the absence of security indicators.
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Why does phishing work? 
(Dhamija, Tygar & Hearst, CHI 2006)

Industry Practices

53

Website URL % Wrong

Bank of the West http://bankofthevvest.com/ 91%

PayPal http://paypal-signin03.com/ 59%

PayPal http://63.4.241.49/ 59%

Capital One http://cib.ibanking-
services.com/

50%

Ameritrade http://ameritrading.net/ 50%

Etrade http://etrade.everypath.com/ 77%



"Do security toolbars actually prevent phishing 
attacks?"  (Wu, Miller & Garfinkel, CHI 2006)

Answer: NO

Reasons?

• Toolbars aren't perfect; users thought 
the toolbar was wrong.

• Users can rationalize the warnings if 
they want to do something.
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At least two organizations have initiated phishing attacks 

against their own members, with the goal of teaching them 

to protect themselves. [ 3] The US Military Academy at 

West Point found that more than 80% of its cadets 

succumbed to a phishing attack by a fictional colonel.  The 

State of New York mounted two attacks on its 10,000 

employees; 15% were spoofed by the first attack, but only 

8% by the second, which came three months later. 

Besides the security toolbars we tested, there are other anti-

phishing solutions that help users to differentiate the 

legitimate web sites from the phishing ones. Dynamic 

Security Skins [ 6] proposes to use a randomly generated 

visual hash to customize the browser window or web form 

elements to indicate the successfully authenticated sites. 

PassMark [ 18] includes a personalized image in a web page 

to indicate that the user has set up an account with the site. 

Google Safe Browsing for Firefox [ 12] pops up an alert 

when a user is on a web page that Google determines to be 

illegitimate. The content of the phishing page is also 

darkened to make it less convincing. Internet Explorer 7 

[ 19] protects against phishing with a dynamically-updated 

black list of known phishing web sites, a client-side list of 

acceptable sites, and a set of heuristics. It blocks the user's 

activity with a detected phishing site. IE7 also has stricter 

enforcement of SSL certificates, in that it will not display 

websites with certificates that are invalid. A comprehensive 

survey of anti-phishing solutions can be found in [ 8]. 

STUDY DESIGN 

To simplify the study design, we grouped the features of the 

five existing toolbars into three simulated toolbars (figure 

2), based on the three types of information that existing 

security toolbars display:   

The Neutral Information toolbar shows website 

information, such as domain name, hostname, registration 

date and hosting country, as SpoofStick and Netcraft 

Toolbar do. With this information, users must use their own 

judgment and experience to decide whether a site is 

legitimate or phishing. 

The SSL-Verification toolbar differentiates sites that use 

SSL from those that do not. SSL sites are displayed with the 

site’s logo and CA; a general warning message is displayed 

for other sites. This approach that imitates Trustbar seeks to 

make the user suspicious when a non-SSL page asks for 

sensitive information such as a password or credit card 

number.  

The System-Decision toolbar displays a red light and the 

message “Potential Fraudulent Site” if it decides that a web 

page is actually a phishing attack, an approach that is 

similar in design to both eBay Account Guard and 

SpoofGuard. This display is easy for a user to interpret, but 

it requires the user to trust the toolbar’s decision process, 

which is generally hidden from the user.  

 Study Implementation 

In order to simulate attacks against users, we needed to 

completely control the display of the toolbars and other 

security indicators.  Users in the study interacted with a 

simulated Internet Explorer built inside an HTML 

application running in full screen mode (figure 3). Different 

HTML frames displayed different browser components, 

including the security toolbars. The locations and sizes of 

the toolbars were consistent with the existing toolbars that 

they are based on. The Neutral-Information toolbar and the 

System-Decision toolbar were located below the address 

bar and above the main browsing window. The SSL-

Verification toolbar was located below the title bar and 

above the menu bar. The address bar took the FireFox 

approach by using the yellow background and a lock icon to 

indicate SSL connections. The status bar also displayed a 

lock icon for SSL connections. 

Our study simulated ideal phishing attacks whose content is 

a perfect copy of the actual website. This is realistic, since 

an attacker might not bother mirroring the entire site, but 

might simply act as a man-in-the-middle between the user 

and the real site. The attackers would pass the real web 

pages to the user and the user’s submitted data to the real 

site and in the meantime capture the user’s sensitive data 

during the online transaction. As such, the main frame in 

our browser always connected to the real website, 

Neutral-Information toolbar

SSL-Verification toolbar

System-Decision toolbar

Figure 2. The three simulated toolbars tested in the study 

Figure 3. Browser simulation using HTML frames 

Address bar frame Security toolbar frame

Main frame Status bar frame
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User rationalizations are quite creative!
(Wu, Miller & Garfinkel, CHI2006)
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For example, 18 subjects unchecked the “Remember Me” 

checkbox on the login page of at least one site.  This 

checkbox, which is generally checked by default and must 

be explicitly unchecked, controls whether John Smith's 

login information is recorded in a cookie. Furthermore, 13 

subjects explicitly logged out or tried to log out of at least 

one web site after finishing a task. These cautious subjects 

(23 in all) were protective of John Smith’s online identity 

and did not want the browser to remember the login 

sessions. We never told them anything about unchecking 

“Remember Me” or logging out. The other 7 subjects also 

exhibited suspicion and caution at least once in the study, 

either by reporting fraud or by trying to carefully explore a 

web site to determine if it was legitimate. 

Subjects also demonstrated caution with false alarms—

believing that a good site was an attack.  Subjects did not 

finish tasks at good sites 3.3% of the time (13 out of 390 

tasks) because of security concerns. There were six false 

alarms before the tutorial and seven after the tutorial.  False 

alarms were generally due to browser warnings generated 

by the legitimate site (such as “You are about to be 

redirected to a connection that is not secure”). 

The Wish-list Attacks 

Figure 5 shows the spoof rates of wish-list attacks for each 

toolbar. These spoof rates, 45% for the Neutral-Information 

toolbar, 38% for the SSL-Verification toolbar, and 33% for 

the System-Decision toolbar, are all significantly higher 

than 0%, the ideal. No significant difference was found 

between the toolbars by a one-way ANOVA test. But this 

hardly matters since all the toolbars have high spoof rates. 

Among the 30 subjects, 20 were spoofed by at least one 

wish-list attack (7 used the Neutral-Information toolbar, 6 

used the SSL-Verification toolbar, and 7 used the System-

Decision toolbar). We interviewed these subjects to find out 

why they did not recognize the attacks:  

! 17 subjects (85%) mentioned in the interview that the 

web content looked professional or similar to what they 

had seen before. They were correct because the content 

was the real web site, but a high-quality phishing attack 

or man-in-the-middle can look exactly like the targeted 

website as well. Seven of these subjects were observed to 

use security-related links on the site itself to decide if a 

site was legitimate or not—for example, clicking on the 

Verisign seal, the site’s privacy policy, contact 

information, copyright information, or a credit card 

security claim. Of course, attackers can and do fake these 

indicators. A lot of research has done to improve web 

credibility (e.g., [ 11]), and attackers have clearly adopted 

these techniques.  

! 12 subjects (60%) used rationalizations to justify the 

indicators of the attacks that they experienced. Nine 

subjects explained away odd URLs with comments like: 

www.ssl-yahoo.com is a subdirectory of Yahoo!, like 

mail.yahoo.com. 

sign.travelocity.com.zaga-zaga.us must be an 

outsourcing site for travelocity.com. 

Sometimes the company [Target] has to register a 

different name [www.mytargets.com] from its brand. 

What if target.com has already been taken by another 

company? 

Sometimes I go to a website and the site directs me to 

another address which is different from the one that I 

have typed. 

I have been to other sites that used IP addresses [instead 

of domain names]. 

Four subjects explained away the popup window that 

asked for a username and password.  One subject 

commented that she must have triggered the popup 

window herself, by clicking “Register for new account” 

instead of “Sign in for existing account”.  

One subject explained away a toolbar message showing 

that Yahoo! was a “New Site” and located in Brazil by 

reasoning that Yahoo must have a branch in Brazil. 

Another explained away the warning on the System-

Decision toolbar by saying that it was triggered because 

the web content is “informal,” just like a spam filter says 

that “this email is probably a spam.” 

! Nine subjects (45%) said that the reason they were 

spoofed was that they were focused on finishing the study 

tasks—i.e., dealing with John Smith's email requests. 

Three explicitly mentioned that, although they noticed the 

security warnings, they had to take some risks to get the 

job done. Simply warning these subjects that something 

is wrong was not sufficient: they needed to be provided 

with a safe alternative way to achieve their goals.  

! Five subjects (25%) claimed that they did not notice the 

toolbar display at all for some attacks. 

! One subject extensively clicked links on the web pages to 

test whether the web site worked properly. By relying on 

the site’s behavior as an indication of its authenticity, this 

subject was fooled by all of the wish-list attacks. 
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Figure 5. Spoof rates with different toolbars 
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Users focus on the task, ignoring the indicators.

Nine subjects (45%) said they were spoofed because they were focused on 
finishing the study task.

Five subjects (25%) claimed they did not notice the toolbar.

Many subjects do not understand man-in-the-middle or keyboard sniffer 
attacks:

• Websites that have their data are assumed legitimate.

• Websites that "work" and don't have errors are assumed legitimate.
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Users can't distinguish errors from attacks.

"The Emperor's New Security Indicators," 
Schechter, Dhamija, Ozment and Fischer, 2007

Study of Site Key.

• Study of 67 users under varying conditions.

• "https" removed

• site-authentication images remove ("site key not available at this time")

• SSL warning pages

23 of 25 participants (92%) provided 
username & password when 
Site Key authentication image was missing.
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bank’s servers and forge pages that are supposed to be au-
thenticated via HTTPS. To detect such attacks, users must
verify the presence of indicators that show HTTPS is active.
In IE6, users can either look for the https in the address bar
or for a lock icon at the bottom right of the browser frame.

4.2. Removing site-authentication images

Banks and other websites have introduced site-
authentication images to help users distinguish a bank’s
real website from impostor sites. These sites repeatedly
instruct their customers to verify their site-authentication
images before entering their passwords. The absence of a
site-authentication image is a clue that might reveal a man-
in-the-middle attack against the bank’s web address. Alter-
natively, this clue might also alert participants that the page
has been loaded from the address of a ‘phishing’ web site.
We wanted to measure how many participants would disre-
gard the absence of their site-authentication images.

In this task, we continued to disable HTTPS. We used
our HTTP proxy to rewrite the bank’s password-entry
page—removing the site-authentication image (and any ac-
companying text phrase) and replacing it with an upgrade
message.

In the study, we used the real brand name of the bank’s
site-authentication image feature in the message. For this
paper, we’ve replaced that brand name with the acronym
“SAI”.

SAI Maintanance [sic] Notice:
[bank name] is currently upgrading our award
winning SAI feature. Please contact customer
service if your SAI does not reappear within the
next 24 hours.

4.3. Presenting a warning page

The final attack clue was hard not to notice: we replaced
the password-entry page with a warning page copied from
Internet Explorer 7 Beta 3.4 We wanted to see if participants
would disregard such a conspicuous warning message.

This warning page, illustrated in Figure 1, strongly dis-
courages participants from continuing to the website. It of-
fers two options: to close the website (recommended) and
the option to continue (not recommended). The warning

4This page is the same as that in the final release of Internet Explorer
7. We modified the IE7 warning page so that images and scripts would
be loaded from a fictional address that could be intercepted and served by
our proxy: http://browser.security/. Therefore, we were able
to simulate a warning page in Internet Explorer 6 that looked identical to
that of Internet Explorer 7. There was one difference: when a user clicked
to close the page, they would see a dialog from Internet Explorer 6 asking
them to confirm that they wanted the window closed.

Figure 1. An image of the warning page sent
in place of the password-entry page. The
black rectangle in the address bar was not
present in the study; we have added it here
to hide the identity of the bank.

explains that “Security certificate problems may indicate an
attempt to fool you or intercept any data you send to the
server.”

5. Results

5.1. How we report results

In this study, we collected password-entry data from two
sources: data observed by our proxy and data self-reported
by participants.

Our proxy recorded a binary outcome for each task: ei-
ther the participant disregarded attack clues and entered
their password, or they withheld their password and did not
login. Our proxy reported that a participant entered his or
her password only if it observed the participant submit a
form field named ‘passcode’ to the password-entry page.
We used data self-reported by participants to corroborate
our observed response.5

Of course, experimental realities prevent us from perfect
observation: we identified participants whose self-reported
responses cannot be corroborated with our observed re-
sponses. A discrepancy may occur because the participant
did not enter the bank’s correct web address, because the
experiment facilitator made an error in engaging the proxy,

5In addition to responses reported on the task sheet, we used a post-task
questionnaire to ask participants if they entered their passcode for each task
(participants were allowed to refer to their task sheets to help them recall
their behavior).

Working draft released:
February 4, 2007

6 Updates available from:
http://usablesecurity.org/emperor/
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Outline for this morning’s tutorial.

9:00 — 10:30 What is HCI-SEC and why is it so hard?

• Understanding Security, Usability, and HCI-SEC

• What makes HCI-SEC different?

• 10 years of HCI-SEC research

10:30 — 11:00 Coffee!

11:00 — 12:30 HCI-SEC in practice

• Principles for aligning security and usability

• Specific approaches

• Where to go for more information.
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Principles for aligning security 
and usability
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Yee proposed actor/agent models for building secure user interfaces.

"User Interaction Design for Secure Systems"
Ka-Ping Yee, Dec. 2002
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Yee proposed actor/agent models for building secure user interfaces.

"User Interaction Design for Secure Systems"
Ka-Ping Yee, Dec. 2002
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Garfinkel '05 proposed 6 principles for HCI-SEC.

Least Surprise/Least Astonishment

• Ensure that the system acts in accordance with user's expectations.

Good Security Now (Don't wait for perfect)

• Don't try to develop a perfect system.

Provide Standardized Security Policies (No Policy Kit)

• Avoid excessive configuration
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Internet Explorer 6 had excessive security 
configuration
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HCI-SEC Principles 4-6:
Consistency & commaradery  

Consistent Meaningful Vocabulary

• Use words consistently to convey the same idea or concept.

Consistent Controls and Placements

• "Structure applications so that similar functionality is located in similar 
positions on different applications—especially if those applications are 
manufactured by competitors."

No External Burden

• "Design security systems to have minimal or no negative impact on the 
friends, associates and co-workers of those using the technology, so that 
they do not push back on the users of the tools and ask that the use be 
curtailed."
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Specific ideas for aligning 
security & usability

Safe Staging
Metaphor Tailoring
Sanitization Patterns

65

10.1. USER VISIBILITY AND SANITIZATION PATTERNS 329

Delayed Unrecoverable Action

Intent

Give users a chance to change their minds after executing
an unrecoverable action.

Motivation

Although confirmation boxes allow users to recover from
typos or accidentally-clicked buttons, they are signifi-
cantly less effective in protecting against errors that are
the result of intentional but mistaken actions.

Applicability

Any procedure that is designed to be irreversable: e.g., destruction of documents and key material;
removal of licensed applications; transmission of sensitive information to archive facilities; printing on
remote printers; sending email.

Participants

COMPLETE DELETE

Implementation

When the user chooses an unrecoverable action, the action is scheduled to take place at some point in the
future—for example, in 5 minutes, or at 5pm. The action can be terminated before the execution time
arrives. Another control allows a scheduled action to be executed immediately.

Results

The user has a chance to change his or her mind after committing an error.

Known Uses

Putting physical trash in the kitchen trash can, and taking the trash can out to the curb the following day.
Some operating systems institute a “countdown” after reboot is triggered, during which time the reboot
can be aborted.

References: As discussed in Section 3.6.1 on page 134, proposals for this pattern that were previously made by
Norman[Nor83] and Cooper.[Coo99, p.167]



"Safe Staging" and "Metaphor Tailoring."

Proposed by Whitten in 2003.

• Staging: a "safe" place to learn about security features.

• Metaphor Tailoring: "visual representations of security mechanisms."

66

60 CHAPTER 2. Prior Work

Figure 2-12: The “Making yourself a key pair” screen from Whitten’s “Lime” public key encryption simulation appli-
cation demonstrates Safe Staging and Metaphor Tailoring, the two techniques that Whitten developed as part of her
dissertation. [Whi04a] Used with permission.

2.4.2 “Safe Staging” (Whitten & Tygar)
Whitten and Tygar’s CHI2003 workshop presentation [WT03] introduced a technique called safe
staging, refined in Whitten’s dissertation, “that can be used to structure a user interface so that
users may safely postpone learning how to use a particular security technology until they decide
they are ready to do so.” [Whi03]

Safe Staging is a reaction to the user interface of PGP 5.0, which Whitten and Tygar criticize for
providing tools without explanations. Safe Staging is implemented as a series of help screens that
appear when the user attempts to create a new key; at this point the program provides documen-
tation and gives the user the choice between creating a key pair, creating a “custom key pair using
advanced options” (one with higher levels of security), and loading an existing key pair from a file.
Figure 2-12 illustrates Whitten’s Safe Staging concept.

2.4.3 “Metaphor Tailoring” (Whitten & Tygar)
Metaphor Tailoring is the second “specialized user interface design technique” that Whitten and Ty-
gar developed. Presented in Whitten’s dissertation, “Metaphor tailoring uses conceptual model
specifications that have been augmented with security risk information to create visual repre-
sentations of security mechanisms and data that incorporate as many desirable visual cues as
possible.”[Whi04a, p. iii] Metaphor tailoring is best illustrated by Whitten’s key pair diagram with



Which of these SHA1 hashes are the same?

1. e5fa44f2b31c1fb553b6021e7360d07d5d91ff5e

2. 7448d8798a438111d4b52229b45555f6f9e24e7a

3. a3db5c13ff90a36963278c6a39e4ee3c22e2a436

4. 9c6b057a2b9d96a4067a749ee3b3b0158d390cf1

5. 7448d813ff438111632722293955553c22e24e7a

❏ 1 & 2

❏ 2 & 4

❏ 2 & 5

❏ 4 & 5

Other examples of "metaphor tailoring:"
key and hash visualization.
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Other examples of "metaphor tailoring:"
key and hash visualization.
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Which of these SHA1 hashes are the same?

• e5fa44f2b31c1fb553b6021e7360d07d5d91ff5e

• 7448d8798a438111d4b52229b45555f6f9e24e7a

• a3db5c13ff90a36963278c6a39e4ee3c22e2a436

• 9c6b057a2b9d96a4067a749ee3b3b0158d390cf1

• 7448d813ff438111632722293955553c22e24e7a

Answer: NONE OF THEM!



Reading and validating hashes is difficult.
Yet this is a common security task.

SSH:
$ ssh www.m57.biz
The authenticity of host 'www.m57.biz (208.97.188.9)' can't be established.
RSA key fingerprint is 90:fe:0c:9c:0e:04:2f:12:a9:37:18:4c:ae:78:57:0f.
Are you sure you want to continue connecting (yes/no)? 

Certificate fingerprints:
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The random number generator is seeded by the hash:

Which you will now find in SSH "visual fingerprints:"
$ cvs co ports
The authenticity of host 'anoncvs.usa.openbsd.org (204.152.184.203)' can't be established.
RSA key fingerprint is 49:67:9a:46:62:8a:3f:4e:b3:63:ca:d6:41:29:2a:2f.
+--[ RSA]---------+
|                 |
|                 |
|     .o o o      |
|  ..oo + *       |
| ..o.   S        |
|o  ..  .         |
|.. .=.           |
|E.oo++           |
| oooo.           |
+-----------------+
Are you sure you want to continue connecting (yes/no)?

Perrig and Song [Cryptec 1999] 
proposed "Random Art" for visualizing hashes.
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2.4. SPECIFIC TECHNIQUES FOR ALIGNING SECURITY AND USABILITY 65

Figure 2-17: “Random art” images, courtesy of Adrian Perrig. Reprinted with permission.

used for authentication on a 802.11x EAP-TLS network. Although the technology to issue and
install these certificates is widely available, there are many acknowledged usability problems with
current implementations.

In their original experiment, eight subjects—most holding Ph.D.’s in Computer Science—were pro-
vided with a set of instructions that clearly described the 38 distinct steps required to configure
Microsoft Windows XP to authenticate over a wireless 802.11x network. The average time for
subjects to request and retrieve their certificates, then configure their laptops, was 140 minutes.
Several of the subjects reported that the process was “the most difficult computer task that PARC
had ever asked them to do.”[BDSG05]

The revised system, based on the Instant PKI concept, authenticates not individuals but the laptops
themselves. The laptops are given a helper application that communicates with a local CA over
an infrared link in a secure room. The laptop creates a public/private key pair, sends it over the
wireless link to the CA, receives in response the signed certificate, and installs it. The total time
from beginning to end is approximately 32 seconds.[BDSG05]

The PARC system is important because it shows that many concepts being discussed in the HCI-SEC
community actually work in a commercial environment. These concepts include:

• The use of single-purpose, identity-free certificates.

• The leveraging of existing social methods of authentication. In this case, anyone who could
convince the network administrator to open the locked room was assumed to be allowed
access to the wireless network.

• The use of physical proximity as a surrogate for trust.

2.4.8 E-mail Based Identification and Authentication (Garfinkel)
Gutmann observes that E-mail based identification and authorization (EBIA)—the ability to receive
email at a previously registered address—has been widely adopted for automated password resets
and mailing list subscriptions. Essentially, EBIA delegates web site identity management to the
Internet Service Provider of the user’s choice. Such authentication techniques are probably “good
enough,” Gutmann observes, “unless the opponent is the ISP.”[Gut04b] (Although there is one case
in which the enemy was in fact the ISP [USA04], this does not seem to be the general case.)



Many people have experimented with "random art."

Tay '04 [CMU honors thesis]:

Jakobsson, Papadimitratos, Perrig, Wang and Wetzel  [AAAS '05] 
proposed Random Art for Ad-Hoc authentication in wireless networks:

A big question with random art: how "random" is it?

How easy is it to make a "collision?"
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Visual Hash for Secure Key Setup 
•! Two users perform Diffie-Hellman key agreement and 

compare visual hashes of images 

•! Different images reveal Man-in-the-Middle attack! 

•! “Hash Visualization: a New Technique to Improve Real-

World Security” [Perrig and Song, Cryptec 1999] 



Design Patterns: a “practical” HCI-SEC approach.

Design Patterns and Principles for Computer Systems that are Simultaneously 
Secure and Usable. PhD Thesis. MIT. 2007

Visibility and Sanitization Patterns: 5

Identification and Key Management Patterns: 9

Patterns for Promoting Secure Operation: 7
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User Visibility and Sanitization Design Patterns

Explicit User Audit:

• Allow the user to inspect all user-generated information stored in the 
system to see if information is present and verify that it is accurate. There 
should be no hidden data."

Explicit Item Delete:

• Give the user a way to delete what 
is shown, where it is shown. 
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Explicit User Audit

Intent

Allow the user to inspect all user-generated information
stored in the system to see if information is present and
verify that it is accurate. There should be no hidden data.

Motivation

This is an application of the first and second Fair Infor-
mation Practice principles to computer systems:

1. There must be no personal data record-keeping
systems whose very existence is secret.

2. There must be a way for a person to find out what
information about him- or herself is in a record
and how it is used.[UDoHoAPDS73]

Without EXPLICIT USER AUDIT, there is no way for the
user to determine if the system contains confidential in-
formation.

Applicability

Can be applied to a data file (e.g., a word processor document), an application (e.g., a web browser),
or an entire computer system. Should display both information directly entered by the user as well as
information derived from user actions, such as log files.

Participants

EXPLICIT ITEM DELETE; RESET TO INSTALLATION; COMPLETE DELETE.

Implementation

Ensure that all content can be readily reached using the navigational tools provided by the system. All
information on the disk should reside in the file system, not in the free list. All information in documents
should be visible when the document is displayed. Ideally, information should be tagged to indicate when
the information was acquired; this tag should also be displayed.

If the amount of information in the system is large, a search facility should be provided.
This pattern can be implemented either by never throwing out any information, or else by making sure

that information deleted by the user is actually removed from the system using COMPLETE DELETE.

Results

The user can determine if confidential information is present inside the system. In the case of cookies,
EXPLICIT USER AUDIT on the local computer may reveal the need for EXPLICIT USER AUDIT at remote web
sites, as discussed in Section 9.2.2.

Known Uses

The “View Saved Passwords” button in Firefox allows the user to see both the saved Username and the
password, although showing passwords requires that the user click a second button and enter the Firefox
“master password” (if one has been set).

References: Section 4.1, Section 9.2.
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Explicit Item Delete

Intent

Give the user a way to delete what is shown, where it is
shown.

Motivation

This is a combination of the fourth Fair Information Prac-
tice principle [UDoHoAPDS73] and the concept of “di-
rect manipulation”[Shn82] to personal information in
computer systems.

Applicability

Web history; search history; log files; revision tracking within documents.

Participants

COMPLETE DELETE; DELAYED UNRECOVERABLE ACTION.

Implementation

Where the user is shown personal information in the computer interface, the user should be given a con-
trol for removing that information. For example, the last item in the menu should read “clear history.” If
the user is not authorized to delete a log file, the system should provide contact information for a respon-
sible party that can perform the action (an application of the OECD “Accountability Principle.”[Org80]

Results

Once a user sees information that they want removed, they don’t have to hunt around and try to figure
out how to do it.

Known Uses

Safari has a “Clear History” menu item in “History” and a “Clear Search History” menu item in the “Recent
Searches” menu. Apple’s NSSearchFieldCell automatically implements this functionality for recent
searches. Internet Explorer allows the user to right-click on a history item and select “Delete,” although
this functionality is not obvious.

References: Section 4.1 discusses sanitization in the browser.



Complete Delete and 
Delayed Unrecoverable Action

Complete Delete:

• Ensure that whenthe user deletes the visible representation of something, 
the hidden representations are deleted as well. 

Delayed Unrecoverable Action

• Give users a chance to change their
minds after executing an 
unrecoverable action.
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Complete Delete

Intent

Ensure that when the user deletes the visible repre-
sentation of something, the hidden representations are
deleted as well.

Motivation

Frequently deleting information does not erase all of
the copies in the computer: hidden data remains from
which the user’s desire to erase information can be sub-
verted. COMPLETE DELETE ensures that information that
is deleted cannot be recovered.

Delete 
History

Delete 
www.ebay.com 

in history

Delete 
Cache

Delete 
Cookies

Overwrite 
History
Files

Overwrite 
Cache
Files

Overwrite 
Cookie
FIles

Applicability

• Removal of text from within documents
• Removal of records from databases
• File deletion
• Erasure of passwords and cryptographic keys in memory

Participants

DELAYED UNRECOVERABLE ACTION

Implementation

COMPLETE DELETE is implemented by determining what information stored in the computer system cor-
responds to the user’s notion of the object being deleted, then overwriting the storage media that holds
that information so that the data cannot be recovered. While COMPLETE DELETE cannot be implemented
for information that is stored offline, the results of COMPLETE DELETE can be achieved by encrypting
offline information and then using COMPLETE DELETE to erase the encryption key.

Results

Prevents forensic analysis from being able to recover information that has been intentionally deleted.
Forces designers and organizations to clearly articulate their strategy for maintaining backups and who
has access to that information.

Known Uses

Apple implements COMPLETE DELETE, albeit poorly, in the MacOS 10.3 “Secure Empty Trash” command.
Microsoft’s Cipher.exe command can be used to overwrite slack space. Both of these implementations
have profound implementation flaws and usability problems (see Chapter 3).

References: Chapter 3 discusses how the failure of COMPLETE DELETE at the file level has frequently exposed
confidential information; Section 4.2 on page 155 shows how problems in Microsoft Word and Adobe Acrobat have
resulted in similar disclosures.
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Delayed Unrecoverable Action

Intent

Give users a chance to change their minds after executing
an unrecoverable action.

Motivation

Although confirmation boxes allow users to recover from
typos or accidentally-clicked buttons, they are signifi-
cantly less effective in protecting against errors that are
the result of intentional but mistaken actions.

Applicability

Any procedure that is designed to be irreversable: e.g., destruction of documents and key material;
removal of licensed applications; transmission of sensitive information to archive facilities; printing on
remote printers; sending email.

Participants

COMPLETE DELETE

Implementation

When the user chooses an unrecoverable action, the action is scheduled to take place at some point in the
future—for example, in 5 minutes, or at 5pm. The action can be terminated before the execution time
arrives. Another control allows a scheduled action to be executed immediately.

Results

The user has a chance to change his or her mind after committing an error.

Known Uses

Putting physical trash in the kitchen trash can, and taking the trash can out to the curb the following day.
Some operating systems institute a “countdown” after reboot is triggered, during which time the reboot
can be aborted.

References: As discussed in Section 3.6.1 on page 134, proposals for this pattern that were previously made by
Norman[Nor83] and Cooper.[Coo99, p.167]



Reset to Installation

• Provide a means for removing all personal or private information 
associated with an application or operating system in a single, confirmed, 
and ideally delayed operation. 
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Reset to Installation

Intent

Provide a means for removing all personal or private in-
formation associated with an application or operating
system in a single, confirmed, and ideally delayed op-
eration.
Motivation

There should be a simple way to remove personal infor-
mation from a computer before ownership is transferred.
Computers set up for use by the public (e.g., in libraries)
should have a simple way to be sanitized on a regular
basis.

Sadly, many computer systems do not provide com-
plete reset. For example, the GPS systems and cell
phones rented with many cars do not, making it possi-
ble for later renters to learn personal information about
previous renters.[Nor97]

Applicability

Web history, cache & cookies; document files; application preferences; log files; email history; contact
lists; cell phones; in-car GPS navigation systems.

Participants

DELAYED UNRECOVERABLE ACTION; COMPLETE DELETE

Implementation

The system needs to distinguish between user-created data and operating system information. When
RESET TO INSTALLATION is invoked, information that is not user-created is deleted.

Systems may offer different kinds of RESET TO INSTALLATION: user reset within an application; user
reset for all applications; and user reset of the system, which removes both user-data and application
programs that are not part of the base system.

Results

This pattern vastly simplifies the process of removing personal information from a computer system when
a person is finished using it—either in a kiosk situation, or because a piece of equipment is being sold.
This pattern also makes it easy to comply with copyright law and software license restrictions.

Known Uses

Apple Safari has a “Reset Safari” feature, although Safari does not perform COMPLETE DELETE when the
files are deleted.

References: Section 4.1 discusses sanitization in the browser.



Authentication
Easier Entry
Easier Authentication
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Why do we use passwords?

Advantages of Passwords:

• Broad acceptance (computers & humans)

• Easy to share (promotes informal delegation)

Disadvantages:

• Same password can be used at multiple administrative domains.

• Hard to audit.

• Hard to know if a password has been compromised.

Usability problems:

• Inconsistent password restrictions (why is this a usability problem?)
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Human memory does not support strong 
passwords.

Human Memory (Sasse):

• Limited Capacity

• Items stored decay over time

• Cues make recall easier

• Non-meaningful items harder to recall than meaningful ones.

• "Humans cannot 'forget on demand.'"

Passwords:

• Unaided recall

• Strong passwords are hard to guess (not meaningful)

• Recall must be 100% correct; no feedback for failure.
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FIPS PUB 112 — Password Usage  (1985)

Most password policy is based on FIPS PUB 112.

Key points:

• Passwords must be variable length.

• Passwords should be reset at least once a year.

✓Once a month for high-security passwords.

• Forgotten passwords must be reset (not re-issued)

Usability concerns:

• Warn people before passwords need to be changed.

• Users need to plan for good passwords.

• Do not change before weekend
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Strategies for making (multiple) passwords 
manageable.

Single sign-on: Use one password everywhere.

Use the same password with multiple administrative domains.

• Dangerous if domains are not mutually trustworthy.

Use a password "algorithm."

• p4ssword-MIT, p4ssword-CMU, etc.

Write them down:

• On paper

• In an encrypted password keeper

Password reset systems

• Email recovery — effectively makes your email provider "you."
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Problem: people make mistakes when all they see is:
PASSWORD:  •••••••
AGAIN:     •••••••

Lotus Notes solution: Password Hieroglyphics:

Bruce Tognazzini's solution: "Marching Dots:"

Make password entry easier.
(where appropriate).
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(a) (b)
Figure 2-13: The so-called “password hieroglyphics” in the Lotus Notes client allows the user to see a visual hash of the
password that has been entered. The hope is that users will learn their password icons and be able to tell in advance if
the password that they have typed doesn’t match before they press the OK button.

Figure 2-14: In Notes 6 the password hieroglyphics
were replaced with a more culturally sensitive key-
chain display.

Figure 2-15: The Secure CRT license wizard displays
a checksum of the user’s typed Name and Company
to facilitate correct entry of these items.

user typed each key of the password, a hash of the typed letters is computed and used to display a
set of four glyphs, as shown in Figure 2-13.

In the latest release of Lotus Notes the hieroglyphics have been replaced with a more culturally
sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.

Perrig and Song propose using these kinds of visualization techniques to allow people to visually
compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
an attacker to create a key that has a chosen set of hexadecimal digits at the beginning and at the
end as a target key but which differs in the middle. It is possible, the pair asserts, that many hu-
man beings will think that the fingerprints F1=51:86:E8:39:87:87:F3:87:83:10:AA:87:

35:98:E0:AA and F2=51:86:E8:45:88:F0:F3:F9:F3:31:99:33:5F:98:E0:AA are the
same, when in fact they are different.
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The iPhone does this!
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sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.

Perrig and Song propose using these kinds of visualization techniques to allow people to visually
compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
an attacker to create a key that has a chosen set of hexadecimal digits at the beginning and at the
end as a target key but which differs in the middle. It is possible, the pair asserts, that many hu-
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ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.
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In the latest release of Lotus Notes the hieroglyphics have been replaced with a more culturally
sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
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user typed each key of the password, a hash of the typed letters is computed and used to display a
set of four glyphs, as shown in Figure 2-13.
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sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
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Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
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user typed each key of the password, a hash of the typed letters is computed and used to display a
set of four glyphs, as shown in Figure 2-13.

In the latest release of Lotus Notes the hieroglyphics have been replaced with a more culturally
sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.

Perrig and Song propose using these kinds of visualization techniques to allow people to visually
compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
an attacker to create a key that has a chosen set of hexadecimal digits at the beginning and at the
end as a target key but which differs in the middle. It is possible, the pair asserts, that many hu-
man beings will think that the fingerprints F1=51:86:E8:39:87:87:F3:87:83:10:AA:87:
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must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.

Perrig and Song propose using these kinds of visualization techniques to allow people to visually
compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
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In the latest release of Lotus Notes the hieroglyphics have been replaced with a more culturally
sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.
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compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
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user typed each key of the password, a hash of the typed letters is computed and used to display a
set of four glyphs, as shown in Figure 2-13.

In the latest release of Lotus Notes the hieroglyphics have been replaced with a more culturally
sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.

Perrig and Song propose using these kinds of visualization techniques to allow people to visually
compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
an attacker to create a key that has a chosen set of hexadecimal digits at the beginning and at the
end as a target key but which differs in the middle. It is possible, the pair asserts, that many hu-
man beings will think that the fingerprints F1=51:86:E8:39:87:87:F3:87:83:10:AA:87:

35:98:E0:AA and F2=51:86:E8:45:88:F0:F3:F9:F3:31:99:33:5F:98:E0:AA are the
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user typed each key of the password, a hash of the typed letters is computed and used to display a
set of four glyphs, as shown in Figure 2-13.

In the latest release of Lotus Notes the hieroglyphics have been replaced with a more culturally
sensitive display based on a set of cartoons, as shown in Figure 2-14. These can be combined to
generate a large number of different password hashes, as shown in Figure 2-16.

Displaying a hash or checksum of what the user types is a useful technique whenever information
must be typed precisely. The popular Secure CRT virtual terminal program uses a license manage-
ment system where license strings are keyed to the exact spelling of a person’s Name and Company.
To facilitate proper entry, the program displays a “Checksum” of the user’s typing to the right of the
input field, as shown in Figure 2-15.

Perrig and Song propose using these kinds of visualization techniques to allow people to visually
compare the hashes associated with cryptographic keys. The reason is that it is relatively easy for
an attacker to create a key that has a chosen set of hexadecimal digits at the beginning and at the
end as a target key but which differs in the middle. It is possible, the pair asserts, that many hu-
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PASSWORD:  PPASSWORD:  •APASSWORD:  ••SPASSWORD:  •••SPASSWORD:  ••••WPASSWORD:  •••••O

The iPhone does this!



Problem: people make mistakes when all they see is:
PASSWORD:  •••••••
AGAIN:     •••••••

Lotus Notes solution: Password Hieroglyphics:

Bruce Tognazzini's solution: "Marching Dots:"

Make password entry easier.
(where appropriate).
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password that has been entered. The hope is that users will learn their password icons and be able to tell in advance if
the password that they have typed doesn’t match before they press the OK button.

Figure 2-14: In Notes 6 the password hieroglyphics
were replaced with a more culturally sensitive key-
chain display.

Figure 2-15: The Secure CRT license wizard displays
a checksum of the user’s typed Name and Company
to facilitate correct entry of these items.
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PASSWORD:  PPASSWORD:  •APASSWORD:  ••SPASSWORD:  •••SPASSWORD:  ••••WPASSWORD:  •••••OPASSWORD:  ••••••R

The iPhone does this!



Be forgiving:
"Ten strikes and you're out."

“Ten strikes and you’re out”: Increasing the number of login attempts can 
improve password usability, Brostoff & Sasse, CHI 2003 Workshop on HCI-SEC

Radical idea: allow more than 3 bad passwords.
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Graphical Passwords
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GA10 Authentication 2

GA10 Authentication 2

Passfaces

• 1 response, 8 distractors

• 4 panels

• High recall rates after 

long periods of non-use

www.idarts.com



Graphical Passwords:
Something you point or draw

"Graphical Password," Greg E. Blonder, US Patent 5559961

• Click specific regions in order

• Typically 6-12 clicks

84



Graphical passwords in practice

Passpoints (Wiedenbeck et al., 1995)

• User clicks as wishes

• Clicks aligned with invisible grid

Problems:

• Points are predictable

• People forget points (70% recall)
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Passfaces

Multiple panels of faces.

User picks the same faces each time.

Based on ability of humans to remember faces.

Pros:

• Good recall, even after months

Cons:

• Face choice is predictable by race.
(Davis, Monrose & Reiter, Security 04)

• Humans also good at describing faces.
(Dunphy, Nicholson & Olivier, SOUPS 2008)

"I simply pick the best-looking girl on each page"
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Figure 1: The Passfaces challenge for the description
study. Participants were required to select the face
to which an audio description refers. Participants
were free to use the on-screen controls to replay au-
dio descriptions.

45 faces were collected from the Passfaces online demo (27
female and 18 male), enough for 3 grids of female faces and
2 grids of male faces. Rather than assigning Passfaces to
participants in the usual way, at the presentation of each
of the 5 grids an audio description of one of the faces (the
target face) was played. Participants were required to click
the face which they believed was being described. So to ‘lo-
gin’ successfully a participant had to match each of the 5
spoken descriptions with the corresponding face in the grid.
In the experiment our goal was to explore the scenario of
the participant receiving a description of a sequence of pass-
faces to login to a resource on behalf of a colleague. Our
objective was to study three aspects of Passfaces in relation
to description:

1. to quantify Passfaces’ vulnerability to description;

2. to evaluate approaches to reduce its vulnerability to
description through the choice of decoy faces;

3. to explore whether there are any significant sex di!er-
ences in relation to creating and interpreting descrip-
tions of Passfaces.

Our attempts to decrease the vulnerability of Passfaces to
description centred around the procedure by which decoys
were selected for a given target face. Though the exact pro-
cedure by which decoy selection is undertaken in the com-
mercial Passfaces system is not known to us, we explored
three conditions, each corresponding to a di!erent decoy
selection procedure: (1) random selection (of faces of the
same sex); (2) selection based on independent judgments of
the visual similarity of the decoys to the target face; and (3)
selection based of the similarity of the verbal descriptions of
the faces to the target face.

In the description collection phase (section 3.1) we discov-
ered a significant di!erence in the duration of the descrip-
tions between males and females, an e!ect suggested by the

psycholinguistic literature. Discussions of cognitive gender
di!erences are the subject of ongoing controversy, however,
there are three widely accepted di!erences: linguistic abil-
ity, visuo-spatial ability, and perceptual-motor ability [13].
The term linguistic ability encompasses but is not limited
to: verbal fluency, grammar, writing, and vocabulary. In
relation to password description, di!erences in terms of lin-
guistic ability are particularly relevant. These appear early
(developmentally) though it is not clear if these di!erences
are maintained into old age [13].

A study by Huttenlocher et al. [14] revealed that on av-
erage there is a 16 word di!erence in vocabulary between
females and males at 13 months, increasing to 51 words at
20 months and and 115 at 24 months. Horgan [11] discov-
ered that females between 2 and 4 years old used longer
utterances at a younger age than males, also showing more
linguistic maturity by demonstrating ability with the pas-
sive voice, participles and adjectives. Halpern [13] presents
a summary of the complex yet compelling topic of gender
di!erences in cognitive ability.

Such results from gender di!erence research suggest that
females could perform better at articulating descriptions of
their Passfaces to a friend. As well as this expectation, it
is interesting to consider the e!ectiveness of females when
using descriptions from male counterparts and vice-versa.
One of the key ingredients of e!ective communication (and
thereby description) is a shared and subtle understanding of
any vocabulary used, yet potentially males and females are
subject to quite di!erent cultural influences.

3.1 Description collection procedure
The first stage of the user study was to collect descriptions

for a bank of 45 faces. We recruited 18 contributors, 9 male
and 9 female, each of whom recorded verbal descriptions of
15 random faces, providing us with 6 descriptions per face,
3 male and 3 female. The average age of contributors was
26 (standard deviation of 8) and as shown in figure 2 there
was some variation in their background. Although computer
scientists dominated, there was an approximately even split
between computing science and mathematics on one hand,
and arts and humanities on the other.

The recordings took place in a recording studio at New-
castle University; a quiet environment free of distractions.
Contributors were given a digital recorder and a set of faces
to describe. Faces were presented on a sheet of paper with
each face sized 3cm ! 4cm. Contributors were asked to ex-
amine each face and record a description in their own time,
that is, using as much time as they required both in prepa-
ration for and during the recording. No advice was given
on how to approach the descriptions, other than that con-
tributors were asked to imagine the scenario that they were
describing faces to a friend.

Contributors were left alone in the studio and afterwards
the recordings were assessed in terms of the sound quality.
In two cases it was deemed that the quality of the record-
ings were not high enough to be used in the subsequent
study (due to not holding the microphone close enough to
the mouth) and two new contributors were recruited. The
classification in figure 2 includes only contributors whose de-
scriptions were actually used. We allowed elements of hes-
itation in the recording, although no examples of this were
found to be detrimental to the quality of the description.

Number of participants

0 1 2 3 4 5 6 7

Computing Science

English

Music

Mathematics

Law

Art

Figure 2: The classification of backgrounds of con-
tributors to the description phase. Contributors
were recruited opportunistically and comprised uni-
versity undergraduate and postgraduate students or
graduate level employees. Each contributor was
classified according the subject of their highest level
qualification.

3.2 Approaches to description
The most readily apparent strategy used by contributors

was to first describe a distinguishing feature, either relat-
ing to the person (e.g. race) or their face (e.g. hair colour
or length, nose or ear size and shape). Where contributors
did not detect any such features they would mechanically
describe the face feature by feature. Where there was a
sense that contributors were frustrated with their own inad-
equate descriptions they often used even the slight presence
of clothes in addition to their description of the face itself.

Female contributors were much more likely to adopt a
more holistic approach to description. By contrast male
contributors often resorted to mechanical list-like feature-
by-feature descriptions of faces. Females often attempted to
present a richer sense of “the person behind the face” and
included judgements as to whether the person was happy,
likely personality traits, and even social class.

“A white Caucasian female. Uhm, mousy brown
blonde highlights. Quite big ears. Big mouth.
Uhm, wide jaw, big eyes.”
List-like feature-by-feature description.

“This girl looks young and slightly embarrassed,
again kind of, uhm, highlighted blonde hair. She’s
kind of, uhm, I don’t know, uhm, her hair is again
kind of half falling out, it’s kind of up in a kind of
tied back way so, uhm, she looks friendly enough
again, looks like she’s probably well bred and,
uhm, does lots of sport, particularly with horses.”
Holistic description incorporating facial fea-
tures, personality traits and social class.

The average length of the recorded descriptions was 23
seconds although there was significant variation between
contributors (standard deviation of 11 seconds). Interest-
ingly the average recording length for females was 27 seconds

and for males was 20 seconds (t = !5.37 p < 0.01. Further-
more, the male contributors used 567 distinct words (from
a total of 4329), and the female contributors 654 distinct
words (from a total of 5560). This is broadly consistent with
known results from the gender di!erence literature where fe-
males are known to excel at linguistic style tasks [13] and use
a wider and more fine grained vocabulary. However, when
describing the faces of people from di!erent races some con-
tributors (particularly females) were reluctant to use explicit
racial descriptors.

3.3 Experimental Conditions
The three experimental conditions introduced corresponded

to three di!erent approaches towards association of a target
face with its decoy faces. In this way we could evaluate any
e!ect on the resistance of Passfaces against description:

Random groups the decoys for a target face were selected
randomly for each grid (base case).

Visual groups for each face decoys are selected on the ba-
sis of visual similarities between the target face and the
decoys. Visual grouping seeks to maximise the number
of decoys that might match a description of the target
face based on visual similarity judgments alone.

Verbal groups for each face decoys are selected on the ba-
sis of the similarity of the verbal descriptions of the
faces of the target face and the decoys. Verbal group-
ing seeks to maximise the ambiguity relating to verbal
descriptions without necessarily requiring visual simi-
larity.

Figure 3: Random group: decoys are selected at ran-
dom within the set of faces of the same sex (target
face highlighted in red).

3.3.1 Random groups
The base condition was the random groups. When a face

was randomly selected to be the target face, the system se-
lected 8 random faces of the same sex to be decoys. This
was repeated for each of the 5 grids and within a trial a
particular face was only used once as either a target or de-
coy. Thus each trial used all of the 45 images in the bank of
faces. Figure 3 shows an example of a randomly generated
grid where the target face is highlighted in red.

In this case, examples of descriptions generated by the
contributors for the target face are as follows:

“Long, red brown hair, parting in the middle.
Uhm <break> happy girl.”

“Okay, female, smiling. Uhm, Caucasian I would
guess. Slightly longer than shoulder length reddy
brown hair. Dark reddy brown hair. Dark eyes.
Uhm, not think not fat, average sort of, uhm,
chubbiness. Uhm, slightly pointed chin. Slightly
odd looking smile. Uhm, quite big hair, straight
again, or slightly curly.”

“Sort of late 20’s, uhm, white girl with long brown
hair. Looks a bit like Kate Winslet.”

Though these are all descriptions of the target face, as-
pects of each do describe other faces.

3.3.2 Visual groups
Decoys in the visual groups condition were selected based

on their visual similarity to the target face. To gain a con-
sensus on which faces looked similar, we recruited a second
group of contributors (similarity judges), whose similarity
rankings were used in the selection of 8 visually similar de-
coys for each target face. These volunteers were recruited
in computer labs around Newcastle University campus and
each was assigned 5 faces out of our bank of 45. For of
these 5 faces they were asked to select as many other faces
as possible that were lookalikes.

Typically contributors selected 6 or 7 though some were
assigned more faces, depending on their perceived di!culty
of the task and contributor responses were recorded by an
experiment moderator. Upon gathering enough data we
manually looked through the results for any agreement be-
tween participant choices of lookalikes so as to create a set
of 8 decoys for each face. Where it was not possible to se-
lect 8 decoys for a particular face based on the similarity
judgements alone (i.e. an insu!cient number of faces had
been identified as similar) we manually selected the short-
fall based on our own judgement of similarity. At most only
2 decoys were selected at any one time using this ad hoc
technique.

Figure 4 shows the visually similar grid assembled for the
same target face highlighted in figure 3. Many of the ele-
ments of the sample descriptions presented in section 3.3.1
apply to these faces. As expected the visual similarity of the
members of the visual group is readily apparent.

Figure 4: Visual groups: a grid of faces grouped by
visual similarity (the target face is highlighted).

3.3.3 Verbal groups
The decoys in verbal groups were selected based on the

similarity of the verbal descriptions to the target face. Two
descriptions were deemed similar if the same features were
emphasised and similar values used to describe those fea-
tures. We developed a systematic way to construct these
groupings based on the set of 250 descriptions. The first
step was to manually transcribe each collected description,
and use the TextSTAT concordance software to collate key
terms used about each face. By looking at the common de-
scriptive terms arising in the descriptions we identified the
following features the contributors were most likely to in-
clude in their descriptions (and the set of values used):

Hair used 338 times in descriptions including the values:
blond, black, dark/brown, long, tied-back, short, red,
curly, fringe.

Face shape used 162 times in descriptions including the
values: round, oval, small, long, pointed.

Eyebrows used 91 times in descriptions including the val-
ues: heavy/bushy, shaped, dark, groomed, thin.

Nose used 68 times in descriptions including the values:
big, crooked, button/small, long, wide, thin/pointy.

Figure 6 illustrates the verbal description grouping pro-
cess. In selecting the verbal group decoys for face 2, we
would first make a note of all faces described as long. This is
repeated for hair, eyebrows and nose descriptors and scores
are incremented for each matching feature value (and decre-
mented for explicit conflicts). The eight faces with the great-
est tally are used as decoys for the target face. As already
described in a small number of instances we had to use our
own judgement to select decoys where this verbal similarity
ranking did not yield 8 decoys.

Figure 5: Simplified verbal grouping procedure: Ex-
ample tabulation of raw data for a cross-section of
possible facial features. For face 2, all face numbers
occurring on the same row as face 2, for any feature,
are candidate decoys. Faces that occur with face 2
most often are prioritised as decoys. In this example
faces 7 and 8 are the best match.

As a continuation of figures 3.3.1 (random grouping) and
4 (visual grouping); figure 6 shows the decoys for the same
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Passfaces

• 1 response, 8 distractors

• 4 panels

• High recall rates after 

long periods of non-use
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Déjà vu and Draw-a-secret

Déjà vu is pass faces with random art:

Draw-a-secret is like passpoints, with no background:

Both of these schemes have entropy problems.
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Token-based authentication
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Token-based authentication:
"Something that you have."

Advantages:

• Tokens can provide end-to-end authentication

• Tokens are hard to forge.

• Token protocols defended against:

✓man-in-the-middle attack

✓ replay attack

• Typically combined with PINs ("something you know")

• Can also accommodate duress codes.

Disadvantages:

• Cost

• Speed

• May require special hardware
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Where to go from here?
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Great articles you should read.

• The Protection of Information in Computer Systems, Saltzer & Schroeder, 
1975, http://web.mit.edu/Saltzer/www/publications/protection/

• “Users Are Not the Enemy,” ACM Communications Dec. 1999, 

• Whitten, “Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 
5.0” (Usenix Security, 1999)

• http://www.cs.auckland.ac.nz/~pgut001/pubs/usability.pdf

91



Websites and Conferences

HCI-SEC Bibliography:
http://www.gaudior.net/alma/biblio.html

Symposium on Usable Security and Privacy:
http://cups.cs.cmu.edu/soups/

Sasse's course:
http://hornbeam.cs.ucl.ac.uk/hcs/teaching/ga10.html
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HCI-SEC: Usability & Security 

Security and Usability
Cranor & Garfinkel
2005
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Designing usable interfaces

Jeff Johnson, GUI Bloopers: 
Don’t and Do’s for Software 
Developers and Web Designers, 
Morgan Kaufmann, 2000



Please fill 
out your 

evaluations.
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