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My current research:

Automated Document & Media Exploitation

Spring 2009 publications:

e XML and Python for automated Forensics

e Corpora Development
¢ File Fragment ldentification
e AFF4: Evidence file format

http://simson.net/page/Research

A computer used by Al Qaeda ends up in the hands of a
Wall Street Journal reporter. A laptop from Iran is discov-
ered that contains details of that country’s nuclear weap-
ons program. Photographs and videos are downloaded
from terrorist Web sites.

As evidenced by these and countless other cases, digital
documents and storage devices hold the key to many
ongoing military and criminal investigations. The most
straightforward approach to using these media and docu-
ments is to explore them with ordinary tools—open the
word files with Microsoft Word, view the Web pages with
Intemnet Explorer, and so on.

Although this straightforward approach is easy to
understand, it can miss a lot. Deleted and invisible files
can be made visible using basic forensic tools. Programs
called carvers can locate information that isn't even a
complete file and turn it into a form that can be readily
processed. Detailed examination of e-mail headers and
log files can reveal where a computer was used and other
computers with which it came into contact. Linguistic

tools can discover multiple documents that refer to the
same individuals, even though names in the different
documents have different spellings and are in different
human languages. Data-mining techniques such as cross-
drive analysis can reconstruct social networks—automati-
cally determining, for example, if the computer's previous
user was in contact with known terrorists. This sort of
advanced analysis is the stuff of DOMEX, the little-known
intelligence practice of document and media exploitation.
The U.S. intelligence community defines DOMEX as
“the processing, translation, analysis, and dissemination

Exploitation

SIMSON L. GARFINKEL, PH.D.

The DOMEX challenge is to turn

s into actionable intell

http://www.simson.net/clips/academic/2007.ACM.Domex.pdf

The DOMEX challenge is to turn digital bits into actionable

intelligence.
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| maintain the Forensics WIKI:

http://www.forensicswiki.org/

navigation:

= Main Page
= Categories

about forensicswiki.org:

= Recent changes
= Random page
= Donations

search

(Go \ (Search \

toolbox

= What links here
Related changes
Upload file
Special pages

Printable version
m Permanent link

2 Login/create account
page discussion view source history

This is the Forensics Wiki, a Creative Commons &-licensed wiki &7 devoted to information about digital forensics (also known
as computer forensics). We currently list a total of 498 pages.

Much of computer forensics is focused on the tools and techniques used by investigators, but there are also a number of
important papers, people, and organizations involved. Many of those organizations sponsor conferences throughout the year
and around the world. You may also wish to examine the popular journals and some special reports.

Selected Forensics Research
2008-Aug-13

Lest We Remember: Cold Boot Attacks on Encryption Keys &

J. Alex Halderman, Princeton University; Seth D. Schoen, Electronic Frontier Foundation; Nadia Heninger and William
Clarkson, Princeton University; William Paul, Wind River Systems; Joseph A. Calandrino and Ariel J. Feldman, Princeton
University; Jacob Appelbaum; Edward W. Felten, Princeton University

USENIX Security '08 Refereed Paper &’

Awarded Best Student Paper

Increasingly memory analysis is of interest in forensic research---both because new malware only resides in memory, and
because memory analysis is frequently the only way for analysts to get the keys that are used to protect cryptographic file
systems. In this paper the authors show that cryptographic keys in memory are vulnerable to exploitation after the
computer is tumed off. The authors show that the contents of dynamic RAM are retained seconds, and sometimes
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Download and install open source software from...

http://sourceforge.net/projects/libewf/
e For reading EWF files on Unix/MacOS

AFF and AFF-Related Forensic Software

p://afflib.org/

Announcements
This server is the distribution site for currents and archival releases of
forensic software by Simson L. Garfinkel. All of the software distributed at

L] Publications this server is either covered by a liberal Open Source license agreement or is
in the public domain.
o IS Mmage 100IS —r
Mailing lists Current Versions

Downloads.

About Us
- [Download Current
Name Description [Pownlo
u [aFFLIB [AFF Library and Tools
. AFrLiBwin _|Pre-compiied Windows
Executables
aimage [Advanced Disk Imager
fbloom [NPS Bloom fiter package
fiwalk File and Inode Walk Program
sulk Extractor |[BUIK Email and URL extraction
jtool
E C Cinux user-level ATA raw
. B u I k Xt ra t O r it St

Note: if you are looking for frag_find, you will find it in the NPS Bloom
package.

Find Out More!

More information about AFF can be found in the:

. of the
© Review our

Home Projects Informer Wiki Support About Contact

sleuthkit.org s the official web site for The Sleuth Kit and Autopsy Browser. Both are open source digital investigation tools
(a.k.a. digital forensic tools) that run on Windows and Unix systems (such as Linux, OS X, Cygwin, FreeBSD, OpenBSD, and Solaris).
They can be used to analyze NTFS, FAT, Ext2, Ext3, UFS1, and UFS2 file systems and several volume system types.

The Sleuth Kit (TSK) is  C library and a collection of command line tools (based on code from The Coroner's Toolkit (TCT)). Autopsy
s a graphical interface to TSK.

Recent Updates &)

| ]
[ ] « February 2, 2009: TSK 3.0.1 and Autopsy 2.21 are now available for
download.
October 19, 2008: TSK 3.0.0 and Autopsy 2.20 are now available for
L) L] download.
T

September 26, 2008: TSK 3.0.0b4 and Autopsy 2.20b3 betas are now
available. This will probably be the last round of betas.
September 13, 2008: An RSS feed is now available with updates to the site

and tools.
« August 29, 2008: Nightly snapshots are now available. Betas are also
available.

FILE SYSTEM

4

@ 4 |l FORENSI

| \ ; ANALYS!!
L LYSIS

|

(Merchandise!)

e Forensic File Systems
FAT, NTFS, HFS, etc.

Copeighe © 30055009 by Srion Careise

SOUFCITET wosocerceore

Find Software = Develop = Create Project Community = Site Support = About
SourceForge.net > Find Software > libewf
libewf by jometz

Summary | Files | Support | Develop

Libewf is a library for support of the Expert Witness Compression Format (EWF), it support both the SMART
format (EWF-S01) and the EnCase format (EWF-E01). Libewf allows you to read and write media information
within the EWF files.

View all files »

http:/libewf.sourceforge.net

Show project details

Ratings and Reviews Show: |_Everythin, 2L

100% of 3 users recommend this project Thumbs up: 3
Thumbs down: EEE—— | O
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This is an introductory tutorial!
Theory, Science and Tools

8:30 - 10:00 Introduction

¢ |ntroduction to Digital Forensics & The Law

10:00 - 10:30  Coffee
10:30 - 12:00  Data Analysis

e Unicode, File Formats & File Identification

12:00 - 1:30 Lunch

1:30 - 3:00 Disk Forensics
* Disk Imaging B
¢ File Carving
e Sleuth Kit

3:00 - 3:30 Coffee

3:30 - 5:00 Big Finish

e Documents & Metadata
e Memory Forensics

e Anti-Forensics



What's on the disk?

/corp — "corpus” of freely redistributable forensic files
/linux —RPM for testdisk & photorec
/macos — compiled testdisk & photorec
/slides — this presentation

/src — source code for forensic tools
e afflib
e NPS bloom package & frag_find

e pbulk_extractor
e fiwalk

¢ |ibewf

¢ sleuthkit

e tcpflow

/papers — forensic papers
¢ | egal aspects, Fake Photos, Memory Analysis, File Fingerprinting, Time, and more.



/corp

S 1s -1
total 334272
83731
3994096
13476769
68340753
31129600
35551648
189702777

Dec
Dec
Dec

Dec

Jan

Dec

W & W W & W W

21
21

21

:56
:56
15:
:56

13

20009
2009
20:25

diversity-p5.pdf*
diversityanalysis.pdf*
honeynet-2001-scanl5.raw.zip*
nitroba-norm.pcap*
nps-2009-canon2-gen6.raw¥*
ntfsl-gen2.aff*
xp-laptop-2005-07-04-1430.z1p*



Forensic Definitions

Forensics & The “Magic Camera”
D|g|ta| |nV€StigatiOnS Hypothesis-based investigation




“Forensics” has two meanings.

fo-ren-sics n. (used with a sing. verb)

1.The art or study of formal debate; argumentation.

2.The use of science and technology to investigate and establish
facts in criminal or civil courts of law.

(American Heritage Dictionary, 4th Edition)




Courts settle disputes, redress grievances,
and mete out punishment

Deciding some disputes requires the use of physical evidence:
e Fingerprints
e DNA
e Handwriting

e Polygraph

Judges and Juries can't examine physical evidence

¢ They don't have the expertise.

e Evidence may be open to interpretation.



Forensic experts interpret scientific evidence.

)\ S o —
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Court B
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US Courts employ an adversarial process.
Each side hires its own experts.
In some cases, the court may hire a third expert for the judge.



Investigators for the prosecution:
conduct the investigation and build the case.

Criminal Digital Investigators:
e Sworn Law Enforcement Officer
¢ \Writes search warrants
¢ Receives computers, cameras, and other evidence
e Acquires & Analyzes data
¢ Presents findings
¢ Prepares report
¢ Testifies in court




Investigators for the defense:
rebut the evidence and create doubt.

Defense Experts:
e Employed by the Defense
e \Works with defense attorney
¢ Receives evidence from law enforcement
¢ May conduct independent investigation, but usually funds do not permit
e May work with other experts.
e May testify in court.
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Even photographs may require interpretation

When were these photographs taken? Were they faked?




Stalin's Soviet Union tampered with the past.

After Abel Yenukidze was shot during the purges of 1936-1938,
his image was removed from official photographs.

¢ The Commissar Vanishes

e http://www.hoover.org/
publications/
digest/3531641.html

* http://www.newseum.org/ g
berlinwall/ '
commissar_vanishes/
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Computer graphics are so good that it is easy to mistake
a simulated photo for reality.

Pisan Kaewma 2006

http://www.illustratorworld.com/artwork/1336/
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Digital media makes it easy to create forgeries.

Most photos are not "doctored” —
but most photographs are not taken into court.

If someone has an interest in the interpretation
of a photo, there is a higher chance of it being
modified.

This is true of all evidence.

e “Digital Doctoring: can we trust photographs?”

Hany Farid,
In Deception: Methods, Motives, Contexts and Figure 3. The published (top) and orig-
COI’ISGC]U@I’)CGS, 2007 inal LA Times photographs showing a

British soldier and Iraqi civilians.



Digital forensics applies this process to computers.

Here are some definitions for computer forensics:

¢ “Involves the preservation, identification, extraction, documentation, and interpretation
of computer data.”

(Computer Forensics: Incident Response Essentials, Warren Kruse and Jay Heiser.)

¢ “The scientific examination, analysis, and/or evaluation of digital evidence in legal
matters.”

(Scientific Working Group on Digital Evidence, http://www.swgde.org)
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Digital Evidence requires interpretation by experts.
But what’s Digital Evidence?

“Information stored or transmitted in binary form
that may be relied upon in court.” [Int02]

“Information of probative value that is stored or transmitted
in binary form.” [Sci05]

“Information and data of investigative value that is
stored on or transmitted by a computer.” [Ass05]

“Any data stored or transmitted using a computer that support
or refute a theory of how an offense occurred or that address
critical elements of the offense such as intent or alibi.” [Cas04]

If it involves computers, it's probably digital evidence.




"Digital evidence" can be:
1) evidence of a crime; 2) the crime itself.

Evidence of a crime:
¢ Financial Records.
¢ Emails documenting a conspiracy.
e Photographs of a murder.

The crime itself:
e Computer break-ins.
¢ Denial-of-service attacks.
¢ Distribution of child pornography.
¢ Emailed threats.

&



Digital evidence may be collected
before a crime is known to have taken place!

Computer forensics allows investigators to:
e Discover how a crime was committed
e Determine extent of damage
e Gather evidence of illegal activity
e Confirm/disprove an alibi

We can prime systems to record evidence in advance:
e | og files — Recording events.
e Network Forensics — Packet Capture
e EnCase Enterprise — Remote Disk Forensics



Digital Forensics is like a magic camera

Tools can go “back in time...”
v View previous versions of files
v Recover “deleted” files
v Find out what was typed
v Discover visited websites

Why does this work?
v free() doesn’t erase memory
v DELETE doesn’t erase files
v newfs and FORMAT* don't clear disks
v Computers keep extensive logs
v Most data is not encrypted

File Edit View Tools Help

= ) Fiske

719  http:/fgeocities.yahoo geocities.yahoo.com
5 Internet Explorer

720  http://geocities.yahoo geocities, yahoo.com
721  http:ffgeocities.yahoo geocities.yahoo.com

_JMew | Open |JSave Print =, AddDevice (J Search ) Refresh Show Excluded

_\1 Cases Keywords X _‘] Table = Report 2% Gallery é Timeline *::l‘ Disk $ Code
3 History b WebCache ‘4 LRL Host Cached
= < Date
= = WebCache 718  http:/fgeocities.yahoo geocities.yahoo.com  10/08/03 09:12:26AM

10/08/03 09:09:434M
10/08/03 08:38:034M
10/08/03 08:54:034M

Show Deleted < Delete & View Cq p

Cache A
Path

Fiske\C\Document. . .\uploa
Fiske\C\Document. . \uploa
Fiske\C\Documents and Se

Fiske\C\Documents and Se v

<

<
[z]Text [ |Hex & _‘ Report || Console ) Lock 0/17729
URL: http:#geocities yahoo .comffilemanager?directory=&dispopts=
Host: geocities yahoo.com
Cached Date: 10/08/03 08:54:03AM
Cache Path: Fiskel\C\Documents and SettingstWilliami\Local Settings\Temporary Internet Files
\NZI0T1LD 1¥filemanager[2]
Yahoo! GeoCities
Yahoo! [http: /s yahoo .com/] - Account Info [http:#fedit yahoo comfconfigieval_profile? src=geo&.i
Help [http:#help yahoo .com/helpfusigeos] - Sign Out
[http:#login yahoo.comfconfigflogin?logout=1& src=geo&.intl=..]
MG [0] [http:#rd yahoo.comiM=264565 4001263 .5215697 280519/D=geocit.. ]
>

>

v

»

iH

Fiske\Fiske\C\Documents and SettingsiWilliamiLocal SettingsiTemporary Inter...\filemanager[2] (PS 445487 LS 445424 CL 55678 SO 000 FOO LEQ)

This is very different from “traditional” (blood & bullet) forensics.



Traditional forensics is dominated by the
Locard Exchange Principle

Dr. Edmund Locard (1877-1966) - "Every contact leaves a trac."

Wherever he steps, whatever he touches, whatever he leaves, even
unconsciously, will serve as a silent witness against him.

Not only his fingerprints or his footprints, but his hair, the fibers from
his clothes, the glass he breaks, the tool mark he leaves, the paint
he scratches, the blood or semen he deposits or collects.

All of these and more, bear mute witness against him. This is
evidence that does not forget. It is not confused by the excitement
of the moment. It is not absent because human witnesses are. It is
factual evidence.

Physical evidence cannot be wrong, it cannot perjure itself, it
cannot be wholly absent. Only human failure to find it, study and
understand it, can diminish its value.
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"Exchange Principle:”
You can't erase pencil writing on papet...

... without leaving many traces of what you've done.

H




The Exchange Principle doesn't apply to bits.
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The Exchange Principle doesn't apply to bits.

¥ DEVICES

ame Date Modified
B MOBILE B Jack Jack Attack.mav Apr 4, 2008, 6:17 PM 52.7 MB MPEG.. ¢
a & Macintosh HD || McAfee85iP1.exe Aug 6, 2008, 10:15 PM 25.6 MB EXE File
CimamE o D R61220.EXE Sep 14, 2008, 2:15 PM 9.3 MB EXE File
) - || R64645.EXE Aug 5, 2003, 9:59 AM 5.7 MB EXE File
| =\Time Machine Backups| [ Ro4481.EXE Apr 15, 2005, 2:42 PM 7.1MB  EXEFile
| - farch = || R106456.EXE Mar 16, 2006, 9:13 AM 4.4 MB EXE File
> SHARED #. Rosebud_350x326.jpg Today, 9:37 PM 24 KB JPEG ima
~ Sector Discrimination.ppt Sep 28, 2008, 9:15 PM 3.2 MB Micro...
» PLACES
» SEARCH FOR
>




The Exchange Principle doesn't apply to bits.

D)

select

S e =

pr 4, 2008, 6:17 PM
ug 6, 2008, 10:15 PM
p 14, 2008, 2:15 PM

oday, 9:37 PM
op 28, 2008, 9:15 PM




The Exchange Principle doesn't apply to bits.

®00 MOBILE =

2

= 1<)

o A T ld U

SVl 8 —

| g = 1
3 1 ID R:
1 698.6 GB ST3750640AS... L_FirstAid[Ersse) RA estore |

) Macintosh HD

To erase all data on a disk or volume:

I71931.5 GB WD My Book ... 1 Select the disk or volume in the list on the left.
. 2 Specify a format and name.
@ Time Machine Backups 3 If you want to prevent the recovery of the disk's erased data, click Security Options.

__ 492.6 MB USB_DRIVE Media 4 Click Erase.
= - M MOBILE To prevent the recovery of previously deleted files without erasing the volume, select a
. (2 OPTIARC DVD RW AD-5... volume in the list on the left, and click Erase Free Space.
L a farch.sparsebundle

> St ‘ - farch » Volume Format: [ Mac OS Extended (Journaled) E‘

Name: MOBILE

( Erase Free Space... ) ( Security Options... ) ( Erase... )
{ '| Mount Point : /Volumes/MOBILE Capacity : 492.6 MB (516,554,752 Bytes)
| ; Format: MS-DOS (FAT16) Available: 383.7 MB (402,350,080 Bytes)
Owners Enabled : No Used: 108.7 MB (113,934,336 Bytes)
® Number of Folders: 0 Number of Files: 512




The Exchange Principle doesn't apply to bits.

— - Secure Erase Options
d 698.6 GB ST375
These options specify how to erase the selected disk or volume to prevent disk

. Macintosh HC recovery applications from recovering it.
I1931.5 GB WD My

[ Time Machine () Don't Erase Data

L 492.6 MB USB_D This is quick and provides the least security. It erases just the information used to
' access your files and leaves the data in the files unchanged. Many commonly available
. MOBILE | disk recovery applications can restore that data. solume, select a
""'j...' OPTIARC DVD R!

-

curity Options.

(® Zero Out Data

a farch.sparsebun I . . . )
P This is quick and provides good security. It erases the information used to access your

L farch files and writes zeros over the data once. = |

() 7-Pass Erase

This option takes 7 times longer than "Zero Cut Data,” and meets the US Department of
Defense (DOD) 5220-22 M standard for securely erasing magnetic media. It erases the
information used to access your files and writes over the data 7 times.

() 35-Pass Erase

This option takes 35 times longer than "Zero Out Data” and provides the best security.
It erases the information used to access your files and writes over the data 35 times.

( Cancel ) G—OH

Owners Enabled : No Used: 108.7 MB (113,934,336 Bytes)
Number of Folders: 0 Number of Files: 512




The Exchange Principle doesn't apply to bits.
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000 MOBILE =
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o 4| > oo (1] - Q
< ¥ DEVICES Date Modified ]
E Macintosh HD
YD —
Time Machine Backups —
= _ farch =
UB
» SHARED
» PLACES
>S » SEARCH FOR
>S
[ ] J4l»
M
Owners Enabled : No Used: 108.7 MB (113,934,336 Bytes)
@ Number of Folders: 0 Number of Files: 512



The fundamental problem with digital evidence:
It can’t be trusted.
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07:16 AM Black:~/Downloads$ 1ls -1
07:17 AM Black:~/Downloads$ 1ls -1
total 74
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Consider this printout:
07:16 AM Black:~/Downloads$ 1ls -1
07:17 AM Black:~/Downloads$ 1ls -1

total 74
-rw-r—--r—-- 1 simsong simsong 73625 Jun 16 06:30 afyi.pdf
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e The file was downloaded at 7:17, but Safari set the timestamp to be the time on the
Server.
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¢ The file was downloaded on a different day and moved into the directory.



The fundamental problem with digital evidence:
It can’t be trusted.

Consider this printout:
07:16 AM Black:~/Downloads$ 1ls -1
07:17 AM Black:~/Downloads$ 1ls -1
total 74
-rw-r—--r—-- 1 simsong simsong 73625 Jun 16 06:30 afyi.pdf
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Question: When was afyi.pdf downloaded?
Possible explanations:

e The file was downloaded at 7:17, but Safari set the timestamp to be the time on the
Server.

¢ The file was downloaded on a different day and moved into the directory.
e The computer’s clock was changed before the file was downloaded.



The fundamental problem with digital evidence:
It can’t be trusted.

Consider this printout:
07:16 AM Black:~/Downloads$ 1ls -1
07:17 AM Black:~/Downloads$ 1ls -1
total 74
-rw-r—--r—-- 1 simsong simsong 73625 Jun 16 06:30 afyi.pdf
07:18 AM Black:~/afyi$

Question: When was afyi.pdf downloaded?
Possible explanations:

e The file was downloaded at 7:17, but Safari set the timestamp to be the time on the
Server.

¢ The file was downloaded on a different day and moved into the directory.
e The computer’s clock was changed before the file was downloaded.
¢ The whole example was faked.



When we look at a computer system,
we build a hypothesis about the computer’s past.

The hypothesis makes assumptions about:
¢ The hardware under investigation.
¢ The software under investigation.
* The flow of time.
¢ The movement of the evidence
¢ The system being used to investigate the data

ﬁ@ _:>ﬁ
==\ ==\ y:
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Initial Configuration Event Data Copied




Usually the assumptions are accurate.
Sometimes they are not.

ﬁwﬁwﬁ
/KQ\‘, /KQ\‘, /
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Initial Configuration Event Data Copied

Other assumptions: @

e Event didn’t fake the initial configuration.

Attacker creates a new vulnerability to hide one actually used.
™

e All attacker’s code & data was copied.
Program might be hidden in the graphics co-processor.

e Analysis system is faithful and accurate.
Attacker's tools might be invisible due to a bug in the forensic tool.

A Hypothesis-Based Approach to Digital Forensic Investigations,
Brian D. Carrier, PhD. Thesis, Purdue University, 2006



The “Daubert Standard” is designed to keep
“Junk science” out of the courts.

Daubert turns federal judges “gatekeepers.”

¢ Birth defects caused by Bendectin

Evidence must be “relevant”

e So as not to waste the court’s time or confuse matters)

Evidence must be “reliable” (ie, scientific)
e Subject to peer review (has been published)
e Generally accepted by the relevant professional community
e Standards for the technique’s operation
e Known error rate



The “Daubert Standard” is designed to keep
“Junk science” out of the courts.

Daubert turns federal judges “gatekeepers.” \.li

Daubert v. Merrell Dow Pharmaceuticals, 509 US 57 ﬁ"l f _

¢ Birth defects caused by Bendectin

Evidence must be “relevant”

e So as not to waste the court’s time or confuse matters)

Evidence must be “reliable” (ie, scientific)
e Subject to peer review (has been published)
e Generally accepted by the relevant professional community
e Standards for the technique’s operation
e Known error rate

Most digital evidence today does not meet this standard.



In court, testimony is governed by the
Federal Rules of Evidence

Article |. General Provisions
Article Il. Judicial Notice
Article lll. Presumptions In Civil Actions And Proceedings

Article IV. Relevancy And Its Limits

Article V. Privileges

Article VI. Witnesses

Article VII. Opinions and Expert Testimony

Article VIII. Hearsay

Article IX. Authentication and ldentification

N
- | — —

Article X. Contents of Writings, Records and Pnotographs

Article Xl. Miscellaneous Rules



US Federal Rules of Evidence
Article VIl regulates the testimony of “experts”

Rule 702. Testimony by Experts

e Qualified experts are allowed to testify

Rule 703. Bases of Opinion Testimony by Experts

e Experts can use any information they wish, even hearsay

Rule 704. Opinion on Ultimate Issue

e Experts are allowed to give an opinion on the "ultimate issue."

Rule 705. Disclosure of Facts or Data Underlying Expert Opinion

e Experts can give their opinion without presenting the facts.

Rule 706. Court Appointed Experts

e The court is allowed to appoint its own experts (but they rarely do)

These rules apply in the Federal Court; many states follow the rules
as well
e http://www.law.cornell.edu/rules/fre/


http://www.law.cornell.edu/rules/fre/
http://www.law.cornell.edu/rules/fre/

The “CSI Effect” causes victims and juries to have

unrealistic expectations.

OnTV:

e Forensics is swift.

e Forensics is certain.

¢ Human memory is reliable.

¢ Presentations are highly produced.

TV digital forensics:

e Every investigator is trained on every tool.

e Correlation is easy and instantaneous.
e There are no false positives.

e Overwritten data can be recovered.

e Encrypted data can usually be cracked.
¢ |t is impossible to delete anything.

2 4 » Music By
o JORN MKEANE



The reality of digital forensics is less exciting.

There are lots of problems:
e Data that is overwritten cannot be recovered.
¢ Encrypted data usually can't be decrypted.
e Forensics rarely answers questions or establishes guilt.
¢ Forensics rarely provides specific information about a specific subject
e Tools crash a lot.

But that doesn't really matter, because:
¢ Most digital forensics is used to find child pornography.
¢ \When the pornography is found, most suspects plead guilty.




Forensics has many uses beyond the courtroom.

Data Recovery.

Testing and Evaluating:
e System Performance

e Privacy Properties & Tools
e Security Policies DataRecovery

Spot-check regulatory compliance:
¢ Internal information flows
e Data flow across network boundaries
e Disposal policies

Performance Evaluation

800-440-1904

=3
JoalvaceData
Recovery Service Lab

Information Exploitation & Data mining



Conclusion:
Forensics and Digital Investigations

Scientific evidence requires interpretation to
get it into a court room.

Digital evidence is easy to fake.

The main use of digital forensics today is




From computer to courtroom.
The Investigation.
The “Hacker Defense.”

The Forensic Process




There are five basic steps to computer forensics.

1.Preparation (you, not the data)
2.Collection (the data)

3. Examination

4.Analysis — -
5. Reporting —

Source:
Electronic Crime Scene Investigation Guide. y
National Institute of Justice "<




Step 1: Preparation
|dentify potential sources of evidence

Computer system components:

e Hard drives

. I . . e —
M e l I I O r I aS C O I I I u rat I O I l ‘many of these souces, their credibility was difficult o assess and was aften left o the foreign
government services to judge. Intelligence Community HUMINT cfforts against a closed society

like Iraq prior to Operation Iraqi Freedom were hobbled by the Intelligence Community’s
dependence on having an official U.S. presence In-country to mount clandestine HUMINT

collection cfforts.
(U) When UN inspectors departed Iraq, the placement of HUMINT egents and the

. . . develapment of unilateral sources inside Irag were not op priorites for the Inelligence.
. I n I r I n Community. The Intelligence Comnuity did not have a single HUMINT source collccting
against raq’s wezpons of mas desiruction programs in Iroq aller 1998. The Inteligence
Conumnity appeass to have decided that the difTiculty and risks inherent in developing sources
benefis

or ‘The Commitiee
found no evidence that a lack of resources significantly prevented the Intelligenee Community
s ) - i e T,

‘When Committee staff asked why the CIA had not considered
placing a CIA officer in Iraq years before Operation Iraqi Freedom to investigate Iraq’s weapons
of mass destruction programs, a CIA officer said, “because i's very hard to sustain .. t takes &
yare afficer who can go in . . and survive srutiny for 2 fong time." The
Committee agrees that such operations ar¢ difficult and dangerous, but they should be within the
norm of the CL's aetities and capabilities. Senior CIA officials have repeatedly told the
Committee that a significant increase in funding and personnel will be requited to enable to the
CIA to penctrate difficult HUMINT targets similar to prewar Irag. The Commitice belicves,
however, that if an officer wiling and able to take such an assignment really s “rare™ a the CIA,
the problem is less a question of resources than a need for dramatic changes in arisk averse
corporate culture,

(1) Problems with the Intelligence Community's HUMINT efforts were also evident in
the Iteligence Community's handling of aq's alleged effors o acquire uranium from Niger.
‘The Committee does not fault the CIA for explaiting the access enjoyed by the spouse of a CIA.
employes traveling to Niger. The Commitice believes, however, that it is unfortunate,

considering the significant resources uvailable to the CIA, that this was the only option avaiteble.
Given the nature of rapidly evolving global threats such as terrorism and the proliferation of
weapons the Tntelligence C develop means to quickly
respand to fleeting i de the Community i

‘The Committee also found other problems with the Intelligence Community's follow-up on the

Other data sources:
e \Web Pages

-25-

o Files
e Communication networks

Each source may need its own persoruici, wuio, daining . _
procedures.

One of the most difficult tasks is determining what to include &
exclude.



Step 2:
Collect and Preserve the evidence

If the activity is ongoing, your choices include:
¢ Passive Monitoring
e Experimental Probing

If the activity is over, choices include:
e Make an exact copy
e Seize the equipment, then make a copy.

Issues to consider:
¢ Do you legally have access to the data?

e \What tools are used? Are they validated?
¢ |s the copy accurate? Is it complete?
e How can you prove that the copy wasn’t modified at a later time?



Investigators need access to the digital evidence.

Consent Searches — The owner gives consent.

e No warrant or probable cause required.

e Officers not required to warn people of their
right to withhold consent
(Schneckloth v. Bustamonte).

e Employers can give consent for an employee.

e Spouse may give consent to marital property.
¢ Roommates can give consent for each other.

e Parents can give consent for children under 18,
and sometimes over 18.

e System administrators can give consent, but
are regulated under the Electronic
Communications Privacy Act.


http://www.census.gov/pubinfo/www/broadcast/photos/img/04-07-4-33-hi.jpg
http://www.census.gov/pubinfo/www/broadcast/photos/img/04-07-4-33-hi.jpg

Investigators need access to the digital evidence.

v Consent Searches — The owner gives consent.

Warrant Searches
e Police swears an oath that proves probable cause or hearsay information.
e \Warrant defines the terms of what may be searched and seized.



http://www.fbi.gov/publications/leb/2006/dec2006/dec2006leb_img_28.jpg
http://www.fbi.gov/publications/leb/2006/dec2006/dec2006leb_img_28.jpg

Investigators need access to the digital evidence.

v Consent Searches — The owner gives consent.

¢/ Warrant Searches — Searches with legal authority

Warrantless Searches
e Everything else.
e May be legal in some cases (Customs, etc).
e Adherence to local laws may not matter.



Step 3: Examination.
Make evidence “visible” and eliminate excess.

Disk Analysis:
e Examine partitions and file systems
e Resident & delete files
e “Slack space” at end of files
e Unallocated space between files

File based evidence:
e Document text
e Deleted text
e Metadata (creation date; author fields; etc.)

Network Evidence:

e Device configuration
e Categorize packets; discard what isn’t needed



Forensic tools should be validated.

Validation: Computer
e A series of tests to show the tool can produce consistent ?22?"—3:'33“
and accurate results. Testina
a 316

e Can discover errors in tools or procedures.

ok

L LLL
0 it 5] FEE

NIST’s Information Technology Laboratory
Computer Forensics Tool Testing Program has
validated some tools. http://www.cftt.nist.gov/
e Record version number & SHA1 of tools.
e Use of unvalidated tools can get a case dismissed.

You can perform the study with unvalidated
tools, then show that the data is present using

validated tools.


http://www.cftt.nist.gov
http://www.cftt.nist.gov

Step 4: Analyze to determine
“significance and probative value”

Build a hypothesis about what happened.
Look for evidence to prove or disprove hypothesis.

Examples:

e Hypothesis: Suspect broke into a telephone company computer and stole confidential
documents.

e Evidence: Hacker tools; confidential information from telco.

e Hypothesis: Suspect is arrested on suspicion of child pornography
¢ Evidence: Known child pornography on suspect’s hard drive



BUT:
Investigators rarely look for counter-evidence.

Build a hypothesis about what happened.
Look for evidence to prove or disprove hypothesis.

Examples:

e Hypothesis: Suspect broke into a telephone company computer and stole confidential
documents.

e Evidence: Hacker tools; confidential information from telco.
e Counter Evidence: Documents publicly available

e Hypothesis: Suspect is arrested on suspicion of child pornography
¢ Evidence: Known child pornography on suspect’s hard drive
e Counter Evidence: Hacker software allowing remote access



Counter Evidence:
Trojan allowed remote access



Counter Evidence:
Trojan allowed remote access

Aaron Caffrey, 19, charged w/ crashing systems at Port of

Houston
e Caffrey claimed that hackers had broken into his computer and used it as a launch
pad.

e Jury acquits, October 2003.



Counter Evidence:
Trojan allowed remote access

Aaron Caffrey, 19, charged w/ crashing systems at Port of
Houston

e Caffrey claimed that hackers had broken into his computer and used it as a launch
pad.

e Jury acquits, October 2003.

United States v. Michael McCourt,
US Court of Appeals Case 061018P 11/24/06

e Defendant claimed hacker put hundreds of child pornography videos and stills on his
computer.

e Appellate court ruled that defendant knew files were there, no matter how they got
there.

e Hacker defense failed.
e http://www.ca8.uscourts.gov/opndir/06/11/061018P.pdf



http://www.ca8.uscourts.gov/opndir/06/11/061018P.pdf
http://www.ca8.uscourts.gov/opndir/06/11/061018P.pdf

Counter Evidence:
Trojan allowed remote access

Aaron Caffrey, 19, charged w/ crashing systems at Port of
Houston

e Caffrey claimed that hackers had broken into his computer and used it as a launch
pad.

e Jury acquits, October 2003.

United States v. Michael McCourt,
US Court of Appeals Case 061018P 11/24/06

e Defendant claimed hacker put hundreds of child pornography videos and stills on his
computer.

e Appellate court ruled that defendant knew files were there, no matter how they got
there.

e Hacker defense failed.
e http://www.ca8.uscourts.gov/opndir/06/11/061018P.pdf



http://www.ca8.uscourts.gov/opndir/06/11/061018P.pdf
http://www.ca8.uscourts.gov/opndir/06/11/061018P.pdf

The Hacker/SODDI Defense:
Indications & Contradictions

Try the hacker defense when:

® The system has a Trojan on it.

¢ The suspect has an alibi
(e.g., lunch with a friend at a restaurant.)

Avoid the hacker defense when:

¢ The child porn was copied to DVD-Rs and stored
under the suspect’s bed.

® The suspect is a hacker or sysadmin
(already has hacker tools; has knowledge to secure
her own system.)

'COMPUTER OUTLAWS: IF YOU HAVE WHAT THEY WANT,

THEY'LL AIND A WAY TO TAKE IT

“offboat and brilliant.” — pookust

THE HACKER
CRACKDOWN

Law and Disorder on the
Electronic Frontier

T i

BRUCE STERLING|

AUTHOR OF HCLY RIKE




Step 5:
Reporting and Testimony

Many kinds of testimony:
¢ \Written reports
e Depositions
e Courtroom testimony

Testimony needs to include several key points:
¢ The tools used and procedures that were followed.
¢ The decision making process.
e \What was found.
¢ Examiner’s interpretation of what it means.



Conclusion:
The Forensic Process

You must be prepared to do an investigation.

* No one person can do everything.
¢ |f you aren't trained, the results can be thrown out.

MPUTER OUTLAWS: IF YOU HAVE WHAT THEY WANT,
THEY'LL FIND A WAY TO TAKE IT

Collect data before you try to explain what you have found. =

CRACKDOWN
Law and Disorder on the

Computer
Forensics &

Tool “)x
%

Testing
—

Be sure to use validated tools and procedures (if possible).



REFERENCE

Understanding “residual”
and “remnant” data Only show before coffee #1...




Sectors on hard drives can be divided into three
categories:

Resident Data

ser files
email messages
[temporary files]

Deleted Data

blank sectors [OS files]




Data on a hard drive is arranged in sectors

[ Resident Data j = data visible to the user




Data on a hard drive is arranged in sectors

Deleted Data = files that were deleted.



Data on a hard drive is arranged in sectors

— = never written (or wiped clean)



Stack the sectors:

Zero Blocks
|| ||
. . . Deleted Files
B oo | |
. Files




No data: The disk is factory fresh

All Blocks are
Zero

time



Formatted: the disk has an empty file system

Blank
Blocks

= File System Structures
T ————————————

time



AFTER OS INSTALL: Temp. files have been deleted

Free Blocks
Deleted temporary files
OS and Appllcatlons

tlme




After a year of service

Blocks never written
Deleted files
. 1 year ..
OS, Applications,
and user files

tlme




Disk nearly full!

=
OS, Apps,
user files,
- 1year.. and lots of
MP3s!

tlme




Let’s sell the hard drivel
Format c:\

=
. 1 year ..
Recoverable
Data

tlme

]




We can use forensics to reconstruct motivations:

Training I I Usability
failure failure

time



Hard drives are frequently sold on the secondary market.

Re-used within an organization

Given to charities
Sold on eBay

All Categories

350 items found for hard drives

Sort by items: ending first | newly listed | lowest priced | highest priced

Item Title

Lot of hard and floppy drives

Lot of hard and floppy dnives

Lot of hard and floppy drives

Lot of 2 hard dnives TDE

3.2 gig Hard Drives

(5) 1.2 hard drives & (15) 10/100 network

Lot of 3 Quantum 9.1 gig SCSI Hard Drives
IDE HARD DRIVES (3)

LOT OF 5 Hard Dnives! 3.2 Gig Western Digital

QTY 3...IDE Hard Drives 2.5 Gig
5 WESTERN DIGITAL 2.5 GIG HARD DRIVES

QTY 3...IDE Hard Drives 1.0 Gig
Western Digital 850 meg IDE Hard Drives dutch
WINDOWS

Price Bids
$550 2
$5.50
$550 2
$8.00 12

$180.00 -
$2500 1
$26.00 6
$6.50
$120.00 -
$124.95 =Buyithow
$2050 5
$30.00 4
$9.99 1
$6.00 1
$6.00

T ATV AT TN ATTITTY T A SNTITTTY TT AT TSN TITT A4

Save this search

Time Left

14n
22n
25n
29
59
1h 00n
1h 25n
1h 4én
1h 50n

2h 02n
2h 03n

2h 0dn
2h 57n
3h 18n

66




2,500

2,000

1,500

1,000

500

236 drives purchased between 1998 and 2003:

[ No Data (blocks cleared)

[ 1 Data in the file system (level 0)

Bl Data not in the file system (level 2 and 3)




Roughly 1/3 of the discarded hard drives have
significant amounts of confidential data.

From sampling 150 hard drives collected between 1998 and 2002,
we found:

Thousands of credit cards
Financial records

Medical information

Trade secrets

Highly personal information

- PREMIIER ISSUIE

SIIE]IE&PHIVABY

]ANUARY/FEBRUARY 2003 Building Confidence in a Networked World

Factsoveres
Flc;t‘:on

= ~-=Second Hand
“Secrets®™p. 17

CB“QU’[’BR
®IEEE %




Can data be recovered after it has been overwritten?

?




Remnant data is data that remains after writing.

Writing “1” over a “0” is different than writing a “0” over a “0”

|dealized "1" "1" over a "0" "1" over a "1"
over a "0"

/

This is called “remnant data”



DoD 5220.22-M Specifies a “sanitization” procedure for
unclassified data

e Write a character
¢ \Write its complement
¢ Write random data

In 1996 Peter Gutmann published a paper with 35 sanitization
patterns.

srm uses a 7-pass pattern (F6, 00, FF, random, 00, FF, random)

What is the sufficient amount of overwriting to make drives forget?




NIST 800-88 says overwritten data cannot be recovered
in practice.

Modern disk drives are too complicated:

e Recording densities too high

NIST Special Publication 800-88 Guidelines for Media Sanitization

e Use complex codes, not Os & 1s

Recommendations of the National
Institute of Standards and Technology

e No space between tracks

Xing Li

e Perpendicular recording will make remnant data e —————
even harder to recover.

eeeeeeeeeeeeee

Recovering overwritten data has never
been demonstrated.

NIST 800-88, “Guidelines for Media
Sanitization,” says a single pass with
"secure overwrite” command is good
enough for ATA disks manufactured after
2001 (over 15GB).




Experiments on Data Remnance - Hard Drives

Craig Wright (AU) has conducted extensive remnance experiments.
e There are some differences, but actually recovering data seems to be impossible.

Distribution of “0” values from overwrite with a “1” Distrvibution of “1” values from overwrite with a “1”
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Experiments on Data Remnance - Flash

Flash works by storing electrons in “cells.”

e e €
e e

Flash cells wear out.
e Each cell can only be cycled 1000-10,000 times
e \Wear leveling algorithms spread out the wear evenly.
e This is done at the physical layer, invisible to the operating system.
¢ (Flash file systems do it at the operating system level.)

Therefore, there is a data remnance effect with Flash.
e No credible reports of using this for forensic analysis.



There are many ways to “clear” or “sanitize.”

Built-in Programs:
e cipher.exe (Windows)
e “Secure Empty Trash” (MacQS)

Third-Party Programs:

e BCWipe

°® CCl Are you sure you want to erase the items in the
earner N ! Trash permanently using Secure Empty Trash?

L DBAN (Darik’s Boot and NUke) If you choose Secure Empty Trash, you cannot recover the files.

° Eraser ( Cancel ) @

http://www.forensicswiki.org/wikisuategory:s>ecure_aeleton


http://www.forensicswiki.org/wiki/Category:Secure_deletion
http://www.forensicswiki.org/wiki/Category:Secure_deletion
http://www.forensicswiki.org/wiki/Category:Secure_deletion

Beware: Some courts now view "secure erase" as
evidence of a crime...

US v. Krause (In re Krause), 2007 WL 1297937,
2007 Bankr. LEXIS 1937 (Bankr. D. Kan. June 4, 2007)

e Court rules that a lawyer who owed 3 million in back taxes is guilty of spoliation of

evidence. Lawyer used "super-delete" feature.
http://ralphlosey.wordpress.com/2007/07/07/ghostsurfer-wipe-out-leads-to-jail-order-sanction-in-bankruptcy-court/

Kucala Enterprises Ltd. v. Auto Wax Co., 2003 WL 21230605
(N.D. ILL)

e Kucala obtained and ran "Evidence Eliminator" prior to producing discovery
documents in a patent litigation case.

e Court noted that parties have a duty to preserve all relevant evidence.

e Kucala's suit dismissed and Auto Wax awarded attorney fees and costs.
http://www.uslfg.com/oldnews.cfm?FuseAction=details&Users_ID=39


http://ralphlosey.wordpress.com/2007/07/07/ghostsurfer-wipe-out-leads-to-jail-order-sanction-in-bankruptcy-court/
http://ralphlosey.wordpress.com/2007/07/07/ghostsurfer-wipe-out-leads-to-jail-order-sanction-in-bankruptcy-court/
http://www.uslfg.com/oldnews.cfm?FuseAction=details&Users_ID=39
http://www.uslfg.com/oldnews.cfm?FuseAction=details&Users_ID=39

“Residual” and “Remnant” data: Conclusions

Residual Data is data left behind — the “residue”
¢ Deleted files that have not been overwritten
¢ Files after a disk has been “formatted” with Windows XP (but not Vista)
e Data that has been free()’ed

e Can be recovered with forensic tools.

Remnant Data can be recovered with magnetic “remnance”

e Magnetic remnance is real.

e Experiments have shown that remnance data cannot be recovered on modern hard
drives.

¢ Remnance may become an issue for flash.



Coffee




This is an introductory tutorial!
Theory, Science and Tools

8:30 - 10:00 Introduction

e |ntroduction to Digital Forensics & The Law

10:00 - 10:30  Coffee
10:30 - 12:00  Data Analysis

e Unicode, File Formats & File Identification

12:00 - 1:30 Lunch

1:30 - 3:00 Disk Forensics
* Disk Imaging B
¢ File Carving Smmsrwe
e Sleuth Kit

3:00 - 3:30 Coffee

3:30 - 5:00 Big Finish

e Documents & Metadata
e Memory Forensics

e Anti-Forensics



STANDARD

Unicode<.o
a

'HE UNTCODE CONSORTIUM

ASCII, Code Pages,
and Unicode




A "Code" is a system for converting one pice of

iInformation to another.

There are many codes:

¢ "Modem Codes" — Values that a modem returns
to identify itself.

e ASCIlI — American Standard Code for
Information Interchange

¢ Unicode — Modern interchange code.

v Note: These days codes are rarely used for
security because they are easily broken.

A code book is a list of codes and their
meanings.

In computing, a code point is a
particular number and its graphical
representation.
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One of the earliest standard codes was Morse Code.

International Morse Code
- 1 dash = 3 dots.
- The space between parts of the same letter = 1 dot.
- The space between letters = 3 dots.
- The space between words = 7 dots.

Ao mm V eeo o mm
Ewmeeoe W e mm mmm
Commeommo X mmm o ¢ mm
Demmeoe Y mmm o mmm mmm

E e Z mmm o o
Fee mme BN EN NN
G om mm o , HEN HEN © ¢ NN B
Heeoeooe 7 oo mmmmmme o
| o @ / =mm e © mmm @

] o mmm © ¢ m m e mm ¢
K uum ¢ mum 1 © mum mam mmm =
Lommee 2 ® o IIE NN EEm
M - 3 e e ¢ mm mm

N mm o 4 oo 0o 0o mm

O m sum = 5 eeeee

Peoe mum mmeo Cmmeoeooe
Qus mumomm / mmmmmeoo
Remme 8 mum omm mmm o o
Seee O mum mam Bmm EE @
T = ol N N N N
Ue e mm

Morse code has 3 symbols (1'2 bits)



Replace the letters with the code to code a message.

Message: "Meet me at 5."

International Morse Code

- 1 dash = 3 dots.
- The space between parts of the same letter = 1 dot.

. - The space between letters = 3 dots.
COde. - The space between words = 7 dots.
Ao mm V e o o mm
—_— ¢ o= Emmeeoe W e mum mmm
Cosmommoe X mmm o ¢ mm
Demmeoe Y mum o mmm mmm
E e Z mmm wmm e e
o= = Fee mme ., O NN © HEN ¢ mmm
G o mm o , HEN BEN © © NN
00000
Heeoeoe I XS B KX
| o @ / =mm e © mmm ®
] opum m o ©@ ¢ m o ¢ mm ®
K o ¢ mam 1 © mum mam mmm =m
Leoemmee PR EE B B
M - = EREEERE B |
N s o 4 oo 0o 0o mm
O mm smm m 5 eeeeoe
NN B K N EKEEXEX
Qus mmm o mmm / sumamme oo
R e mme 3 § B KX
Seee O mam mam BN BN ¢
T == O o mam man mn =

Ue e mm



Early computer systems used a variety of codes.

Baudot was a 5-bit ("level”) code
designed for teletypes
e Two character sets: "letters" and "figures"
v 0x1B shifted to Figures
v Ox1F shifted to letters
e Shift codes made processing difficult!

ASCII: 7-bit code created in 1960 for
teleprinters. (Bell System Standard.)

: 5]%) B2 B4 |65 | 66 | 67

EBCDIC: 8-bit code for System/360. NULIE|3|LF |Aal-1SPIS|”(118[U[7
(IBM Standard.) 28 29 |on TSI CL
. _ . . S|16]17
Designed for compatibility with punch cards. ARCIEE
DI1E | 1F

7/ {VU|35 |LTRS




ASCI| was the dominant code from 1960 through 2000.
It doesn't work well for non-US languages.

Each letter can be described by a number.
"A" = 0010 00012 = 6510 = 01018 = 0x4116
"B" = 0010 00102 = 6610 = 0101s = Ox4116

The decimal set:

0 nul 1 soh 2 stx 3 etx 4 eot 5 enq 6 ack 7 bel

8 bs 9 ht 10 nl 11 vt 12 np 13 cr 14 so 15 si
16 dle 17 dcl 18 dc2 19 dc3 20 dc4 21 nak 22 syn 23 etb
24 can 25 em 26 sub 27 esc 28 f£s 29 gs 30 rs 31 us
32 sp 33 ! 34 " 35 # 36 S 37 % 38 & 39 '
40 ( 41 ) 42 * 43 + 44 , 45 - 46 . 47 /
48 O 49 1 50 2 51 3 52 4 53 5 54 6 55 7
56 8 57 9 58 : 59 ; 60 < 61 = 62 > 63 ?
64 @ 65 A 66 B 67 C 68 D 69 E 70 F 71 G
72 H 73 I 74 J 75 K 76 L 77 M 78 N 79 O
80 P 81 O 82 R 83 S 84 T 85 U 86 V 87 W
88 X 89 Y 90 2 91 | 92 \ 93 ] 94 ~ 95
96 97 a 98 b 99 ¢ 100 d 101 e 102 f£ 103 g
104 h 105 i 106 3 107 k 108 1 109 m 110 n 111 o
112 p 113 q 114 r 115 s 116 t 117 u 118 v 119 w
120 x 121 vy 122 =z 123 { 124 | 125 } 126 -~ 127 del

ASCIl doesn't represent European or Asian languages well.



ASCI| splits the code space into distinct regions.

The decimal set:

0 nul 1 soh 2 stx 3 etx 4 eot 5 enq 6 ack 7 bel
8 bs 9 ht 10 nl 11 vt 12 np 13 cr 14 so 15 si
16 dle 17 dcl 18 dc2 19 dc3 20 dc4 21 nak 22 syn 23 etb

24 can 25 em 26 sub 27 esc 28 f£s 29 gs 30 rs 31 us
32 sp 33 ! 34 " 35 # 36 S 37 % 38 & 39 '
40 ( 41 ) 42 * 43 + 44 45 - 46 . 47 /
48 O 49 1 50 2 51 3 52 4 53 5 54 6 55 17
56 8 57 9 58 3 59 . 60 < 61 = 62 > 63 ?
64 @ 65 A 66 B 67 C 68 D 69 E 70 F 71 G
72 H 73 I 74 J 75 K 76 L 77 M 78 N 79 O
80 P 81 O 82 R 83 S 84 T 85 U 86 V 87 W
88 X 89 Y 90 2 91 | 92 \ 93 ] 94 95
96 97 a 98 b 99 ¢ 100 d 101 e 102 £ 103 g
104 h 105 i 106 j 107 k 108 1 109 m 110 n 111 o
112 p 113 q 114 «r 115 s 116 t 117 u 118 v 119 w
120 x 121 vy 122 =z 123 { 124 | 125 } 126 -~ 127 del

e 0-31 Control Characters

o 48-57 Numbers

e 65-90 Uppercase Letters

e 97-122 Lowercase Letters

But ASCIl was used on 8-bit systems!



The IBM PC used codes 128-255 to represent special
symbols and accented characters.

Code Page 850: Latin 1

Codes

Codes 0-127:

E Z H 0 I

395 396 397 398 399

(0] X Yy Q a

3A1 3A3 3A4 3A5 3A6 3A7 3A8 3A9 3B1

1 K A M Y% 3 o T p

A_
3B9 3BA 3BB 3BC 3BD 3BE 3BF 3C0 3C1

i s B o144 4 0 A
2591 2592 2593 | 2502 | 2524 | 2561 | 2562 | 2556 | 2555
L L — L

. - + E b
2514 2534 252C | 251C | 2500 @ 253C | 255E @ 255F § 255A
AL — IL

R E F o+ F
2568 2564 2565 2559 | 2558 2552 | 2553 @ 256B  256A

w a € n 1 1 o} v U

Code Page 737: Greek

d
3

2563

E

2554

2518

—A —B
N M
39B 39C
Y o)
3B3 3B4
C T
3C2 3C4
[
2551 2557
dL —_
- ar
2569 2566
r 0
250C 2588
A E

255D
L

r
2560

2584

255B

JL
ar

256C




Code pages complicate processing because different
code pages show the same text differently!

There are many code pages:
e 437 — Original IBM PC code page
o /37 — Greek
e /75 — Estonian, Lithuanian and Latvian
e 850 — "Multilingual (Latin-1)" (Western European languages)
e 852 — "Slavic (Latin-2)" (Central and Eastern European languages)

This text in code page 437: "naive”

Becomes this text in code page 737: "naMve"
e Note: that "M" is character code 8B; it is not an "M" (code 4D)

Problems with code pages:
e No intrinsic coding of current code page.® Lack of standardization

e Hard to get symbols from multiple code pages. ® Some vendors implemented
"shift."

e No obvious way to handle Chinese, Japanese, Korean, or Viethamese (CJKV)


http://en.wikipedia.org/wiki/Code_page_775
http://en.wikipedia.org/wiki/Code_page_775
http://en.wikipedia.org/wiki/Estonian_alphabet
http://en.wikipedia.org/wiki/Estonian_alphabet
http://en.wikipedia.org/wiki/Lithuanian_alphabet
http://en.wikipedia.org/wiki/Lithuanian_alphabet
http://en.wikipedia.org/wiki/Latvian_alphabet
http://en.wikipedia.org/wiki/Latvian_alphabet
http://en.wikipedia.org/wiki/Code_page_850
http://en.wikipedia.org/wiki/Code_page_850
http://en.wikipedia.org/wiki/Multilingualism
http://en.wikipedia.org/wiki/Multilingualism
http://en.wikipedia.org/wiki/Latin-1
http://en.wikipedia.org/wiki/Latin-1
http://en.wikipedia.org/wiki/Western_Europe
http://en.wikipedia.org/wiki/Western_Europe
http://en.wikipedia.org/wiki/Code_page_852
http://en.wikipedia.org/wiki/Code_page_852
http://en.wikipedia.org/wiki/Slavic_languages
http://en.wikipedia.org/wiki/Slavic_languages
http://en.wikipedia.org/wiki/Latin-2
http://en.wikipedia.org/wiki/Latin-2
http://en.wikipedia.org/wiki/Central_Europe
http://en.wikipedia.org/wiki/Central_Europe
http://en.wikipedia.org/wiki/Eastern_Europe
http://en.wikipedia.org/wiki/Eastern_Europe

Unicode was developed as a single coding standard for
all of the world's languages

Project started in 1987 at Xerox and Apple.
e Originally called for 16-bit characters (limit of 65,535 symbols)

e Expanded to handle code points 0 through 10FFFF (1,114,112 total) to cover ancient
languages.

Goals:
e Compatibility with existing systems.
e Clean "round trip" to legacy codings.
e Stability.
e No "shift" characters.

®* Code graphemes, not glyphs (e.g., '@ 'and 'a' code the same)

e "Han unification" — A single set of characters for identical kanji in Chinese, Japanese,
Korean, and Cantonese



Today Unicode 5.0 is widely used.

Unicode has 1,114,112 code points ranging from 0 to 10FFFF.
Most Unicode characters are 16-bit characters.

e U+0041 is "A" "LATIN CAPITAL LETTER A." Just like ASCII
e U+0042 is "B" Just like ASCII

o U+0495is "s" Gujarati letter KA

e U+20AC is "€" Euro

e U+FE4Ais " " Centerline Overline

Unicode 4.0 has characters for every living human language.
o ArabiCc “dasu left-to-right
o Hebrew nmay
e Japanese mxa

Unicode 5.0 added support for dead languages.

e Excellent demo online at http://www.fileformat.info/info/unicode/


http://www.fileformat.info/info/unicode/
http://www.fileformat.info/info/unicode/

Principles of the Unicode Standard

Universal Repertoire Logical order
Efficiency Unification
Characters, not glyphs Dynamic Composition
Semantics Stability

Plain Text Convertibility

http://www.unicode.org/standard/principles.html



http://www.unicode.org/standard/principles.html
http://www.unicode.org/standard/principles.html

Unicode is divided into 17 planes,
each with 65,536 code points.

Only a few code points are actually used:

Plane Range Name
0 U+0000 to U+FFFF Basic multilingual Plane (BMP)
1 U+10000 to U+1FFFF Supplementary Multilingual Plane (SMP)
2 U+20000 to U+2FFFF Supplementary ldeographic Plane (SIP)
3-13 Unassigned
14 U+EOO0O0O0 to U+EFFFF | Supplementary Special-purpose Plane (SSP)
15 U+FO000 to U+FFFFF Private Use Area (PUA)

10

U+100000 to U+10FFFF

Private Use Area (PUA)




Unicode code points can be coded as 1,2, 3 or 4
characters

Most Unicode text is encoded as UTF-8
e Variable-length code; ASCII characters code as ASCI|
e Arabic, Armenian, Cyrillic, Coptic, Greek, Syriac &Tana: 2 characters
e Chinese, Japanese, Korean & Vietnamese: 3 characters
e Other: 4 (or more)

Unicode Byte1l Byte2 Byte3 Byte4 example
'S' U+0024
U+0000-U 0xxxxx
— 00100100
+007F XX
— 0x24
'¢' u+00a2
U+0080-U 110yyy 10xxxx
— 11000010,10100010
+07FF XX XX
— 0xC2,0xA2
'€' U+20AC
U+0800-U 1110yy 10yyyy 10xxxx
— 11100010,10000010,10101100
+FFFF vy XX XX
— 0xE2,0x82,0xAC
U+10ABCD
_’
U+10000-U 11110z 10zzyy 10yyyy| 10xxxx
11110100,10001010,10101111,10
+10FFFF zz yy XX XX

001101

— 0xF4,0x8A,0xAF,0x8D

http://en.wikipedia.org/wiki/UTF-8


http://en.wikipedia.org/wiki/UTF-8
http://en.wikipedia.org/wiki/UTF-8

UTF-16 codes most characters as 2 bytes.
UTF-16 is the original Unicode representation

Widely used by:
e Microsoft filenames

e Text in some Microsoft documents.
e \WWeb pages authored in Chinese and Japanese.

Code plans 1 through 16 are encoded with U+D800 to U+DBFF
e Character U+10000 becomes 0xD800 0xDCO0O0

Beware:
e UTF-16 can be coded two ways.

e Byte Order Mark (Zero-Width No-Break Space) U+FEFF at the beginning of the file
specifies byte order:

v big-endian — FE FF
Y little-endian — FF FE
¢ |f text is accompanied with encoding of UTF-16BE or UTF-16LE, BOM is ignored.



Most "modern” web pages use UTF-8

www.apple.com:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/‘

<html lang="en-us">
<head>

<meta http-equiv="content-type" content="text/html; charset=utf-g8">
<meta http-equiv="pics-label" content='(pics-1.1 "http://www.icra.org/ratii
<meta name="Author" content="Apple Inc.">

<meta name="viewport" content="width=1024">

<meta http-equiv="X-UA-Compatible" content="IE=EmulateIE7">

<title>Apple -~ Start</title>

<meta name="omni_page"” content="Start - Index">

<meta name="Category" content="">

<meta name="Description"”" content="">

<link rel="alternate" href="http://images.apple.com/main/rss/hotnews/hotne
<link rel="stylesheet"” href="http://images.apple.com/global/styles/base_it
<link rel="stylesheet" href="http://images.apple.com/startpage/styles/star

</head>
<body>

<script src="http://images.apple.com/global/nav/scripts/shortcuts.js" type:*
<script type="text/javascript” charset="utf-8">

var searchSection = 'global';
var searchCountry = 'us';
</script>
<div id="globalheader">
<l--googleoff: all-->
<ul id="globalnav">

<li id="gn-apple"><a href="/">Apple</a></li>

Previous ) (O Highlightall ) [ ] Match case

€ Find: (Q UTF ) (Next



http://www.apple.com
http://www.apple.com

There are many technical problems with Unicode.

Legacy problems:
¢ Implementations are incomplete
¢ Not all programmers have implemented all the rules.
e Multiple codings (UTF-8, UTF-16) mean that code that works sometimes with some
codings doesn't work other times with other codings.
Ongoing problems
e Behavior of strings becomes complex and may depend on the locale.
e Complex rules for:
v case conversion (toUpper(), toLower(), toTitle()
v String comparison (isUpper(), isLower(), isTitle())

Complex rules for:
e bidi
e coalition

¢ line and paragraph breaks (U+2028 LINE SEPARATOR and U+2029 PARAGRAPH
SEPARATOR)

e search/string matching



Consider Arabic:
There are multiple unicode glyphs for the same letter.

Different versions are used in different
applications.

e For editing, the general form is used.

e For printing, the isolated, final, medial or initial forms

might be used. i
* For searching, any form needs to match General . e
Isolated: A
Final: —
Medial: wle

Initial: =R
Arabic MEEM

Each form has a different character code.



U+0645: ARABIC LETTER MEEM

c 1 2 3 4 5 & 7 8 95 A B Cc D F
z A z
. S -
w A3 dda g oy

W Character Info
. Related

R e

Name : ARABIC LETTER MEEM

Unicode : 0645 UTF8: D9 85

¥ Font Variation

|

| ,

Collections : | Containing selected character vad
~

R T S SV SRR AU s

l Al Bayan Al Bayan Baghdad Decolype GeezaPro Geeza Pro KuliStandar Nadeem

Bold Plain Heqular  Naskh...ular Bod Regular dGK Regular Regular

./
A
v

Clyph Variants in Selected Font : Lucida Grande

Different fonts render the MEEM differently!



U+FEE1: MEEM ISOLATED FORM

0 1 2 3 4 5

SEED _l ‘1 ‘s 2 & L.) L.)'

W Character Info
. Related

S

Name : ARABIC LETTER MEEM ISOLATED FORM
Unicode : FEEL UTF8: EF BB Al

W Font Variation

| Collections : | Containing selected character 2]

N ¢ P e e

' Arial Arial Arial Courler Courler Geeza Pro

Bod Regular Unico..gular New Bold New Heqular

6

r

Bold

e

Geeza Pro
Hegular

P

Microsoft
Sans ...gular

Tahoma
Bold

£

Tahoma
Hegular

¢p

Times New Times New
Homan Bold Homan...ular

4 »



U+FEE2: MEEM FINAL FOR

0 1 2 3 4 5 6

FEEO _l . .
‘1 r ) ke ( ) ( ¥

W Character Info

. Related

PorE e A

Name : ARABIC LETTER MEEM FINAL FORM
Unicode : FEE2 UTF8 : EF BB A2

W Font Variation

Collections : [ Containing selected character ﬁ
Al Bayan Al Bayan Aral Aral Aral Baghdad
Bod Plain Bod Regular Unico...gular Hegular
Microsolt Nadeem Tahoma Tahoma Times New Times New
Sans aular  Reaular Rald Reaular  Raman Bakd Raman__ular

o b

7 8 9 A B c D E ?
~ ~
- .Y ]

R N

Courler Courler DecoType
New Bold New Hegular Naskh...ular

foore

Geeza Pro Geeza Pro KufiStandar
Boid Hegular dGK Hegular

>



U+FEE3: MEEM INITIAL FORM

0 1 2 3 4 5 6 7 8 9 A B Cc D E

h’

FEEOQ 1 @ @

S R I RS RS S
W Character Info
. Related

P ore e

Name : ARABIC LETTER MEEM INITIAL FORM

e

Unicode : FEE3 UTF8 : EF BB A3
W Font Variation
Collections : [ Containing selected character ﬂ
~
A A A - 0 A =2 0 - - 2 -
Al Bayan Al Bayan Aral Aral Aral Baghdad Courier Courier DecoType Geeza Pro Geeza Pro KufiStandar
Bod Plain Bod Regular Unico...gular Regular New Bold New Heqular Naskh...ular Bod Heqular dGK Hegular
Jo = n A - -
Microsoft Nadeem Tahoma Tahoma  Times New Times New 3
Sans  aular Haaular Rald Haaular Haman Ralkd Baman ular b §

Clyph Variants in Selected Font : Lucida Grande



U+FEE4: MEEM MEDIAL FORM

0

FEEO

W Character Info

. Related

< f

‘3

3

4 5 6

.l‘s‘;..o.a.‘:,‘}

‘L.AA

Name : ARABIC LETTER MEEM MEDIAL FORM
Unicode : FEE4

W Font Variation

Collections : [ Containing selected character ﬂ
- A A <
Al Bayan Al Bayan Aral Aral
Bold Plain Bod Regular
L - L
Microsoft Nadeem Tahoma Tahoma
Sans __aular  Reaular Rald Reaular

GClyph Variants in Selected Font

Lucida Grande

UTF8 : EF BB A4
D\ >
Aral Baghdad
Unico...gqular  Hegular
| <
Times New Times New

Raman Bakd Baman

ular

7T 8 9 A
I N~

wlh A -~

Courler Courier DecoType
New Bold New Hegular Naskh...ular

-2

A

O

Geeza Pro Geeza Pro KufiStandar

Bold

Regular

dGK Regular

4 »



Unicode characters with diacritical marks can be
constructed with 1 code or two.

The n character can be coded two ways:

U+00F1: A (LATIN SMALL LETTER N WITH TIDLE)

or.

U+0303: ~ (COMBINING TILDE)
U+006E: n (LATIN SMALL LETTER N)



Unicode has Usabillity problems.

A and A are different characters (A is English A; A is Greek A)

® O O  Untitled 2

(A is English A; A is Greek A)

This leads to both database problems and phishing attacks.



In Summary

ASCII and Unicode:

e Display is easier than search

¢ |[nformation may not display correctly, and you may not know it.

For further information:
e http://www.unicode.org/standard/principles.html
e http://www.unicode.org/versions/Unicode5.1.0/
e http://www.unicode.org/notes/tn23/
e http://www.unicode.org/faqg/
e http://macchiato.com/slides/UnicodeMyths.pdf

e http://unicode.org/standard/tutorial-info.html


http://www.unicode.org/versions/Unicode5.1.0/
http://www.unicode.org/versions/Unicode5.1.0/
http://www.unicode.org/notes/tn23/
http://www.unicode.org/notes/tn23/
http://macchiato.com/slides/UnicodeMyths.pdf
http://macchiato.com/slides/UnicodeMyths.pdf
http://unicode.org/standard/tutorial-info.html
http://unicode.org/standard/tutorial-info.html

O0OO01FE023957C19D5E70FA34085B623
0000222286FAC25C704D56A6B3831128
0000224DF8086F79200CADEDO83A7F8F
00002C6A13B13FB588B87C6204E73B0C
0000315467D336EBS5EF32C584AEA63EC

0000000935899154
0000000885465166
0000000988385431
0000000134913247
0000000160461562

Files F

Files vs. Container Files

File Type Classification
e Recognition



File formats define how things are stored in files.

A file is a sequence of bytes:

. 0 32,542
Files have:

¢ |length

® contents:
v header (first N bytes)
v footer (last N bytes)

Files do not have:
® Names
e file type
¢ timestamps

These are provided by filesystems and applications



There are many different kinds of file formats.

Common file formats:

html Web Pages Hypertext Markup Language
JPEG Images Joint Photographic Experts Group
TXT Text

DOC Microsoft Word “Document” ?

GIF Images Graphic Interchange Format
XML Data eXtended Markup

TIFF Images Tagged Image File Format

PS Pages PostScript (adobe)

PDF Pages Portable Document Format



File format is a type.

“Integer” is a way to interpret 4 bytes.
v 00 00 40 40 = “16448”

“Float” is a different way to interpret 4 bytes.
v 00 00 40 40 = “3.0”

“PostScript” is a way to interpret a string of bytes that begins 25 21:

v25210a736867 77706167 650a-=
show a blank page



EMACS "Hex|" mode is good for looking at hex buffers:

® DO Terminal — emacs-i386 — 91x10
57654321 BB11 2233 4455 6677 5899 aabb ccdd eeff B123456759abcdef
ABRARBRAAA : IEZl AQ73 686f 7778 6167 658a %! .showpage.
g J
i

| N W 1 . e

Hex| )—-—--18:284AM A.23 v

WinHex is an excellent forensic tool for doing this on Windows.

http://www.x-ways.net/winhex/


http://www.x-ways.net/winhex/
http://www.x-ways.net/winhex/

The same sequence of bytes may be interpreted
different ways.

What does this mean:
v 2521 0a736867 77706167 65 0a

It could be:

¢ Integers 622922355, 1751611248, 1634166026
e A blank page (postscript)
e ASCII text: %! /nshowpage/n

nere may be a likely interpretation.
nere may be multiple correct interpretations.
nere may be no right interpretation.




“File type” is a phrase that denotes the type of a byte
sequence.

There are many ways to determine a file type:
e By extension. (e.g. filename.ps)
e By MIME-type

$ wget --quiet --save-headers http://www.simson.net/x.ps
S cat x.ps

HTTP/1.1 200 OK

Date: Sun, 19 Oct 2008 17:41:19 GMT

Server: Apache/2.0.61 (Unix) PHP/4.4.7 mod ssl1l/2.0.61 OpenSSL/0.9.7e
mod fastcgi/2.4.2 DAV/2 SVN/1.4.2

Last-Modified: Sun, 19 Oct 2008 17:32:15 GMT

ETag: "70629c-c-9452c5c0”

Accept-Ranges: bytes

Content-Length: 12

MS-Author-Via: DAV

Keep-Alive: timeout=2, max=100

Connection: Keep-Alive

Content-Type: application/postscript

(o)
!

showpage

By inspection (e.g. “%!” as the first two bytes)


http://www.simson.net/x.ps
http://www.simson.net/x.ps

Technical aspects of file formats:

Explicit header? — Does the file start with a specific sequence?
Explicit footer? — Does the file end with a specific sequence?
Explicit metadata? — Are content & metadata separate?
Structured/Free format — Is there a grammar?

Self-validating? — Does the format have internal checks?
Compressed? — Is data expanded when it is used?

Memory dump? — Does the format match memory?

Container? — Can the format contain other objects? What kinds?

e Chunk-based formats (TIFF, PNG, JPEG, etc)
e Directory-based formats (ZIP, tar)




How do these characteristics show up?

XBM format http://www.simson.net/smile.xbm

Consider this picture “smile:

#define smile width 24

#define smile height 23

static char smile bits[] =
0x00, 0x00, 0x00, 0x00,
0x78, 0x00, 0x07, 0x18,
0xC4, 0xCl, 0x18, 0xCé6,
0x06, 0x00, 0x18, 0x84,
0x18, 0x3F, 0x06, 0x70,
0x00, 0x3F, 0x00, 0x00,

e http://en.wikipedia.org/wiki/’XBM

{
0x1lF,

0x00,
0xXE1l,
0x40,
0x80,
0x00,

0x00,
0x06,
0x18,
0x08,
0x07,
0x00,

0xCO,
0x1C,
0x06,
0x8C,
0xFO,
0x00,

OXFF,
0x00,
0x00,
0xCl1,
0xCO,
0x00,

0x00,
0x0C,
0x18,
0x1cC,
0x03,
0x00,

0xEO, 0xCO,
0x0C, 0x00,
0x06, 0x00,
0x9C, 0x7B,
0xC0, OXFF,

}i

0x03,
0x0C,
0x18,
0x0C,
0x00,


http://www.simson.net/smile.xbm
http://www.simson.net/smile.xbm
http://en.wikipedia.org/wiki/XBM
http://en.wikipedia.org/wiki/XBM

XBM format:
Developed in 1980s for representing X bitmaps.

Explicit header Yes. #defines

Explicit footer Yes. };\n

Explicit metadata No.

Structured? Yes.

Self-validating”?  No. Any valid C+.

Compressed”? No. Expanded.

Memory dump?  No.

Container? NoO.

Open/Closed? Open. Unprotected.




How do these characteristics show up?
PPM format http://www.simson.net/smile.ppm

Consider this picture “smile:”

S cat -v smile.ppm smile

P6

24 23

255
M-"?M-"?M-"?M-"?M-"2?M-"2?M-"2M-"2?M-"2?M-"2?M-"?M-"2?M-"2M-"2?M=-"2M-"2M=-"2M=-""2
M-"?M-"?M-"?M-"?M-"2?M-"2?M-"2M-"2?M-"?M-"2?M-"?M-"2?M-"2M-"2?M=-"2M-"2M=-"2M=-""2
M-"?M-"?M-"?M-"?M-"2?M-"2?M-"2?M-"2?M-"2M-"2?M-"?M-"2?M-"2M-"2?M=-"2?M-"2?M=-"2M=-""2
M-"?M-"?M-"?M-"?M-"2?M-"2?M-"2M-"?M-"2M-"2M-"2?M-"2?M-"2M-"2M-"2?M-"2M-"2M-""2?
M-"?M-"?M-"?M-"?M-"?M-"2?M-"2M-"?M-"2M-"2M-"?M-"2M=-"2M=-"2M=-"2?M-"2M-"2M-""2?
M-"?M-"?M-"?M-"2?M-"?M-"2"@"@"@"@"@"@"@"@"@"@"@"@"@"@"E@M-"?M-"?M-"?M-"? M~
~?M-"?M-"?M-"?M-"2?M-"2?M-"2?M-"?M-"?M-"?M-"2M-"2?M-"2M-"2M-"2M-"2M-"2M-""2M-
~?M-"?M-"?M-"?M-"2?M-"2?M-"2?M-"?M-"2?M-"?M-"2M-"?M-"2M-"2?M-"2M-"2M-"2M-""2 M-
~?M-"?M-"2?M-"?M-"2?M-"2?M-"2?M-"2M-"?M-"2M=-""?

O I ¢ R I ¢ R R I I ¢ e R ¢ R R R ¢ R R R R R R C RO C RN YV Elrd U il g U CRs
M-"?M-"?M-"?M-"?M-"?M-"2?M-"2M-"?M-"2M-"2M-"?M-"2?M=-"2M=-"2M=-"2?M-"2M-"2M-""2?
M-"?M-"?M-"?M-"?M-"?M-"2?M-"2M-"?M-"2M-"2?M-"?M-"2?M=-"2M=-"2M=-"2?M-"2M-"2M=-""2
"er@r@t@"@*@"@"@"@M-"?M-"?M-"?M-"?M-"?M-"?M-"?M-"2?M-"2M-"2M-"2M-"2M-"2 M-
"?M-"?M-"?M-"?M-"27@"@"@"@"@e"@e"@e"@e e e @ "@M-"2?M-"2?M-"?M-"?M-"2?M-"2?M-"2?M-
~?M-"?M-"?M-"?M-"2?M-"2?M-"2?M-"?M-"2?M-"?M-"2M-"?M-"2M-"2?M-"2M-"2M-"2M-"2M-
~?M-"?27@"@"@"Q@"@"@"@"@"@"@"@"@M~-"?M-"?M-"?M-"?M-"2?M-"2?M-"2M-"2M-"2M-"2 M~
~?M-"?M-"?M-"?M-"?M-"2M-"?M-"2M-"2M-"?M-"2M=-"2M=-"2M-"2M-"2M-"2M-""2?


http://www.simson.net/smile.xbm
http://www.simson.net/smile.xbm

How do these characteristics show up?
PPM format http://www.simson.net/smile.ppm

Consider this picture “smile:”

smile
S od -h smile.ppm

2034 3332 320a 3535 ffl0a ffff

0000020 ffff ffff ffff ffff ffff ffff ffff f£fff
*

0000140 ffff ffff ffff ffff ffff £f£fff 00£f£f 0000
0000160 0000 0000 0OOOO 0OOOO 0OOOO OOOO ffff ffff
0000200 ffff ffff ffff ffff ffff ffff ffff ffff
*

0000240 ffff ffff ffff ffff ffff ffff £ffff O0O0ff
0000260 0000 0000 0OOO 0OOOO 0OOOO 0OOOO 0OOOO 0OOOO
0000300 0000 0OOO 0OOOO 0OOOO 0OOOO OOOO ffOO ffff
0000320 ffff ffff ffff ffff ffff ffff ffff f£fff
*

0000360 ffff ffff 0000 0000 0000 0000 f££f0O0 ffff
0000400 ffff ffff ffff ffff ffff ffff ffff O0O0ff
0000420 0000 0000 0OOO 0OOOO 0OOOO ffOO ffff ffff
0000440 ffff ffff ffff ffff ffff ffff ffff f£fff
0000460 ffff ffff ffff 0000 0000 0000 0000 0000
0000500 0000 ffff ffff ffff ffff ffff ffff ffff
0000520 ffff ffff ffff ffff ffff ffff O00ff 0000
0000540 0000 0000 OOOO ffff ffff ffff ffff ffff


http://www.simson.net/smile.xbm
http://www.simson.net/smile.xbm

PPM format:
The Portable Pixmap File Format (part of Netpbm)

Explicit header P1/P2/P3/P4/P5/P6

Explicit footer No

Explicit metadata In some formats

Structured”? Not really.

Self-validating”?  Not really.

Compressed”? No.

Memory dump?  No.

Container? NoO.

Open/Closed? Open. Unprotected.




How do these characteristics show up?
GIF format http://www.simson.net/smile.qgif

Consider this picture “smile:”

S cat -v smile.gif smile

[xy]S$S cat -v smile.gif

GIF89a"X"@"W '@M-p*@"@M-"?M-"?M-"2"@"@" @ ! M-
y"D*"@"@"@"@"@,"@e"@e"@"e"x"e"w*"@"@"BEM-"DM-"OM-)M-"KM-aM-NM-bM-"[ /6M-"XM-
&M-,M-"L+1M-"AW " ]M-"gnM-"_yM-"BM-"M-{M-BWM-"YM-"Q,=M- 8jM-"[M-MM-jM-+M-
it*"M-""M--M-"M-a-" I@M-"JM-UM-+=M-"MQ*M-"MBM-YQM-'M-ZM-.M-WP"@"@; [xy]S$

S od -h smile.gif

0000000 4947 3846 6139 0018 0017 00f0 ff00 ffff
0000020 0000 2100 04f9 0000 0000 2c00 0000 000O
0000040 0018 0017 0200 8445 a98f el8b e2ce 2f9%b
0000060 9836 acab 2b8c 81l6c 6057 a2ld 6e71 799f
0000100 a282 c2fb 9957 2c91 df3d 6a38 cd9b abea
0000120 74e9 9ele aZ2ad 2del 4960 8a40 abd5 8d3d
0000140 2a51 428d 51d9 daa7 d7ae 0050 3b00
0000156

$

http://en.wikipedia.org/wiki/Graphics Interchange Format



http://www.simson.net/smile.xbm
http://www.simson.net/smile.xbm
http://en.wikipedia.org/wiki/Graphics_Interchange_Format
http://en.wikipedia.org/wiki/Graphics_Interchange_Format

GIF files begin with a Header

3 bytes Sighature

3 bytes Version #




GIF stores data in variable-sized blocks.

3 bytes

3 bytes

1 byte

Signature
Version #

Block Size

0-255 bytes

Slock



GIF has an OPTIONAL color table...

19. Global Color Table.

7 6 54 3210 Field Name
t===============4
0 Red O
+— —+
1 Green 0
+-— -+
2 Blue 0
+- -+
3 Red 1
+— —+
Green 1
+-— -+
up
+- -+
to
+— —+
Green 255
+-— -+
767 Blue 255
t===============4

http://www.w3.org/Graphics/GlIF/spec-gif89a.txt

Type

Byte

Byte

Byte

Byte

Byte

Byte

Byte


http://www.w3.org/Graphics/GIF/spec-gif89a.txt
http://www.w3.org/Graphics/GIF/spec-gif89a.txt

GIF format:
Developed in 1980s for representing bitmaps.

Explicit header  Yes. “GIF89a”

Explicit footer Yes. 3b

Explicit metadata Yes. (Comments;

Structured? Yes.

Self-validating”?  Yes. (Internal checks.)

Compressed?  Yes.

Memory dump? No.

Container? Yes. Chunks.

Open/Closed”?  Open today (patent expired)




Anatomy of an idealized file format:

I content slack content] “f'ooter

header directory



Not every file type has all of these parts.

HTML just has a header, content and footer:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://
www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html>

Hi mom!
</html>

Which might be missing:
<html>
Hi mom!

header content footer


http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd
http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd
http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd
http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd

JPEG files are similar to GIF files.
They have a header, sections, and a footer.

lcons may be: Header [FF D8 FF EO] or [FF D8 FF E1]
. 00 10 4a 46 49 46 ("JFIF™)
e Bitmaps
lcons
e Other JPEG files.
e Missing

The optional EXIF section
stores metadata:

e Camera make & model

e Time

e Other info.

[FF D9]




ZIP files are read from the back to the front.
There Is no header.

filet slack file2 I

central
directory
structure



ZIP format is described in the PKWare APPNOTE.TXT
http://www.pkware.com/documents/casestudies/APPNOTE.TXT

Files stored in arbitrary order. Large .ZIP files can span multiple
volumes or be split into user-defined segment sizes. All values
are stored in little-endian byte order unless otherwise specified.

Overall .ZIP file format:

[local file header 1]
[file data 1]
[data descriptor 1]

[local file header n]

[file data n]

[data descriptor n]

[archive decryption header]

[archive extra data record]

[central directory]

[zip64 end of central directory record]
[zip64 end of central directory locator]
[end of central directory record]


http://www.pkware.com/documents/casestudies/APPNOTE.TXT
http://www.pkware.com/documents/casestudies/APPNOTE.TXT

The Local File Header prefixes each ZIP file:

A.

Local file header:

local file header signature
version needed to extract
general purpose bit flag
compression method

last mod file time

last mod file date

crc-32

compressed size
uncompressed size

file name length

extra field length

file name (variable size)
extra field (variable size)

NN PBEEDNDNDDNDNDNDDND DS

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

(0x04034b50)



What happens if you concatenate a JPEG and a ZIP file?

™S\ "
v
’



File Identification




How do you figure out what’s in a file?
Option #1: Look at file extension or mime type.

v filename.doc

Advantages:
¢ [t’s easy.
¢ |t’s what the operating system does.

Disadvantages:
e Adversaries can hide data by changing the extension.

e There might not be a file extension.

TCP streams
Recovered data (e.g. file carving)



How do you figure out what’s in a file?
Option #2: Look at file header

Q
!

GIF89a MZ
P1

Advantages:
o |t’s still pretty easy.

Disadvantages:
¢ Not all file formats have characteristic headers.
e The same header may imply multiple file formats.
e An adversary may put a bogus header on the file.



How do you figure out what’s in a file?
Option #3: Evaluate the file contents

<h3>Better things</h3>
0x00, 0x07, 0x18, 0x00, 0x06, 0x1C

Advantages:
e You might be able to do it without all the document.
e You'll get a paper published! This is research.

Disadvantages:
¢ Not all file formats are documented.
e Contents may code more than one file format.
e How do you evaluate? Open in an application?



State-of-the-art File Identification: Open Source

libmagic
e C;
e Rules in /usr/share/file/magic and compiled at runtime.
e Unix “file” command
e http://sourceforge.net/projects/libomagic

DROID

e Java
e Developed by National Archives of UK
e http://droid.sourceforge.net


http://sourceforge.net/projects/libmagic
http://sourceforge.net/projects/libmagic
http://droid.sourceforge.net
http://droid.sourceforge.net

State of the art file identification: Proprietary

TrID
e XML config file
e Closed source; free for non-commercial use
e http://mark0.net/soft-trid-e.html

Oracle Outside-In
e Proprietary but free demo.
e http://www.oracle.com/technology/products/content-management/oit/oit_all.html

FileAlyzer

e http://www.safer-networking.org/en/filealyzer/index.html


http://mark0.net/soft-trid-e.html
http://mark0.net/soft-trid-e.html
http://www.oracle.com/technology/products/content-management/oit/oit_all.html
http://www.oracle.com/technology/products/content-management/oit/oit_all.html

Libmagic configuration file specifies rules for
understanding files.

/usr/share/file/magic:

# JPEG images

#

0 beshort Oxf£ds8 JPEG image data

!:mime image/jpeg

! :apple 8BIMJPEG

!:strength +1

>6 string JFIF \b, JFIF standard

# The following added by Erik Rossen <rossen@freesurf.ch> 1999-09-06

# in a vain attempt to add image size reporting for JFIF. Note that these
# tests are not fool-proof since some perfectly valid JPEGs are currently
# impossible to specify in magic(4) format.

# First, a little JFIF version info:

>>11 byte X \b %d.

>>12 byte X \b%02d

# Next, the resolution or aspect ratio of the image:

#>>13 byte 0 \b, aspect ratio
#>>13 byte 1 \b, resolution (DPI)
#>>13 byte 2 \b, resolution (DPCM)
#>>4 beshort X \b, segment length %d
# Next, show thumbnail info, if it exists:

>>18 byte 10 \b, thumbnail %dx

>>>19 byte X \bgd


mailto:rossen@freesurf.ch
mailto:rossen@freesurf.ch

The file command prints identification in human-

readable form.

$ file simson.net/smile.gif
simson.net/smile.gif: GIF image data, version 89a, 24 x 23

S file simson.net/smile.*

simson.net/smile.
simson.net/smile.

simson.net/smile
interlaced

simson.net/smile.
simson.net/smile.
simson.net/smile.

S

gif:
Jjpg:
.png:

ppm:
raw:

xbm:

GIF image data, version 89a, 24 x 23
JPEG image data, JFIF standard 1.01
PNG image data, 24 x 23, 1l-bit grayscale, non-

Netpbm PPM "rawbits" image data
ASCIT C program text
ASCITI C program text



File has many options

Some interesting ones:

-b, --brief

-C, --checking-printout
-1, --mime

-m, --magic-file list

-Z, --uncompress



So what happens with JPEG+ZIP?

Read from the front and it's a JPEG
Read from the back and it's a ZIP

¢ This is an approach that is currently used to hide data.
e Moral: The same data may be read different ways by different programs.



McDaniel and Heydari proposed three statistical
algorithms.

Byte Frequency Analysis (BFA) algorithm

i E
a3
;o8 4
& o7 4 |
16 5
Y os 2 (1!
g __| | ||I
n ns =5
c -?._J Ill |||!I
Y a1 g |'| | |
=i" TTT T
1

Byte Value

Figure I1.1 - Byte frequency distributions for two
RTF files.



Byte frequency cross-correlation measures how often
two characters are correlated.

Observation: in HTML “<* is highly correlated with “>”

Byte Value

0 a0 B0 80 120 150 1|0 M0 240
Lo b b o b b b b L

0 =
15 -
- :—0.9 c
45 : 0
—08 |
B0 = r
75 07 e
5 90 — EII
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— n
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02 9
210 — t
275 :—0.1 h
240] -
265 — 0
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Byte Value Frequency Difference

Figure 11.9 - Byte frequency cross-correlation plot
for the HTML file type



File header/trailer (FHT) algorithm

Analyzes file headers and trailers “to strengthen the recognition of
many file types.”

“The file headers and trailers are patterns of bytes that appear in a
fixed location at the beginning and end of a file...”

“These can be used to dramatically increase the recognition
ability....”



Results in 2003

BFA is accurate to only 27.50%.

e “petter than purely random guesses.”

BFC is accurate to 45.83%

¢ “a significant improvement over BFA, but not accurate enough for practical use.”

FHT’s accuracy is 95.83%.

¢ “may be accurate enough for some fault-tolerant applications.”

e “We should note that using separate fingerprints for ACD, DOC, PPT and XLS files
decreases FHT’s accuracy to 85%, most of the errors occurred between the ACD,
DOC, PPT and XLS file type identification.”



Fileprints: Wei-den Li, Ke Wang, Salvatore J. Stolfo,
Benjamin Herzog, 2005

EXE _GIF

0 100 200 300 0 100 200 300

DOC PDF

0 100 200 300 0 100 200 300
HTML /1P
0 100 260 300 0 100 200 300

Figure 1: File binary distribution. X axis: bytes from 0 to
255, Y axis: normalized frequency of byte values (as %).



Fileprints uses n-gram analysis.

... It’s sort of like correlation, but over a larger area.

“The choice of the window size depends on the application.”

1110011101100111001101001101001011100011111111101
1110011101100111001101001101001001100011111111101

11100111011001171j001101001101001011100011)111111101

Figure 2: Sliding window (window size = 3)



Problem 1:

Different parts of the file have radically different

DOC. Entire File

DOC, First 50 Bytes

ILa

0 100 200 300

EXE. Entire File

ke Lo wnl. ™ 'Y
0 100 200 300

EXE., First 50 Bytes

0 100 200 300

JPG, Entire File

| N — |-J.|_‘ ‘1

0 100 200 300

JPG, First 50 Bytes

0 100 200 300

WY

0 100

300

Figure 3: The byte value distributions of entire file (left
column) and the first 50 bytes (right column) of the same
file types. X-axis: bytes from O to 255, Y-axis:
normalized frequency of byte values (as a %).



Problem #2: Some files are very similar.

DOC PPT XLS
Mu.. M m L
0 100 200 300 0 100 200 300 0 100 200 300
DLL EXE

0 100 200 300 0 100 200 300

Figure 4: The bytes distribution of DLL and EXE files.
X axis: bytes from 0 to 255, Y axis: normalized frequency
of byte values (as a %).



Fileprints solution: K-means clustering

Obtain a corpus of training
data.

Treat each file as a point in
256-dimension space.

Cluster by filetype.

Compute the distance to
each centroid to identify.

Multi-centroids file type classifying accuracy

Incation

Size EXE GIF JPG PDF DOC AVG.
20 99.9% | 100% | 98.9% | 100% | 98.8% | 99.4%
200 97% | 98.3% | 96.6% | 95% | 97.2% | 96.9%
500 972% | 98.4% | 94.8% | 90% | 96.9% 96%
1000 97% | 95.1% | 93.5% | 90.7% | 94.5% | 94.6%
All 88.9% | 76.8% | 85.7% | 92.3% | 94.5% | 89.5%

Classifying accuracy using exem

lar files as centroids

Incation

Size EXE GIF JPG PDF DOC AVG.
20 100% | 100% | 100% | 100% | 98.9% | 99.6%
200 99.4% | 91.6% | 99.2% | 100% | 98.7% | 98.2%
500 99% | 93.6% | 96.9% | 99.9% | 98.5% 98%
1000 98.9% | 94.9% | 96.1% | 86.9% | 98.6% | 96.4%
All 94.1% | 93.9% | 77.1% | 95.3% | 98.9% | 93.8%

ble 1: The average accuracy of file type classifying test.
rst Column: the truncation size, first 20, 200, 500 1000

byte, and the entire file. Other Columns: “EXE”
represents the group which includes .EXE and .DLL.
DOC” represents the group which includes .DOC, .PPT
nd .XLS. “AVG.” represents the overall performance.




Follow-up work

File type identification of data fragments by their binary structure. ,
Karresand Martin, Shahmehri Nahid. Proceedings of the IEEE
workshop on information assurance; 2006

e | argely based on Byte Frequency Distribution

e “detection rates in the range of 45% to 85% with false positive rates approaching 35%

e “The zip file specific implementations gave detection rates that in some cases came
close to 13%, and false positive rates between 0.5% and 1.9%”



http://ieeexplore.ieee.org/iel5/10992/34632/01652088.pdf
http://ieeexplore.ieee.org/iel5/10992/34632/01652088.pdf

More follow-up work

Predicting the Types of File Fragments, William Calhoun, Drue
Coles, DFRWS 2008



http://www.dfrws.org/2008/proceedings/p14-calhoun.pdf
http://www.dfrws.org/2008/proceedings/p14-calhoun.pdf
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File Recognition




Hash functions create a "fingerprint" for a file.

0_264
bytes

md>5: 128 bits
sha1i: 160 bits
sha256: 256 bits

Example:
S md5 Microsoft/windows95.iso
MD5 (Microsoft/windows95.iso) = 089eff8eale3a5aa2laal862bf244957
S

Properties of a good hash function:
e Change 1 bit in input, =50% of bits in output change.
e Can't predict Hm) from m
e Given H, it is hard to find m such that H(m) = H (preimage resistance)
e Given m1, it's hard to find m2 such that Hm1)=H(m2) (secondary preimage resistance)
e Hard to find any m1 and m2 such that H(m1)=H(m2) (collision resistance)



A hash set is a collection of hash values.

Here is a hash set of blanks:

da39a3eeb5eb6b4b0d3255bfef95601890afd80709
lceaf73d£f40e531d£f3bfb26b4£fb7cd95fb7bf£fld
5¢3eb80066420002bc3dcc7cadabbefad7ed4aeb

What are they?



These are all SHA1 codes of "nothing."
You can identify hash codes with Google.

filename size SHA1

/dev/null 0 da39a3eebe6b4db0d3255bfef95601890afd80709
4096 4096 1lceaf73df40e531df3bfb26bdfb7cd95fb7bffld
512 512 5c3eb80066420002bc3dcc7cadabbéefad7’7ed4daeb

®no da39a3ee5e6b4b0d3255bfef95601890afd80709 - Google Search
[ < l "~ ] [1P] [+ 3‘http://www.google.com/search?client=safari&rls:en&q=da39a3eeSe6b=' C] CQ' da39a3ee5Se6b4b0d3255bfef9s \
#2  Sakai Data Carving... CGSecurity wikisv appsv Jobsv npsv $v TIDv Shopv Statsv News (1732)v blogs (618)y

Web Images Videos Maps News Shopping Gmail more ¥ sanctuaryrg@gmail.com | Web History | Settings ¥ | Sign out m

G Q0 8 le da39a3ee5e6b4b0d3255bfef95601890afd80709 Search | Advanced Search

Web (¥ Show options... Results 1 - 100 of about 872,000 for da39a3ee5e6b4b0d3255bfef35601890afd80709. (0.54 seconds)

SIGNATURE - The Perl Directory - perl.org

... t/dumps/dump01.txt SHA1 da39a3ee5e6b4b0d3255bfefd5601890afd80709 ... SHA1
da39a3ee5e6b4b0d3255bfef35601890afd80709 t/lib-no-Apache2/Apache2/Log.pm SHA1 ...
cpansearch.perl.org/src/JKUTEJ/Test...0.04/SIGNATURE - Cached - Similar -

SIGNATURE - The Perl Directory - perl.org

... build/make_cover SHA1 3ca0847051bb56dc7f5a66d4ed81a38e96055bec build/wer SHA1
da39a3ee5e6b4b0d3255bfef35601890afd80709 cache/dummy.txt SHA1 ...
cpansearch.perl.org/src/BSI/Dicop-Server-3.../SIGNATURE - Cached - Similar -

"da39a3ee5e6b4b0d3255bfefd5601890afd80709"... - Cellfish.com

Feb 2, 2008 ... Title: da39a3ee5e6b4b0d3255bfef95601890afd80709. Author: 8016368111.
da39a3ee5e6b4b0d3255bfefd5601890afd80709. FREE. Send to My Phone ...
cellfish.com/.../da39a3ee5e6b4b0d3255bfef95601890afd80709 - Cached - Similar -

MySQL Bugs: #31284: rpl_ndb_blob fails on powermacg5: incorrect ...
M 7 abbaeOcfebb45ff8c3c12d2ce577a1cd3931190f 107

39ee712b4b9e4 7f2cf3ba7c9790b2bf0dBf378e8
da39a3ee5e6b4b0d3255bfef35601890afd80709 M 8 ...

bugs.mysql.com/31284 - Cached - Similar -

Release - Index of /

Feb 12, 2009 ... 6812849a68a2ab29e4fe3f7bdc2cc6bcd4826f098 107 multiverse/binary-
amdb4/Release da39a3ee5e6b4b0d3255bfef35601890afd80709 O ...
ppa.launchpad.net/nijel/ppa/ubuntu/dists/dapper/Release - Cached - Similar -

4 >




CPAN (and others) distribute signed SHA1 codes to
insure the validity of the distribution.

This file contains message digests of all files listed in MANIFEST,
signed via the Module::Signature module, version 0.55.

To verify the content in this distribution, first make sure you have
Module::Signature installed, then type:

$ cpansign -v

It will check each file's integrity, as well as the signature's
validity. If "==> Signature verified OK! <==" is not displayed,
the distribution may already have been compromised, and you should
not run its Makefile.PL or Build.PL.

Hash: SHAl

SHA1l 946066eb52585118ba%9a082c0al1394£f612b38b30 Build.PL

SHA]1l 6afl82cc968ce9348d85a0192becld27ed8b0d2e Changes

SHA]1l 531b0f15f11b92a8fed3al94£f79e0aa2249c84d4 MANIFEST

SHA1 39bb94d2441c7c561e2d2b423650d3abd2be9alb META.yml

SHA1l 8f18752535441f667b3be68d462b7847a517aab5 Makefile.PL

SHA]1l 91120916c8c7b038£5e201e8d1268167e91b8aa2 README

SHAl1l 4511cd2el7c98cafdae25638b8899ad012£f6£328 debian/changelog
SHA1l 5d9474c0309b7ca09a182d888f73b37a8fel362c debian/compat

You can use these SHA1 codes to recognize the file.



The NIST Reference Data Set is a collection of hash
codes distributed for file recognition.

The Reference Data Set (RDS):
e Project of the National Institute of Standards and Technology
e Current version: 2.26 (September 2009)
e Distributed as four ISO images
e Can be directly imported into:
v EnCaseb & Encase 6
v Hashkeeper
v llook
v Vogon
e 53,575,618 files; 16,510,746 unigue SHA-1 values.

Other hash sets: = Y Naiowa
e Child porn S ::‘r:::;c
* Malware R T
e Other "known goods" and "known bads." http:// =

www.nsrl.nist.gov/


http://www.nsrl.nist.gov
http://www.nsrl.nist.gov
http://www.nsrl.nist.gov
http://www.nsrl.nist.gov

NSRLFile.txt:

"SHA-1","MD5","CRC32","FileName", "FileSize", "ProductCode", "OpSystemCode", "SpecialCode"

"00000142988AFA836117B1B572FAE4713F200567",
"9B3702BOE788C6D62996392FE3C9786A", "O5E566DF" ,"J0180794.JPG",32768,2322, "WIN",6""

"00000142988AFA836117B1B572FAE4713F200567",
"9B3702BOE788C6D62996392FE3C9786A", "O5E566DF" ,"J0180794.JPG",32768,3271, "WIN",6""

"00000142988AFA836117B1B572FAE4713F200567",
"9B3702BOE788C6D62996392FE3C9786A" , "O5E566DF" ,"J0180794.JPG",32768,3290, "WIN",6""

"000005EE5E3F6961B78CE4549270DE5D05CBCOCB",
"8D025B6AE1994A40FCBB5AEC2EF273F9", "5E8D7D42", "WabIab.bor",4760,4616, "WIN",""

"0000085FC602CD8AD4793A874A47D286DACBOF6A",
"8BA8BC04896C421A704282E9B87B5520", "8D89A85D", "fpSDtFindLink.gif",1161,2988,
"Solarisll, mmn

"00000FF9DOED9A6B53BC6A9364C07074DE1565F3",
"A5D49D6DA9D78FD1E7C32D58BC7A46FB", "2D729A1E", "cmnres.pdb.d11",76800,1550, "WIN" 6 ""

"00000FF9DOED9A6B53BC6A9364C07074DE1565F3",
"A5D49D6DA9D78FD1E7C32D58BC7A46FB", "2D729A1E", "cmnres.pdb.d11",76800,2704, "WIN" 6 ""



NSF

LFile.txt-md5.idx

00000000000000000000000000000000000000000 |nsrl

00000238B43AFAF52EB6F9780D25173C
0O0000B3A8BABFCD7F061689833A1BA01F
00000C9D411182EBCD58AF5ACT7278E23
000016F07018F95BF4B01E7E11583484
00001FE023957C19D5E70FA34085B623
0000222286FAC25C704D56A6B3831128
0000224DF8086F79200CADEDO83A7F8F
00002C6A13B13FB588B87C6204E73B0OC
0000315467D336EB5EF32C584AEA63EC
00003EB4947FBFBDS8AOBE1ICDD7627A69
0O0003F1384170EA6E1990A16AC95DF06
00004343D9902EC1BC85EA30BEOF1FES
000049127C704B1439A71903B0957D0B
00004D6B90025BB8D41F1DD5D3CF4883
00005B410A87A2AC4925DDDF96EASFAF
000062D41CD86146968F0FD6215645DB
0000639B16A7D98B4FA66DB1EO01D46A0
000069C2686A95F5B334A36ECEBAEC42
00006DA40DC2DCBEOAD5305236B21F00
0000761515A867A4AF658D268F2F1B39

0000000407470726
0000001219208863
0000000371257953
0000000835645085
0000000935899154
0000000885465166
0000000988385431
0000000134913247
0000000160461562
0000001214903627
0000001072802295
0000000278826509
0000001044376928
0000000013716287
0000000929906503
0000001084349301
00000003412490091
0000000894786950
0000000749097504
0000001043646298



NSRLOS.txt

"AIX","AIX","Generic", "Unknown"

"AIX43","AIX 4.3","4.3","IBM"

"AIX432","AIX 4.3.2","4.3.2","IBM"

"ATX433","AIX 4.3.3","NA", "Unknown"

"AIX51","AIX 5.1","5.1","IBM"
"AS/400","AS/400","N/A", "Unknown"

"AT","AT","NA", "Unknown"

"AT&T", "AT&T", "Unknown", "AT&T"

"Amiga","Amiga", "Unknown", "Unknown"

"Amstrad 6128","Amstrad 6128", "Unknown", "Unknown"
"Apple Iic","Apple IIc", "Unknown", "Apple"

"Apple II+","Apple II+","Unknown", "Apple"

"Apple IIGS","Apple IIGS","Unknown", "Apple"
"Apple ITe","Apple IIe","Unknown", "Apple”

"Atari ST","Atari ST", "Unknown", "Unknown"
"CE","CE", "Unknown", "Microsoft"”

"CommodoreAmiga", "Commodore Amiga", "Unknown", "Unknown"
"Commodore 64", "Commodore 64", "Unknown", "Unknown"




Many new uses for hash codes...

Profiling previous uses of a hard drive.

Looking for pieces of contraband or confidential documents.
e Hash each 512-byte or 4K sector.



In Summary:
Files, File Type Identification, File Recognition

A file is a collection of 0 or more bytes
o Safely 0-2°%4 bytes. (18,446,744 terrabytes)

¢ The file name, timestamp, etc. is not part of the file.

Container Files are files that contain structured components.
e JPEG, PDF, ZIP, Word, etc. are all container files.

File Type Identification determines the “type” of a file.

¢ Type is not “extension.”

¢ |dentifying file fragments is a research problem.

File Recognition means matching the file to a corpus.
¢ Typically done with hash codes.

¢ \Video matching is a research area.



Lunch!




This is an introductory tutorial!
Theory, Science and Tools

8:30 - 10:00 Introduction

e |ntroduction to Digital Forensics & The Law

10:00 - 10:30  Coffee
10:30 - 12:00 Data Analysis

e Unicode, File Formats & File Identification

12:00 - 1:30 Lunch

1:30 - 3:00 Disk Forensics
* Disk Imaging B
¢ File Carving
e Sleuth Kit

3:00 - 3:30 Coffee

3:30 - 5:00 Big Finish

e Documents & Metadata
e Memory Forensics

e Anti-Forensics



United States Secret Service

WWW . SECRETSERVICE - GOV C‘

Search

» Search the website

Powered by USA.gov

About

» Home

» Who We Are
- Director
- Deputy Director

- Special Agents
- Uniformed Division

- Support Personnel
Our Dual Mission

Rowley Training
Center

¥

A Joint Project of the International Association of Chiefs of Police
and the United States Secret Service History

iacp@secretservice.qgov Frequently Asked
Questions

» Student Q&A

Introduction to Investigation




Before you start, consider these issues:

Officer safety — secure the scene and make it safe.

If you reasonably believe that the computer is involved in a -_\-,_\,
you are investigating, take immediate steps to secure the
evidence.

Do you have a legal basis to seize the computer?

Do special legal considerations apply?

e Doctor, attorney, clergy, psychiatrist, newspapers, publishers, etc.?

http://www.secretservice.gov/electronic_evidence.shtml


http://www.secretservice.gov/electronic_evidence.shtml
http://www.secretservice.gov/electronic_evidence.shtml

Preparing the evidence at the scene of the crime.

Do not access any computer files.
¢ |[f the computer is off, leave it off
¢ |[f the computer is on, do not start searching through the computer.
¢ |t is okay to move the mouse to activate the screen.

If a camera is available:

e Take pictures of the computer screen (if it is on) -
e Photograph computer's front:

Work environment. Notes. Media on the desk. . ’“_3__;_
. = =
e Photograph computer's rear: e
a X
Cables

Seize all media, notes, cables in the area. Label everything.
Document what you do.



Don't forget the computer's RAM!

The computer's RAM may contain:
e Discoverable evidence (e.g. logfiles, documents)
e Encryption keys

RAM can be captured with:
e Helix 2.0
e ramdd (Mantech)
e EnCase WinEn (300k executable)

Write the RAM to:

e External storage

e Server on the Network



Shutdown the computer

Photograph the computer's screen! unm o uter
If the computer is networked:

¢ Unplug power to router or modem.

Desktops and laptops:
¢ Unplug the power from the computer. " ‘%‘
e Unplug the the laptop battery from the laptop.
Servers:

¢ Pulling the plug may damage the system and interrupt business.

e Discuss with organization's IT management what to do.

PDAs and telephones:
e Do not turn off (may require a power-on password)
e Keep device charged; seize charger if possible!
e (Put in a metal bag or Faraday cage)




Talk to your suspect.

Ask for consent to search their computer/telephone/PDA.
Ask for PINs or passwords.

See: "Knock and Talks," by Jayme W. Holcomb,
FBIl Law Enforcement Bulletin
August 2006, volume 75, number 8
http://www.fbi.gov/publications/leb/2006/august06leb.pdf



http://www.fbi.gov/publications/leb/2006/august06leb.pdf
http://www.fbi.gov/publications/leb/2006/august06leb.pdf

What's "evidence" depends on the crime.

The computer (or data) is the contraband fruits of the
crime:

¢ Stolen hardware, software, music

The computer is a tool of the offense:

e VISA logos are evidence of fake ID production
e The computer is a tool of the offense.

The computer is incidental to the offense:

e Drug dealer maintains trafficking records on computer

More than one may be true!

¢ Pedophile may have child porn, use the computer to contact children,




Set time limits.

There isn't enough time to learn everything about the
Different forensic examiners are looking for different

Police investigators:

e Most are looking for proof of crime.

e Some look for additional suspects.
e A few look for owners of stolen equipment.

Corporate investigators:
e Evidence of a breakin & methods used.
e \WWhether or not stolen data was accessed (analysis of MAC times)
e Software evaluation; debugging; data recovery



Residual Data

What’s on the disk? @ Dsk Sanitizing




Disk forensics: Typical tasks

Recover:

e Deleted files
e Child pornography

Recreate:
e Timelines - when did the computer do what?
e Flow of information
e Evidence of Inappropriate use

Gather Intelligence:

e Names of associates
e Meeting places



Typical targets of disk forensics:
anything incriminating.

Emall

Pictures

Internet History

Microsoft Word Files

PDF files

Spreadsheets

Chat Logs



Typical targets of disk forensics:
anything incriminating.

Suspects may try to hide the data:
Deleting Files

Wiping Programs
Formatting drives.
Encryption

Storing Data on online services

vV Vv VvV vV VvV Vv

Storing data on iPods, Cameras, and other devices




You have many options once you have the data.

Typical “first steps” include:
e |nventory all files (resident & deleted) on disk
e Determine clock skew (check HTTP files timestamps vs. filemod times)
e Show files modified during a certain time period
¢ Eliminate “known goods” (operating system files, etc.)
e Search for “known bads” (hacker tools, child porn)
e Scan for key words, email addresses



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory




Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

copy file.doc f:file.doc



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

file.doc

copy file.doc f:file.doc



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

file.doc

copy file.doc f:file.doc



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

file.doc

copy file.doc f:file.doc

copy image.jpg f:image.jpg



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

file.doc

copy file.doc f:file.doc

copy image.jpg f:image.jpg



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

file.doc

copy file.doc f:file.doc

copy image.jpg f:image.jpg



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

file.doc

copy file.doc f:file.doc

copy image.jpg f:image.jpg

del f:file.doc



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

copy file.doc f:file.doc

copy image.jpg f:image.jpg

del f:file.doc



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

copy file.doc f:file.doc

copy image.jpg f:image.jpg
del f:file.doc

copy mysong.mp3 f:mysong.mp3



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

directory

mysongmpdfoo |

4

copy file.doc f:file.doc

copy image.jpg f:image.jpg
del f:file.doc

copy mysong.mp3 f:mysong.mp3



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

: dir ectory no room here
directory : /
mysong.mpa3 |doc le.doc
L4
image.jpg ©

copy file.doc f:file.doc
copy image.jpg f:image.jpg
del f:file.doc

copy mysong.mp3 f:mysong.mp3



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory

no room here

directory

image. jpg



Deleted files can be recovered because “delete” doesn’t
really delete, it unlinks.

directory no room here

directory : /

mysong.mp3 |doc

4

image.jpg ©

This is called “residual data”



As a result, a typical disk has many kinds of files and
data segments on it:

Directory FILEA




Formatting a disk just writes a new root directory.

cn C:\WINDOWS\system32\cmd.exe - format c: Format Local Disk (C:)

C:\>format c:
The type of the file system is NIFS.

WARNING, ALL DATA ON NON-REMOUABLE DISK

DRIVE C: WILL BE LOST?*
Proceed with Format <(Y/N)7

[ ] Quick Format

Enable Compression




Formatting a disk just writes a new root directory.

Directory FILE1

FILE4 FILES




There are many places
that “deleted” information can hide

Free Space - Sectors on the “free list” (deleted but not
overwritten)

Slack Space - Unused sectors at the end of an allocated cluster
Cluster

Between partitions
Inside compound document files (MSOffice, etc.)
Backup Tapes

Oliver North

For more information, see:
“One Big File Is Not Enough: A Critical Evaluation of the Dominant
Free-Space Sanitization Technique,” Garfinkel & Malan, PET 2006



Let’s see what this looks like in practice.
Disk #70: IBM-DALA-3540/81B70E32

Purchased for $5 from a Mass retail store on eBay

Copied the data off: 541MB

Initial analysis:
e Jotal disk sectors: 1,057,392
e Jotal non-zero sectors: 989,514
e Total files: 3

The files:
drwxrwxrwx 0 root 0 Dec
-r-xr-xr-x 0 root 222390 May
-r-xr-xr-x 0 root 9 May
-rwxrwxrwx 0 root 93880 May

31
11
11
11

1979 ./

1998 IO0.SYS

1998 MSDOS.SYS
1998 COMMAND.COM



Image this disk to a file,
then use the Unix “strings” command:

% strings 70.img | more

Insert diskette for drive

and press any key when ready

Your program caused a divide overflow error.

If the problem persists, contact your program vendor.
Windows has disabled direct disk access to protect your 1lo
To override this protection, see the LOCK /? command for m
The system has been halted. Press Ctrl+Alt+Del to restart
You started your computer with a version of MS-DOS incompatible
version of Windows. Insert a Startup diskette matching this
OEMString = "NCR 14 inch Analog Color Display Enchanced SV
Graphics Mode: 640 x 480 at 72Hz vertical refresh.
XResolution = 640

YResolution = 480



% strings cont...

ling the Trial Edition

IBM AntiVirus Trial Edition 1s a full-function but time-1li
evaluation version of the IBM AntiVirus Desktop Edition pr
may have received the Trial Edition on a promotional CD-RO
single-file installation program oveercr a network. The Tria
1s available in seven national languages, and each languag
provided on a separate CC-ROM or as a separa

EAS.STCm

EET.STC

ELR.STCq

ELS.STC



% strings 70.img cont...

MAB-DEDUCTIBLE

MAB-MOOP

MAB-MOOP-DED
METHIMAZOLE

INSULIN (HUMAN)
COUMARIN ANTICOAGULANTS
CARBAMATE DERIVATIVES
AMANTADINE

MANNITOL

MAPROTILINE
CARBAMAZEPINE
CHLORPHENESIN CARBAMATE
ETHINAMATE

FORMALDEHYDE

MAFENIDE ACETATE

If you want to do more than just look at strings,
you'll need to use a forensic tool.



There are many tools for viewing forensic data.

Program FTK Sleuth Kit
Publisher Guidance Software AccessData Brian Carrier
Cost ~$5000 ~$2500 $0
Windows, MacOS,
Runs On Windows Windows Linux, FreeBSD,
OpenBSD, others.
Remote Encase Enterprise no Yes
Operation? P
Scriptable EScript ? bash, perl, python,

C/C++, Java, etc.




EnCase Forensic.

22 EnCase Enterprise Training

File Edit View Tools Help

13 Mew | 7 Open \zd Save 4 Print e Add Device \)\,Search (+} Logon @

|1L_J Cases X = |Report | Gallery [2)Disk %% Code
;goevices @grﬂ Secure Storage 4 P | Name Filter ReI:ort

"2 Additional Fields [ 6 [ index.dat Mo
—[ ] e Hotmail - Inbox.dbx A;: 7 | index.dat Mo
[ ] e Hotmail - Deleted Items.dbx ‘[:] g | [} index.dat Mo
—(>[_]e» Deleted Items.dbx 1 9 [ index.dat Mo
A[,G.o :otma!: - zonsllet.dbx % "D 10 D index.dat No
il (%@ Hotmail - 3ent Jtems.cox ] 11 [ index.dat Mo

oo c |0 12 () index.dat N
é}—DDQj Internet Explorer (Windows) ' Es st d
t_DD@ History \‘L__] 13 | index.dat No
Lo cache "[:J 14 ] index.dat Mo
>[I Webmail Parser - 03/12/07 02:- EID 15 ] index.dat Mo
L) Hotmail v| ] 16 [ index.dat Mo

£ il & |« ]

: [=] Text ilHex ..gDoc % Transcript [ ~|Report| 2] Console "2 M output [ Lock [ f4 ’
Name: index.dat A |
In Report: No
Search Hits: No
Additional Fields: Yes
Title: MSN Hotmail - Sent Message Confirmation
Profile Name: Clyde
Url Name: http:#lw12fd. law12. hotmail. msn.com/cgi-bin/premail/9491
Url Host: Iw12fd. law12.hotmail.msn.com/

Expiration: 114702 11:25:12AM
Visit Count: 2
Last Accessed: 10/22/02 05:25:10AM
Browser Record Type: History
Browser Type: Internet Explarer (Windows)
3|
£ , ; 3 |
] Cbarrow\Clyde's HDDYC\Documents and SettingsiClydeLocal SettingsiHistory\History JEStindex. dat (PS 2322219 LS 2322156 CL 580539 SO 000 FO 32768 LE 0)

EBX

v | [5-4¢ Enscript

Search | Additional Creatior ~ §
Hits  Fields Time
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes
Mo Yes vi
G

£[ 45 Enscript] X Hits T Fiters <

L_j Enterprise
f_] Examples
~— Forensic
1) Include
1) Main




AccessData FTK

¢« AccessData FTK 1.61 DEMO YERSION

Bie Edt Yiew Jooks Heb

| Unfitered || Fikered ||Flmmo:e: OllmKtvownTm: 1 |
‘ | All tems ||Ac1ual Fles | |KFF Ignoe sdole: 0 | |mmown Type: N |

Overview |  Explore Craphics EMad § Seerch § Bockmark |
" now g 1
(Evidence kems: 2 | KFF Adert Files: 0J (Documents: 18] - ‘ $PHime o
: (Book . .?ms: 9] rs;eadshe.ets: ) C\Documents and Settings\natasa\lMy
[ Total Fie tems: 378 | [ Bad Extension: 4 | [Dotabases: 0) : :
(Checkea tems: 0] (Encrypted Files 0) (Graphice o) Documcp:s\VB\D ata\WorldWide Web htm: WorldWide Web htm[ 1] C\Documents
(Unchecked fems: 378 ) (From E-mak 0) (E-mail Messages: 0) and Settings\natasa\My Documents\VE\Data\WW W after 10
Flsgged Thumbnais.__0) (Deleted Fies: 223) (Execitables: 0) years. htrn WW Wafter 10years htm[2] C\Documents and Settings\natasa\My
(Cther Thumknais: 0] [FromRecycle Bre 0] [Archives. 0] | Documents\VE\Data\CyberpublishingMandesto. htm CyberpublishmgManifesto. htm
(Fitered bn 378 ) (Dupicate tems 16 ) (Folders: 23] | [3] C\Documents and Settings\natasa\My
" [Fitered Out 0) [OLE Sutems: 0] [SlackFree Space: 131 Documents\VB\Data\The ClhentSideofthe Web htm ChentSideofthe Web htm([7]

[N

(Data Carved Files: 0]

< >

2 98 @@ 30O P o uUntitered v [T 21 coumns v || oz
¥ File Name Ful Path Recyd... E.. File Type Category ™
O z TheChentSideoftheWeb him Stick2 wiped\Paet_1\NONAME -NTFS\warnttDS _thiedtot\ads\D ata\ThreadContertFles himh\TheClentSide him  Unknown FiL..  Urknown
O & ThreadContentFiles himl Stick2 wiped\Paet_1\NONAME -NTFS\wanttDS _theedior\archivehads\D 2a\ThreadContentFies, himl himl Unknown Fi...  Unknown
O g ThreadContentFiles himi Stick2 wiped\Part_1\NONAME -NTFSwantbDS _thiedior\ads\D ata\ThreadContentFies. himl himl Unknown FIL..  Unknown
O & Threadtor. vbw Stick2 wipad\Part_1\NONAME -NTFS\wantbDS _thredkor\Thredkon\S owrceCodeFile\T hreaditor. vbw vbw Unknown Fi.. Urknown
0 g Thieadtos. vbw Stick2.wipad\Part_T\NONAME -NTFS\wantbDS _thredior\archive\T hreditor\S ourceCodeF le\T readitor. vbw vbw Unknown FiL.. Urknown
0 Q ThieadList bt Stick2 veped\Pat_T\NONAME -NTFS\wantsDS_thredtor\D ata\ThreadList. txt t«t  Hypertest Do.. Document
[ ¥] TheadLsst b4 Shick2 wped\Part_T\NONAME -NTFS\wantfDS_thredior\D ata\T hreadList txth\T hreadList. txt it PlanTextD.. Document
0 g ThieadList b Stick2 wped\Pact_T\NONAME -NTFS\wantsDS_thiedior\archive\D ata\ T heeadList bt b  Hypettext Do.. Document
0O | TheeadlList b Stick2 wped\Pact_TA\NONAME -NTFS\warttDS _theediot\archive\D ata\TheeadList b\ ThreadList txt bt PlanTextD.. Document
0 g Theeadlist b Stick2 wiped\Past 1A\NONAME -NTFS\want2DS _thredior\archive\ads\D sta\TheeadList txt #t  Hupettext Do... Document
[ ¥] Theeadlst b4 Stick2 wiped\Paet_T\NONAME-NTFS\wantbDS_theediorharchive\ads\D sta\ThresdList txt\ThreadList txt et PlanTextD.. Document
D g Thieadlst 1 Stick2 wped\Paet_1\NONAME -NTFS\wartbDS theedior\ads\D ata\Threadlist txl (B Hypedttext Do Document
0O g Theeadlist 12 Stick2 wiped\Paet_1\NONAME -NTFS\wantaDS _theeditot\ads\Data\ThreadList tet\Thieadlist 1 bt PlanTextD. ., Document
[ X3 Theedkor Stick2 wiped\Paet_1\NONAME -NTFS\wartdDS _thiedio\Thredior Folder Folder
0O X Theedkor Stick2 wiped\Part_1\NONAME -NTFS\wanttDS _thvediror\archive\T hreditor Folder Folder
O g Thredkor.chm Stick2. wiped\Part_T\NONAME -NTFS\wantbDS _thredio\Thredior\E xecutable\T vedtor.chm chm Unknown Fi.. Urknown
] 2] Theedkor.chm Stick2 wipad\Paet_1\NONAME-NTFS\wanttDS _thredkarharchive\T hredito\E xecutable\Thiedkor.chm chm Unknown Fi...  Urnknown
[ 2] Thredkor.exe Stick2.vipad\Part_1\NONAME -NTFS\wantdDS _thredkor\Thredior\Executable\Thredtor.exe exe  Unknown Fi.. Urknown
O ¥ Thiedkor.exe Stick2wped\Part_TA\NONAME -NTFS\wanttDS _thiedkorth\archive\T hredito\E xecutable\Thiedkor. exe exe UnknownFi.. Urknown
< >
378 Listed 0 Checked Total Stick2.wipedPart_1 NONAME-NTFS\wantADS_threditor\archive'ads'Data\ThreadList.txt




SleuthKit with Autopsy

000 Collecting details on new image file
I_ <. b ] I ¢ | | i | ‘ 1P | {8y http: / /localhost:9999/autopsy?mod =0&view= &) ~ Q- Google
[I1 appsv jobsv TTDv slgv wikisv blogs (689)v Harvardv docv Readv refvw »
Image File Details
Local Name: images/1145.aff
File System Details

Analysis of the image file shows the following partitions:

Partition 1 (Type: DOS FAT16 (0x06))
Add to case? ¥

Sector Range: 63 to 4192964
Mount Point: c: File System Type: fatl6 +)
Partition 2 (Type: NTFS (0x07))

Add to case? ¥

Sector Range: 4192965 to 17767889

Mount Point: D: File System Type: ntfs i,

m—— CANCEL H

For your reference, the mmls output was the following:
DOS Partition Table

Offset Sector: 0

Units are in 512-byte sectors

Slot Start End Length Description
00: ————- 0000000000 0000000000 0000000001 Primary Table (#0)
0l: ————- 0000000001 0000000062 0000000062 Unallocated

4

/

0006 1145:host1:vol2
[ 4 ) ] | ¢ | | + | | 1P | @http://Iocalhost:9999/autopsy?mod=l&submt':i}"'f - Q' Google
(1] appsv jobsv TTDv slgv wikisv blogs (689)v Harvardv docv Readv refvw »
FILE ANALYSIS KEYWORD SEARCH FILETYPE IMAGE DETAILS META DATA C
= — ) <>
v rir w23.tmp 2001.09.0-5 2001.CC
Directory Seek 14:18:14 (EDT) 00:00:
directory that you want 15:05:30 (EDT)  00:00:
to view. v r/r  _w23.tmp 2001.10.11 2001.1
ceY 15:06:32 (EDT) 00:00:
v r/r  _w26.tmp 2000.06.14 2000.(
my— 15:19:08 (EDT)  00:00:
v rir w26 .tmp 2000.06.14 2000.(
23:14:56 (EDT) 00:00:
File Name Search v rir _wW26.tmp 2001.07.03 2001.(
13:45:08 (EDT) 00:00:
Enter a Perl regular v rir w26 .tmp 2001.07.03 2001.(-
expression for the file 13:45:26 (EDT) 00:00: °
names you want to find. s " . e M
e ———— )< |»
SEARCH
File Browsing Mode
ALL DELETED FILES
EXPAND DIRECTORIES In this mode, you can view file and directory contents.
File contents will be shown in this window.
More file details can be found using the Metadata link at the end of
the list (on the right).
You can also sort the files using the column headers
) ) <




'®06 Terminal — ssh — 80x24 .
Thu Nov 18 10:53:27 2005 5
Source device: /dev/od2 AFF Output: /project/junk.aff ~
Model #: QUANTUM FIREBALL ST3.2A
firmware: ABF 6808 Sector size: 512 bytes
S/N: 153718346531 Total sectors:6,366,043

(= ]

Currently reading sector: 97,792 (512 sectors at once)
Sectors read: 98,384 { 1.56%) # blank: 1,826

Time spent reading: 66:80:85 Estimated total time left: 88:21:34
Total bytes read: 58,331,648

Compressed bytes written: 25,735,396

Time spent compressing: 60:80:89
Overall compression ratio: 48.87% (8% is none; 168% is perfect)
Free space on 192.168.1.1:/project: 68,937 MB {12.44%)

Disk Imaging




You can analyze a live system, a disk, or a disk image

Live system:
¢ You run the program on the system you are analyzing!
¢ |[t's changing as you analyze it.
e Not forensically sound, but it may be your only choice.

Disk:
¢ You can analyze the disk without imaging it.
e Use a write blocker.
e Good for a quick view.
e Bad with fragile disks.

Disk Image:

e Use an approved imaging tool (dcfldd; LinEn; etc.)
e Use a write blocker if possible.



Disk Images store sector-for-sector "images” of a hard

disk.

The disk image stores all of the data (ideally)

e All of the sectors from the subject drive.

e All of the files
e All of the deleted files
e All of the residual data.

The image may also store meta
e Subject drive's serial number.
¢ Examiner's name.
e Time of imaging
e Checksums
e Hash of the image
e Digital Signatures.

"\.....

.
data:




Option #1 for imaging:
Use an Imaging Workstation

Remove the drive/media from the subject computer.

Attach to an imaging workstation with
a write-blocker

Use a forensic disk imager




Acquisition Hardware

Acquisition Tools:
e Write-Blockers prevent modification
¢ Network agents allow capture over a network
¢ |[nformation stored in an “image file” or on a “mirror disk.”




Acquisition Software: Integrity is paramount

Imaging options:
e dd if=/dev/hda of=diskfile.img conv=sync,noerror bs=65536
e aimage /dev/hda diskfile.img
e LinEn (Linux EnCase imager)
e FTK Imager
e Hardware Tools
Most tools will:
e Copy the raw device to a file
e Compute MD5 & SHAT
e Properly handle bad blocks
Some tools will:
e Compress image
e Capture metadata (Drive s/n)
¢ Record investigative notes
e Encrypt, Digitally sign (AFF Only)




Option #2: Use a LiveCD

Bootable CDROMs combine Linux + Forensic tools
e Free:
v Lnx 4n6 - http://www.Inx4n6.be/
v http://www.caine-live.net/

e Commercial:
v The Farmer’s Boot CD - http://www.forensicbootcd.com/
v Helix - http://www.e-fense.com/helix

Advantages: No need to acquire hard drive

Dangers:
e Not all Linux distributions are forensically sound! Be careful!
e Some Linux distributions will swap on the hard drive
e Many Linux distributions are not up-to-date and lack important drivers.

Lists:

e http://www.forensicswiki.org/wiki/Category:Live CD

e http://www.livecdlist.com/purpose/forensics



http://www.lnx4n6.be
http://www.lnx4n6.be
http://www.caine-live.net
http://www.caine-live.net
http://www.forensicbootcd.com
http://www.forensicbootcd.com
http://www.e-fense.com/helix
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Helix runs as both a Windows Live Analysis
and as a Live CD

—) HELIX v1.8 (10/06/2006)

You are running this application in a LIVE Windows
environment. There is ABSOLUTELY NO WAY to protect
this live environment from changing.

This application WILL make changes to the running
system. This is an accepted risk you must be willing to
take.

If you are not willing to accept this risk or do not
understand what you are doing then exit now, otherwise
agree and proceed at your own risk....

_7 " L
Jud M

= Ciugl

Brought to you by:

e Choose Your Language:

http://www.e-fense.com

el@S=eEsion

Helix Live CD under Windows
http://www.e-fense.com/
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-1 HELIX v1.8 (10/06/2006)
File Quick Launch Page Help

MHELIX ™ INCEDENT RESIONSE » ELECTIRONIC DNSCOVEIRY » COAPUTER FORENSICS




-1 HELIX v1.8 (10/06/2006)
File Quick Launch Page Help

MHELIX ™ INCEDENT RESIONSE » ELECTIRONIC DNSCOVEIRY » COAPUTER FORENSICS

Systemiinformat.

Page 1 of 2




1 HELIX v1.8 (10/06/2006)

File Quick Launch Page Help

lﬂl&’am PNCHEDENT RESTONSE » ELECTIRONN. DNSCONERY » COAMYUTER MFORENSICS

Source:
\W\PhysicalMemory - [1032 MB]

Destination:

Live Acquisition

Image Name:

| defaul

limage.dd

,_A| \'forensics\images\

Page 1 of 2




FTK Imager from Access

Data preview and imaging tool

e Runs on Windows

Data

e Two versions: Installed and uninstalled
e Produces RAW and EO1 files
e GUI or command-line

Free download from http://www.accessdata.com/downloads.html

Limited forensic analysis:

¢ Reports known files
e Detects EFS encryption

AccessData FTK Imager,
File View Mode Help

ag ad O B Bk
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Option #3: "Hardware" disk duplication

Really a tiny computer...
Typically these make sector-for-sector copies

—_—

)

=

oy,

|
.

_— l http://www.ics-iq.com/

http://www.deepspar.com/products-ds-disk-imager.html
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Option #4 Get an image from somebody else.

Advantages:
e Somebody else does the work.

Disadvantages:
e Chain of custody may be questioanble



Disk images can be physical or logical.

Physical Evidence File (.EO1, .aff, .raw)
e Raw disk image
e Optionally from multiple devices
e Can be used with many systems

Logical Evidence File (.LO1)

e EnCase specific file.
e Contains information copied out of the disk image.

Always get a physical disk image.

Always image the raw device

e You may also image the partition if it is encrypted



Disk images can be in many formats.

RAW & Split Raw — All of the sectors.
gzip’ed raw

Seekable GZIP (sgzip)

AFFLIB

EnCase



Raw disk images store the data; nothing else.

Raw: disk.raw, disk.dd, disk.iso

e Advantages: fast access, supported by most programs
¢ Disadvantages: big, lots of wasted space; no encryption; no checksums
e gzip'ed or zip'ed raw is a common distribution for research & challenges.

disk.raw (6GB)

Split raw: disk.000, disk.001, disk.002

e Files >4GB not supported by FAT32, ext2, and other file systems
e |t's hard to burn big files.
e Disadvantage: easy to lose a piece!

disk.000 ‘ disk.001 ‘ disk.002




AFF is the Advanced Forensic Format
http://www.afflib.org/

Advantages: disk.aff (1GB)

e Better compression than EnCase
e AES-256 encryption (passphrase or PKI) for true data security
e X.509 digital signatures for true chain-of-custody

e Open source implementation (BSD license)

Disadvantages:
e No direct support in EnCase or FTK

(but disk can be "mounted” in host OS.) disk.afd/file001.aff
disk.afd/file002.aff
AFF4;
e Upwards compatible version of AFF.
e Uses ZIP64 to store segments. disk.raw

disk.afm \



http://www.afflib.org
http://www.afflib.org

EnCase Expert Witness Format (EWF):
Compressed data; some metadata

EnCase: disk.EO1, disk.E02

e Supported by most forensic software (FTK, TSK, AFF);
e CRC32 and MD5
¢ | imited investigator notes.

Disadvantage:
e File size limit forces splitting;
¢ No support for encryption

disk.EO1 | disk.EO2 | disk.EO3

The EnCase "password" does not encrypt the disk image!



libewf: an open source EnCase implementation

Marketed as an “Expert Witness Format” implementation.

* “Expert Witness” was the original name of EnCase.

Developed by Joachim Metz & Robert-dan Mora of Hoffman
Investigations, NL

Included commands:
e ewfacquire — disk imager
e ewfacquirestream — Image a stream to an EO1 file
e ewfalter — Change an EO1 file’s permissions
e ewfexport — Turns an EO1 file into a raw or another kind of file.

e ewfinfo — Information about an EO1 file
e cwfverify — Verifies the CRC32 and MD5



ewfacquire — Turn a raw file into an .EO1

S ewfacquire spicel.raw
ewfacquire 20080820 (libewf 20080820, zlib 1.2.3, libcrypto 0.9.7)

Acquiry parameters required, please provide the necessary input

Image path and filename without extension: spicel

Case number: SLG-0001

Description: My Special Case

Evidence number: SLG-0001-EO001

Examiner name: Simson Garfinkel

Notes: Test image.

Media type (fixed, removable) [fixed]:

Volume type (logical, physical) [physical]:

Use compression (none, fast, best) [none]: best

Use EWF file format (ewf, smart, ftk, encasel, encase2, encase3, encase4,
encaseb, encase6, linen5, linen6, ewfx) [encase5]:

Start to acquire at offset (0 >= value >= 32079872) [0]:

Amount of bytes to acquire (0 >= value >= 32079872) [32079872]:

Evidence segment file size in bytes (1.0 MiB >= value >= 1.9 GiB) [1l.4 GiB]:
The amount of sectors to read at once (64, 128, 256, 512, 1024, 2048, 4096,
8192, 16384, 32768) [64]:

The amount of sectors to be used as error granularity (1 >= value >= 64) 64]:
The amount of retries when a read error occurs (0 >= value >= 255) [2]:
Wipe sectors on read error (mimic EnCase like behavior) (yes, no) [no]:



ewfacquire verifies parameters before it starts.

The following acquiry parameters were provided:
Image path and filename: spicel.EO1l

Case number: SLG-0001
Description: My Special Case
Evidence number: SLG-0001-E001
Examiner name: Simson Garfinkel
Notes: Test image.

Media type: fixed

Volume type: physical

Compression used: best

EWF file format: EnCase 5

Acquiry start offet: 0

Amount of bytes to acquire: 30 MiB (32079872 bytes)
Evidence segment file size: 1.4 GiB (1572864000 bytes)
Block size: 64 sectors

Error granularity: 64 sectors

Retries on read error: 2

Wipe sectors on read error: no

Continue acquiry with these values (yes, no) [yes]: yes



ewfacquire calculates the CRC32s and MD5

Acquiry started at: Mon Nov 3 21:05:42 2008
This could take a while.

Status: at 87%.
acquired 26 MiB (27983872 bytes) of total 30 MiB (32079872 bytes).
completion in 0 second(s) with 30 MiB/s (32079872 bytes/second).

Acquiry completed at: Mon Nov 3 21:05:43 2008Mon Nov 3 21:05:43 2008

Written: 30 MiB (32081188 bytes) in 1 second(s) with 30 MiB/s (32113956
bytes/second).

MD5 hash calculated over data: aebfd76cdd9b3eb0f6cl1658efc226886

You can verity the MD5:

S md5 spicel.raw
MD5 (spicel.iso) = aebfd76cdd9b3eb0f6cl1658efc226886

Of course, the .EO01 file has a different MD5:

S md5 spicel.EO1
MD5 (spicel.E01) = 62£f49c77£f75c£83c2e316880e45e1dd0



ewfexport: turns an EnCase file into a RAW file

Convert from EnCase to RAW:

S ewfexport spicel.EO1l
ewfexport 20080820 (libewf 20080820, zlib 1.2.3, libcrypto 0.9.7)

Information for export required, please provide the necessary input

Export to file format (raw, ewf, smart, ftk, encasel, encase2, encase3, encase4,
encaseb, encase6, linen5, linen6, ewfx) [raw]:

Target path and filename with extension or - for stdout: spicel.iso

Start export at offset (0 >= value >= 32079872) [0]:

Amount of bytes to export (0 >= value >= 32079872) [32079872]:

Export started at: Mon Nov 3 21:07:57 2008
This could take a while.

Status: at 65%.
exported 20 MiB (21004288 bytes) of total 30 MiB (32079872 bytes).
completion in 0 second(s) with 30 MiB/s (32079872 bytes/second).

Export completed at: Mon Nov 3 21:07:58 2008
Written: 30 MiB (32079872 bytes) in 1 second(s) with 30 MiB/s (32079872 bytes/
second) .

$



ewfverify — Verifies the EO1

S ewfverify spicel.EO1l
ewfverify 20080820 (libewf 20080820, zlib 1.2.3, libcrypto 0.9.7)

Verify started at: Mon Nov 3 21:08:34 2008
This could take a while.

Verify completed at: Mon Nov 3 21:08:34 2008
Read: 30 MiB (32079872 bytes) in 0 second(s).

MD5 hash stored in file: aebfd76cdd9b3eb0f6cl658efc226886
MD5 hash calculated over data: aebfd76cdd9b3eb0f6cl1658efc226886

ewfverify: SUCCESS
S



File Recovery with
The Sleuth Kit




The Sleuth Kit (TSK) is a
tool for working with disk images.

Command-line tools for working with disk
images.

Open source computer forensics toolkit

Originally “The Coroner's Toolkit,”
developed by Dan Farmer & Wietse
Venema

Rewritten and maintained by Brian Carrier:
e Carrier created a modular internal design.

e Added image layer, disk tools, FAT recover, 64-bit
support, live analysis, UFS2 & EXT3 Journal support.

e Coordinating community development

http://www.sleuthkit.org/

| http://www.sleuthkit.org/ '

Home Projects Informer

sleuthkit.org is the official web site for The Sleuth
(a.k.a. digital forensic tools) that run on Windows and
They can be used to analyze NTFS, FAT, HFS+, Ext2, Ex

The Sleuth Kit (TSK) is a C library and a collection of co
integrated into automated forensics systems in many
create.

The Sleuth Kit

& Open Source Digital Fore

Recent Updates £
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TSK is the open source forensic standard.

Image Formats raw, split-raw, AFF, EWF, etc.

DOS MBR, GPT, Apple, BSD,

Partitioning Schemes Solaris

FAT 12/16/32; NTFS; ext2/3;

File Systems UFS 1/2: 1ISO9660

Linux, OSX, Windows, *BSD,

Platforms Cygwin, Solaris

Shortcomings:
e No support for encrypted file systems.
e Poor support for compressed files.



Sleuth Kit work directly with disk images.

Common uses:
e \iew files & directories in a forensically sound manner
¢ \/iew deleted files
e Document location of information.

Without forensic tools, viewing data can change it!
e "last viewed" and "last modified" times can be changed.
e Entries can be put into the registry.
e Temp files can be created.



Sleuth Kit works with both data and metadata.

Data is the content of files.

Metadata tells how to work
with the disk and the data.
¢ Partition table
e List of available sectors
¢ Directory information

Note: "Metadata" like EXIF and
Word "properties” are
considered data here.

cylinder 0, head 0, sector 1

4 16-byte entries

.. ‘ Root Dir

readme.txt

config.sys
motd
home

I—»‘ Home Dir

file1.txt
file2.txt




TSK is a modular system

Most TSK commands are run
from the command line.

You can also write your own
programs that call the library
directly.

The Autopsy Forensic Explorer
runs the commands and shows
you the results in a web browser.

Autopsy

.

CLI
Tools

.

TSK

Library

s

Disk
Image

|



TSK's "f" programs work with file systems.

flS

File List

fsstat

File System Status

ffina

-lle Find




TSK tools handle many disk image formats:

List the file systems with "-f list":

S fls -i list

Supported image format types:
raw (Single raw file (dd))
aff (Advanced Forensic Format)
afd (AFF Multiple File)
afm (AFF with external metadata)
ewf (Expert Witness format (encase))
split (Split raw files)

To have support for AFF & EWF, you need to separately install them
first!



TSK routines handle many file systems:

List the file systems with "-f list":

S fls -f 1list
Supported file system types:
ntfs (NTFS)
fat (FAT (Auto Detection))
ext (ExtX (Auto Detection))
1s09660 (IS09660 CD)
hfs (HFS+)
ufs (UFS (Auto Detection))
raw (Raw Data)
swap (Swap Space)
fatl2 (FAT12)
fatl6é (FAT16)
fat32 (FAT32)
ext2 (Ext2)
ext3 (Ext3)
ufsl (UFS1)
ufs2 (UFS2)



Add support for HFS by editing tsk3/fs/tsk_fs_i.h:

// set to 1 to open HFS+ file systems -- which is not fully tested
#ifndef TSK USE HFS

#define TSK USE HFS 1

#endif



Let's look at spicel.raw:

spicel is an image from 32 MB SD card.

You have three files:
S 1ls -1 spicel*

-rw-r--r-- 1 simsong staff 263759 Nov 3 21:05 spicel.EO1
-rw-r--r-- 1 simsong staff 215837 Nov 3 22:11 spicel.aff
-rw-r--r-- 1 simsong staff 32079872 Nov 3 20:54 spicel.raw

$




List files in the disk image with

fls - File List

spicel.raw
SPICE

5: New Folder
junk

8: New Folder
guns

(Volume Label Entry)

11:
12:
13:
r/r 1l4:
* 15:
r/r 16:
* 17
18:

* % * O * O * W

New Folder
_rugs
_ecret.gif

secret.gif

_ecret2.gif

secret2.gif

_gilastw. jpg

ogiastw. jpg
994691:
994692:
994693:
994694:

SMBR

SFAT1

SFAT2
SOrphanFiles



.y ]
Options for fls: :’Fyy ﬂlﬁ

usage: fls [-adDFlpruvV] [-f fstype] [-i imgtype] [-m dir/] [-o imgoffset] [-z ZONE]
[-s seconds] image [images] [inode]

If [inode] is not given, the root directory is used

-a: Display "." and ".." entries

-d: Display deleted entries only

-D: Display only directories

-F: Display only files

-1: Display long version (like 1ls -1)

-i imgtype: Format of image file (use '-i list' for supported types)

-f fstype: File system type (use '-f list' for supported types)

-m: Display output in mactime input format with

dir/ as the actual mount point of the image

-0 imgoffset: Offset into image file (in sectors)

-p: Display full path for each file

-r: Recurse on directory entries

-u: Display undeleted entries only

-v: verbose output to stderr

-V: Print version

-z: Time zone of original machine (i.e. ESTS5EDT or GMT) (only useful with -1)

-s seconds: Time skew of original machine (in seconds) (only useful with -1 & -m)




Show all the files with full path names: :’Z’q@ o]
fls -rp spicel.raw 7 Be

S fls -rp spicel.raw

r/r 3: SPICE (Volume Label Entry)
d/d * 5: New Folder

d/d 6: Jjunk

r/r * 517: junk/ anl. jpg

r/r 518: junk/manl. jpg

r/r * 519: junk/ an2.jpg

r/r 520: junk/man2. jpg

d/d * 8: New Folder

d/d 9: guns

r/r * 533: guns/ unpagel.htm
r/r 534: guns/gunpagel.htm

d/d * 11: New Folder

r/r * 549: New Folder/ rugsl.htm
d/d * 551: New Folder/drugsl files
r/r * 552: New Folder/ rugsl.htm
d/d * 12: _rugs

r/r * 549:  rugs/ rugsl.htm

d/d * 551:  rugs/drugsl files
r/r * 552:  rugs/ rugsl.htm

r/r * 13: _ecret.gif

r/r 14: secret.gif

r/r * 15 _ecret2.gif

r/r 16: secret2.gif

r/r * 17: _giastw.jpg

r/r 18: ogiastw.jpg
v/v 994691: S$SMBR
v/v 994692: SFATI1
v/v 994693: SFAT2




What do these numbers mean?

r/r 14: secret.gif

r/y Regular file

metadata block #

14 ("Inode”)

secret.gif fle name




Use icat and the inode # to get the file contents.

r/r 14: secret.gif

S icat spicel.raw 14 > 14.jpg
S open 14.jpg mac

S gnome-open 14.jpg gnome

> start 14.jpg Windows



se icat and the inode # to get the file contents.

r/r 14: secret.gif

icat spicel.raw 14 > 14.jpg
open 14.jpg mac

v U W\n»

gnome-open 14.jpg gnome

> start 14.jpg Windows

%] man1.jpg

Zoom Move Select Slideshow

* Washington to meet with the Department of State on the

23 September 1970

CONTACT REPORT

SUBJECT: Meeting with
ITT, New York -

17 September 1970

..... In the course of discussions with he mentioned
that Mr, Geneen, Chairman of the Board, I[TT, and Mr. John McCone,
Director and Member of the Executive Committer, ITT, had gone to

+ of th

then imr ent Chilean election, By way of background,
stated : E 3¢ ribs 200 to the election and he

also stat

several other US
fir
in their view assure Alessandri's success,

rali

g funds which would

The pt ose the

McCone/Geneen visit to Washington, according tc
000, 000 contribution from the U, S,
aid that Geneen and McConé had a series of discussions
epartment of State :’:Ali.owmg‘which they met with Mr, Ehrlichman
at The While House, Mr. Ehrlichman in turn called the DCI and
arrangements were made for Mr. Geneen and Mr, McCone to meet with

was

r
to seek g Governme

2 senior Agency officer, On his return to New York, Mr, Geneen
mentioned his astonishment and disappointment at having failed to

solicit $2, 000,000 from the U, S, Government for this critical election,
Geneen is reported also to have stated that $2, 000, 000 plus the corporate
contribution might well have made the difference in the outcome of the
election. Geneen's estimate of costs ($3, 000, 000) was based on inform-
ation given ITT by Alessandri. Geneen further noted $2,000, 000 is not
an exceptional sum, in fact, it is the, now not uncomimon,
a Congréssional election in the US. According tc

Geneen attributed to Mr, Kissinger in which he referred to the Chilean
election as amodg the most serious (adverse) developments which have
occurred during the Nixon administration.

Approved for Release
July 2000




Look at the contents of ogiastw.jpg! TW By e

S fls -rp spicel.raw

r/r 3: SPICE (Volume Label Entry)
d/d * 5: New Folder

d/d 6: Jjunk

r/r * 517: junk/ anl. jpg

r/r 518: junk/manl. jpg

r/r * 519: junk/ an2.jpg

r/r 520: junk/man2. jpg

d/d * 8: New Folder

d/d 9: guns

r/r * 533: guns/ unpagel.htm
r/r 534: guns/gunpagel.htm

d/d * 11: New Folder

r/r * 549: New Folder/ rugsl.htm
d/d * 551: New Folder/drugsl files
r/r * 552: New Folder/ rugsl.htm
d/d * 12: _rugs

r/r * 549:  rugs/ rugsl.htm

d/d * 551:  rugs/drugsl files
r/r * 552:  rugs/ rugsl.htm

r/r * 13: _ecret.gif

r/r 14: secret.gif

r/r * 15 _ecret2.gif

r/r 16: secret2.gif

r/r * 17: _giastw.jpg

r/r 18: ogiastw.jpg
v/v 994691: S$SMBR
v/v 994692: SFATI1
v/v 994693: SFAT2




Look at the contents of ogiastw.jpg! Tyy ﬂ#"

Here is another way to do it:
First, use ifind to get the inode number of the file:

$ ifind -n /ogiastw.jpg spicel.iso
18
S

Next, use icat to extract the file from the disk image:

$ icat spicel.iso 18 > 18.jpg
S open 18.jpg




Look at the contents of ogiastw.jpg! T@y ﬂlﬁ

Here is another way to do it:

First, use ifind to get the inode numbe ?SO = ¢ _@ lsfg\ oy _@—:D»
i,Sifind -n /ogiastw.jpg spicel.iso il L RS
s OH GOD I AM SO
Next, use icat to extract the file fromt {VOJSA'::EE

$ icat spicel.iso 18 > 18.jpg
S open 18.jpg




fsstat shows technical details about the file system.

S fsstat spicel.raw
FILE SYSTEM INFORMATION

File System Type: FAT16

METADATA INFORMATION

Range: 2 - 994694

Root Directory: 2

OEM Name: MSDOS5.0

Volume ID: 0x64fb06c6b

Volume Label (Boot Sector): NO NAME
Volume Label (Root Directory): SPICE
File System Type Label: FAT16

CONTENT INFORMATION
Sector Size: 512

Cluster Size: 512

Total Cluster Range: 2 - 62137
Sectors before file system: 64

FAT CONTENTS (in sectors)
520-520 (1) -> EOF
521-521 (1) -> EOF
523-526 (4) -> EOF
527-539 (13) -> EOF
540-610 (71) -> EOF
611-687 (77) -> EOF

File System Layout (in sectors)
Total Range: 0 - 62655

* Reserved: 0 - 1

** Boot Sector: 0

* FAT 0: 2 - 244

* FAT 1: 245 - 487

* Data Area: 488 - 62655

** Root Directory: 488 - 519
** Cluster Area: 520 - 62655

688-795
796-864

$

(108) -> EOF
(69) -> EOF



img_stat shows information about the disk image.

$ img_stat spicel.raw
IMAGE FILE INFORMATION

Image Type: raw

Size in bytes: 32079872
S

$ img stat spicel.EO1l
IMAGE FILE INFORMATION

Image Type: ewf

Size of data in bytes: 32079872
MD5 hash of data: aebfd76cdd9b3eb0f6cl1658efc226886
$



TSK command-line programs divided up by layer.

J- journal layer

f- file name layer

- metadata (inode) layer

blk- content (data) layer

mm- volumes/partitions

Img_- Disk Images




TSK command-line programs divided by function.

-stat orint status

-IS iIst something
-find find something
-cat output contents
-calc compute something




Here are the commands we've used so far.

"t" tools work with file systems:
o fsstat — File system stat
e fls — list files and their inodes
e ffind — translates an inode number back to a file.

tools work with file system metadata (inodes & MFT)

e ifind — Finds the metadata given a data unit (-d), a file name (-n),
or the parent's metadata address (-p)

e jcat — QOutputs the contents of an inode.

"Img" tools work with disk images:
e img_stat — Prints statistics about the image
e img_cat — Copies the raw sectors to stdout.






File Carving


http://www.nps.gov/history/museum/exhibits/band/slideshow/CCC/carving_6.html
http://www.nps.gov/history/museum/exhibits/band/slideshow/CCC/carving_6.html

“Carving” searches for objects based on content, rather
than on metadata.

A———

Directory FILEA




“Carving” searches for objects based on content, rather
than on metadata.

Recoverable Word File

Ay

Directory FILE1 FILE2 FILE3

Recoverable embedded JPEG



File carving is a powerful tool for finding useful pieces of
information.

What can be carved:
e Disks & Disk Images

e Memory
e Files of unknown format (to find embedded objects)

Objects that can be recovered:
® |mages
e Text files & documents
e Cryptographic Keys

Why carve?
¢ Directory entries are overwritten
¢ Directory entries are damaged
¢ File formats aren’t known



Example: Carving JPEG Files

JPEGSs are container files

e Standard Header Header [FF D8 FF EO] or [FF D8 FF E1]
e Standard Footer 00 10 4a 46 49 46 ("JFIF")

lcons

e Embedded Images

Carving strategy:
¢ Find all headers
e Find all footers
e Save sectors to files

[FF D9]




Header/Footer carving involves saving the data between
a known header & known footer.

FF D8 FF EO
FF D9

FF D8 FF EO
FF D9

Disk Sectors 9



Header/Footer carving involves saving the data between
a known header & known footer.

FF D8 FF EO
FF D9

FF D8 FF EO
FF D9

Disk Sectors 9




Header/Footer carving involves saving the data between
a known header & known footer.

FF D8 FF EO
FF D9

FF D8 FF EO
FF D9

Disk Sectors 9




Header/Footer carving involves saving the data between
a known header & known footer.

This strategy Is used by foremost and scalpel.

FF D8 FF EO
FF D9

FF D8 FF EO
FF D9

Disk Sectors 9




Header/Footer carving involves saving the data between
a known header & known footer.

This strategy Is used by foremost and scalpel.

FF D8 FF EO
FF D9
"IFF D8 FF EO
FF D9

Disk Sectors 9




Header/Footer carving involves saving the data between
a known header & known footer.

This strategy Is used by foremost and scalpel.

a|FF D8 FF EO
FF D9

" MIFF D8 FF EO
FF D9

ﬁ Disk Sectors 9




Header/Footer carving involves saving the data between
a known header & known footer.

This strategy Is used by foremost and scalpel.

FF D8 FF EO
FILE
FF D9

q

=)
L
LL
LL o2
e Qo
Qo LL
L LL
LL

A Disk Sectors 9




Header/Footer carving involves saving the data between
a known header & known footer.

This strategy Is used by foremost and scalpel.

FF D8 FF EO
FILE
FF D9

MIFF D8 FF EO
FF D9

q

A Disk Sectors 9

Possible explanations:

1.This file may be fragmented.
2.The file may have been overwritten.

If the file is fragmented, it can be recovered with
fragment recovery carving



Is fragment reassembly carving important?
We analyzed 400 hard drives to find out.

Today's file carvers cannot process
fragmented files.

My research group has disk images
from used hard drives acquired
around the world.

/

These drives simulate drives taken
from production during a search.

~275 had relevant file systems.



Files can be fragmented into two or more pieces.

FAT! NTFS UFS

# File systems: 219 51 5
# Fragments Number of Files

(contiguous) 1,285,975 502,050 70,222

2 25,151 20,851 10,932

3 4,929 5,622 1,047

4 2,473 3,176 408

5-10 4,340 11,730 658

11-20 1,591 7,001 04

21-100 1,246 10,912 13

101-1000 185 5,672 0

1001- 2 567 0

Total Files: 1,325,892 567,581 83,374




Forensically important files are more likely to be
fragmented than non-important files.

. file Size of files with 2 fragments:
ThlS IS reSU”: Of: Ext count avg stddev max
" : pnf 7,583 41,583 81,108 1,317,368
¢ |ncremental writing of log files. dl 7479 221 400 384 758 0 857 608
e Writing files to disks that have html 3,417 28,388 66,694 2,505,490
: - jpeg 2,963 29,673 178,563 6,601,153
bee_n in use for an extended period St 2566 72133 99.370 3073 051
of time. exe 2,348 | 300,528 4,354,053 206,199,144
e Microsoft Word update strategies. 1 11251 57,475 130,630 1,998,576
dat 780 291,407 673,906 7,793,936
z 716 74,353 340,808 6,248,869
h 690 16,444 12,232 110,592
inf 683 79,578 101,448 522,916
wav 575 | 1,949,459 6,345,280 39,203,180
swf 548 62,582 120,138 1,155,989
ttf 540 163,854 649,919 10,499,104
sys 513 | 1,276,323 12,446,966 150,994,944
txt 480 33,410 275,641 5,978,896
hip 475 185,259 375,461 3,580,078
tmp 450 206,908 772,290 8,388,608
o) 440 103,939 205,617 1,501,148
wmf 418 48,864 49,869 586,414

Table 7: Most common files in corpus consisting of
two fragments, by file extension.



Fragment Recovery Carving can reassemble fragmented
files using validation.

Fragment Recovery Carving:
- LEN blocks

5 —

B h sectors > oz 3 <f sectors %

i 2L L

: g sectors i
LEN = S-F+1

for I in range(0,LEN):
for J in range(0,LEN-I):
data = blocks[S:S+1] + blocks[F-J:J]
if valid(data)==True: save(data)



Fragment Recovery Carving can reassemble fragmented
files using validation.

Fragment Recovery Carving:
- LEN blocks

NOT
FILE

h sectors > <f sectors

T—t Footer

GL)
©
®
)
I
: 14 “‘ig Cr g sectors

LEN = S-F+1
for I in range(0,LEN):
for J in range(0,LEN-I):
data = blocks[S:S+1] + blocks[F-J:J]
if valid(data)==True: save(data)



Fragment Recovery Carving can reassemble fragmented
files using validation.

Fragment Recovery Carving:
- LEN blocks

NOT
FILE

h sectors > <f sectors

T—t Footer

GL)
©
®
)
I
: 14 “‘iﬂ v g sectors

LEN = S-F+1
for I in range(0,LEN):
for J in range(0,LEN-I):
data = blocks[S:S+1] + blocks[F-J:J]
if valid(data)==True: save(data)




Fragment Recovery Carving can reassemble fragmented
files using validation.

Fragment Recovery Carving:
- LEN blocks

CT) —

B h sectors > oz 3 <f sectors %

i 2L L

: g sectors i
LEN = S-F+1

for I in range(0,LEN):
for J in range(0,LEN-I):
data = blocks[S:S+1] + blocks[F-J:J]
if valid(data)==True: save(data)




Header/Length Carving takes advantage of blocks that
code a file’s length.

Header/Length sectors: (LEN blocks are found in ZIP & MSOffice)

Header
Length
LEN

- LEN blocks

Header/Embedded Length Carving:

e | ooks for structures that code length.
e \Works with MS Office and ZIP files



Header/Length Fragment Recovery Carving:

| Blocks J Blocks K Blocks

LEN

Length

)| Header
e

for I in range(0,LEN):
for J in range(O,LEN-I):
K=LEN - (I+J)
data = blocks[S:S+1] + blocks[P-J:P+K]
if valid(data)==True: save(data)



Carving tools available today:

Open Source:
e Foremost - Developed by Jesse Kornblum and Kris Kendall at AFOSI
e Scalpel - Improved version of Foremost, by Golden G. Richard Il
e CarvFsS - Virtual file system for carving
¢ PhotoRec - Recovers lost photos from hard drives
e RevIT & S2 - Experimental carvers developed for DFRWS 2006 carving challenge

Commercial:
e Adroit Photo Recovery — Amazing, but only works on JPEGs
e EnCase - comes with some eScripts that will carve
e Datal.ifter - File Extractor Pro



Let's use scalpel to find those JFIF files...

S tar xfz scalpel-1.60.tar.gz
S cd scalpel-1.60;make bsd

gcc -Wall -02 -D OPENBSD -c
gcc -Wall -02 -D OPENBSD -c
gcc -Wall -02 -D OPENBSD -c
gcc -Wall -02 -D OPENBSD -c
gcc -Wall -02 -D  OPENBSD -c
gcc -Wall -02 -D OPENBSD -c
gcc -Wall -02 -D OPENBSD -0

helpers.o scalpel.o files.o dig
base name.o -1m

S

helpers.c
scalpel.c
files.c
dig.c
prioque.c
base name.c
scalpel

.0 prioque.o



Edit the Scalpel config file to look for JPEGs...

H H W H KWK H* H H*

H*

GIF and JPG files (very common)

PNG

BMP

TIFF

TIFF

gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe

(used by MSWindows, use only if you have reason to think there are
BMP files worth digging for. This often kicks back a lot of false
positives

bmp y 100000 BM??2\x00\x00\x00

tif y 200000000 \x49\x49\x2a\x00

tif y 200000000 \x4D\x4D\x00\x2A



Edit the Scalpel config file to look for JPEGs...

B e e e
# GRAPHICS FILES
e
#
# GIF and JPG files (very common)
gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9
#
#
# PNG
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe
#
#
# BMP (used by MSWindows, use only if you have reason to think there are
# BMP files worth digging for. This often kicks back a lot of false
# positives
#
bmp y 100000 BM??2\x00\x00\x00
#
# TIFF
tif y 200000000 \x49\x49\x2a\x00
# TIFF
tif y 200000000 \x4D\x4D\x00\x2A

Extension



Edit the Scalpel config file to look for JPEGs...

B e e e e e e e e e e e e
# GRAPHICS FILES
B e e
#
# GIF and JPG files (very common)
gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9
#
#
# PNG
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe
#
#
# BMP (used by MSWindows, use only if you have reason to think there are
# BMP files worth digging for. This often kicks back a lot of false
# positives
# s
bmp  y Case Sensitive Header/Footer
#
# TIFF
tif y 200000000 \x49\x49\x2a\x00
# TIFF
tif y 200000000 \x4D\x4D\x00\x2A

Extension



Edit the Scalpel config file to look for JPEGs...

B e e e e e e e e e e e e
# GRAPHICS FILES
B e e
#
# GIF and JPG files (very common)
gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9
#
#
# PNG
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe
#
#
# BMP (used by MSWindows, use only if you have reason to think there are
# BMP files worth digging for. This often kicks back a lot of false
# positives
# s
bmp  y Case Sensitive Header/Footer
# Af/////
# TIFF
tif y 200000000 \x49\x49\x2a\x00
# TIFF
tif y 200000000 \x4D\x4D\x00\x2A

Extension



Edit the Scalpel config file to look for JPEGs...

B e e e e e e e e e e e e
# GRAPHICS FILES
B e e
#
# GIF and JPG files (very common)
gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9
#
#
# PNG
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe
#
#
# BMP (used by MSWindows, use only if you have reason to think there are
# BMP files worth digging for. This often kicks back a lot of false
# positives
# s
bmp  y Case Sensitive Header/Footer
# k//////
# TIFF
tif y 200000000 \x49\x49\x2a\x00
# TIFF
tif y 200000000 \x4D\x4D\x00\x2A

Extension Max Size



Edit the Scalpel config file to look for JPEGs...

B e e e e e e e e e e e e
# GRAPHICS FILES
B e e
#
# GIF and JPG files (very common)
gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9
#
#
# PNG
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe
#
#
# BMP (used by MSWindows, use only if you have reason to think there are
# BMP files worth digging for. This often kicks back a lot of false
# positives
# s
bmp  y Case Sensitive Header/Footer
# k//////
# TIFF
tif y 200000000 \x49\x49\x2a\x00
# TIFF
tif y 200000000 \x4D\x4D\x00\x2A

Extension Max Size Header



Edit the Scalpel config file to look for JPEGs...

B e e e e e e e e e e e e

# GRAPHICS FILES

B e e

#

# GIF and JPG files (very common)
gif y 5000000 \x47\x49\x46\x38\x37\x61 \x00\x3b
gif y 5000000 \x47\x49\x46\x38\x39\x61 \x00\x3b
jpg y 200000000 \xff\xd8\xff\xe0\x00\x10 \xff\xd9

#

#

# PNG Footer
png y 20000000 \x50\x4e\x477? \xff\xfc\xfd\xfe

#

#

# BMP (used by MSWindows, use only if you have reason to think there are

# BMP files worth digging for. This often kicks back a lot of false

# positives

# s
bmp  y Case Sensitive Header/Footer

# k//////

# TIFF
tif y 200000000 \x49\x49\x2a\x00

# TIFF
tif y 200000000 \x4D\x4D\x00\x2A

Extension Max Size Header



Run scalpel with memory image as input file...

$ ./scalpel -c scalpel.conf -o outdirl ~/image.dd
Scalpel version 1.60
Written by Golden G. Richard III, based on Foremost 0.69.

Opening target "/Users/simsong/image.dd"
Image file pass 1/2.

/Users/simsong/image.dd: 19.5% |#***x*x*%xx%xx | 100.0 MB
00:21 ETA



Run scalpel with memory image as input file...

Carve lists built. Workload:

gif with header "\x47\x49\x46\x38\x37\x61" and footer "\x00\x3b" --> 9 files
gif with header "\x47\x49\x46\x38\x39\x61" and footer "\x00\x3b" --> 103 files
jpg with header "\xff\xd8\xff\xe0\x00\x10" and footer "\xff\xd9" --> 15 files
png with header "\x50\x4e\x47\x3f" and footer "\xff\xfc\xfd\xfe" --> 5 files
bmp with header "\x42\x4d\x3f\x3f\x00\x00\x00" and footer "" --> 32 files

tif with header "\x49\x49\x2a\x00" and footer "" --> 2 files

tif with header "\x4d\x4d\x00\x2a" and footer "" --> 3 files

Carving files from image.

Image file pass 2/2.

/Users/simsong/image.dd: 100.0% |
*************************************************************| 512.0 MB OO:OO
ETAProcessing of image file complete. Cleaning up...

Done.

Scalpel is done, files carved = 169, elapsed = 45 seconds.

$ 1ls -1 outdir

total 12

—-Irw-Yr--r—-— 1 simsong simsong 10055 Oct 5 18:36 audit.txt

drwxr-xr-x 34 simsong simsong 1156 Oct 5 18:35 bmp-4-0/

drwxr-xr-x 11 simsong simsong 374 Oct 5 18:36 gif-0-0/

drwxr-xr-x 105 simsong simsong 3570 Oct 5 18:36 gif-1-0/

drwxXr-xr-x 17 simsong simsong 578 Oct 5 18:35 jpg-2-0/

drwxr-xr-x 7 simsong simsong 238 Oct 5 18:35 png-3-0/

drwxr-xr-x 4 simsong simsong 136 Oct 5 18:35 tif-5-0/

drwxr-xr-x 5 simsong simsong 170 Oct 5 18:35 tif-6-0/

$



Run scalpel with memory image as input file...

Scalpel version 1.60 audit file

Started at Sun Oct 5 18:35:20 2008

Command line:

./scalpel -c scalpel.conf -o outdirl /Users/simsong/image.dd

Output directory: /Users/simsong/scalpel-1.60/outdirl
Configuration file: /Users/simsong/scalpel-1.60/scalpel.conf

Opening target "/Users/simsong/image.dd"

The following files were carved:

File Start Chop Length Extracted
From

00000132.bmp 14597258 YES 100000 image.dd
00000010.gif 11806720 NO 1416 image.dd
00000009.gif 11804672 NO 2004 image.dd
00000012.gif 50000312 NO 44 image.dd
00000011.gif 42857896 NO 332 image.dd
00000015.gif 62047623 NO 53 image.dd
00000014.gif 60672512 NO 371 image.dd
00000013.gif 60672208 NO 61 image.dd
00000017.g1if 65827840 NO 477 image.dd
00000016.gif 65826816 NO 451 image.dd
00000000.gif 66591424 NO 3537 image.dd
00000113.jpg 74222592 NO 129055 image.dd
00000112.jpg 74219520 NO 2383 image.dd



And here's some of what we found...



And here's some of what we found...

00000132.bmp
Windows bitmap image

Name &  Date Modified Size Kind
* 00000133.bmp Today, 6:35 PM 100 KB Windo...image
“ 00000134.bmp Today, 6:35 PM 100 KB Windo...image
* 00000135.bmp Today, 6:35 PM 100 KB Windo...image
“ 00000136.bmp Today, 6:35 PM 100 KB Windo...image




And here's some of what we found...

v

s

00000138.bmp

Windows bitmap image

«E e iy

Name
00000132.bmp

00000133.bmp
00000134.bmp
00000135.bmp
00000136.bmp
00000137.bmp

Date Modified

Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM

Size
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB

Kind

Windo..
Windo..
Windo..
Windo..
Windo..
Windo..

image
image
image
image
image
image




Name

| 00000132.bmp
%/ 00000133.bmp
“ 00000134.bmp
%/ 00000135.bmp
“ 00000136.bmp
00000137.bmp
00000138.bmp

And here's some of what we found...

00000145.bmp

Windows bitmap image

Date Modified

Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM

Size
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB

Kind

Windo..
Windo..
Windo..
Windo..
Windo..
Windo..
Windo..

.image
image
.image
image
.image
image
image




Name
00000134.bmp

“ 00000135.bmp

00000136.bmp
00000137.bmp
00000138.bmp

'“| 00000139.bmp

00000140.bmp

And here's some of what we found...

00000149.bmp

Windows bitmap image

Date Modified

Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM

Size
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB

Kind

Windo..
Windo..
Windo..
Windo..
Windo..
Windo..
Windo..

image
.image
image
.image
image
.image
image




And here's some of what we found...

Name

%/ 00000141.bmp

00000142.bmp

%/ 00000143.bmp

00000144.bmp
00000145.bmp
00000146.bmp

%/ 00000147.bmp

~

00000151.bmp

Windows bitmap image

Date Modified

Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM

Size
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB

Kind

Windo..
Windo..
Windo..
Windo..
Windo..
Windo..
Windo..

.image
.image
.image
.image
.image
.image
.image



And here's some of what we found...

Name

%| 00000141.bmp
* 00000142.bmp
%| 00000143.bmp
* 00000144.bmp

00000145.bmp

¥| 00000146.bmp
% 00000147.bmp

00000153.bmp

Windows bitmap image

Date Modified

Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM
Today, 6:35 PM

Size
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB
100 KB

Kind

Windo..
Windo..
Windo..
Windo..
Windo..
Windo..
Windo..

image
image
image
image
image
image
image




And here's some of what we found...

A ra~a

e NEL Passport s

00000008.gif

Graphics Interchange Format (GIF)

If Name ' & Date Modiﬁed Size Kind )
v | gif-0-0 Today, 6:36 PM S Folder

00000000.qif Today, 6:35 PM 4 KB Graph...t (GIF,

* 00000001.qif Today, 6:35 PM 12 KB Gr