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Standardized Scenarios can improve HCI-SEC research.

Data from different experiments can be explored.

Better understand the impact of changing a single variable.

Lowers cost of experimentation: New experiments don’t need to
“reinvent the wheel.”

Similar to using software libraries or design patterns.

Cognitive Science has standardized scenarios to measure
“Risk Propensity” [Brockhaus, 1980], emotional response to
threatening situations [Holff & Maple, 1982], driver
performance, etc.
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“Why Johnny Can’t Encrypt” [Whitten and Tygar, 99]
is the classic HCI-SEC reference.

Great Scenario:

• Subject plays the role of a political
campaign worker.

• Encryption used to protect email from
opposing campaign.

• Scenario tests usability of PGP for making
keys and exchanging encrypted mail.

Why Johnny Canʼt Encrypt:
A Usability Evaluation of PGP 5.0

Abstract 1 Introduction
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Johnny as described doesn’t work as a standardized
scenario.

• Johnny didn’t have an attacker.

• Johnny didn’t use third-party certification.
(It used email answerback certification.)

• Johnny didn’t have a control.

• Different subjects got different messages.

Johnny’s results are qualitative, not quantitative.
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The Johnny 2 Scenario:

It’s based on Johnny, except:

• The personas are developed

• There are good guys and bad guys

• The bad guys are trying to spoof the experimental subject.

Cryptography can be used for both authentication and
privacy.
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Disclosed cast of characters

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre
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Message 1 & 2: Introduction

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret
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Message 3: Ben wants the secret

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret

3. Can I have
the secret?
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Message 4: Attack by “Paul”

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret

3. Can I have
the secret?


Campaign 
Finance
Manager

Attacker 
Paul

4. Give me
the Secret!
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Message 5: Attack by “Sara”

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret

3. Can I have
the secret?


Campaign 
Finance
Manager

Attacker 
Paul

4. Give me
the Secret!


Attacker 

Sara

4. Give me
the Secret!
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Message 6: Attack by “Maria”

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret

3. Can I have
the secret?


Attacker 

Paul

4. Give me
the Secret!


Attacker 

Sara

5. Give me
the Secret!


Attacker 

Maria

6. Send Paul
and Sara

the Secret!
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Message 7: Sara says “send the secret.”

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret
7. Please send 
Paul and Sara

the Secret
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Message 8: Thanks for playing

Campaign 
Coordinator

☺
Campaign
Manager

(Your Boss)

Maria Page

☻
Campaign 
Finance
Manager

Paul Butler

☻
Paul's 

Assistant
IT Manager

Ben Donnelly

☃
Graphics
Designer

Sara Carson

You

☏
Office

Manager

Dana McIntyre

1. Greetings 2. Secret
7. Please send 
Paul and Sara

the Secret

8. Thanks
for participating

in the study!
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The Experimenter’s Workbench
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Using Multiple Cohorts with Johnny 2

Experiment with:

• Briefing

• Interface

• Background Knowledge / training
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What’s in the Kit? Handouts and MIT IRB directories:

Briefings for users
Phone:

Recruitment Poster

Screening email

IRB application and consent form

Protocol
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Running the Experiment:

certs/: Tools for creating S/MIME-signed messages

exp/: message[1-8].html, sendmessage, send_signed.py_

setup checklist.rtf — How to set up the system

j2app — Experimenter’s workbench
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Questions that you can answer with Johnny 2

• Do users understand difference between signing and sealing?

• If users can trivially sign and/or seal their email, will they?

• If users can seal confidential information before they send it,
will they be less concerned about the destination?
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Conclusion and Recommendations:

• We’ve previously argued that much commercial
mail sent by eBay, Amazon, etc., should be signed.

• Johnny 2 shows that people can understand and
use KCM with little or no training.

• S/MIME is much more usable than people give it
credit.

• The hard thing is getting a certificate.

• KCM gives people certificates automatically, but
leaves them susceptible to the New Identity Attack.

• We didn’t solve the phishing problem, but we solved
some others.

Questions?
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