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The disk sanitization problem.
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1. Scale of the problem | hl” |

2. The Traceback Study



Disk Sanitization

Recall some of the goals of computer security:
e Availability

e Confidentiality

e Data Integrity

e Control

e Audit



Confidentiality means preventing unauthorized disclosure.

Data can be:
e In flight

e Stored

Most data spends most of its time in storage.



Data over time: Conceptual
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210 million drives will be retired this year.
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“Retire?”

Deckard (Harrison Ford) retiring a replicant.
“Blade Runner” (1982)



Hard drives pose special problem for computer security

Do not forget data when power is removed.
Contain data that is not immediately visible.

Today’s computers can read hard drives that
are 15 years old!

e Electrically compatible (IDE/ATA)

e | ogically compatible
(FAT16/32 file systems)

e \ery different from tape systems




Data over time: Actual
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There is a significant secondary market for used disk drives.
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About 1000 used drives/day sold on eBay.
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Today there are three primary techniques for assuring data
confidentiality.

1. Physical security.
2. Logical access controls. (operating system)

3. Cryptography (disk & link)
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When a disk is thrown out or repurposed, most of these
techniques don’t work.

1. Rl

KA MO AL e e g ) ey
3. Cryptography (disk & link)

And most people don’t encrypt their data.
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More bad news.

FORMAT C: doesn’t erase the hard drive.

e CAWINDOWS\system32\cmd.exe - format c:

Covn2>format o
The type of the File system 1s NIFS.

WAENING, ALL DRIA ON NON-RERMOURBLE DISK

DRIUVE C: WILL BE LOST*
Proceed with Fopmat <Y NH)>?

FORMAT just writes a new root directory.
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DEL doesn’t delete files

e+ CAWINDOWS\system 3 2\cmd. exe

Gistrprdir
Uolume in dpive C has no lahal.
Uolume Serial Humber is 1491 H=FGSR

Mrectory of Gistmp
1152804 KHY::2H PH
18-.1%-28684 B@A9:28 PH > -
10032884 11:34 AH 27.262.9M% big_secret . txt
1 File{zs>» ; 2. 776 bytes
? Dip=d L2082 878288 bytes free

Cistmprdel big_secret.txt

Cistmprdis
Uolume in drive ¢ hazs no lahel.
Uolume Serial Humber iz 1418-FC4A

18-15%-28684
1 A1 522 0

Castnprg

DEL simply removes the file’s name from the directory.
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These failings are shared by all modern file systems.

e FAT12 — DOS Floppy disks

e FAT16, FAT32 — DOS, Windows, USB Drives
e NTFS — Windows NT/XP/Longhorn

e UFS, FFS, EXT2/3 — Unix

e HFS, HFS+ — MacOS

e Novell

Compressed and Encrypted file systems complicate
recovery of data.
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A typical hard disk

Factory-Fresh Hard disk: All Blank
— O\

Each block is
512 bytes

A 20G disk has
40M blocks.

O O | OO0 | o
OO0 | OO0 | o

OO O | OO | o
OO0 O 0o| o
OO0 | OO | o
OO0 | O 0o | o
O O | O 0o | o

Disk blocks (not to scale)
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“All Blank™

Each block has 512 ASCII NULs:

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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% format C:*

o Writes:
— Boot blocks

— Root directory BIF|F | Fmo O
— “File Allocation 0700|0000
Table” (FAT) ololololololo

— Backup
“superblocks” 0/0[{0|0/0|0]O0
(UFS/FFS) ololololololo

* May also:

— Validate surface

* Examples based on FAT32 running under Unix
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% cp bfs1 /mnt/b1
% cp bfs2 /mnt/b2

* Writes:
— File Contents
— File Directory Entry BI|F|F|F /b1 /b2
— Bookkeeping W
ecretFile #1

KB{Secret File #2

0/0[0|0]0]|O0

0/0[0|0]0|O0

| OO0 | 0O | o

* root directory:

bl . jan 1 2004 Dblock 7
b2 . jan 1 2004 block 14




% rm /mnt/b1
% rm /mnt/b2

 \Writes:

— New root directM
B|F

/\

— Bookkeeping F | F [/?1(/?2| 0
Big Secret File #1 0
Big Secret File #2 0
0, 0/0|0|0]|0]O0
0/,0/0|0|0]|0]O0
* new root directory:
e SRS
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% cp Madonna.mp3 /mnt/mp3

 \Writes:

— New root directory

— madonna.mp3 [?2] 0
— Bookkeeping o #1 0
Ig Secret File #2 0
0/,0{0]0]0|0]O0
. 0,0{0]0]0|0]O0
* new root directory:
Madonna_.mp3 jan 2 2004 block 7
22 jan 1 2004 Dblock 14
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What's on the disk?

Madonna.mp3

Madonna.mp3’s directory B|F|F |F mp3/?72| 0
entry tFile#1 |0
All of B2 Big Secret File #2 0

O0/0/0|0]0]|0O0|O0
Most of B2's directory ololololololo
entry

Part of B1



Taxonomy of hard disk data

Level 0 |Files in file system

Level 1 | Temp files (/tmp, /windows/tmp, etc)
_evel 2 |Recoverable deleted files

_evel 3 |Partially over-written files

_evel 4 |Data accessible by vendor

commands

Level 5

Overwritten data
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Level 4 Data: Vendor Area

Disk operating system

Bad block regions

Big Secret File #2

0000

0000

24



Level 5: Overwritten Data

 Disk Drives are

analog devices

0.8

0.6

0.4

0.2

— Voltage
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Level 5: Overwritten Data

 Disk Drives are 1
analog devices 0s
 Qverwritten data
doesn't just die... 06 Pass 1
— Pass 2
0.4
0.2
0

o o1 1 1

26



Level 5: Overwritten Data

e Disk Drives are 1

analog devices 0s -
« Overwritten data

doesn’t just die... 0.6 Pass 1
 Read data should 0.4 — Voltage

be a function of all 0

revious data
Salues... ol Ll L
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Level 5: What to do?

« DOD 5220.22-M

— “Degauss with a Type | degausser”
— “Degauss with a Type || degausser”

— “Overwrite all locations with a character, it's
complement, then a random character and
verify”

— Destroy, Disintegrate, incinerate, pulverize,
shred, or melt

28



Type 1 Degausser

Model HD-2000

/3 seconds cycle time

260 lbs

$13,995 el
Monthly rental $1,400 @ &=

Note:

— Your hard disk won’t work™a
been degaussed (why not?)

http://www.datadev.com/v90.htm
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Drive Slagging

* Melting down the
drives works just -
fine _;,:gi%;ﬁ ?

£ 7
LR EaN

http://driveslag.eecue.com/
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Drive Slagging Cont...

31



Drive Slagging

» “Good luck removing data from this.”

32



Punching a hole also works.
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The bad news: Most people aren’t using these techniques.



Purchased used from a computer store in August 1998:




Computer #1: 486-class machine with 32MB of RAM

A law firm’s file server...

...with client documents!

Computers #2 through #10 had:

e Mental health records
e Home finances
e Draft of a novel...

Was this a chance accident or common occurrence?
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Between January 1999 and April 2002,
| acquired 236 hard drives on the secondary market.
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Drives arrived by UPS




Data on drives “imaged” using FreeBSD

dd if=/dev/ad0 of=file.img bs=65536 conv=noerror,sync
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Images stored on a RAID

UPS #1
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For every drive, | cataloged:

e Disk SN, date of manufacture, etc.

e Every readable sector on the drive..

e All visible files.
e MD5 of every file.

e MDS5 of the image.

M| Caviar. 22500 ] |

= ||| Drive Parameters: 4860 ¢yl « 16heads » 63 spt + 2559.8MB

B | vou| aczo-7iA
B | ccc| nszavew

AT Compatible Intelligent Drive

BMAAECLOBBRA

[ﬁﬂ] HEWLETT Replacement P/N:D2686 - 63001
PACKARD Exchange P/N: D2686 - 69001
Manufactured o Hewlett— Packard Standands

2500 MB AT Drive  AC22500 -71LA ==
6 01 f

HP P/N: D2666-601

LML s
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Example: Disk #70: IBM-DALA-3540/81B70E32

Purchased for $5 from a Mass retail store on eBay
Copied the data off: 541MB

Initial analysis:

Total disk sectors: 1,057,392

Total non-zero sectors: 989,514

Total files: 3
The files:
drwxrwxrwx O root O Dec 31 1979 ./
-r-xr-xr-x O root 222390 May 11 1998 I0.5YS
-r-xr-xr-x O root 9 May 11 1998 MSDOS.SYS
-rwxrwxrwx O root 93880 May 11 1998 COMMAND.COM
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Clearly, this disk had been FORMATed...

= CAWINDOWS\system32\cmd.exe - format c:

C:w2format o
The type of the file system 1s NIFS.

WARNING, ALL DATA ON NONM-REMOUABLE DISK

DRIVE C: WILL BE LOST!
Proceed with Format <{Y-/H>?

Windows FORMAT doesn’t erase the disk...
FORMAT just writes a new root directory.
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UNIX “strings” reveals the disk’s previous contents...

Insert diskette for drive

and press any key when ready
Your program caused a divide overflow error.

If the problem persists, contact your program vendor.
Windows has disabled direct disk access to protect your 1o
To override this protection, see the LOCK /7 command for n
The system has been halted. Press Ctrl+Alt+Del to restart
You started your computer with a version of MS-DOS incompa
version of Windows. Insert a Startup diskette matching thi

OEMString = "NCR 14 inch Analog Color Display Enchanced SV
Graphics Mode: 640 x 480 at 72Hz vertical refresh.
XResolution = 640
YResolution = 480
VerticalRefresh = 72
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70.img con't...

ling the Trial Edition

IBM AntiVirus Trial Edition is a full-function but time-1li
evaluation version of the IBM AntiVirus Desktop Edition pr
may have received the Trial Edition on a promotional CD-RC
single-file installation program over a network. The Tria
is available in seven national languages, and each languag
provided on a separate CC-ROM or as a separa

EAS.STCm

EET.STC

ELR.STCq

ELS.STC
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70.img con't...

MAB-DEDUCTIBLE

MAB-MQOQOP

MAB-MOOP-DED
METHIMAZOLE

INSULIN (HUMAN)
COUMARIN ANTICOAGULANTS
CARBAMATE DERIVATIVES
AMANTADINE

MANNITOL

MAPROTILINE
CARBAMAZEPINE
CHLORPHENESIN CARBAMATE
ETHINAMATE

FORMALDEHYDE

MAFENIDE ACETATE
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[Garfinkel & Shelat 03] established the scale of the problem.

We found:

e Thousands of credit card
numbers (many disks)

e Financial records
e Medical information
e Trade secrets

e Highly personal
iInformation

il PREMIER ISSUIE

SEGURITY§ PRI\IAGY

Building Confiden a Networked World

Fac over
Flé’t104

We did not determine why the data had been left behind.
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There are roughly a dozen documented cases of people
purchasing old PCs and finding sensitive data.

e A woman in Pahrump, NV bought a
used PC with pharmacy records
[Markoff 97]

e Pennsylvania sold PCs with
“thousands of files” on state
employees [Villano 02]

e Paul McCartney’s bank records sold
by his bank [Leyden 04]

e O&0O Software GmbH — 200 drives.

None of these cases are scientifically rigorous.
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Why don’t we hear more stories?

Hypothesis #1:

Hypothesis #2:

Hypothesis #3:

Disclosure of “data passed” is exceedingly
rare because most systems are properly
cleared.

Disclosures are so common that they are not
newsworthy.

Systems aren’t properly cleared, but few
people notice the data.
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| think that data left behind on hard drives is a serious social
problem.

Large numbers of drives are being sold
and given away.

Many of them appear to have hidden
confidential information.

We are morally obligated to solve this problem!
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[Garfinkel 05] presents five distinct patterns
for addressing the sanitization problem

Visibility Sanitization
T 1 T ¥
Users Users

User Explicit Item Reset to
Audit Delete Installation

Delayed
Unrecoverable
Action

Complete
Delete

'
2 =7 @D FEH®

Document Files, Applications, and Media

http://www.simson.net/thesis/
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http://www.simson.net/thesis/

To be effective, a solution must address the root cause

Usability Problem: Education Problem:

e Effective audit of information e Add training to the interface.
present on drives. [Whitten 04]

e Make DEL and FORMAT e Regulatory requirements.
actually remove data. [FTC 05, SEC 05]

[Bauer & Priyantha 01]

e |egal liability.
e Provide alternative strategies for
data recovery.

To find that cause,
| looked on the drives and contacted the data subjects.
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Data on a hard drive is arranged in sectors.

tmp usr bin

- n slg
/\ V A

The white sectors indicate directories and files that are
visible to the user.
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Data on a hard drive is arranged in sectors.

bin

) V V /. V AN

The brown sectors indicate files that were deleted.

/\ V A
. .

53



Data on a hard drive is arranged in sectors.

/\ V AN
A \/ V /\ V AN
/\ V A

The green sectors indicate sectors that were never used (or
that were wiped clean).

54



Stack the disk sectors:

C

] 7
=
8

@
ol
5
[7)
L.
=
=] [
=

Zero Blocks

Deleted Files

Files
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NO DATA: The disk is factory fresh.

All Blocks are
Zero

time
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FORMATTED: The disk has an empty file system

Blank
Blocks
— File System Structures

tlme
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AFTER OS INSTALL: Temp. files have been deleted

Free Blocks
Deleted temporary files
OS and Appllcatlons

tlme
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AFTER A YEAR OF SERVICE

Blocks never written
Deleted files
. 1 year ..
OS, Applications,
and user files

tlme
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DISK NEARLY FULL!

‘l! . 1 year ..

tlme

OS, Apps,
user files,

and lots of
MP3s!

60



FORMAT C:\ (to sell the computer.)

... Tyear ...

]

time

Recoverable
Data
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We can use forensics to reconstruct motivations:

Training l l Usability
failure failure

time
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The drives are dominated by failed sanitization attempts...

2,500
2,000 |
[ No Data (blocks cleared)
B Data not in the file system (level 2 and 3)
1.500 L [ 1 Data in the file system (level 0)
g
=
2
<
20
)
=
1,000
000 F I
0 1L i 1. |I |I _ly I I ‘ ‘ ILL ‘I| ‘ I

..but training failures are also important.




Overall numbers

Drives Acquired:

Drives DOA:

Drives Images:

Drives Zeroed:

Drives “Clean Formatted:”

Total files:
Total data:

236
60
176
11
22

168,459
125G
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Only 33 out of 176 working drives were properly cleared!

e 1 from Driveguys — but 2 others had lots of data.

e 18 from pcjunkyard — but 7 others had data.

e 1 from a VA reseller — 1 DOA; 3 dirty formats.

e 1 from an unknown source — 1 DOA, 1 dirty format.
e 1 from Mr. M. who sold his 2GB drive on eBay.



MDS5 hashing allows the identification of files.

Interestingly, few unique files that had not been deleted:

File type Unique Files
Microsoft Word files: /83
Microsoft Excel files: 184
Microsoft PowerPoint files: 30
Outlook PST files: 11
audio files: 977

Conclusion: most users DELeted their files before
discarding their drives.



But what really happened?

| needed to contact the original drive owners.
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The Remembrance of Data Passed Traceback Study.

[Garfinkel 05]

1. Find data on hard drive
2. Determine the owner

3. Get contact information
for organization

4. Find the right person
inside the organization

5. Set up interviews

6. Follow guidelines for
human subjects work

06/19/1999
03/31/1999
08/27/1999
03/31/1999
03/31/1999
08/27/1999
03/31/1999
03/31/1999
08/27/1999
03/31/1999
03/31/1999
03/31/1999
04/01/1999
04/05/1999
04/06/1999
04/07/1999

N NN NN NN NN N N N N N N N N TNTYN N>

:dir216/Four H Resume.doc
:dir216/U.M. Markets & Society.doc
:dir270/Resume-Deb.doc
:dir270/Deb-Marymount Letter.doc
:dir270/Links App. Ltr..doc
:dir270/Resume=Marymount U..doc
:dir270/NCR App. Ltr..doc
:dir270/Admissions counselor, NCR.doc
:dir270/Resume, Deb.doc

:dir270/UMUC App. Ltr..doc
:dir270/Ed. Coordinator Ltr..doc
:dir270/American College ...doc
:dir270/Am. U. Admin. Dir..doc
:dir270/IR Unknown Lab.doc
:dir270/Admit Slip for Modernism.doc
:dir270/Your Honor.doc

This was a lot harder than | thought it would be.
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Ultimately, | contacted 20 organizations between April 2003
and April 2005.




The leading cause: betrayed trust.

Trust Failure: 5 cases

v Home computer; woman’s son took to “PC Recycle”
v/ Community college; no procedures in place

v Church in South Dakota; administrator “kind of crazy”
v Auto dealership; consultant sold drives he “upgraded”
v/ Home computer, financial records; same consultant

This specific failure wasn’t considered in [GS 03];
it was the most common failure.
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Second leading cause: Poor training and supervision

Trust Failure: 5 cases

Lack of Training: 3 cases

v’ California electronic manufacturer
v Supermarket credit-card processing terminal
v ATM machine from a Chicago bank

Alignment between the interface and the underlying
representation would overcome this problem.
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Sometimes the data custodians just don’t care.

Trust Failure: 5 cases
Lack of Training: 3 cases

Lack of Concern: 2 cases

v Bankrupt Internet software developer
v Layoffs at a computer magazine

Regulation on resellers might have prevented these cases.
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In seven cases, nho cause could be determined.

Trust Failure: 5 cases
Lack of Training: 3 cases
Lack of Concern: 2 cases

Unknown Reason: 7 cases

X Bankrupt biotech startup

X Another major electronics manufacturer
X Primary school principal’s office

X Mail order pharmacy

X Major telecommunications provider

X Minnesota food company

X State Corporation Commission

Regulation might have helped here, too.
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| have identified five distinct patterns
for addressing the sanitization problem.

Visibility Sanitization
Pt T ¥
Users Users

r

User Explicit Item Reset to
Audit Delete Installation

Delayed
Unrecoverable
Action

Complete
Delete

¢
g =7 < S H®

Document Files, Applications, and Media
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Complete Delete: assure that deleting the visible
representation deletes the hidden data as well.

Sanitization e ./i{. ]
[ ] [ ]
U B POnEe NEN
Users /Jz T /I\A
a . b slg Is cp mv
/I\
. . beth mail junk . .
( Complete ) l
Delete
AN ol | N
. . wo | [ uer . oin .
CLiNE e J @ UL UEk
. 4N
Document Files, Applications, and Media . . > m o . .

Naming this pattern lets us discuss its absence
in modern operating systems.
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Delayed Unrecoverable Action: give the users a chance to
change their minds.

Sanitization
Users
e see—— A ST SSS——
®00 Shredder Control Panel
When do you want to shred the documents?

Delayed Once a document is shred, it can no longer be recovered.
Unrecoverable @ shred documents at: 8:00 pm B
Action =

() Shred documents in shredder after 2 days b
() Shred documents now

Docur_nents in shredder: 37
Complete

( Cancel ) E—GK—Q
Delete

l

=

Document Files, Applications, and Media

[Norman 83] and [Cooper 99] both suggest this functionality,
but they do not name or integrate it.
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Two ways to delete information. #1: Explicit Item Delete

Sanitization
'i| * ev COAWINDOWS\system 3 2\emd. exe

Crwtmprdie
Users Uolume in dpive C has no label.

r herial Humber 15 1418=-FO4R

Mirectory of GIstmp

Explicit Item
Delete

a4 KUY :EH PH LDl K>

‘2884 BA9:28 PH {DIR> -

286 11:34 AH r Y big_secret _txt
1 File<z) & bytes
2 Dipdz ) - FH7 78,288 bytes free

Delayed
Unrecoverable
Action

Ciwtmapidel big_secret.txt

Cistmprdie
Volume in drive © haz no label.
Uplume Serial Humber iz 1418-FC4A

Complete
Delete

Divectory of CIwtmp

18-1%-2864 B%:22 PH <DIRZ
1H-1 5204 HY2E PH LDl K>

A File(z) 8 bytes
]

2 Dapdsd 4 239 M6 128 b ytes Free
Document Files, Applications, and Media

“Provide a means for deleting information where the
information is displayed.”
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Reset to Installation: Get rid of everything

Sanitization
Pt
Users

rD

Explicit ltem Reset to
Delete Installation

Delayed
o i G, ALL DATA ON NON-REMOUABLE DISK
A ) I C: WILL BE LOST!
Proceed with Format (Y- N>?

e CIAWINDOWS\system32\cmd.exe - format c:

(

C:sn2format c:
The type of the fFile system i1s HIFS.

Complete
Delete

G S

Document Files, Applications, and Media

Reset/reinstall functionality is common (Windows; PalmOS; etc.).
This pattern framework clarifies Reset’s security property.
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User Audit: If the information is present, make it visible.

Visibility
.

Users

User
Audit .

B g @b

With files, this happens automatically
when the Complete Delete pattern is implemented.
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The power of these patterns is that they apply equally well to
ther sanitization problems.

e Document Files

e \Web Browsers

T

many of it ign

like Irag pr ed by the Intellige s

collection efforts.

« n agents and the
development of unilateal sources inside Iraq were not top priorities for the Inteligence

‘ommunity
‘agains Irq's weapons of mass destruction programs in Iraq afer 1998, The Intelligence

5. The Committee

“ R o Wwhy the CIA had not considered
ion Iragh Freede

placing a CIA officer in Iraq investigat Iraq’s weapor

B e s eyt o
Teerwho ca go s and surviv ey QRN o 3 ong s T

Senior Cl
Commitee th
cia HUMINT targ previar Irag.
b i i " atthe CIA,
corporate culure.
@ Community's HUMINT in
ommunity’: X i
"
o
1A,
L25.

e 2} JIT WebMail - Microsoft Internet Explorer. - [Working Offline]

Fie Edc Vew Favortes Took Hep
Qs - () =] [E] (0 O lprmomes €8 (10 L ] -
B ncoess (@ .

.
| @psearchweh - § Ehoblacked 2] options
MIT WebMail

? Expand All | Collapse Al
r B nsox

B ncr

D Home

© wiroc

© sent

© student House

B uttimate

B webmailtrash

B wiorc

Expand All| Callapse Al

§ lib1 - Paint

#

1387

B
'.Jr

(=)

0

S

"

Expires
Hone,

Hone,

None,

None,

None

None

None

Hone

Hone

Hone -
4j24{2005 5:58
4]24{2005 4:58
None

4/26{20055:58
None,
None,
None
4j24{2005 5:20
4/24{2005 5:21
4/24{2005 5:21
4j24{2005 5:21
4j24{2005 5:21
4j24{2005 5:21
4j24{2005 5:21
Hone

>
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Information is left in document files.

e The New York Times published a PDF file
containing the names of Iranians who
helped with the 1953 coup. [Young 00]

e US Dod published a PDF file “diversity
report” containing embarrassing redacted
information. [Poulsen 03]

e SCO gave a Microsoft Word file to
journalists that revealed its Linux legal
strategy. [Shankland 04]

e Multinational Force-lraq report

TTTTTTTTTTTTTTT

........................................
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The information leaked because two patterns were not
implemented.

Visibility Sanitization
Users Users

User Explicit Item Reset to
Audit Delete Installation

Delayed
Unrecoverable
Action

. ngf'se )
g =7 @D FHEH®

Document Files, Applications, and Media
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The Senate Foreign Intelligence Committee accomplished
this goal by scanning the redacted report on pre-war Iraq
intelligence to create the PDF that it distributed.

R WrvioE W jadge. el TR elTans agsive & cheand saciery
likw kg prior 1o {Rppeaton lraqi Frevdom wers hebbisd by Us Iniclbgmos Cammonsty s
depoadones on baving an oiffxial ULS. prewosce imranlry 1 mawnt clatdestine HUMINT
golleotay pilons

U} Whea LT insppoctoors departed g, ihe placeroent of HUMENT agonts and the
aprriopanent of o lauvl weroes v I wery on ssp e o st b ligmes
Commrcry. The Intclligmes Caramunity did not have s sivgle HUMINT sousce collooting
ke [ 'S it of M GEHTUCRN [T i sy afler 199 . The e
:_—,w-mmuuuﬂ_@--ﬂm.m- arurnen

ior oifiobn o g et it The Cotramites

H o evkbimon Data Ik ol iesoties Segmdlamly paevpsted o inclligeacs Conmaminy

from v haping LR o8 IEITIT oo e T ma frag

hmm\n—ﬁuh.mﬁuuw--t_kp
Thee Cmmezuimee deiwen reof Dol e CLA ot wn pleiting e it oagesod by e apime of 0 CL%
amployee muveling o Miger. The Commimes b, Bossvr, Dot m i odsmne,
comidring the 1ignfrent rosare wvailable % the CLA. tht tn wa #ac valy spton nailistc
Gl e s oo rapidly volving globad thresrs Bih i wesarism ded th prodbiranon of




Microsoft has tried to solve this problem with “Remove

Hidden Data” tool.

B Remove Hidden Data

Remove Hidden Data creates a new version of your document without comments, revisions, file properties, or other
data that you might not want others to see. You should only use this feature when you are ready to publish your
document.

Enter a file name for the new version B Remove Hidden Data

File name:

Recommended: Use a different file naj
its original name.

Cancel

Remove Hidden Data is automatically checking for hidden data.

crecong..  [HHNNNENRNNNENNNRNNNRNEERE] oo

Click Finish to close this document and display a log file of results.

WARNING: If you open this file
data. youons I Rhd2.log - Notepad

File Edit Format View Help

EEX

Personal summary information found and removed.
l:l Different revisions of document not found.
comments not found.
Early document versions not found.

SendForReview RCIDs not found.
printer path not found.
v:\current\Blast_Notes.doc scanning completed

|~

V:\current\Blast_Notes.doc scanned at 8:35:21 PM on 3/5/2005

VB Macro comments failed to remove. Reason: If the "Trust Access to Vvisual Basic Project” security setting is

| v

Ln1,Col 1

RHD doesn’t integrate into the flow of document

preparation. The patterns-based analysis predicts that RHD

will fail in many cases.
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Information is left behind in web browsers.

4 YYYTYTYY

History

Search: Wiew *

| Today

] Yesterday
1 2 days ago
1 3 days ago
| 4 days ago
| 5 days ago
| 6 days ago

&3 07113 748-MIT.pdf (applica...
4 12527315716

3 1369 Coffee House

Q 2004 Research Abstracts: |...
Q abstract-templateds.html
&3 ACM Digital Library

& ACMWeb Accoun t

Two key problems: @ Deleted files;

Browser
History

Cookies

|

(O
OE=EE

BOOE
oeec

®

Browser
Cache

|

(]

OG-
INIBIEIES

O
L

The cache
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In fact, a lot of informat

MIT Humanities Lib

& Temporary Internet Files

File Edt View Favorites

Tools

Help

Qe - @ - (T Pssat 7 rolirs

Folder Tasks

Copy this item
K Delete this item

Other Places

(3 Local Settings
(5} My Documents
8 My Network Places

rary, April 25, 2005

Name Internet Address Type Size  Expires “
E]showFalder?Y...  http:ffus.F530.mail.yahoo. comfymiShonFolder 7YY =340738i... HTMLDocument  41KB  None
(&l showFalder?rb... httpifius 530 mail.yshoo, comfymishawFolder rb=Inboxgr...  HTML Document  66KB  Hone
Showletter?M...  http:ffus.f530.mail.yshoo, comfymiShowletkerMsgld=2180... HTMLDocumert  S3KB  Hone
http: fiwws. medbookstore  com/ HTML Document  26KB  Mone
hktp: i, of p7te.. HTMLDocument  17KB  Mone
hktp: i, of p7te.. HTMLDocument  17KB  Mone
hitp: ffswens medbookstore, com/books SearchResuts asp?tx,..  HTML Documert 17KB None
hitp:ffswes medbookstore, com/books SearchResuts.asp?tx,.. HTML Documert 24KB  None
hitp: ffswes medbookstore, com/books ProductDetals.asp?C...  HTML Documert  20KB  None
hitp: s yahao, comf HTML Documert 35KB  Mone =
hitp: fimeil yahoo. com{? intl=us HTML Document  26KB  4/24/2005 5:58
bt fius.F530, mail. yah X dmfacd HTMLDocumert  4KB  4/24/2005 4:56
http:fius F530.mail.vahoo com/ymiwelcome?1Y=88315 HTML Document 33K Hone
http: fjus.F530. mail.yahao. comfymishowFolder YV =868478...  HTML Document 66 KB Hone
http: fjus.F530. mail. yahao. comfymjinstacompose?a_c_holl. HTML Documert 84 KB 426/2005 5:58
htp:fjus.F530.mail.yahoo. cam ymiCompaseYY=A9649 HTML Document  29KB  Mone
hitp:ffad. doubleciick, net fadifN3285. yahoocom{B1 231090, 1., HTMLDocumert  5KB  None
hitp:ffweb it ecist topicsemailjquery bkl HTML Documertt 12KB  None
hitp it i HTML Documertt  33KB  4j24/2008 5:20
hitp it hy HTML Documert  27KB  4i24/2005 5:21
hitp it po.. HTMLDocumerk  36KB /242005 5:21
http: it h HTML Document 36 KB 4/24/2005 5:21
[ it hp?index=2194  HTMLDocument  26KB  4/24/20055:21
htp: it hy HTML Documert  35KB  4/24/2005 5:21
htp: it hprindex=2192  HTML Document 24 KB 4/24/2005 5:21
hitp: ffweb, it edu] HTML Documertt  17KB  Mone
m | >
—

G Google-~ s

ion is left behind in web browsers.

FEEX

86



4 out of 4 computers inspected had significant quantities of
personal email in their browser caches.

2l MIT WebMail - Microsoft Internet Explorer - [Working Offline]
File Edit Wiew Favorites Tools  Help

| eEack < J @ @ \'_h pSearch ‘i‘\?Favorites {‘3 Bg{v :; ly_f] - J ﬁ '3

In

|2 Address @ https:{fwebmail mit.edufhordefimp Falders.php V| Go

GOOS]C - ~| & searchweb ~ @ EH 0 blacked E Cptions Size | Expires

41 KE Mone

66 KB Mone

S3KE MNone

26KE Mone

2 ] 17KE  Mone
Help Logout Open Folder 17KE Mone
17 KE  Mone

Mailbox quota: 175.84MB Used / 244 14MB Tatal (72.02%) 2; Eg :One
one

Folder Navig = KB Mone

|ChooseActi0n: Expand &ll | Collapse &ll 2 @ 26KB  4/24/20055:58
4KB 4242005 4:58

r E@ INBOX 1367 0 33KE  MNone
66 KE Mone
G4 KB 4/26/2005 555
Z9KE Mone
SKE MNone
12KE Mone
FIKE 4242005 5:20
Z7KB  4/24/20055:21
: 36 KB 4/24/20055:21
= student House KB 4242005 5:21
. 26 KB 4/24/2005 5:21
=8 it ate I5KE  4/24/2005 5:21
24KB 4/24/20055:21
@ wehmail-trash 17KE Mone v

>

4
4

Expand &ll | Collapse &Il # g

ﬁ! é 0 Internet

Mail - Micros. .. [ Temporary Inkernet B, i bl - Paint

The American Library Association recommends software
that automatically purges caches on a daily basis.[ALA 05]
(It would be better to purge after each use.)
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Legislative reactions to this research:
“Fair and Accurate Credit Transactions Act of 2003” (US)

e Introduced in July 2003. Signed December 2003.
e Regulations adopted in 2004, effective June 2005.
e Amends the FCRA to standardize consumer reports.

e Requires destruction of paper or electronic “consumer
records.”

Testimony: http://tinyurl.com/cd2my
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Technical reactions to this research:
“Secure Empty Trash” in MacOS 10.3.

File Edit View Go
About Finder

Preferences...

Secure Empty Trash

Services

Hide Finder #EH
Hide Others " 3H
Show All

\
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Unfortunately, “Secure Empty Trash” is incomplete.

HLEIM File Edit View Go
About Finder

Preferences... 3,
- BT — 3 K]
Secure Empty Trash
Services >
I I Hide Finder 3%H
e Implemented in Finder Hida Finder———sH
Show All

(inconsistently)
e [ ocks trash can
e Can’t change your mind

Busl.pdb
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MacOS 10.4 “Erase Free Space” makes a big file.

r Y
e 06 USB2 o
AA [ : _g) ; : . sy

s i o ' @ @ @
Burn New Image Convert Verify Enable Journaling Info Unmount Eject Log

=1 55.9 GB Hitachi IC25NO...
=4 Macintosh HD
[11233.8 GB Maxtor OneT...

2 NOIR_1.dmg

@ Number of Folders: 5

Mount Point: /Volumes/USB2
Format: Mac OS Extended (Case-sensitive, Journaled)
Owners Enabled : No

" First Aid | Erase | RAID Restore |

To erase a disk or volume, select its icon, specify a format and name, and click Erase.

« Erasing a disk erases all data and volumes on a disk, leaving the disk empty. Erasing a
selected volume erases that volume only, leaving other volumes on the disk unchanged.
« To securely erase data, click Security Options and select an option before clicking
Erase.

« To help prevent recovery of deleted files, click the Erase Free Space button.

Volume Format: = Mac OS Extended (Case-sensitive, Jo %

Name: USB2

( FErase Free Space... ( security Options... ) [ Erase )

Capacity : 233.6 GB (250,864,050,176 Bytes)
Available: 135.9 GB (145,955,315,712 Bytes)
Used : 97.7 GB (104,908,734,464 Bytes)
Number of Files : 32

91



MacOS “File Vault” gives users an encrypted file system.

1

f Baﬁ - - Security
|« » || showall | Q

FileVault

= FileWault secures your home folder by encrypting its contents. It automatically
9 a T encrypts and decrypts your files while you're using them.

WARNIMG: Your files will be encrypted using your login password. If you forget your
login password and you don’t know the master password, your data will be lost,

A master password is set for this computer. (

This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

Change... )

; FileWault protection is on for this account.
] Turning off FileVault may take a while.
1
L

(" Turn Off FileVault... )

E Require password to wake this computer from sleep or screen saver
For all accounts on this computer:

W™ Disable automatic login

" 1 Require password to unlock each secure system preference

[

1

:I e

) _ lLog out after 60 . minutes of inactivity
I

[ 1 Use secure virtual memory

o
= Click the lock to prevent further changes. @




Future Work: Deploying Compete Delete

e Make FORMAT actually erase the disk.
e Make “Empty Trash” actually overwrite data.

e Integrate this functionality with web browsers, word
processors, operating systems.

e Address usability dangers of clean delete.

e Analysis of “one big file” technique.

Let’s put this in Linux!
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Future Work: 2500 Drive Corpus

e Automated construction of stop-lists.
e Detailed analysis of false positives/negatives in CCN test.
e Explore identifiers other than CCNSs.

e Support for languages other than English.

More than 500 drives are standing by...
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Future Work: Toolkit

e Easy-to-use, reliable, disk imaging software.
e New file format for disk images.

e \Web-based database of hash codes.

Initial version is available for download.

95



Future Work: Economics and Society

e Who is buying used hard drives and why?
e Hard drive honeypot.
e Compliance with FACT-A

This is a lot of work...
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Future Work: Summary

e I[mproved cross-drive forensics
e 2500 Drive Corpus
e Open-Source Toolkits

e Economics and Society

Questions?
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