How to make Secure Email Easier to use

@ Your Amazon.co.uk Seller Fees VAT Invoice g@]g]
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From: marketplace-messages @amazon.co.uk R
Date: Friday, August 20, 2004 1: 12 PM

To: simsong@csail.mit.edu

Subject: ‘Your Amazon.co.uk Seller Fees VAT Invoice

Security: Digitally signed and verified

Simson L. Garfinkel (MIT)
Jeffrey |. Schiller (MIT) e 5o Ao
E ri k N O rd I a n d e r ( M I T) We're writing to provide vou with a electronic VAT invoice of 7/2004 seller

fees paid in connection with vour sales on Amazon.co.uk Marketplace,

[*

Dear John Q. Public

Auctions, and zShops.

David Margrave (Amazon) .

Here's vour electronic VAT invoice:

Robert C. Miller MIT) |

Invoice Date: 31/7/2004
Invoice Number: 99999999999999

Supplier Name: Amazon Services Europe S.arl
Supplier Address: 26, Boulevard Roval, L-2449, Luxembourg
Supplier VAT number: LU19647148

<
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http://www.simson.net/smime-survey.html/
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Public key cryptography was invented nearly 30 years ago to
secure electronic mail.

e 1976 — Public Key Cryptography (Diffie & Hellman)
e 1977 — RSA Encryption (Rivest, Shamir & Adelman)
e 1978 — Certificates (Kornfelder)

e 1987 — Privacy Enhanced Mail

e 1992 — PGP

e 1998 — S/MIME

With so much work and investment, why don’t we use this
exciting technology?



Most mail sent over the Internet isn’t secure. Why not?

Theories of Disuse

#1 People don’t have the software
#2 The software is too hard to use
#3 People don’t want to use it!
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Most mail sent over the Internet isn’t secure. Why not?

Theories of Disuse Solution

#1 People don’t have the software Distribute with the OS
#2 The software is too hard to use Make it automatic
#3 People don’t want to use it! Automate & Educate

This is what the industry did with SSL/TLS, and it worked
pretty well.



“Email Security” means different things to different people.
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“Emall Security” means different things to different people.

Email security traditionally meant:

Preventing Eavesdropping.  Sealed for the recipient

Today email security means:

ﬁ Stopping Spam and Phishing. Signed by the Sender

This creates an opportunity for advancement, because there
are some senders that send a /ot of mail.



S/MIME was standardized in the 1990s...

To: simsong@acm.org
From: simsong@mit.edu
Subject: Message subjects are not signed, either

Content-Type: multipart/signed; Message Header
boundary="---xxx---" (RFC 822)
---XXX---

Content-Type: text/plain

Message Body
This is a signed message.

===XXX-==
Content-Type: application/pkcs7-signature;
name=smime.p7s
Content-Transfer-Encoding: base64
S/MIME Signature
MIAGCSqGSIb3DQEHAGCAMIACAQEXCzAJBgUrDgMCGgUAMI and Digital ID
AGCSqGSIb3DQEHAQAAOIIGQTCCAvowggd joAMCAQICAWRE

L JESMCoGALUEAXMjVGhhd3R1IFBlcnNvbmFsIEZyZWVt

-=-XXX---

Signed Message



S/MIME was standardized in the 1990s...

To: simsong@acm.org

From: simsong@mit.edu

Subject: Message subjects are not encrypted

Content-Type: application/pkcs7-mime; Message Header
name=smime.p7m (RFC 822)

Content-Disposition: attachment;
filename=smime.p7m

MIAGCSqGSIb3DQEHA6CAMIACAQAXggGFMITIBgQIBADBpMG
IxCzAJBgNVBAYTA1pBMSUWIWYDVQQKEXxxUaGF3dGUgQ29u
c3VsdGluZyAoUHR5KSBMdGQuMSwwKgYDVQQDEyYNUaGF3dG
UgUGVyc29uYWwgRnJ1ZW1haWwgSXNzdW1luZyBDQQIDDQTb
MA@GCSqGSIb3DQEBAQUABIIBALAHEexSORbvmCo5GONWZ4
HaQSCzgDD1jjgvW7+4M0@1iPkuec+XE1lnn4p5x+++2CAgReY
XvGC3ZEKgPsgFoQPGroYXKHh3AHc1FNSDABcyVFwtc9xlq
VWZHNXJd241tAqOV0OoiX8rmIK1t3snlhaWwgSXNzdWluZy S/MIME Message
BDQQIDDQTbMA@GCSqGSIb3DQEBAQUABIIBALdHEexSORbv Encrypted MIME
mCo5GONWZ4HaQSCzgDbD1jjgvW7+4MO1iPkuec+XE1nn4p5x
+++2COgReYXvGC3ZEKgPsgFoQPGroYXKHh3AHCc1FNSDABC (75 lines; not to scale)
yVFwtc9x1qVwZHNXJd241tAq@V@oiX8rmIK1t3sns8UjjX
1dt2g+1ZxIMMCZkKsu3b+600up4WGHYEGNXLLGZzIWcoyTh
graizs4KUS8ujBmIrTIqc4VZ1+kJeKWbCCOUEUMZdcOgCU
vpCZkPr5C1XYuIDy6JWYjF2HaEUj7ecul2DB4uloY1ljtVF

fLQROUON11a2p5fTP6FgFNnjnTOIINzPqwMmaV7jT2T98D
2mBAhk1yg9h/6e4gAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=

Sealed Message



S/MIME is built into many modern email programs.

- = om
E* This is a message

© Fle Edit View Insert Format Tools Message Help

Send Zuk opry Paste Undo Chedt  Spelling Attach  Priority

(=§

Sign

(=4

Encrypt

5

Offline

Fram: |5imsang@csail.mit.edu {rai)

To: Iu:n:urd Ecampaign. ex.com

[ Cc |

[E Be: I

Subject: |This is 3 message

[ aria VoM E|RPZUA|EizEEEs=s=S|-@

This message will be signed and encrypted.

Just click “sign” to sign and “encrypt” to seal.



Outlook Express Mail

You cannot send digitally signed messages
because you do not have a digital ID for
this account.

GetDigital | | Cancel




Outlook Express Mail

You cannot send digitally signed messages
because you do not have a digital ID for
this account.

GetDigital | | Cancel

You need a Digital ID to send signhed mail or receive mail
that’s sealed.... You have to get this from a trusted web site.



We think S/IMIME clients are widely used...

... but until now, we didn’t have answers to some important
questions:

e Can people receive S/IMIME-signed messages?
e Do they understand what a signed message means?

e What other security measures are possible today?



Outline of this talk

v/ Background on “Email Security”.

e Survey Results: Merchants understand and can use
technology that’s already deployed.

e [mproving Web Mail Security.

e Moving forward with Key Continuity Management.
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Mail Security Survey.

In June 2003, Amazon.COM started using S/MIME to sign the
VAT invoices sent to its European Marketplace Sellers.

EU Directive 99/93/EU calls

.
simsong@csail.mit.edu

From: co.uk
te: 12PM
(14 To:
O r t e u S e O a Va n C e Subject:  Your Amazon.co.uk Seller Fees VAT Invoice
Security: Digitally signed and verified

digital signatures” for certain

Greetings from Amazon co.uk

ki n d S Of e I e Ct ro n i C m e S S ag e S . We're writing to provide you with a clectronic VAT imvoice of 7/2004 seller

fees paid in connection with your sales on Amazon.co.uk Marketplace.
Auctions, and zShops.

Here's your electronic VAT invoice:

Amazon sent signed mail to

Europeans, but not to other
L] Invoice Number: 99999999999999
Supplier Name: Amazon Services Europe S.arl

m e rC h a n t S Supplier Address: 26, Boulevard Roval, L-2449, Luxembourg
L Supplier VAT number: LU19647148

This created an excellent opportunity for survey research.



We created a web survey and posted links to it in the
Amazon Sellers Forums:

Yala) S/MIME Survey e
7 + | 2 file://val Purity/U i it/ ~(Qr Google | &
E] ile:// Volumes/Purity/Users /simsong/mit/ Qr ¢ 4
[I] Newswv 17.906 Class Home F2 TRBlog refv 6.894: Ligh..mal Methods »
i il
. . 3
Email Security Survey 3
Security and Usability Project 1 — P
MIT Computer Sclence and Artificlal Intelllgence Laboraton | F
mputer |Ence an rtificial Intelligence Laboratory r—u },J'_ LJL 3
. Simson L. Garfinkel, MIT CSAIL I e
e 5 web pages; 40 questions a
3 Erik MNordlander, MIT o
Jeff Schiller o
L|D
INTRODUCTION I
. o
I n u es e r a e This survey is designed to determine out your attitudes about and experience with o
secure electronic mail. The information obtained from this survey will be used for a bid
research project at the Massachusetts Institute of Technology working on 3
technigues to make computers both more secure and easier to use! e

u Participation in this survey is completely voluntary. You may decline to answer any ’
‘ S O Ste I n . or all of the questions. You may also decline any further participation in this research
[] without any adverse consequences. Of course, we hope that you will complete the r

entire survey!

H

Your survey answers will be stored anonymously in a secure database. Your answers
will not be associated with yvour name or identity in any way. We will do our best to

. l | f ; f ;el |e r,S I O ru m preserve your privacy at all times.
If you wish to contact us directly regarding this survey, you can send us mail at

smime-survey@mit.edu. Results of this survey will be posted at
http:/f/www.simson.net/smime-survey.html when they become available.

' ) This survey has 40 questions. The average respondent completes this r
survey in about eight minutes.

1. 0n a scale of 1 to 5, where 1 is "very good” and 5 is "none,” please rate your
understanding of encryption and digital signatures:

_ _ _ _ _ 1
O 8 8 8 O u
1 2 3 4 5 .
a4l
very good none 'I
|

Europe Sellers had received sighed messages from Amazon.
US Sellers had not!

12



Survey respondents:

e 1083 sellers clicked on the link
e 470 submitted the first web page.
e 417 (89%) completed all five pages.

e Sellers were very educated:
e 26% advanced degree

e 35% college degree

e Sellers were very computer literate:
e 18% “very sophisticated” computer user

e 68% “comfortable” using computers

13



Survey Outline

e Experience with sending and receiving secure mail.

e Mail clients used.

e Questions testing knowledge and understanding of encryption.
e Kinds of computers used.

e Appropriate use of signing and sealing. [FC'05 paper]

e Opinions of companies that send signed mail.

e Metaphors for digital signatures.

e | ots of comments.

14



More than half of our respondents read their mail with
programs that support S/MIME

“Which computer programs do you use to read your email?
Check all that apply:”

Outlook Express 42%
Outlook 31% m——
AOL 18%
Netscape 10% mm

Eudora % m

Apple Mall 3%

Mozilla Mail 3%

Lotus Notes 2% I

Evolution 1% |

Any S/MIME 54% —

Total Responding 435
No Response (19)




But most people who have S/MIME support don’t know it!

“Does your email client handle encryption?”

Yes 27%
+S/MIME 34% m— "
-S/MIME 14% mm ***

No 5% =

| don’t know 59% ———
+S/MIME 54% —
-S/MIME 66% ————

What's encryption? 9% m
+S/MIME 7% m ™
-S/MIME 14% mm ™

Any S/MIME 54% ——

0 < .05, *p < .01l; *p < .001

16



Not surprisingly, few merchants digitally sign their mail.

| always send my email digitally signed. 2% 1
| sometimes send email that is digitally signed 4% =®
| rarely ... because it is not necessary for the kind of 19% ==
mail that | send.
| usually don’t because | don’t care enough ... 10% mm
| don’t ever ... because | don’t know how. 45%
...don’t understand what you mean by “digitally 24%
signed.”
Other 4% n
Total Responses 453

No Response

(17)

17



Likewise, few merchants seal their mail with encryption.

| always send email that is sealed for the recipient. 1% |

| sometimes send email that is sealed. 4% n

| rarely ... because it is not necessary for the kind of 17% ==

mail that | send.

| rarely ... because | just don’t care. 8% m

| don't ... because it is too hard to do. 6% =

| don'’t ... because | don’t know how. 41% I

| don’t ... because | am worried that the recipient 14% =

won’t be able to read it.

| don’t understand what you mean by “sealed” or 22% =

“encrypted.”

Other 3% 1
Total Responses 454

No Response

(16)

18



But Amazon’s merchants think business-related email
should be signed and sealed!

What should be digitally signed?

Bank or credit-card statements 65% ———
Receipts from online merchants 59% —

What should be sealed with encryption?

Bank or credit-card statements 79% ———
Tax returns or complaints to regulators 74% = ——
Receipts from online merchants 47% —

(After we explained what “signed” and “sealed” meant.)

19



More than a third of the merchants know how sign their mail
and think it is necessary, but they don’t it anyway!

“ don’t because | don’t care.”

“I doubt any of my usual recipients would understand the
significance of the signature.”

“Never had the need to send these kinds of emails.”

“| don’t think it's necessary to encrypt my email & frankly it’s just
another step & something else | don’t have time for!”

This was a surprise: most security professionals don’t think
that users are this sophisticated.

Full survey details at
http://www.simson.net/smime-survey.html

20


http://www.simson.net/smime-survey.html

Outline of this talk

v Background on “Email Security.”

v Survey Results: Merchants understand and can use
technology that's already deployed.

e [mproving Web Mail Security.

e Digital signatures need to be more smoothly integrated.

e “Walled Gardens” and webmail systems can provide
stronger sender authentication.

e Moving forward with Key Continuity Management.

21



S/MIME signatures are well-integrated in some mail clients.

From: marketplace-messages®@amazon.co.uk
Sublect: Your Amazon.co.ukl Seller Fees VAT Invoice
Date: August20, 2004 1:12:48 PM EDT
Te: Simson L. Garfinkel <simsong®@csail.mitedu=

Security: #Signed

Apple Mail:

From Subject
@Jeﬁreyl Schiller  Re: S/MIME survey

@F&Dh Miller Re: survey so far

Outlook Express:




S/MIME signatures appear as attachments on non-S/MIME
clients:

©) MSN Hotmail - Message - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

Q-El - Elr> - % @ |v http: /by 1fd.bay 1.hotmail. msn. com/cai-binfgetmsg ?msg =MSG 1 V| @ G0 |@,

(>

o
Opt

msnt HDtmaII .- Today | Mail | Calendar | Contacts

Free Mewsletters | MSMN Fea

sara_carson_personal@hotmail. com
g=uReply | genReply All | ‘rs Forward | 3¢ Delete | [ Junk | = Put in Folder » | Elg Print View | [g2] Save Address

From : Simson L. Garfinkel <simsong @csail, mit.edus 40 | ¥ | X | [EInbox

Sent : Monday, March 14, 2005 413 PM

To: "Sarah Carson” <sara_carson_personal @hotmail.com=

Subject : a signed message
W attachment :smime.p7s (< 0,01 ME)

Hi, Sara. This iz a2 signed message!

>
>

<
Done 5| 25°F @ | 40F £5 40F £S5 37F $5 | 3BF s

“| couldn’t open that file you sent me. What is it?”
This is a problem results directly from the use of MIME
multipart for sighatures.






